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Abstract—We consider detection of spoofing relay attack in
time-division duplex (TDD) multiple antenna systems where
an adversary operating in a full-duplex mode, amplifies and
forwards the training signal of the legitimate receiver. In TDD
systems, the channel state information (CSI) can be acquired
using reverse training. The spoofing relay attack contaminates
the channel estimation phase. Consequently the beamformer
designed using the contaminated channel estimate can lead to
a significant information leakage to the attacking adversary. A
recent approach proposed using the minimum description length
(MDL) criterion to detect spoofing relay attack. In this paper we
augment this approach with joint channel estimation and secure
beamforming to mitigate the effects of pilot contamination by
spoofing relay. The proposed mitigation approach is illustrated
via simulations.

Index Terms—Physical layer security, spoofing relay attack,
active eavesdropping, secure beamforming.

I. INTRODUCTION

Consider a three-node time-division duplex (TDD) multiple
antenna system, consisting of a multi-antenna base station Al-
ice, a single antenna legitimate user Bob, and a single antenna
spoofing-relay eavesdropper Eve. Eve is equipped with a full-
duplex terminal. Alice designs its transmit beamformer based
upon its channel to Bob for improved performance. In a TDD
system, the downlink and uplink channels can be assumed
to be reciprocal. Therefore, Alice can acquire the channel
state information (CSI) regarding Alice-to-Bob channel via
reverse training during the uplink transmission. Bob sends
pilot (training) signals to Alice during the training phase of
the slotted TDD system. Operating in a full-duplex mode,
Eve attacks the channel training phase by amplifying and
forwarding Bob’s signal (containing the same pilot sequence)
to Alice with negligible time delay. The CSI estimated by
Alice then is a weighted sum of Bob-to-Alice and Eve-to-
Alice CSIs. Consequently the beamformer designed on this
basis will lead to a significant information leakage to Eve.
This attack is called spoofing relay attack in [1].

When Eve has a half-duplex terminal, then Eve attacks the
channel training phase by transmitting the same pilot sequence
during the training phase, which also contaminates the channel
estimation phase. This issue of pilot contamination attack was
first noted in [2] who investigates enhancing eavesdropper’s
performance. Several approaches are discussed in [3], [4], [5],
[6] for detection of the attack. In [5], the training signal is
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self-contaminated by Bob which results in signal subspace of
dimension two in the presence of pilot contamination attack
and of dimension one in its absence. In [5], the minimum
description length (MDL) source enumeration method based
on data correlation matrix is used for estimation of the signal
subspace dimension, hence, for attack detection.

In [1] the problem of spoofing relay attack detection is
not addressed, rather the focus is on optimizing spoofer’s
performance. In [7] is is shown that the basic idea of source
enumeration used in [5] applies to spoofing relay attack
detection without requiring self-contamination at Bob. Ref.
[7] does not address the problem of attack mitigation. In this
paper, we augment the approach of [7] with joint channel
estimation and secure beamforming to mitigate the effects of
pilot contamination by spoofing relay. Our set-up is differ-
ent from the jamming scenarios considered in [8], [9] (and
others). Here Eve’s objective is to make Alice replace Alice-
to-Bob channel with Alice-to-Eve channel, whereas both, pilot
jamming of [8] and jamming of [9], aim to degrade overall
system performance. None of [8], [9] considers spoofing relay.

Notation: Superscripts (.)∗, (.)⊤ and (.)𝐻 represent complex
conjugate, transpose and complex conjugate transpose (Hermi-
tian) operation, respectively, on a vector/matrix. The notation
𝔼{.} denotes the expectation operation, ℂ the set of complex
numbers, I𝑀 an 𝑀×𝑀 identity matrix, 1{𝐴} is the indicator
function. The notation x ∼ 𝒩𝑐(m,Σ) denotes a random vector
x that is circularly symmetric complex Gaussian with mean m
and covariance Σ.

II. SYSTEM MODEL AND BACKGROUND

We follow the system model of [1], i.e., there are single
antennas at both Bob and Eve whereas the base station Alice
has 𝑁𝑟 ≥ 3 antennas [7]. Let 𝑠𝑡(𝑛), 1 ≤ 𝑛 ≤ 𝑇 , denote the
training sequence of length 𝑇 time samples. Consider a flat
Rayleigh fading environment with Bob-to-Alice channel h𝐵 =√
𝑑𝐵 h̃𝐵 ∈ ℂ

𝑁𝑟 , Eve-to-Alice channel h𝐸 =
√
𝑑𝐸 h̃𝐸 ∈ ℂ

𝑁𝑟

and Bob-to-Eve scalar channel g𝐵𝐸 =
√
𝑑𝐵𝐸 g̃𝐵𝐸 ∈ ℂ, where

real scalars 𝑑𝐵 , 𝑑𝐸 and 𝑑𝐵𝐸 represent respective path loss
attenuations, and h̃𝐵 ∼ 𝒩𝑐(0, I𝑁𝑟

), h̃𝐸 ∼ 𝒩𝑐(0, I𝑁𝑟
) and

g̃𝐵𝐸 ∼ 𝒩𝑐(0, 1) represent small-scale fading. Let 𝑃𝐵 and 𝑃𝐸

denote the average training power allocated by Bob and Eve,
respectively. In the absence of any transmission from Eve, the
received signal at Alice during the training phase is given by

x(𝑛) =
√
𝑃𝐵 h𝐵𝑠𝑡(𝑛) + v(𝑛) (1)
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where additive noise v(𝑛) ∼ 𝒩𝑐(0, 𝜎
2
𝑣I𝑁𝑟

) and we normalize
𝑇−1

∑𝑇
𝑛=1 ∣𝑠𝑡(𝑛)∣2 = 1 (e.g., take ∣𝑠𝑡(𝑛)∣ = 1).

The scalar signal received by Eve is

𝑥𝐵𝐸(𝑛) =
√

𝑃𝐵 g𝐵𝐸 𝑠𝑡(𝑛) + 𝑣𝐸(𝑛) (2)

where 𝑣𝐸(𝑛) ∼ 𝒩𝑐(0, 𝜎
2
𝐸) is the additive white Gaussian

noise at Eve’s receiver, independent of v(𝑛). Suppose Eve
acts as spoofing relay in full-duplex mode with simultaneous
information reception and relaying [10], [1]. As in [1], assume
simple amplify-and-forward relaying by Eve since it incurs
the minimal processing delay. As demonstrated in [10], it is
possible to design an amplify-and-forward relay with “zero”
delay between reception and transmission. Denote the signal
relayed by Eve as 𝑥𝐸𝐴(𝑛) which in the presence of residual
self-interference 𝑣𝑟𝑖(𝑛) is given by

𝑥𝐸𝐴(𝑛) = 𝑥𝐵𝐸(𝑛) + 𝑣𝑟𝑖(𝑛)

=
√

𝑃𝐵 g𝐵𝐸 𝑠𝑡(𝑛) + 𝑣𝐸(𝑛) + 𝑣𝑟𝑖(𝑛) (3)

where {𝑣𝑟𝑖(𝑛)} is modeled as additive zero-mean, complex
white Gaussian independent of {𝑣𝐸(𝑛)}, with variance INR
(residual interference to noise ratio) times the variance 𝜎2

𝐸

of 𝑣𝐸(𝑛) [11], i.e., 𝔼{∣𝑣𝑟𝑖(𝑛)∣2} = INR × 𝜎2
𝐸 . All reported

methods for self-interference cancellation [11], [12], [10], [13]
try to suppress the self-interference down to the thermal noise
floor. The lowest value of INR is 1 (0dB), but is typically 5
or 10 dB, or even higher, depending upon the transmit power
(in our case, 𝑃𝐸 at the relay, the full-duplex transmitter) [11],
[12], [13].

Under spoofing relay attack, the signal received at Alice is

x(𝑛) =
√
𝑃𝐵 h𝐵𝑠𝑡(𝑛) +

√
𝑃𝐸 h𝐸 𝑥𝐸𝐴(𝑛) + v(𝑛) (4)

= h̃𝑠𝑡(𝑛) +
√
𝑃𝐸 h𝐸𝑣𝐸𝐴(𝑛) + v(𝑛) (5)

where h̃ =
√
𝑃𝐵 h𝐵 +

√
𝑃𝐸𝑃𝐵 g𝐵𝐸 h𝐸 , 𝑣𝐸𝐴(𝑛) = 𝑣𝐸(𝑛) +

𝑣𝑟𝑖(𝑛), 𝔼{∣𝑣𝐸𝐴(𝑛)∣2} = 𝜎2
𝐸𝐴 = 𝜎2

𝐸(1 + INR). In case of
Eve’s attack, based on (5), Alice estimates h̃ as Bob-to-Alice
channel, instead of

√
𝑃𝐵 h𝐵 based on (1).

Ref. [7] addresses the problem: how to detect Eve’s spoofing
attack based only on the knowledge of 𝑠𝑡(𝑛)and x(𝑛). In a
binary statistical hypothesis testing problem framework, let
ℋ0 denote the null hypothesis that there is no spoofing relay
attack, i.e., x(𝑛) follows (1), and let ℋ1 denote the alternative
that Eve’s attack is present, i.e., x(𝑛) follows (5). Define the
correlation matrix of measurements as (𝑖 = 0, 1)

R𝑥,𝑖 = 𝑇−1
𝑇∑

𝑛=1

𝔼
{

x(𝑛)x𝐻(𝑛)
∣∣ℋ𝑖

}
(6)

and the correlation matrix of source signals as (𝑖 = 0, 1)

R𝑠,𝑖 = 𝑇−1
𝑇∑

𝑛=1

𝔼
{
[x(𝑛)− v(𝑛)][x(𝑛)− v(𝑛)]𝐻

∣∣ℋ𝑖

}
(7)

where the expectation is w.r.t. noise with the channels fixed.
Then we have R𝑥,𝑖 = R𝑠,𝑖 + 𝜎2

𝑣I𝑁𝑟
for 𝑖 = 0, 1. It is shown

in [7] that rank(R𝑠,0) = 1, and rank(R𝑠,1) = 2 if 𝜎2
𝐸𝐴 > 0.

If 𝜎2
𝐸𝐴 = 0, then rank(R𝑠,1) = 1. As in [5], [7] exploits

the MDL estimator of the signal subspace dimension 𝑑 ([15],
[14]) based on the eigenvalues of the estimated data correlation
matrix to detect if a pilot spoofing attack is present or not.
Define the sample correlation matrix as

R̂𝑥 = 𝑇−1
𝑇∑

𝑛=1

x(𝑛)x𝐻(𝑛). (8)

Let the ordered eigenvalues of R̂𝑥 be denoted by 𝜆1 ≥
𝜆2 ≥ ⋅ ⋅ ⋅ ≥ 𝜆𝑁𝑟

. The MDL estimator of the signal subspace
dimension 𝑑 is given by [15], [14]

𝑑 = arg min
1≤𝑑≤𝑁𝑟−1

MDL(𝑑) (9)

where

MDL(𝑑) =−
𝑁𝑟∑

𝑖=𝑑+1

ln(𝜆𝑖) + (𝑁𝑟 − 𝑑) ln

(
1

𝑁𝑟 − 𝑑

𝑁𝑟∑
𝑖=𝑑+1

𝜆𝑖

)

+
𝑑(2𝑁𝑟 − 𝑑) ln(𝑇 )

2𝑇
. (10)

If 𝑑 = 1, there is no spoofing relay attack, and if 𝑑 > 1, we
have a spoofing relay attack.

Ref. [7] does not address attack mitigation. In this paper we
do so.

III. JOINT CHANNEL ESTIMATION

If the MDL method indicates presence of attack, Alice
proceeds to jointly estimate the channels to Bob and Eve.

A. No Attack

If the MDL method indicates absence of any attack, Alice
proceeds to initially estimate the channel using (1) under
ℋ0, knowledge of {𝑠𝑡(𝑛)} and the least-squares method. This
readily yields

ĥ𝐵 =

√
𝑃𝐵

𝑇

𝑇∑
𝑛=1

x(𝑛)𝑠∗𝑡 (𝑛)/

[
𝑃𝐵

𝑇

𝑇∑
𝑛=1

∣𝑠𝑡(𝑛)∣2
]

=
1

𝑇
√
𝑃𝐵

𝑇∑
𝑛=1

x(𝑛)𝑠∗𝑡 (𝑛). (11)

B. Under Attack

1) Projection Orthogonal to Training: Stack 𝑃 consecutive
samples of ℓth component 𝑥ℓ(𝑛) of x(𝑛) into a column:

𝑥ℓ(1) ⋅ ⋅ ⋅ 𝑥ℓ(𝑃 )︸ ︷︷ ︸
xℓ(1)

𝑥ℓ(𝑃 + 1) ⋅ ⋅ ⋅ 𝑥ℓ(2𝑃 )︸ ︷︷ ︸
xℓ(2)

⋅ ⋅ ⋅

Define vℓ(𝑚) from 𝑣ℓ(𝑛), the ℓth component v(𝑛) in a similar
fashion. Let š𝑡 = [𝑠𝑡(1) 𝑠𝑡(2) ⋅ ⋅ ⋅ 𝑠𝑡(𝑃 )]

⊤ and v̌𝐸𝐴(𝑚) =
[𝑣𝐸𝐴(1+ (𝑚− 1)𝑃 ) ⋅ ⋅ ⋅ 𝑣𝐸𝐴(𝑃 +(𝑚− 1)𝑃 )]⊤. Then in the
presence of the eavesdropper, we have

xℓ(𝑚) =
(√

𝑃𝐵 ℎ𝐵,ℓ +
√

𝑃𝐸𝑃𝐵 g𝐵𝐸 ℎ𝐸,ℓ

)
š𝑡

+
√

𝑃𝐸 ℎ𝐸,ℓv̌𝐸𝐴(𝑚) + vℓ(𝑚)

where ℎ𝐵,ℓ is the ℓth component of h𝐵 , and similarly for ℎ𝐸,ℓ.
Let 𝒫⊥̌

s𝑡 = projection orthogonal to the subspace spanned by



š𝑡. Then 𝒫⊥̌
s𝑡 xℓ(𝑚) has no contribution from training 𝑠𝑡(𝑛).

“Reshape” 𝒫⊥̌
s𝑡 xℓ(𝑚) into a row vector along time and put all

components ℓs together. Then the so “projected” x(𝑛) lacks
𝑠𝑡(𝑛) but has the effect of h𝐸 and 𝑣𝐸𝐴(𝑛) which can be used
to estimate h𝐸 up to a scale factor via eigen-decomposition.
We elaborate on this approach in what follows.

We have

𝒫⊥
š𝑡 = I𝑃 − 𝑃−1š𝑡š𝐻𝑡 ∈ ℂ

𝑃×𝑃

where we have used š𝐻𝑡 š𝑡 = 𝑃 . Since rank(𝒫⊥̌
s𝑡 ) = 𝑃 − 1, its

SVD is

𝒫⊥
š𝑡 = U1Σ1V𝐻

1 , U1,V1 ∈ ℂ
𝑃×(𝑃−1)

where Σ1 is diagonal with positive singular values along its
diagonal. Consider

𝔼{[𝒫⊥
š𝑡 vℓ(𝑚)][𝒫⊥

š𝑡 vℓ(𝑚)]𝐻} = U1Σ1V𝐻
1 (𝜎2

𝑣I𝑃 )V1Σ1U𝐻
1

= 𝜎2
𝑣U1Σ

2
1U𝐻

1 ∈ ℂ
𝑃×𝑃

Noting that Σ−1
1 U𝐻

1 𝒫⊥̌
s𝑡 = V𝐻

1 , consider the reduced dimen-
sion

vℓ𝑟(𝑚) := V𝐻
1 vℓ(𝑚) ∈ ℂ

𝑃−1.

Then we have 𝔼{vℓ𝑟(𝑚)(vℓ𝑟(𝑚))𝐻} = 𝜎2
𝑣I𝑃−1. Note that

vℓ𝑟(𝑚1) and vℓ𝑟(𝑚2) are independent for 𝑚1 ∕= 𝑚2. Simi-
larly, define the reduced dimension projected observations and
contamination sequence, respectively,

xℓ𝑟(𝑚) := V𝐻
1 xℓ(𝑚), v̌𝑟𝐸𝐴(𝑚) := V𝐻

1 𝑣𝐸𝐴(𝑚).

Then we have for 𝑚 = 1, 2, ⋅ ⋅ ⋅ , 𝑇/𝑃 ,

xℓ𝑟(𝑚) =
√

𝑃𝐸 ℎ𝐸,ℓv̌𝑟𝐸𝐴(𝑚) + vℓ𝑟(𝑚).

Now reshape xℓ𝑟(𝑚), 𝑚 = 1, ⋅ ⋅ ⋅ , 𝑇/𝑃 , with 𝑇/𝑃 an inte-
ger, into a row a scalars 𝑥̃ℓ(𝑛), 𝑛 = 1, 2, ⋅ ⋅ ⋅ , (𝑇/𝑃 )(𝑃 − 1)
using the correspondence

𝑥̃ℓ(1) ⋅ ⋅ ⋅ 𝑥̃ℓ(𝑃 − 1)︸ ︷︷ ︸
xℓ𝑟(1)

𝑥̃ℓ(𝑃 ) ⋅ ⋅ ⋅ 𝑥̃ℓ(2(𝑃 − 1))︸ ︷︷ ︸
xℓ𝑟(2)

⋅ ⋅ ⋅

Similarly define 𝑣ℓ(𝑛) from vℓ𝑟(𝑚), 𝑚 = 1, ⋅ ⋅ ⋅ , 𝑇/𝑃 , and
similarly construct 𝑣𝐸𝐴(𝑛) from v̌𝑟

𝐸𝐴(𝑚). Then x̃(𝑛) ∈ ℂ
𝑁𝑟

with ℓth component 𝑥̃ℓ(𝑛), satisfies

x̃(𝑛) =
√
𝑃𝐸 h𝐸𝑣𝐸𝐴(𝑛) + ṽ(𝑛). (12)

In the above model {ṽ(𝑛)} is i.i.d. zero-mean complex Gaus-
sian with covariance 𝜎2

𝑣I𝑃−1 and similarly 𝑣𝐸𝐴(𝑛) is zero-
mean complex Gaussian with covariance 𝔼{∣𝑣𝐸𝑁 (𝑛)∣2} =
𝜎2
𝐸𝐴 (follows just as the properties of ṽ(𝑛)).
2) Estimation of Eve’s Channel: Consider (12) with 𝑛 =

1, 2, ⋅ ⋅ ⋅ , 𝑛𝑏(𝑃 − 1) where 𝑛𝑏 = 𝑇/𝑃= an integer. Then, with
𝑛𝑏(𝑃 − 1) =: 𝑇 ′, as in (6),

R𝑥̃ =
1

𝑇 ′

𝑇 ′∑
𝑛=1

𝔼{x̃(𝑛)x̃𝐻(𝑛)} = 𝜎2
𝐸𝐴𝑃𝐸h𝐸h𝐻

𝐸 + 𝜎2
𝑣I𝑁𝑟

where 𝔼{∣𝑣𝐸𝐴(𝑛)∣2} = 𝜎2
𝐸𝐴 = 𝔼{∣𝑣𝐸𝐴(𝑛)∣2}. Hence we

estimate h𝐸 up to a complex constant as the unit norm
eigenvector u1 corresponding to the largest eigenvalue of R̂𝑥̃,

R̂𝑥̃ =
1

𝑇 ′

𝑇 ′∑
𝑛=1

x̃(𝑛)x̃𝐻(𝑛).

Since h𝐸 ≈ 𝑐u1 for some complex 𝑐, we pick 𝑐 to minimize
1
𝑇

∑𝑇
𝑛=1 ∥x(𝑛) − 𝑐u1𝑠𝑡(𝑛)∥2, leading to the solution 𝑐 =

1
𝑇

∑𝑇
𝑛=1(u

𝐻
1 x(𝑛))𝑠∗𝑡 (𝑛), where 𝑐 includes the contributions

of 𝑃𝐸 , 𝑃𝐵 and g𝐵𝐸 . Then we have the estimate of h𝐸 as

ĥ𝐸 = 𝑐u1. (13)

For large 𝑇 , as R̂𝑥̃ → R𝑥̃, we have (for some 𝜃)

u1 = 𝑒𝑗𝜃h𝐸/∥h𝐸∥ (14)

and, therefore,

lim
𝑇→∞

𝑐 =
√

𝑃𝐵u𝐻
1 h𝐵 +

√
𝑃𝐸𝑃𝐵g𝐵𝐸u𝐻

1 h𝐸 (15)

= 𝑒−𝑗𝜃
√
𝑃𝐵

(
h𝐻
𝐸 h𝐵/∥h𝐸∥+

√
𝑃𝐸g𝐵𝐸∥h𝐸∥

)
. (16)

Thus, for large 𝑇 , we have

ĥ𝐸 ≈
√

𝑃𝐵

(
h𝐻
𝐸 h𝐵

∥h𝐸∥2 +
√

𝑃𝐸g𝐵𝐸

)
h𝐸 . (17)

As 𝑁𝑟 → ∞, h𝐻
𝐸 h𝐵/∥h𝐸∥2 = (1/𝑁𝑟)h𝐻

𝐸 h𝐵/((1/𝑁𝑟)h𝐻
𝐸 h𝐸)

→ 0 with probability one since h̃𝐵 ∼ 𝒩𝑐(0, I𝑁𝑟
), h̃𝐸 ∼

𝒩𝑐(0, I𝑁𝑟
), and h̃𝐵 and h̃𝐸 are independent.

3) Estimation of Bob’s Channel: Using x(𝑛) =(√
𝑃𝐵 h𝐵 +

√
𝑃𝐸𝑃𝐵g𝐵𝐸 h𝐸

)
𝑠𝑡(𝑛)+

√
𝑃𝐸 h𝐸𝑣𝐸𝐴(𝑛)+v(𝑛)

under ℋ1, we estimate the composite channel
h̃ :=

√
𝑃𝐵 h𝐵 +

√
𝑃𝐸𝑃𝐵g𝐵𝐸 h𝐸 using the training

sequence 𝑠𝑡(𝑛) and least-squares, as

ˆ̃h =
1

𝑇

𝑇∑
𝑛=1

x(𝑛)𝑠∗𝑡 (𝑛). (18)

This an unbiased estimator of h̃. Using (13), (17) and (18),
we have the estimate of Bob’s channel as

ĥ𝐵 =
(
ˆ̃h − ĥ𝐸

)
/
√
𝑃𝐵

large 𝑇≈ h𝐵 − h𝐻
𝐸 h𝐵

∥h𝐸∥2 h𝐸 . (19)

The second term in (19) tends to zero as 𝑁𝑟 → ∞.

IV. MATCHED FILTER BEAMFORMING

Let {𝑠𝐴(𝑛)}, 𝔼{∣𝑠𝐴(𝑛)∣2} = 1, denote the scalar informa-
tion sequence of Alice intended for Bob, and let w ∈ ℂ

𝑁𝑟

denote the unit norm beamforming vector of Alice. Then Alice
transmits

√
𝑃𝐴w 𝑠𝐴(𝑛) where 𝑃𝐴 is the transmit power. The

received signals at Bob and Eve are given, respectively, by

𝑥𝐵(𝑛) =
√

𝑃𝐴h⊤
𝐵w 𝑠𝐴(𝑛) + 𝑣𝐵(𝑛) (20)

𝑥𝐴𝐸(𝑛) =
√
𝑃𝐴h⊤

𝐸w 𝑠𝐴(𝑛) + 𝑣𝐸(𝑛), (21)

where we have used channel reciprocity, 𝑣𝐸(𝑛) ∼ 𝒩𝑐(0, 𝜎
2
𝐸)

and 𝑣𝐵(𝑛) ∼ 𝒩𝑐(0, 𝜎
2
𝐵) are additive white Gaussian noise

at Eve’s and Bob’s receivers. For MF reception at Bob,



Alice should pick w as h∗
𝐵/∥h𝐵∥ if h𝐵 is known [16], [17],

but instead uses the estimated channel to pick the optimum
beamformer

w∗ = ĥ
∗
𝐵/∥ĥ𝐵∥. (22)

The choice w = h∗
𝐵/∥h𝐵∥ maximizes the SNR at Bob since

∣h⊤
𝐵w∣ ≤ ∥h𝐵∥ ∥w∥ with equality iff w = 𝑐h∗

𝐵 for some
constant 𝑐.

The SNRs at Bob and Eve, respectively, are

SNR𝐵 = 𝑃𝐴∣h⊤
𝐵w∗∣2/𝜎2

𝐵 , SNR𝐸 = 𝑃𝐴∣h⊤
𝐸w∗∣2/𝜎2

𝐸 .

If a Gaussian codebook is used for {𝑠𝐴(𝑛)}, the achievable
rates at Bob and Eve, respectively, are

𝑅𝐵 = log2 (1 + SNR𝐵) , 𝑅𝐸 = log2 (1 + SNR𝐸)

and the secrecy rate at Bob is

𝑅𝐵,𝑠𝑒𝑐 = max (𝑅𝐵 −𝑅𝐸 , 0) . (23)

In the presence of Eve with channel h𝐸 , the beamformer w
may be picked to maximize 𝑅𝐵,𝑠𝑒𝑐. By [18, Theorem 2],
the optimal beamformer w∗ is given by the (unit-norm) gen-
eralized eigenvector corresponding to the largest generalized
eigenvalue of the matrix pair(

I𝑁𝑟
+ h∗

𝐵h⊤
𝐵/𝜎

2
𝐵 , I𝑁𝑟

+ h∗
𝐸h⊤

𝐸/𝜎
2
𝐸

)
. (24)

Under high SNR, the above solution approaches the solution
to the optimization problem [18, Cor. 1]

maxw ∣h⊤
𝐵w∣ subject to h⊤

𝐸w = 0, ∥w∥ = 1.

The solution to this optimization problem is given by

w∗ =

(
I𝑁𝑟

− h∗
𝐸h⊤

𝐸/∥h𝐸∥2
)

h∗
𝐵

∥ (I𝑁𝑟
− h∗

𝐸h⊤
𝐸/∥h𝐸∥2

)
h∗
𝐵∥

. (25)

In practice, we replace h𝐵 and h𝐸 with their estimates.
The constraint h⊤

𝐸w = 0 implies that w lies in a sub-
space orthogonal to h∗

𝐸 , i.e., for some w0, w = 𝒫⊥
h∗
𝐸

w0 =(
I𝑁𝑟

− h∗
𝐸h⊤

𝐸/∥h𝐸∥2
)

w0. With h̃𝐵 := (𝒫⊥
h∗
𝐸
)⊤h𝐵 , ∣h̃⊤

𝐵w0∣ is
maximized w.r.t. w0, ∥w0∥ = 1, by the solution in (25).

V. SIMULATION EXAMPLE

We consider Rayleigh flat-fading channels with path losses
𝑑𝐵 = 𝑑𝐸 = 𝑑𝐵𝐸 = 1, noise powers 𝜎2

𝑣 = 𝜎2
𝐸 , INR=5dB, and

the training power budget 𝑃𝐵 at Bob is such that 𝑃𝐵/𝜎
2
𝑣 =

10dB, and training power budget 𝑃𝐸 at Eve is such that
𝑃𝐸/𝜎

2
𝑣 varies from −30dB through 20dB. Bob and Eve have

single antennas while Alice has 𝑁 𝑟 = 4 or 40 antennas. The
training sequence was a periodic binary Hadamard sequence
with period of 8, and of length 𝑇 = 32 or 80. All results
were averaged over 5000 Monte Carlo runs. Fig. 1 shows our
detection probability 𝑃𝑑 results under spoofing relay attack
for various parameter choices when 𝑃𝐵/𝜎

2
𝑣 = 10𝑑𝐵. The

performance improves with increasing 𝑇 , 𝑁𝑟 and Eve’s power
𝑃𝐸 .

The secrecy rate results of matched filter beamforming (aug-
mented with the generalized eigenvector of (24) with largest
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Fig. 1: Probability of spoofing relay attack detection as a
function of Eve’s power 𝑃𝐸 relative to noise power 𝜎2

𝑣 when
Bob’s power is fixed at 𝑃𝐵/𝜎

2
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Fig. 2: Secrecy rate (bps/Hz) at Bob using the beamformers
discussed in Sec. IV as a function of Eve’s power 𝑃𝐸 . All
parameters as for Fig. 1. The label “MFB” refers to matched
filter beamforming of Sec. IV; “no MFB” means ones uses
(22) with Eve ignored in channel estimation. 𝑃𝐴 = 1, 𝜎2

𝐵 =
𝜎2
𝐸 = 0.1

eigenvalue, or null placement along Eve, if Eve’s presence is
detected) as discussed in Sec. IV, are shown in Fig. 2, with the
corresponding channel estimation MSE (mean-square error)
∥ĥ𝐸 −√

𝑃𝐵𝑃𝐸g𝐵𝐸h𝐸∥2/𝑁𝑟 and ∥ĥ𝐵 − h𝐵∥2/𝑁𝑟 shown in
Figs. 3 and 4, respectively, for Eve’s and Bob’s channels.
If Eve’s presence is not detected, we use (22). If Eve is
detected, after joint channel estimation, we use the generalized
eigenvector of (24) with largest eigenvalue, or suboptimal (25).
In our simulations, we did not see any discernible difference
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Fig. 3: Channel MSE ∥ĥ𝐸 −√
𝑃𝐵𝑃𝐸g𝐵𝐸h𝐸∥2/𝑁𝑟 for Eve’s

channel as a function of Eve’s power 𝑃𝐸 . All parameters as
for Fig. 1.

between suboptimal (25) and optimal generalized eigenvector
solution.

It is seen that secure beamforming yields an improved
secrecy rate performance as a function of 𝑃𝐸 when the relay
spoofing attack “strong.” Higher 𝑃𝐸 allows better estimation
of Eve’s channel which, in turn, allows better null placement
in Eve’s direction as well as improved estimation of Bob’s
channel. When 𝑃𝐸 is insignificant, Alice does not know Eve’s
channel and its beamformer operates as if it is not aware of
Eve’s existence.
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Fig. 4: Channel MSE ∥ĥ𝐵 −h𝐵∥2/𝑁𝑟 for Bob’s channel as a
function of Eve’s power 𝑃𝐸 . All parameters as for Fig. 1.

VI. CONCLUSIONS

We considered mitigation of spoofing relay attack in a
3-node TDD multiple antenna systems where an adversary
operating in a full-duplex mode, amplifies and forwards the
training signal of the legitimate receiver. A novel approach

to detection of spoofing relay attack was recently presented
in [7] where attack mitigation was not addressed. In this
paper we augmented the approach of [7] with joint channel
estimation and secure beamforming to mitigate the effects of
spoofing relay attack. The proposed approach was illustrated
by numerical examples.
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