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Abstract

The amount data generated from different sources everyday is increasing exponentially
and for businesses to generate actionable insights, it is paramount that the analyses complete
within a reasonable amount of time. Compute capacity, unfortunately, has not increased at
a comparable rate. In recent past, researchers thus have focused on alternate approaches
to scaling analytics to large datasets. Two of the most popular techniques used are (i)
approximate computing techniques and (ii) distributed computing techniques for analytics
execution speedup.

Approximate computing involves either a reduction in data size (usually through sam-
pling and/or dimensionality reduction) or a reduction in algorithmic complexity. This
results in significant gains in performance (in terms of execution time), however at a cost
in reduction of accuracy for many analytics tasks. The biggest challenge in this space is
understanding the tradeoff between performance and accuracy. Most of these approximate
computing techniques do have some theoretical guarantees: for instance, the extremely
popular principal component analysis (PCA) dimensionality reduction technique minimizes
the data reconstruction error. However, a user typically interprets quality in terms of a
few popular metrics such as recall and precision. A theoretical guarantee in terms of
reconstruction error is not very useful from the context of a particular application of interest.

Distributed computing, on the other hand, tries to use many servers to process the data
instead of a single server. Typical case is to partition the data across many servers process
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the data partitions in parallel and combine the output from each server. This is the extremely
popular MapReduce model of execution. However, at scale, it is likely that some machines
will perform worse than others because they are slower, power constrained or dependent on
undesirable, dirty energy sources. It is challenging to balance analytics workloads across
heterogeneous machines because the algorithms are sensitive to statistical skew in data
partitions. A skewed partition can slow down the whole workload or degrade the quality of
results.

In the approximate computing space, we first begin by using the popular dimensionality
reduction technique called locality sensitive hashing (LSH). In the context of one of the core
analytics tasks, the all pairs similarity search (APSS), we design an algorithm that given
a recall/precision target can automatically sketch the data using LSH (hence improving
execution time) while guaranteeing the recall/precision target. The user does not need
to explicitly set the sketch size and other LSH parameters. We then address the issue of
generality. One key aspect of the APSS task is the similarity of interest (varies according to
application domain). To generalize the APSS task across different similarity measures, we
design a novel data embedding for supporting LSH on arbitrary kernel similarity measures
(capable of representing any inner product similarity).

Prior works have mostly designed and developed approximation techniques and dis-
tributed computing techniques to scale up in isolation. We next show how insights from
the approximate computing space are crucial in improving the execution of distributed
analytics. We show that distributed analytics are extremely sensitive to the characteristics of
data in the partitions. Key analytics tasks such as frequent pattern mining (FPM) degrades
significantly in execution if the data partitions look statistically different (not representative

of the true underlying distribution). We show the efficacy of LSH in creating a small sketch
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to understand the global characteristics of the data and hence effectively partition the data of
downstream analytics. Furthermore, we show that data approximation can also control the
algorithmic complexity of graph analytics tasks. This is of particular interest as distributed
graph analytics follow a different execution model (vertex-centric gather-update-scatter)
that traditional tasks such as FPM (MapReduce model). We show that by approximating the
input graph meaningfully we are able to significantly scale the Loopy Belief Propagation
(LBP) inference to very large graphs. Finally, in the distributing computing space, we also
developed a probabilistic method to manage latencies of distributed key value stores (usual

storage medium for large data). This is crucial for interactive analytics.
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Chapter 1: Introduction

1.1 Motivation

Advances in technology have enabled us to collect vast amounts of data across a myriad
of domains for various purposes, ranging from astronomical observations to health screening
tests, from computational fluid simulations to social network data, at an ever-increasing
pace. To benefit from these large and complex data stores, it is clear that methods are needed
to efficiently analyze the data to facilitate effective data understanding and knowledge
discovery since a lengthy time delay between responses of two consecutive user requests
can disturb the flow of human perception and formation of insight. Unfortunately, the
processor clock speeds have saturated, leading to an impedance mismatch. For a long time
processor clock speeds were able to keep up with the rate of increase in data because of
Dennard scaling [52]. The effect of Dennard scaling was that the number of transistors on
a chip doubled every 18-24 months (Moore’s law) resulting in proportional clock speed
increase. The current impedance mismatch arises because Dennard scaling for single core
and multicore machines has ended [55] due to power constraints.

Two of the most popular techniques for scaling analytics to large datasets are (i) approxi-

mate computing techniques and (i1) distributed computing techniques.



Approximate computing techniques usually involve generating a small sketch of the large
data that captures the key features and then running analytics on the sketch. Sampling [158]
and dimensionality reduction [58] are two of the important techniques of data size reduction.
Data sketching implies significant data size reduction resulting in improved execution times
of the analytics tasks. However, this improvement of execution time comes at cost of
compromising the task quality. Another area of approximate computing is to simplify the
computational complexity of the algorithm, hence improving performance, again at a cost
of loss in quality. Hence it is paramount to understand the performance-accuracy tradeoff
with respect to using approximate computing techniques. More importantly, this tradeoff
has to be interpretable by the application user. For instance, PCA, a de-facto dimensionality
reduction technique comes with the theoretical guarantee of minimizing data reconstruction
error. However, typically application user interprets the quality of a task in terms recall
and precision and it is unclear how those metrics of interest behave when approximate
computing techniques are applied.

Distributed computing on the other hand partitions the large input data into smaller
partitions and each partition is independently processed by a separate server and the output
of all the servers is combined to generate meaningful insight. This is the MapReduce [49]
computing model. Under this model, to scale a task to large datasets, simply the addition of
servers is sufficient. However, in practice, scaling analytics tasks using distributed computing
techniques face additional challenges as the datacenters and supercomputing centers of today
are increasingly becoming a hive of heterogeneous technologies. Hardware from multiple
chip manufacturers, storage solutions, and software from multiple vendors, dozens of unique
applications and data management solutions and tools are fairly common place. There are

many reasons for such heterogeneity such as equipment upgrades and power-performance



tradeoffs within modern processor families. Leveraging such a heterogeneous computing
environment effectively is challenging — given the scales of data involved and furthermore
given the irregularity and dependency of the runtime of such algorithms on payload content
(not just size). The demand for computational resources to solve such big data problems is
increasing. At the same time, the increasing demand for computational power comes at the
cost of higher aggregate energy consumption. The computers’ insatiable appetite for energy
has created an IT industry that has approximately the same carbon footprint as the airline
industry [27], accounting for a significant fraction of the global emissions. To make matters
worse, energy consumption is quickly becoming a limiter for big data science. Building an
exascale machine with today’s technology is impractical due to the inordinate power draw
it would require, hampering large-scale scientific efforts. Governments organizations and
agencies have begun to incentivize consumers and industry with a variety of tax credits,
rebates and other incentives to support energy efficiency and encourage the use of renewable
energy sources when available. Further complicating this issue, as observed by several
researchers is the fact that there is often heterogeneity in the availability of green energy

within a data center [51,99, 171].

1.2 Thesis Statement

The statement of this thesis is that scaling analytics tasks to large datasets requires an
effective coupling of approximate computing algorithms along with appropriate distributed
systems support. Specifically, in the approximate computing domain, we analyze the
problem of providing application specific quality guarantees and generalizing the tasks to
multiple application domains using principled approximate data sketching techniques. In the

distributed computing space, we examine the impact of payload (data) characteristics on the



performance and quality of the underlying analytics tasks and further design a framework
that can partition and place data in a payload-aware manner guided by the approximate

sketch of the payload.

1.3 Contributions

In this thesis, we propose to scale up analytics tasks to large datasets using dimensionality
reduction based data sketching techniques with rigorous quality guarantees. Furthermore,
we show that sketching based data characterization can play a key role in data partitioning
and placement in distributed analytics. Specifically, the contributions of this thesis are as

follow:

e We solve the APSS problem that is a core analytics kernel using approximate comput-
ing techniques. We use LSH, a popular dimensionality reduction technique to scale
APSS to very large datasets on a single server. Our method requires as input a recall
target (intuitive quality metric for APSS application) and automatically sketches the
input data using LSH to achieve that recall while reducing execution time as a result

of the small sized sketch.

e We deal with the problem of generalizing APSS application to a wide variety of
application domains. We achieve this generalization by designing unbiased techniques
of extending LSH to support any arbitrary kernel similarity measures. Such inner
product similarity measures are known to work extremely well in complex application

domains such as images, protein sequences, and text.



e We design a data approximation technique that can significantly improve the conver-
gence of LBP, one of the standard inference techniques for Markov models. We use

distributed anomaly detection as an application.

e We propose a holistic framework for distributed analytics. This framework is built
as a middleware on top of NoSQL stores and is capable of partitioning the data for

downstream analytics in a performance, energy, and payload aware way.

e We investigate the underlying distributed storage substrate that is amenable to dis-
tributed interactive analytics workloads. We propose probabilistic model based ap-
proach for latency management on distributed NoSQL stores using replication and

sharding.
1.4 Overview of Solutions

In this section, we provide an overview of the methods we proposed for each of our con-
tributions. As we described earlier, our proposed solutions for scaling analytics can broadly
be divided into two categories, (1) approximate computing methods and (i1) distributed

computing techniques.
1.4.1 Approximate Computing through Locality Sensitive Hashing

Locality Sensitive Hashing is a technique to sketch (summarize) data such that similar
data have similar sketches with high probability. This makes LSH an excellent candidate
for summarizing huge datasets because data sketches reduce the dataset size and analytics
tasks that rely on pairwise similarity can be run on the sketch instead of the original data.
Of course, since the technique is probabilistic, there will be a loss of accuracy as the data

sketch size is reduced. One significant challenge in this space is to understand what is the



required sketch size to ensure certain quality (in terms of common analytics measures such
as precision, recall etc.). We address this challenge for one of the core analytics tasks — All

Pairs Similarity Search Problem (APSS).

LSH for APSS [30,33]: Similarity search in a collection of objects has a wide variety
of applications such as clustering, semi-supervised learning, information retrieval, query
refinement on web search, near duplicate detection, collaborative filtering, and link predic-
tion. Formally, the problem statement is: Given a collection of objects D and an associated
similarity measure sim(.,.) and a similarity threshold ¢, the problem is to find all pairs of
objects x,y, such that sim(x,y) > t, where x,y € D. The major challenge here is dealing with
the large volume of data. The volume combined with high dimensionality of datasets can
lead to inefficient solutions to this problem. Traditional solution to the problem includes
two steps: (1) candidate pair generation and (ii) similarity computation. Recent research
has focused on reducing the candidate search space. The exact solution in this space, the
AllPairs candidate generation algorithm, builds a smart index structure that prunes out a lot
of candidate pairs from the vector representation of the points and computes exact similarity.
The obvious advantage of using LSH instead is that it allows (i) to build an index that
reduces the candidate search space (still has a significant number of false positives) and (ii)
it leads to an unbiased estimator of similarity, inference on which allows further reduction
of the search space by pruning out a large number of the aforementioned false positives.
Hence LSH based techniques can significantly improve the performance of both steps 1 and
2 for the APSS problem, however, the quality of the application (recall) will degrade with
the reduction of sketch size and it is hard for a user to guess the correct sketch size. Our
contribution is to develop an algorithm that given a quality parameter, finds the required

sketch size to rigorously guarantee the quality.



The idea is to incrementally generate and compare batches of hash functions for a pair
of points x,y and stop when according to some model it can be said with certainty whether
sim(x,y) > t. We model the problem as a sequential hypothesis test problem and provide
rigorous quality (recall) guarantees through Type I error. We start with the traditional
Sequential Probability Ratio Test (SPRT) and show that it is extremely inefficient in practice,
making it unsuitable for large scale analytics. We then propose an alternate sequential
hypothesis test procedure based on a one-sided fixed-width confidence limit construction
technique. Finally, we show that no single hypothesis testing strategy works well for all
similarity values. Therefore, we propose a fine-grained hybrid hypothesis testing strategy,
that based on a crude estimate of the similarity from the first batch of hash comparisons for
that specific candidate pair selects the most suitable test for that pair. In other words, instead
of using a single hypothesis test, we dynamically choose the best suited hypothesis test for
each candidate pair. We extend the above technique to develop a variant, that after candidate
pruning, estimates the approximate similarity by using a fixed-width two-sided confidence

interval generation technique.

Generalizing LSH to Kernels [28]: One of the advantages of LSH is that such hash
functions exist for a number of different similarity measures such as Jaccard and cosine
similarities. Recently kernel based similarity measure have found increased use in complex
domains such as images, text, protein sequences etc. in part because the data becomes
easily separable in the kernel induced feature space. However, the kernel functions are
usually extremely computationally intensive and to make things worse, explicit vector
representation of the data points in the kernel induced feature space is usually infinite
dimensional. Hence APSS methods requiring explicit representation do not work making

LSH all the more important for kernel spaces. Efficient and accurate kernel approximation



techniques either involve the kernel principal component analysis (KPCA) approach or the
Nystrom approximation method. We show that extant LSH methods in this space suffer
from a bias problem, that moreover is difficult to estimate apriori. Consequently, the LSH
estimate of a kernel is different from that of the KPCA/Nystrom approximation. We provide
a theoretical rationale for this bias, which is also confirmed empirically. We propose an
LSH algorithm by projecting the data points to a new embedding that can reduce this bias
and consequently our approach can match the KPCA or the Nystrom methods’ estimation

accuracy while retaining the traditional benefits of LSH.

1.4.2 Distributed Computing for Scaling Analytics

Distributed Anomaly Detection in Sensor Networks [29]: Large scale sensor networks
are ubiquitous nowadays. An important objective of deploying sensors is to detect anomalies
in the monitored system or infrastructure, which allows remedial measures to be taken
to prevent failures, inefficiencies, and security breaches. Most existing sensor anomaly
detection methods are local, i.e., they do not capture the global dependency structure of the
sensors, nor do they perform well in the presence of missing or erroneous data. We proposed
an anomaly detection technique for large scale sensor data that leverages relationships
between sensors to improve robustness even when data is missing or erroneous. We develop
a probabilistic graphical model based global outlier detection technique that represents
a sensor network as a pairwise Markov Random Field (MRF). We use the Loopy Belief
Propagation (LBP) inference technique on MRFs. Since LBP is computationally intensive
we used the GraphLab framework to scale it to large networks. Additionally, we show
that approximating the network graph structure meaningfully can significantly improve the

convergence rate of LBP. We did a detailed study on both distributed (across machines)



and parallel (multicores in a single machine) using the GraphLab. We also contrasted the
performance of asynchronous execution versus synchronous execution. We scaled up to

network size of 120 million edges.

Heterogeneity-Aware Data Partitioning [31]: Distributed algorithms for analytics parti-
tion their input data across many machines for parallel execution. At scale, it is likely that
some machines will perform worse than others because they are slower, power constrained
or dependent on undesirable, dirty energy sources. It is even more challenging to balance
analytics workloads as the algorithms are sensitive to statistical skew across data partitions
and not just partition size. Here, we propose a lightweight framework that controls the
statistical distribution of each partition and sizes partitions according to the heterogeneity
of the environment. We model heterogeneity as a multi-objective optimization, with the
objectives being functions for execution time and dirty energy consumption. We use stratifi-
cation to control data skew and model heterogeneity-aware partitioning. We then discover
Pareto optimal partitioning strategies. We built our partitioning framework atop Redis and
measured its performance on data mining workloads with realistic data sets. We extend
our partitioning strategy to integrate it with Spark and Hadoop such that the data partitions

within those frameworks are skew aware.

Latency management for NoSQL stores [144]: Internet services access networked storage
many times while processing a request. Just a few slow storage accesses per request can
raise response times a lot, making the whole service less usable and hurting profits. We
proposed Zoolander, a key value store that meets strict, low latency service level objectives
(SLOs). Zoolander scales out using replication for predictability, an old but seldom-used

approach that uses redundant accesses to mask outlier response times. Zoolander also scales



out using traditional replication and partitioning. It uses an analytic model to efficiently
combine these competing approaches based on systems data and workload conditions. For
example, when workloads under utilize system resources, Zoolander’s model often suggests
replication for predictability, strengthening service levels by reducing outlier response times.
When workloads use system resources heavily, causing large queuing delays, Zoolander’s
model suggests scaling out via traditional approaches. We used a diurnal trace from a
popular online service to test Zoolander at scale (up to 40M accesses per hour) on Amazon
EC2. We tested Zoolander on a number of different NoSQL stores: Cassandra, Zookeeper,

and Redis.

1.5 Outline

The thesis is organized as follows. In Chapter 2 we describe our LSH based APSS
algorithm. Next in Chapter 3 we design a novel data embedding that allows an unbiased
LSH estimator for arbitrary kernel similarity measures. In Chapter 4 we describe a data
approximation technique that can significantly speed up the convergence of LBP for anomaly
detection. Then in Chapter 5 we develop a distributed framework for analytics that takes
into account the data characteristics (generated by LSH) and also takes into account the
processing capacity heterogeneity of modern data center environments. In Chapter 6 we
investigate the issue of distributed storage required for realtime analytics on large datasets.
Finally, we conclude in chapter 7 by summarizing the contributions of this thesis followed

by the open challenges and a future roadmap to address those.
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Chapter 2: Scaling All Pairs Similarity Search using Adaptive Locality

Sensitive Hashing

In this chapter, we seek to address one of the core kernels of analytics, the All Pairs
Similarity Search problem through Approximate Computing techniques. Specifically, we
propose to use the Locality Sensitive Hashing dimensionality reduction technique to create
a small sketch of the large input data and develop an APSS algorithm for the sketch. The
key challenge we address is to rigorously guarantee the quality metric (recall) required by
the APSS algorithm by connecting it to the probabilistic guarantees provided by LSH, while

automatically generating the LSH sketch.

2.1 Introduction

Similarity search in a collection of objects has a wide variety of applications such as
clustering [127], semi-supervised learning [174], information retrieval [59], query refine-
ment on websearch [18], near duplicate detection [161], collaborative filtering, and link
prediction [100]. Formally, the problem statement is: Given a collection of objects D and
an associated similarity measure sim(.,.) and a similarity threshold t, the problem is to find
all pairs of objects x,y, such that sim(x,y) > t, where x,y € D.

The major challenge here is dealing with the large volume of data. The volume combined

with high dimensionality of datasets can lead to inefficient solutions to this problem. Recent
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research has focused on reducing the candidate search space. The AllPairs [18] candidate
generation algorithm builds a smart index structure from the vector representation of the
points to compute exact similarity. Another approach is to do an approximate similarity
calculation that involves sacrificing small accuracy for substantial speedup. The most
popular technique is locality sensitive hashing (LSH) [65,79] that involves projecting the
high dimensional data into a lower dimensional space and similarity of a pair of points is
approximated by the number of matching attributes in the low dimensional space.

A recent idea, BayesLSHLite [131], adopts a principled Bayesian approach on top of
LSH and AllPairs to reason about and estimate the probability that a particular pair of objects
will meet the user-specified threshold. Unpromising pairs are quickly pruned away based on
these estimates realizing significant performance gains. The way BayesLSHLite works is,
for a pair of data objects x,y, BayesLSHLite incrementally compares their hashes (in batches
of size b) and infers after each batch, how likely is it that pair will have a similarity above
the threshold. If that probability becomes too low, then the candidate pair is pruned away.
The above algorithm has a variant called BayesLSH, where after the candidate pruning is
done, the similarity is estimated approximately from the hash signatures instead of exact
computation. This is useful in cases where exact similarity computation is infeasible. Exact
similarity computation might be infeasible in cases where the original data was too large to
store and the small hash sketch of the data was stored instead. Another scenario could be
where the similarity measure-of-interest is a kernel function and exact representation of the
data points in the kernel induced feature space is not possible as that space might be infinite
dimensional (e.g. Gaussian RBF kernel). Additionally, the specialized kernel functions are
extremely expensive to compute on the fly. In such cases, both candidate generation and

similarity estimation have to be done approximately using the LSH hash sketches.
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In this chapter, we adapt a Frequentist view of this idea and propose a fully principled
sequential model to do the incremental pruning task with rigorous quality guarantees.
Specifically, we model the problem of sim(x,y) > t as a sequential hypothesis test problem
and provide quality guarantees through Type I and Type II errors. We start with the traditional
SPRT [153] and show that it is extremely inefficient in practice, making it unsuitable for
large scale analytics. We then propose an alternate sequential hypothesis test procedure
based on a one-sided fixed-width confidence limit construction technique. Finally, we show
that no single hypothesis testing strategy works well for all similarity values. Therefore, we
propose a fine-grained hybrid hypothesis testing strategy, that based on a crude estimate of
the similarity from the first batch of hash comparisons for that specific candidate pair selects
the most suitable test for that pair. In other words, instead of using a single hypothesis test,
we dynamically choose the best suited hypothesis test for each candidate pair. We extend the
above technique to develop a variant, that after candidate pruning estimates the approximate
similarity by using the fixed-width two-sided confidence interval generation technique [61].
Our ideas are simple to implement and we show that our hybrid method always guarantees
the minimum quality requirement (as specified by parameters input to the algorithm), while
being up to 2.1x faster than an SPRT-based approach and 8.8x faster than AllPairs while

qualitatively improving on the state-of-the-art BayesLSH/Lite estimates.
2.2 Background
2.2.1 Locality Sensitive Hashing

Locality sensitive hashing [65,79] is a popular and fast method for candidate generation
and approximate similarity computation within a large high dimensional dataset. Research

has demonstrated how to leverage the key principles for a host of distance and similarity
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measures [25,26,45,73,79,127]. Briefly, each data point is represented by a set of hash
keys using a specific hash family for a given distance or similarity measure (sim). Such a

family of hash function is said to have the locality sensitive hashing property if:

Pyer (h(x) == h(y)) = sim(x,y) (2.1

where x,y are any two points in the dataset, and 4 is a randomly selected hash function from
within a family F of hash functions. Consequently, the approximate similarity between the

pair can be estimated as:

A

sim(x,y) = %il[hi(x) == hi(y))]

where n is the total number of hash functions and / is the indicator function.

2.2.2 Candidate generation

We use AllPairs [18] candidate generation algorithm when the original data set is
available. The AllPairs candidate generation algorithm is exact, hence all true positives
(candidates with similarity above the threshold) will be present in the set of candidates
generated. The AllPairs algorithm builds an index from the vector representation of data
and instead of building a full inverted index, AllPairs only indexes the information that may
lead to a pair having a similarity greater than the specified threshold. The AllPairs algorithm
can be used when the original dataset is small enough to be stored entirely and the similarity
of interest is computed on the original feature space (unlike kernel similarity measures).

In cases where the entire dataset cannot be stored, rather a small sketch of it is available,
AllPairs cannot be used. Additionally, if the similarity is a kernel function and the feature
space of that kernel cannot be explicitly represented, AllPairs will not work as it relies
on the explicit representation. However, in both scenarios, we can use LSH to generate
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a low dimensional sketch of the dataset and use the probabilistic candidate generation
algorithms [25, 26,45, 73,79, 127] to build the index. The advantage of such an index
structure 1s that for a query point, similarity search can be done in sublinear time. LSH
based index structures perform well compared to traditional indices when the dimensionality

of the data set is very high. The algorithm is as follows:

1. Using an LSH method for a given similarity measure, form | signatures for each data

point, each signature having k hash keys.
2. Each pair of points that share at least one signature will stay in the same hash bucket.

3. During all pairs similarity search, for each point, only those points which are in the

same bucket needs to be searched.

4. From [161], for a given k and similarity threshold t, the number of signatures [

required for a recall 1 — ¢,

log(¢9) ]

I= [log(l — k)

2.2.3 Candidate Pruning using BayesLSH/Lite

Traditionally maximum likelihood estimators are used to approximate the similarity
of a candidate pair. For the candidate pair, if there are a total of n hashes and m of them

(1-s)

match, then the similarity estimate is % The variance of this estimator is > m where s 18
the similarity of the candidate pair. Two issues to observe here are - 1) as n increases, the
variance decreases and hence the accuracy of the estimator increases, 2) more importantly,
the variance of the estimator depends on the similarity of the pair itself. This means for

a fixed number of hashes, the accuracy achieved if the similarity of the candidate pair

was 0.9 is higher than if the similarity was 0.5. In other words, the number of hashes
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required for different candidate pairs for achieving the same level of accuracy is different.
Therefore, the problem with fixing the number of hashes is - some of the candidate pairs can
be pruned by comparing the first few hashes only. For example, if the similarity threshold
1s 0.9 and 8 out of the first 10 hashes did not match, there is very low probability that the
similarity of the pair is greater than 0.9. The BayesLSH/Lite [131] is among the earliest
approaches to solving this problem of fixing the number of hashes. Instead, it incrementally
compares hashes until the candidate pair can be pruned with a certain probability, or the
maximum allowed hash comparisons are reached. It will then compute exact or approximate
similarity. To do the incremental pruning, BayesLSHLite solves the inference problem
P(sim(x,y) > t), where ¢ is the similarity threshold. Additionally, the BayesLSH variant
estimates the approximate similarity by creating an interval for the true similarity by the
solving the inference P(|sim(x,y) — sim(x,y)| < 8). Both inferences are solved using a
simple Bayesian model. These inferences help overcome the problem pointed above -
number of hashes required to prune a candidate or build an interval around it adaptively set
for each candidate pair.

Let us denote the similarity sim(x,y) as the random variable S. Since we are counting
the number of matches m out of n hash comparison, and the hash comparisons are 1.i.d.
with match probability § as per equation 2.1, the likelihood function becomes a binomial
distribution with parameters n and S. If M(m,n) is the random variable denoting m matches

out of n hash bit comparisons, then the likelihood function will be:

P(M(m,n)|S) = (l’;) §m(1 — Sy (2.2)

In the Bayesian setting, the parameter S can be treated as a random variable. Let the
estimate of S in this setting be S. Using the aforementioned likelihood function, the two
inference problems become:
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Early pruning inference: given m matches out of n bits, what is the probability that

the similarity is above threshold ¢:
1
PS>t M(m,n)] = / P(S|M(m,n))dS 2.3)
t

Concentration inference: given the similarity estimate S, what is the probability that it

falls within & of the true similarity:

P[S—S| < §|M(m,n)] =P[S—8<S<S8+8|M(m,n)]

= [$* P(S|M(m,n))dsS 2.4)

The BayesLSHLite algorithm works as follows:

For each pair x,y:
1. Compare the next b hashes and compute the early pruning probability P[S >t |M(m,n)].
2. If P[S >t|M(m,n)| < o, then prune the pair and stop.

3. If maximum allowable hash comparisons have been reached, compute exact similarity

and stop.
4. Go to step 1.

The BayesLSH variant works as follows:

For each pair x,y:
1. Compare the next b hashes and compute the early pruning probability P[S >t |M(m,n)].
2. If P[S >t|M(m,n)] < o, then prune the pair and stop.
3. IfP|S—S| < §|M(m,n)] > 1 —y, then output pair x,y if S > t and stop.
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4. If maximum allowable hash comparisons have been reached, then output pair x,y if

S >t and stop.
5. Go to step 1.

2.3 Case for Frequentist Formulation

The BayesLSH/Lite candidate pruning and approximate similarity estimation algorithms
as described in the previous section, provide the basis for the current work. Specifically,
in this work, we examine the same problems they attempt to solve but in a Frequentist
setting. BayesLSH/Lite makes a simplifying assumption potentially leading to somewhat
weak bounds on error. Specifically, BayesLSH/Lite tries to model an inherently sequential
decision process in a non-sequential way. The inferences (equations 2.3 and 2.4) in the
BayesLLSH/Lite algorithms are done every b hash comparisons (this can be viewed as a bin
of comparisons). Therefore, for a candidate pair, if the pruning inference is done once, then
the error probability rate will &, but when it is done for the second time, probability of
the pair getting pruned will be determined by getting pruned the first time (first bin) and
the probability of getting pruned the second time (a cumulative of the first and second bin
matches). Essentially, we argue that this error may propagate resulting in an accumulated
error over multiple pruning inferences. The same scenario is true for the concentration
inference as well (equation 2.4). Over multiple concentration inferences done incrementally,
the coverage probability could fall below 1 — 7. We note that in practice this may not be a
significant issue but the question remains can this problem be fixed (in the rare cases it may
materialize) without significantly impacting the gains obtained by BayesLSH/Lite. We note
that fixing this problem in a Bayesian setting remains open but in this work, we show how

this problem can be fixed to guarantee tighter error bounds in a Frequentist setting.
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Another issue, again a minor one, is when a pair is unlikely to be above a certain
similarity threshold, pruning it early saves hash comparisons, similarly when a pair is very
likely to be above the threshold, hash comparison for it should stop immediately and it
should be processed for exact/approximate similarity computation. This can also save a
number of hash comparisons.

To overcome these problems, we propose to model the problem in a Frequentist setting
as follows. In the frequentist setting let the similarity sim(x,y) be denoted by the parameter

s (instead of S as in Bayesian setting).

e We model the early pruning inference s > t as a sequential hypothesis test problem
that should be able to guarantee Type I and Type II errors under the sequential hash
comparison setting and if possible, it should be able to early prune a pair or send a

pair for exact/approximate similarity computation.

e We model the concentration inference |s — §| < 0 as a sequential two-sided fixed-
width confidence interval creation problem that should be able to guarantee a certain

coverage probability.

2.4 Methodology

In this section, we describe a principled way of doing the early pruning inference
(equation 2.3) and the concentration inference (equation 2.4) under the sequential setting

where the number of hash functions (n) is not fixed, rather it is also a random variable.

2.4.1 Early Pruning Inference

We use sequential tests of composite hypothesis for pruning the number of generated

candidates, so that the cardinality of the remaining candidate set is very small. Therefore,
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exact similarity computation on the remaining set of candidate pairs becomes feasible in
terms of execution time, provided the original data set is available and the similarity function
can be computed on the feature space of the original data. Our pruning algorithm involves
sequentially comparing the hashes for a pair of data objects and stop when we are able
to infer with some certainty whether the similarity for the pair is above or below the user
defined threshold. If, according to the inference, the similarity of the pair is below the
threshold, then we prune away the pair, otherwise, we compute the exact or approximate
similarity of the pair depending on which variant we are using. More formally, if the
similarity of the pair is s and the user defined threshold is 7, we need to solve the hypothesis
test, where the null hypothesis is HO : s > ¢ and the alternate hypothesis is H1 : s < ¢. Two

interesting aspects of our problem formulation are:

1. For performance reasons as described in section 2.3, we do not want to fix the number
of hashes to compare for the hypothesis test, but rather incrementally compare the

hashes and stop when a certain accuracy in terms of Type I error has been achieved.

2. We focus on Type I error, i.e. we do not want to prune away candidate pairs which are
true positives (s > t). We can allow false positives (s < 7) in our final set, as either
exact similarity computation or approximate similarity estimation will be done on the
final set of candidate pairs and any false positives can thus be pruned away. In other
words, we do not need to provide guarantees on Type II error of the hypothesis test.
Of course keeping a low Type II error implies less false positives to process, resulting

in better performance.

We discuss three strategies for formulating the hypothesis test. First, we cast our problem

in a traditional Sequential Probability Ratio Test (SPRT) [153] setting and then discuss the

20



shortcomings of such an approach. Second, we then develop a sequential hypothesis test
based on a sequential fixed width one-sided confidence interval (CI) and show how it can
overcome some of the limitations of traditional SPRT. We empirically find that even this
test does not always perform better than the more traditional SPRT. Third, building on the
above, we propose a hybrid approach (HYB), where we dynamically select the hypothesis
test (SPRT or CI) based on the similarity of each candidate pair which we crudely estimate
from the first few comparisons. In other words, instead of using a single fixed hypothesis
test, we select one which is best suited for the candidate pair being estimated.

For a candidate pair x,y with similarity s, the probability of a hash matching is s for
a locality sensitive hash function as described in equation 2.1. Therefore, given n hashes
for the pair, the probability that m of them will match follows a binomial distribution with
parameters n and s. This is because the individual hash matching probabilities are identically
and independently distributed Bernoulli with parameter s. So our problem formulation

reduces to doing sequential hypothesis test on a binomial parameter s.

2.4.1.1 Sequential Probability Ratio Test

We use the traditional sequential probability ratio test by Wald [153] as our first princi-
pled sequential model for matching LSH signatures, to decide between s >t or s < ¢. For
the purpose of this model we swap the null and alternate hypotheses of our formulation. We
do this because the resulting formulation of the hypothesis test HO: s <t vs. Hl : s > ¢,
where s is a binomial parameter, has a well known textbook solution (due to Wald). The
important thing to recollect is that we care more about Type I error in our original formula-
tion. Therefore under the swapped SPRT setting, we care about the Type II error. That is
easily done as SPRT allows the user to set both Type I and Type 1I errors, and we set Type 11
error to be o. To solve a composite hypothesis test using SPRT for a binomial parameter
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s, the first step is to choose two points # + 7 and  — 7. Now the SPRT becomes a simple
hypothesis test problem of HO : s =s¢g =t — 7 vs. H1 : s = 51 =t + 7. The algorithm works

as follows:

1. Incrementally compare batches of size b hashes until

log(v2%g) log(1=2) )
log(3) —log(1=5k)  log(3h) —log(1=2L)
3 log(15%) ) log(1=2)

log(3) —log(1=L)  log(3t) —log(1=2)

Here n is the cumulative number of hash comparisons till now, and § = m/n, where m

is the cumulative number of hash matches up to that point.

2. Reject null hypothesis (conclude s > ¢) if,
log(1=¢ log (3=
> - ( B ) . 8(1 S1)
log(2) —log(1=2) " log(%) — log(I=21)

3. Fail to reject null hypothesis (conclude s < t) if,
R log(&) log(] so)
§< S1 1—s1 +n -
log(h) —log(1=L)  log(3L) —log({=

%)

SPRT is a cumulative likelihood ratio test and is an optimal test with guaranteed Type I
and Type II errors when the hypotheses are simple. In the case of a composite hypothesis
(across bins of hashes), no optimality guarantees can be given, and consequently, to make a
decision, SPRT typically takes a large number of hash comparisons. This results in extremely
slow performance as we will empirically validate. We next describe the confidence interval

based test.
2.4.1.2 One-Sided-CI Sequential Hypothesis Test
24.1.2.1 Constructing the confidence interval (CI) The true similarity s of pair of

data objects x,y can be estimated as § = “*, where m is the number of hashes that matched
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out of n hash comparisons. It can be shown that § is the maximum likelihood estimate of
s [128]. Following standard convention, we denote this estimator as S (random variable,
distinguished from its realization, §). Here we describe the procedure for constructing a
fixed-width (say w) upper confidence interval for s with 1 — & coverage probability. More

formally, we want to continue comparing hashes and estimating similarity until,
Ps<S+w)=1—-a (2.5)

Here §+ w is the upper confidence limit for s with 1 — & coverage probability. We use an

approach similar to Frey [61] to solve this problem.

Stopping rule for incremental hash comparisons: We use the Wald confidence interval
for binomial as our stopping rule. Formally, for some value A4, and a fixed confidence width
w, we incrementally compare batches of b hashes and stop when z, @ <w. Then

the upper confidence limit can be reported as min(§+w, 1.0). Here &, = % where a is a

— n+2a’
very small number. s, is used instead of § because, if the batch size is extremely small, and

number of matches is O (or it is the maximum, i.e., all match), then the confidence width

becomes O after the first batch if § is used.

Finding A: In a non-sequential setting, the Wald upper confidence limit as described above
will have a coverage probability of 1 — A. But in a sequential setting, where the confidence
interval is tested after every batch of hash comparisons, the coverage probability could fall
below 1 — A. Hence to ensure coverage probability of at least 1 — &, A should be set less than
o. Given the set of stopping points and a A, we can compute the coverage probability CP(A)
of our one-sided confidence interval using the path-counting technique [66]. Suppose the
stopping points are (my,ny), (my,nz),....., (mg,n;) and H(m,n) is the number of ways to do

n hash comparisons with m matches, without hitting any of the stopping points. Therefore,
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the probability of stopping at stopping point (m;,n;) is H(m;,n;)s™i (1 —s)"~"™i. Since the
incremental hash comparison process is guaranteed to stop, probability of stopping at all the

stopping points should sum to 1. This implies

k
ZH(mi,ni)s’""(l —s)tiTM =1
i=1

Consequently, the coverage probability for similarity s will be

=~

T(s,A) = Y H(mi,n)s™ (1—s)imip(s < ™ 1 w) (2.6)
i—1 n;

Here I is the indicator function of whether the stopping point is within the correct interval

width w. Now the overall coverage probability can be computed as,
CP(X) = minseo )T (s, 1) (2.7)

For our one-sided confidence interval to have at least 1 — & coverage probability, we need to
find A such that CP(A) > 1 — a. The function H (m,n) can be solved using the path-counting
recurrence relation:
H(m,n+ 1) =H(m,n)ST (m,n)
+H(m—1,n)ST(m—1,n)

Here ST (m,n) is the indicator function of whether (m,n) is a non-stopping point. The base
of the recursion is H(0,1) = H(1,1) = 1. With a fixed A, ST (m,n) can be computed using
the Wald stopping rule as described before, and H(m,n) can be hence computed by the
aforementioned recurrence relation. Then we need to solve equation 2.7 to find out the
confidence coefficient of our one-sided interval. T'(s,4) is a piecewise polynomial in s with
jumps at the points in the set C = {0, 7 +w,Vi=1to k and 7' +w < 1}. CP(1) is then
approximated numerically by setting s = ¢4 107'?, where ¢ € C and taking the minimum
resulting 7'(s, A ). Now that we know how to compute CP(4), we use bisection root-finding
algorithm to find a A for which CP(A) is closest to our desired coverage probability 1 — c.
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24.1.2.2 Constructing the Hypothesis Test In the previous section we described a
procedure for creating a fixed-width once-sided sequential upper confidence limit with
coverage probability 1 — . In this section, we describe the process to convert the one-
sided upper confidence interval to a level-a hypothesis test using the duality of confidence

intervals and hypothesis tests.

Lemma 2.4.1. If §+w be an upper confidence limit for s with coverage probability 1 — q,
then a level — o hypothesis test for null hypothesis HO : s > t against alternate hypothesis

H1:s <t will be to Reject HO, if §+w < t, else Fail to Reject HO.

Proof. By equation 2.5,

PS+w>s)=1-a

— P(SH+w>tls>)> 11—«
= —PS+w>tls>)<~1+a
— 1-PS+w>tls>1) <«

— PS+w<tls>1)<a

= P(Reject HO|HO) < o

2.4.1.2.3 Choosing w The fixed-width w of the one-sided upper confidence interval has
a significant effect on the efficiency of the test. Intuitively, the larger the width w, the less the
number of hash comparisons required to attain a confidence interval of that width. However,
setting w to a very high value would result in a large Type II error for our test. Though our
algorithm’s quality is not affected by Type II error (since we compute exact or approximate
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similarity when alternate hypothesis is satisfied), but still a large Type II error will imply
that many false positives (candidates which fall in alternate hypothesis, but are classified as
null hypothesis). Exact/approximate similarity is computed and these candidates are pruned
away. Therefore, a large Type Il error will translate to lower efficiency. In other words,
making w too high or too low will cause significant slowdown in terms of execution time.
We next describe a simple heuristic to select w. Suppose a candidate pair has similarity
s < t, i.e. for this candidate pair, the null hypothesis should be rejected. So the upper
confidence limit § 4w can be as high as ¢, and our test statistic should still be able to reject
it. Therefore, the maximum length of w is dictated by how large the upper confidence limit
can be. So instead of presetting w to a fixed value, we dynamically set w according to the
following heuristic. We compare the first batch of hashes and use the crude estimate of s,

say si from the first batch to come up with w:
w=t—si—¢€ (2.8)

The key insight here is, instead of using a single hypothesis test for all candidate pairs,
we choose a different hypothesis test based on an initial crude similarity estimate of the
candidate pair being analyzed, so that w can be maximized, while still keeping Type 11
error in control, resulting in efficient pruning. Note that every such test is a level — a test
according to Lemma 2.4.1. We need the & parameter as si is a crude estimate from the
first batch of hash comparisons and it could be an underestimate, which would result in
an overestimate of w. Consequently, the final test statistic §+ w can go beyond ¢ and the
candidate cannot be pruned. Figure 2.1 explains the phenomenon. Of course, dynamically
constructing the test for each candidate can make the candidate pruning process inefficient.

We solve this issue by caching a number of tests for different w and during the candidate
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Figure 2.1: Estimating w

pruning step, the test that is closest to w (but smaller than or equal to it) is selected. Hence

there is no need for online inference, making the algorithm very efficient.

2.4.1.3 Hybrid Hypothesis Tests

We found out empirically that the number of hash comparisons required by SPRT is very
high for our composite hypothesis test problem. The one-sided CI based tests performed
considerably better. Specifically we saw that the candidate pairs whose actual similarity s is
quite far away from the threshold ¢ were very quickly classified into the null or alternate
hypothesis as the width w is quite large. But interestingly, for the candidate pairs which
have similarity very close to the threshold, the estimated parameter w becomes very small.
For such pairs, to attain the fixed-width confidence interval, the number of hash comparison
requirement is very high. It is even higher than the more traditional SPRT. Therefore, to
utilize the best of both worlds, we use a hybrid hypothesis testing strategy, where based on
how far the true similarity is away from the threshold, we either select a one-sided CI based
hypothesis test, or the SPRT. Formally, we use a parameter |, such that if the estimated
fixed-width w > U, we use the one-sided CI based hypothesis test, else we use SPRT. Again,
in this hybrid strategy all the tests are level — o, so we have guarantees on the overall Type
I error, while minimizing the number of overall hash comparisons by smarty selecting the

proper test for a specific candidate.
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2.4.2 Concentration Inference

To solve the concentration inference of equation 2.4, we can create a two-sided fixed-
width confidence interval for a binomial proportion under the sequential setting. The
technique is very similar to the one we described in section 2.4.1.2 for the one-sided upper
confidence limit. The major difference is, for two-sided confidence interval, the coverage

probability equation 2.6 from section 2.4.1.2 becomes:

>~

T(s,A) =Y H(m,n;)s™ (1—s)""I(js— | < §)
i—1 n,~

~

Now this equation can be solved in a manner similar to the one described in section 2.4.1.2
to find out the critical value A and hence the stopping points in the sequential process. The
stopping rule will also change to z 3 @ < 8 (in the one-sided case A was used instead
of %). The concentration inference is used to estimate the similarity with probabilistic
guarantees under circumstances where exact similarity computation is infeasible.

Choosing maximum number of hashes: In our problem scenario, we do not need all
candidates to converge to a fixed-width interval. Since we guarantee 1 — « recall, any
candidate pair which has less than o probability of being greater than ¢ can be ignored. In

other words, we do not need to consider all the stopping points generated. We can choose

the stopping points based on the user defined threshold ¢.

Lemma 2.4.2. If m;, n; are the stopping points decided by the fixed-width confidence interval
method having coverage probability 1 — 7, the stopping points m;,n;, such that ';—11’ <t—9

can occur with probability at most Y if the true similarity s is greater than threshold t.
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Proof. By the fixed-width confidence interval guarantee,
PS—86<s<§+8)=1—y

— P(s>S+8ors<8§—-8)=y

— P(S<s—8)<y

This implies for s > 7, the probability of § < ¢t — § is less than y. For all the stopping points

mj,n;, § = 1. Hence the proof. O
1

Corollary 2.4.3. If m;,n; are the set of stopping points, the maximum number of hashes
Nmax Tequired by our algorithm to estimate any similarity above t while ensuring 1 —y recall
IS Nyax = max(n;) s.t. % >t—0.

If we set Y = «, the above lemma will ignore points which have less than o probability

of being a true positive. In other words, our algorithm is able to guarantee 1 — & recall.
2.4.3 Similarity Measures

The proposed techniques in this chapter can be used with similarity measures for which
a locality sensitive hash function exists. Previous work has developed locality sensitive
hash functions for a wide range of similarity measures [25,26,45,73,79,127] as well as for
arbitrary kernel functions [92]. In this chapter, we show that our methods work well with

two of the most popular similarity measures - 1) Jaccard similarity and ii) Cosine similarity.

2.4.3.1 Jaccard Similarity

The locality sensitive hash function relevant to Jaccard similarity is MinWise Independent
Permutation, developed by Broder et al [25]. This hash function can approximate the Jaccard

coefficient between two sets x,y. Formally,

Ny

P(h(x) == h())

 xUy|
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The estimate of Jaccard similarity between x,y will be:
.1
§= = Y 1) == ()]
i=1
As described earlier in equation 2.2, the likelihood function for getting m matches out n
hashes is a binomial with parameters n,s. Note that n is also a random variable here. Hence

we can directly use our proposed methods for doing inference on s.

2.4.3.2 Cosine Similarity

The locality sensitive hash function for cosine similarity is given by the rounding
hyperplane algorithm, developed by Charikar [36]. However, the similarity given by the
above algorithm is a little different from cosine similarity. Specifically, such a hash function
gives:

P(h(x) == h(y)) =1~

where 0 is the angle between the two vectors. Let the above similarity be defined as s and
let the cosine similarity be r. The range of s is therefore, 0.5 to 1.0. To convert between s

and r, we need the following transformations:

r=cos(n(l—ys)) (2.9)

(2.10)

Consequently, we need to adapt our proposed algorithms to handle these transformations.
Handling the pruning inference is quite simple. If the user sets the cosine similarity threshold
as t, before running our pruning inference, we change the threshold to the value of the
transformed similarity measure. So the pruning inference becomes s > (1 — @) instead

of s >1t.
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The transformation of the concentration inference is trickier. We need to transform the
confidence interval of s ( our algorithm will generate this) to the confidence interval of r (for
cosine similarity). The user provides an estimation error bound &, implying that we need to
generate an estimate 7 within a confidence interval of 20 with 1 — y coverage probability.
Since we can only estimate §, we need to create a level-(1 — y) confidence interval 25

around §, such that, if [; <s < u, and [, < r < u, then,
ug— 1, <280, = u,—1, <20

If we create, a 29 fixed-width confidence interval, then the upper and lower confidence
limits will be §+ O and § — & respectively. Since r is a monotonically increasing function
of s, hence the upper and lower confidence limit of r (cosine similarity) will be cos(m(1 —
min(1.0,8+ d;))) and cos(m(1 —max(0.5,5 — &;))) respectively. The interval for the estimate
of cosine similarity will be cos((1 —min(1.0,5+ &))) — cos(n(1 —max(0.5,5— &))). We

have to choose &, such that
cos((1 —min(1.0,5+4 &))) — cos(m(1 —max(0.5,5— &))) < 26

The above function is monotonically decreasing in §. So the interval will be largest when § is
smallest (0.5). So we set § to 0.5 and numerically find out largest d; such that the inequality

of the above expression is still satisfied.

2.5 Experimental Evaluation

2.5.1 Experimental Setup and Datasets

We ran our experiments on a single core of an AMD Opteron 2378 machine with 2.4GHz

CPU speed and 32GB of RAM. We only use one core as our application is a single threaded
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Dataset Vectors | Dimensions | Avg. Len | Nnz
Twitter 146,170 146,170 1369 200e6
WikiWords100K | 100,528 344,352 786 79e6
RCV 804,414 47,236 76 61e6
WikiLinks 1,815914 | 1,815,914 24 44e6
Orkut 3,072,626 | 3,072,66 76 233e6

Table 2.1: Dataset details

C++ program. We use five real world datasets to evaluate the quality and efficiency of our
all pairs similarity search algorithms. Details are given in Table 2.1

Twitter: This is a graph representing follower-followee links in Twitter [93]. Only users
having at least 1000 followers are selected. Each user is represented as an adjacency list of
the users it follows.

WikiWords100K and WikiLinks: These datasets are derived from the English Wikipedia
Sep 2010 version. The WikiWords100K is a preprocessed text corpus with each article
containing at least 500 words. The Wikilinks is a graph created from the hyperlinks of the
entire set of articles weighted by tf-idf.

RCYV: This is a text dataset consisting of Reuters articles [98]. Each document is represented
as a set of words. Some basic preprocessing such as stop-words removal and stemming is
done.

Orkut: The Orkut dataset is a friendship graph of 3 million users weighted by tf-idf [112].

2.5.2 Results

As explained in section 2.4 (methodology), we expect Bayes-LSH/Lite variants to be very

fast, however, those could potentially suffer a loss in the qualitative guarantees as they model
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an inherently sequential process in a non-sequential manner. Since the sequential confidence
interval based methods have provable guarantees about quality (lemmas 2.4.1 and 2.4.2),
they are always expected to be qualitatively better. The SPRT and hence the Hybrid methods
should qualitatively perform very well, however under the composite hypothesis testing
scenario, SPRT cannot provide strong guarantees. In the next two sections, we will evaluate

these premises.

2.5.2.1 Algorithms using Early Pruning and Exact Similarity Computation

We compare the following four strategies for computing all pairs with similarity above
a certain user defined threshold. All of these algorithms assume that the original dataset
is available (instead of the smaller sketch). These algorithms use the exact candidate
generation technique AllPairs [18] and an early pruning technique and finally exact similarity
computation.
BayesLSHLite: BayesLSHLite [131] is the state-of-the-art candidate pruning algorithm
which is known to perform better than AllPairs [18] and PPJoin [161].
SPRT: We use the traditional Sequential Probability Ratio Test to do the early pruning of
candidates. We set T = 0.025.
One-Sided-CI-HT: We compare against our model, which is the fixed-width one-sided
upper confidence interval based hypothesis testing technique. We set € = 0.01. The choice
of € is done by empirically evaluating several values — we found values in the neighborhood
of 0.01 — 0.05 worked best. We set a = 4 as it seems to work well in practice [61].
Hybrid-HT: This is the second model we propose, where based on the candidate in question,
we either choose a One-Sided-CI-HT or SPRT. We set u = 0.18, that is the threshold of w
below which our Hybrid-HT algorithm switches from a One-Sided-CI-HT to SPRT. Again,
we selected u, empirically by trying different thresholds. For all the tests above, we set
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the Type I error or recall parameter 1 — o = 0.97. We also compare with the AllPairs
algorithm which uses exact similarity computation right after the candidate generation step
(no candidate pruning).

The performance and quality numbers are reported in Figure 2.2. We measure per-
formance by total execution time and we measure quality by recall (since we are giving
probabilistic guarantees on recall). An added advantage of these methods is that since we
compute exact similarity for all candidates that are retained and check whether they are
above the threshold using exact similarity computation, all the strategies yield full precision
(100%). Furthermore, the sequential hypothesis tests we do are truncated tests, i.e. we
compute at most 4 = 256 hashes, after which if a decision cannot be made, we send the pair
for exact similarity computation. We report results on all the aforementioned datasets on
both Jaccard and cosine similarity measures. For Jaccard, we vary the similarity threshold
from 0.3 — 0.7 and for cosine, we vary the threshold from 0.5 —0.9. These are the same
parametric settings used in the original BayesLSHLite work.

Results indicate that the pattern is quite similar for all datasets. BayesLSHL.ite is always
substantially faster in the case of cosine similarity while in the case of Jaccard similarity,
AllPairs is marginally faster at times. At high values of the similarity threshold, SPRT is the
slowest, while both One-Sided-CI-HT and Hybrid-HT performs very close to BayesLSHLite.
This performance benefit comes from the one-sided tests. More precisely, choosing the
width w of the test based on the estimate from the first bin of hash comparisons makes
each test optimized for the specific candidate being processed. Those tests are extremely
efficient at pruning away false positive candidates whose true similarities are very far from
the similarity threshold . The reason is these tests can allow a larger confidence width w

and hence less number of hash comparisons. Obviously, the Hybrid-HT performs very well
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at such high thresholds because it chooses one of the one-sided tests. However, at the other
end of the spectrum, at very low similarity thresholds, the allowable confidence interval
width w becomes too small and a large number of trials is required by the one-sided tests,
making them inefficient. SPRT performs reasonably well under these situations. Under
these conditions, the Hybrid-HT strategy is able to perform better than both (SPRT and
One-Sided-CI-HT) as it able to smartly delegate pairs with true similarity close to the
threshold to SPRT instead of one-sided tests. In summary, the green lines (Hybrid-HT) can
perform well through the whole similarity threshold range. For the WikiWords100K dataset
in Figure 2.2k Hybrid-HT gave 8.8x speedup over AllPairs and 2.1x speedup of SPRT at 0.9
threshold and at 0.5 threshold, it gave 3.4x speedup over AllPairs and a 1.3x speedup over
SPRT.

In terms of quality, our proposed method One-Sided-CI-HT guarantee at least 97%
recall (¢ = 0.03). In all results, we see the recall of One-Sided-CI-HT, as expected, is
above 97%. In spite of the fact that SPRT does not have strong guarantees in case of
composite hypothesis, we see that SPRT performs quite well in all datasets. Since Hybrid-
HT uses the One-Sided-CI-HT and SPRT, its quality numbers are also extremely good. Only
BayesLSHLite, which does not model the hash comparisons as a sequential process falls
marginally below the 97% mark at some places. In summary, our tests can provide rigorous

quality guarantees, while significantly improving the performance by over traditional SPRT.

2.5.2.2 Algorithms using Early Pruning and Approximate Similarity Estimation

The previous section discussed the algorithms that can be used when the explicit rep-
resentation of the original data is available. We now describe results on two algorithms

for which only the hash signatures needs to be stored rather than the entire dataset. These
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Figure 2.2: Comparisons of algorithms with exact similarity computation (CONTINUED).
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Figure 2.2: CONTINUED

40000
hﬁ—b
@
3
g
5
g
8
L
4000 \\
& —
=
K=}
2
8
&
400
0.5 0.6 0.7 0.8 0.9
Similarity threshold
(i) Twitter,cosine
100000
=
3
g
g
g
g
k3 ’/———-—-"""\'
?ooo
£
S — .
£ SE—
3
8
S
1000
0.5 0.6 0.7 0.8 0.9

Similarity threshold

(k) WikiWords100K,cosine

100000
o “
s
g
5
g
i
10000
0.5 0.6 0.7 0.8 0.9
Similarity threshold
(m) RCV,cosine
15000

Execution time (seconds)
&
o

150
0.5 0.6 0.7 0.8 0.9
Similarity threshold
(o) WikiLinks,cosine

37

100
98
=
e
£ 96
g
S
g
5
£ 94
3
3
* 92
90
0.5 0.6 0.7 0.8 0.9
Similarity threshold
(j) Twitter,cosine
100
98
@
g
£ 96
g
H
1=
g
£ o1
=
g
ﬁ? 92
90
0.5 0.6 0.7 0.8 0.9

Similarity threshold

(1) WikiWords100K,cosine

100
98
@
=3
£ 96
=
3
S
3
£ 94
=
S
& 92
90
0.5 0.6 0.7 0.8 0.9
Similarity threshold
(n) RCV,cosine
100
98
T
=3
£ 96
=
3
S
5]
£ 94
=
3
& 92
90
0.5 0.6 0.7 0.8 0.9

Similarity threshold

(p) WikiLinks,cosine



algorithms use the LSH index generation followed by candidate pruning, followed by
approximate similarity estimation. We compare the following two techniques:

BayesLSH: This uses the same pruning technique as Bayes-LSHLite along with the con-
centration inference for similarity estimation.

Hybrid-HT-Approx: This is our sequential variant. It uses Hybrid-HT’s pruning technique
along with the sequential fixed-width confidence interval generation strategy as described in
section 2.4.2. We set T = 0.015.

We use the same parametric settings as before. The additional parameters required
here are the estimation error bound 6 and the coverage probability 1 — v for the confidence
interval. We set 6 = 0.05 and ¥ = a. Again we measure performance by execution time.
Here we measure quality by both recall and estimation error as we provide probabilistic
guarantees on both.

Figure 2.3 reports both the performance and recall numbers. We do not list the estimation
error numbers as the avg. estimation error for each algorithm on each dataset was within the
specified bound of 0.05. Results indicate that Hybrid-HT-Approx is slower than BayesLSH
as expected, however, is qualitatively better than BayesLSH. More importantly, in all cases,
Hybrid-HT-Approx has a recall value which is well above the 97% guaranteed number.
BayesLSH on an average performs quite well, however it does fall below the guaranteed
recall value quite a few times. In summary, our method provides rigorous guarantees of

quality without losing too much performance over BayesLSH.
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Figure 2.3: CONTINUED
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2.6 Conclusions

In this chapter, we propose principled approaches of doing all pairs similarity search on
a database of objects with a given similarity measure. We describe algorithms for handling
two different scenarios - 1) the original data set is available and the similarity of interest
can be exactly computed from the explicit representation of the data points and ii) instead
of the original dataset only a small sketch of the data is available and similarity needs
to be approximately estimated. For both scenarios we use LSH sketches (specific to the
similarity measure) of the data points. For the first case we develop a fully principled
approach of adaptively comparing the hash sketches of a pair of points and do composite
hypothesis testing where the hypotheses are similarity greater than or less than a threshold.
Our key insight is a single test does not perform well for all similarity values, hence we
dynamically choose a test for a candidate pair, based on a crude estimate of the similarity of
the pair. For the second case, we additionally develop an adaptive algorithm for estimating
the approximate similarity between the pair. Our methods are based on finding sequential
fixed-width confidence intervals. We compare our methods against state-of-the-art all pairs
similarity search algorithms — BayesLLSH/Lite that does not precisely model the adaptive
nature of the problem. We also compare against the more traditional sequential hypothesis
testing technique — SPRT. We conclude that if the quality guarantee is paramount, then
we need to use our sequential confidence interval based techniques, and if performance
is extremely important, then BayesLSH/Lite is the obvious choice. Our Hybrid models
give a very good tradeoff between the two extremes. We show that our hybrid methods
always guarantee the minimum prescribed quality requirement (as specified by the input

parameters) while being up to 2.1x faster than SPRT and 8.8x faster than AllPairs. Our
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hybrid methods also improve the recall by up to 5% over BayesLSH/Lite, a contemporary

state-of-the-art adaptive LSH approach.
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Chapter 3: Generalizing Locality Sensitive Hashing Based Similarity

Estimation to Kernels

The previous chapter described an approximate solution with rigorous quality guarantees
to the APSS task. This was done in the context of vanilla similarity measures such as
Jaccard index and cosine similarity. However, to generalize the usage of LSH for similarity
estimation based application across complex application domains, it is paramount to support
LSH for a general class of similarity measure. In this chapter, we develop an unbiased
LSH estimator for similarity search for the class of kernel similarity measures (capable of

representing inner product similarities).

3.1 Introduction

In recent past, Locality Sensitive Hashing (LSH) [9] has gained widespread importance
in the area of large scale machine learning. Given a high dimensional dataset and a dis-
tance/similarity metric, LSH can create a small sketch (low dimensional embedding) of
the data points such that the distance/similarity is preserved. LSH is known to provide an
approximate and efficient solution for estimating the pairwise similarity among data points,
which is critical in solving applications for many domains ranging from image retrieval to
text analytics and from protein sequence clustering to pharmacogenomics. Recently kernel-

based similarity measures [137] have found increased use in such scenarios in part because
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the data becomes easily separable in the kernel induced feature space. The challenges of
working with kernels are twofold — (1) explicit embedding of data points in the kernel
induced feature space (RKHS) may be unknown or infinite dimensional and (2) generally,
the kernel function is computationally expensive. The first problem prohibits the building
of a smart index structure such as kdtrees [20] that can allow efficient querying, while the
second problem makes constructing the full kernel matrix infeasible.

LSH has been used in the context of kernels to address both of the aforementioned
problems. Existing LSH methods for kernels [81, 92] leverage the KPCA or Nystrom
techniques to estimate the kernel. The two methods differ only in the form of covariance
operator that they use in the eigenvector computation step to approximately embed the data
in RKHS. While KPCA uses the centered covariance operator, Nystrom method uses the
uncentered one (second moment operator). Without loss of generality, for the rest of the
chapter, we will use the Nystrom method and hence by covariance operator, we will mean
the uncentered one. The LSH estimates for kernel differ significantly from the Nystrom
approximation. This is due to the fact that the projection onto the subspace (spanned
by the eigenvectors of covariance operator) results in a reduction of norms of the data
points. This reduction depends on the eigenvalue decay rate of the covariance operator.
Therefore, this norm reduction is difficult to estimate apriori. Assume that the original
kernel was normalized with norm of the data points (self inner product) equaling 1. As a
consequence of this norm reduction, in the resulting subspace the Nystrom approximated
kernel is not normalized (self inner product less than 1). Now, it is shown in [36] that LSH
can only estimate normalized kernels. Thus in the current setting, instead of the Nystrom
approximated kernel, it estimates the re-normalized version of it. The bias arising out of

this re-normalization depends on the eigenvalue decay rate of the covariance operator and is
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unknown to the user apriori. This is particularly problematic since for the LSH applications
(index building and estimation) in the context of similarity (not distance), accurate estimation
is paramount. For instance, the All Pairs Similarity Search (APSS) [18,30,33] problem
finds all pairs of data points whose similarity is above a user defined threshold. Therefore,
APSS quality will degrade in the case of high estimation error. In APSS using LSH [33], it
is clearly noticeable that the quality of non-kernel similarity measures is better than their
kernel counterparts.

We propose a novel embedding of data points that is amenable to LSH sketch generation,
while still estimating the Nystrom approximated kernel matrix instead of the re-normalized
version (which is the shortcoming of existing work). Specifically, the contributions of this

chapter are as follows:

1. We show that Nystrom embedding based LSH generates the LSH embedding for a
slightly different kernel rather than the Nystrom approximated one. This bias becomes
particularly important during the LSH index construction where similarity threshold
(or distance radius) is a mandatory parameter. Since this radius parameter is given in
terms of the original similarity (kernel) measure, if the LSH embedding results in a
bias (estimating a slightly different kernel), then the resulting index generated will be

incorrect.

2. We propose an LSH scheme to estimate the Nystrom approximation of the original

input kernel and develop an algorithm for efficiently generating the LSH embedding.

3. Finally, we empirically evaluate our methods against state-of-the-art KLSH [81,92]
and show that our method is substantially better in estimating the original kernel

values. We additionally run statistical tests to prove that the statistical distribution
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of pairwise similarity in the dataset is better preserved by our method. Preserving
the similarity distribution correctly is particularly important in applications such as

clustering.

Our results indicate up to 9.7x improvement in the kernel estimation error and the KL
divergence and Kolmogorov-Smirnov tests [105] show that the estimates from our method
fit the pairwise similarity distribution of the ground truth substantially better than the

state-of-the-art KLSH method.

3.2 Background and Related Works

3.2.1 LSH for Cosine Similarity

A family of hash functions F is said to be locality sensitive with respect to some

similarity measure, if it satisfies the following property [36]:

Prcr (h(x) = h(y)) = sim(x,y) (3.1

Here x,y is a pair of data points, % is a hash function and sim is a similarity measure of

interest. LSH for similarity measures can be used in two ways:

k

1. Similarity Estimation: If we have & i.i.d. hash functions {/;}; ,, then a maximum

likelihood estimator (MLE) for the similarity is:

—

sim(x,y) =

|-

k
Y 1(hi(x) = k() (3.2)
=1

2. LSH Index Search: The concatenation of the aforementioned k hash functions form
a signature and suppose [ such signatures are generated for each data point. Then for a
query data point g, to find the nearest neighbor, only those points that have at least one
signature in common with g need to be searched. This leads to an index construction
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Number of data points, Dimensionality of data

p,c Parameters: Number of eigenvectors to use, Number of extra
dimensions
to use
k(x,y) | Kernel function over data points x,y (=< ®(x),®(y) >)
®(x) | Kernel induced feature map for data point x
X; i data point (i'" row of matrix X,,4)
Kij | (i, 7)™ value of true kernel matrix K, (= K(Xi, X))
Y; p dimensional Nystrom embedding of ®(X;) (" row of Y, p Ma-
trix)
K;; | Approximation of K; ; due to Nystroom embedding (=< Y;,Y; >)
Z; Our (p + n) dimensional Augmented Nystrom embedding of ®(X;)
K(z);; | Approximation of K; ; due to Augmented Nystrom embedding
(=< 4,2 i >)
Z! Our (p + ¢) dimensional Remapped Augmented Nystrom embed-

ding of ®(X;)

algorithm that results in a sublinear time search. It is worth noting that a similarity
threshold is a mandatory parameter for an LSH index construction. Consequently, a

bias in its estimation may lead to a different index than the one intended based on

Table 3.1: Key Symbols

input similarity measure.

Charikar [36] introduced a hash family based on the rounding hyperplane algorithm that
can very closely approximate the cosine similarity. Let &;(x) = sign(r;x" ), where r;,x € R
and each element of r; is drawn from i.i.d. N(0, 1). Essentially the hash functions are signed

random projections (SRP). It can be shown that in this case,

6(x,y)

P(hi(x) = hi(y)) = 1— = sim(x,y)

= cos(0(x,y)) = cos(m(1 —sim(x,y)))
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where 6(x,y) is the angle between x,y. The goal of this work is to find a locality sensitive
hash family for the Nystrom approximation & of any arbitrary kernel x that will satisfy the
following property:

(3.3)

3.2.2 Existence of LSH for Arbitrary Kernels

Kernel similarity measures are essentially the inner product in some transformed feature
space. The transformation of the original data into the kernel induced feature space is usually
non-linear and often explicit embedding in the kernel induced space are unknown, only the
kernel function can be computed. Shrivastava et. al. [139] recently proved the non-existence
of LSH functions for general inner product measures. In spite of the non-existence of LSH
for kernels in the general case, LSH can still exist for a special case, where the kernel is
normalized — in other words the inner product is equal to the cosine similarity measure. As
mentioned in previous section, Charikar [36] showed that using signed random projections,
cosine similarity can be well approximated using LSH. To summarize, LSH in kernel context

is meaningful in the following two cases:

1. The case where the kernel is normalized with each data object in the kernel induced

feature space having unit norm.
()] = x(x,x) =1 (3.4)

Here «(.,.) is the kernel function and &(.) is the (possibly unknown) kernel induced

feature map in RKHS.
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2. In the case equation 3.4 does not hold, LSH does not exist for x(.,.). But it exists for

a normalized version of k, say ky(.,.), where:

K(x,y)

K (x,x)/K(y.y)

(3.5)

mwaJ

3.2.3 Kernelized Locality Sensitive Hashing

KLSH [92] is an early attempt to build an LSH index for any arbitrary kernel similarity
measure. Later work by Xia et. al. [160] tries to provide bounds on kernel estimation error
using Nystrom approximation [159]. This work also provides an evaluation of applying
LSH directly on explicit embedding generated by KPCA [133]. A follow up [81] to
KLSH provided further theoretical insights into KLLSH retrieval performance and proved
equivalence of KLSH and KPCA+LSH.

KLSH computes the dot product of a data point and a random Gaussian in the ap-
proximate RKHS spanned by the first p principal components of the empirically centered
covariance operator. It uses an approach similar to KPCA to find out a data point’s projection
onto the eigenvectors in the kernel induced feature space and it approximates the random
Gaussian in the same space by virtue of the central limit theorem (CLT) of Hilbert spaces
by using a sample of columns of the input kernel matrix. Let X,,; denote the dataset of n
points, each having d dimensions. We denote the i row/data point by X; and i, j element
of X by X; j. Let K, x, be the full kernel matrix (K; ; = k(X;,X;)). KLSH takes as input p
randomly selected columns from kernel matrix - Kj,x ,. The algorithm to compute the hash

bits is as follows:

1. Extract K p from input Ky, . Ky is a submatrix of K« created by sampling the

same p rows and columns.
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2. Center the matrix Ky p.

3. Compute a hash function h by forming a binary vector e by selecting t indices at

K-1/2

random from 1,..., p, then form w =K, .,

e and assign bits according to the hash

function

h(D(X,)) = sign(Zw(i) K(Xi, X))

i

One thing worth noting here is, unlike vanilla LSH, where an LSH estimator tries to
estimate the similarity measure of interest directly, in case of KLSH, the estimator tries
to estimate the kernel similarity that is approximated by the KPCA embedding. The idea
is that the KPCA embedding should lead to good approximations of the original kernel
and hence KL.SH should be able to approximate the original kernel as well. Alternatively,
instead of directly computing the dot product in RKHS, one may first explicitly compute the
KPCA/Nystrom p—dimensional embedding of the input data and generate a p—dimensional
multivariate Gaussian, and then compute the dot product. The two methods are equiva-
lent [81]. Next, we discuss why approximation error due to applying LSH on kernels may

be significant.

3.3 Estimation Error of LSH for Kernels

According to Mercer’s theorem [109], the kernel induced feature map ®(x) can be
written as ®(x) = [¢;(x)]7>, where ¢;(x) = \/0;y;(x) and o; and y; are the eigenvalues
and eigenfunctions of the covariance operator whose kernel is k. The aforementioned
infinite dimensional kernel induced feature map can be approximated explicitly in finite
dimensions by using Nystrom style projection [159] as described next. This can be written

—_— —

as P(x) = [¢i(x)]7_, where ¢;(x) = ﬁ < K(x,.),u; >. Here K(x,.) is a vector containing
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the kernel values of data point x to the p chosen points, A; and u; are the i/ eigenvalue
and eigenvector of the sampled p x p kernel matrix K, ,. Note that, both the KPCA and
Nystrom projections are equivalent other than the fact that in the case of KPCA, K}, is
centered, whereas in the case of Nystrom, it is uncentered. Essentially, CI?(;) = PSCID(x),
where P is the projection operator that projects ®(x) onto the subspace spanned by first p
eigenvectors of the empirical covariance operator. Let Y, , represent this explicit embedding
of the data points.

In the next lemma, we show that the above approach results in a bias for kernel similarity

approximation from LSH.

Lemma 3.3.1. If K&H\)l j is the quantity estimated by using LSH on Nystrom embedding,

then K(LSH)i,j > Ki,j'

Proof. Since K|z is the quantity estimated by the LSH estimator for cosine similarity on

embedding Y, », then by equation 3.5

K/\ Y"YJ'T El\J
LSH)i,j — = ——
N AT T i o

where Y is the i’ row of Y.

(3.6)

By assumption, ||P(X;)|| = 1, Vi. Hence

—

K,'J' =< Pgwq)(Xi),PSCD(Xi) > = |

Pe(X))|[> <1, Vi

(since P; is a projection operator onto a subspace). Specifically if i € p, then I/(l\, =K.
Putting I?,\l < 1 in equation 3.6, we get the following.

—_—

Krsryi,j = Ki j
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Thus, applying LSH to the Nystrom embedding results in an overestimation of the kernel
similarity when compared to the Nystrom approximation to the kernel similarity. In terms of
our goal, equation 3.3 will have I@ instead of K (Nystrém approximated kernel). Unlike
K, I@ does not approximate K (true kernel) well, unless p is extremely large. This is not
feasible since eigendecomposition is O(p®). Interestingly, the above bias ||®(x) — Pe®(x)||
depends on the eigenvalue decay rate [176], that in turn depends on the data distribution and
the kernel function. Hence this error in estimation is hard to predict beforehand.

Additionally, another cause of estimation error, specifically for KLSH is due to the fact
that KLSH relies on the CLT in Hilbert space to generate the random Gaussians in the
kernel induced feature space. Unlike the single dimensional CLT, Hilbert space’s CLT’s
convergence rate could be much worse [120], implying that the sample size requirement
may be quite high. However, the number of available samples is limited by p (number of
sampled columns). Typically p is set very small for performance consideration (in fact we
found that p=128 performs extremely well for dataset size up to one million).

We next propose a transformation over the Nystrom embedding on which the SRP

technique can be effectively used to create LSH that approximates the input kernel x(.,.)

(K) well. Our methods apply to centered KPCA case as well.
3.4 Augmented Nystrom LSH Method (ANyLSH)

In this section, we propose a data embedding that along with the SRP technique forms
an LSH family for the RKHS. Given n data points and p columns of the kernel matrix, we
first propose a p 4+ n dimensional embedding for which the bias is O (LSH estimator is an
unbiased one for the Nystrom approximated kernel). Since p + n dimensional embedding is

infeasible in practice due to large n, we propose a p + ¢ dimensional embedding, where c is
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a constant much smaller than »n. In this case, the estimator is biased, but that bias can be
bounded by setting ¢ and this bound hence is independent of the eigenvalue decay rate of
the covariance operator. We provide theoretical analysis regarding the preservation of the

LSH property and we also give the runtime and memory cost analysis.
3.4.1 Locality Sensitive Hash Family

We identify that the major problem with using Nystrom embedding for LSH is the
underestimation bias of the norms (I?Zi) of these embedding. Hence, though the estimates of
the numerator of equation 3.6 are very good, the denominator causes estimation bias. We
propose a new embedding of the data points such that the numerator will remain the same,

but the norms of the embedding will become 1.

Definition 3.4.1. We define the augmented Nystrom embedding as the feature map Z,,, (1)
such that an( ptn) = [V, x » Vax n], where V,,.., is an n x n diagonal matrix with the diagonal

elements as{ j 1 ,J}, 1

Lemma 3.4.1. For Z,, (,1n), if K Z)nxn 1S the inner product matrix, then for (i) i = J,

@zland(ii)fori#j,m:](w

Proof. Case (1):

- o T
Kz)ij = 2iZ;
Z 2
=Y v
k=1
4 2
=) Yi
k=1
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Case (ii):

n
YiiYik+ Z ViiVii
I=1

I
M~

=~
I

[
M~

Y; Yjx+0 (V is a diagonal matrix)

T
I

Il
flony
SRR

[
o

]

Hence Z; gives us a p + n dimensional embedding of the data point X; where Z; approxi-
mates @ (X;). The inner product between two data points using this embedding gives the
cosine similarity as the embedding are unit norm and the inner products are exactly same as
that of Nystrom approximation. Hence we can use SRP hash family on Z,, (,,, ) to compute

the LSH embedding related to cosine similarity. Essentially we have:

cos™! (I?w\)

P(h(Z) = h(Z)) =1~

(3.7

Hence we are able to achieve the LSH property of the goal equation 3.3.
3.4.2 Quality Implications

The quality of an LSH estimator depends on (i) similarity and (ii) number of hash
functions. It is independent of the original data dimensionality. From equation 3.1, it is easy
to see that each hash match is a i.i.d. Bernoulli trial with success probability sim(x,y) (s).
For k such hashes, the number of matches follow a binomial distribution. Hence the LSH
estimator § of equation 3.2 is an MLE for the binomial proportion parameter. The variance

s(1—s)
k

of this estimator is known to be . Therefore, even with the increased dimensionality of
p + n, the estimator variance remains the same.
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3.4.3 Performance Implications

The dot product required for a single signed random projection for Z; can be computed

as follows:

T e
Z,'I”j = Z Z,"le,l
=1

p
= Z Yi R+ Z nViiRj pik
I=1 k=1

M~

YiiRj i+ ViiRjp+i

—
I

1

Hence there are (p+1) sum operations (O(p)). Though Z; € RP*™, the dot product for SRP
(Z,-ro) can be computed in O(p) (which is the case for vanilla LSH). Since V,«, is a diagonal
matrix, the embedding storage requirement is increased only by n (still O(np)). However,
the number of N(0, 1) Gaussian samples required is O(k(p +n)), whereas in the case of
vanilla LSH, it was only O(kp) (k is the number of hash functions). In the next section, we
develop an algorithm with a probabilistic guaranty that can substantially reduce the number

of hashes required for the augmented Nystrom embedding.
3.4.4 Two Layered Hashing Scheme

Next we define a p + ¢ dimensional embedding of a point X; to approximate ®(X;). The
first p dimensions contain projections onto p eigenvectors (same as first p dimensions of
Z;). In the second step, the norm residual (to make the norm of this embedding 1.0) will be
randomly projected to 1 of ¢ remaining dimensions, other remaining dimensions will be set

Z€10.

Definition 3.4.2. Remapped augmented Nystrom embedding is an embedding Z/ (pre)
(Vi,Z] € RP™¢) obtained from Z,, (1) (Vi,Z; € RP*™) such that, (i) V,j < p, Z;=2Z;and
(i) Z;

pta; = Zi,p+i» where a; ~ unif{l,c}.
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Definition 3.4.3. C(i, j) is a random event of collision that is said to occur when for two

! 7l .
vectors Z;, Zj €Z, a;=aj.

Since this embedding is in RP*¢ rather than RP™, the number of N(0,1) samples
required will be O(k(p +¢)) , rather than O(k(p +n)). Next we show that using SRP on

Z/

() yields LSH embedding, where the estimator converges to I?n; with ¢ — n.

Lemma 3.4.2. ForZ'

nx (p-rc)’ the collision probability will be

P(h(Z) = h(Z})) =

c C

Proof. For the remap we used, collision probability is given by,

P(CG.j) =+ G

If there is a collision, then the norm correcting components will increase the dot product

value.

P(h(Z{) = h(Z})IC(i,])) =

11+1 1111 1Y)
1— \/ \/ L (3.9)

If there is no collision, LSH will be able to approximate the Nystrom method.

—~

cos™! (Ki )

P(h(Zi) = W(Z))|= € ) = 1= ——

(3.10)

We can compute the marginal distribution as follows:

P(h(Z) = h(Z})) = P(h(Z;) = h(Z})|C(i, j))P(C(i. ]))

+P(h(Zj) = h(Z})|~ C(i, j))P(=C(i, j))
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Applying equations 3.8,3.9 and 3.10 above, we get the result. O
There are two aspects to note about the aforementioned lemma:

1. According to Nystrom approximation [159], as we increase p (higher rank approx.),
the quantity , /1 — le lel tends to 0 and the lemma leads to the desired goal of equa-
tion 3.3, but at a computational cost of O(p?) for the eigendecomposition operation.
Of course increasing p improves the overall quality of Nystrom approximation itself,

however in practice small values of p suffice.

2. Interestingly, instead of p, if we increase ¢, then also we converge to the goal of
equation 3.3 as the first term of the lemma converges to 0. The computational cost
is O(k(p 4 c)) which usually is much less than O(p?). This is the strategy we adopt
and as we will show shortly, small values of ¢ are sufficient even for large scale
datasets. Hence ¢ can be used to bound the bias (difference from the probability of

equation 3.3).

3.5 Evaluation

3.5.1 Datasets and Kernels

We evaluate our methodologies on five real world image datasets varying from 3030
data points to 1 million and three popular kernels known to work well on them. Summary of
the datasets can be found in Table 3.2.

Caltech101: This is a popular image categorization dataset [57]. We use 3030 images from
this data. Following KLSH [81,92] we use this dataset with the CORR kernel [168].
PASCAL VOC: This is also an image categorization dataset [S6]. We use 5011 images

from this data. Following [37] we use the additive %2 kernel for this data.
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Dataset Size Kernel
Caltech101 3030 CORR
PASCAL VOC 2007 5011 Additive x°
Notre Dame image patches | 468159 | Gaussian RBF
INRIA holidays SIFT-IM | 1000000 |  Additive 2
INRIA holidays GIST-1M | 1000000 Additive x°

Table 3.2: dataset and kernel details

Notre Dame image patches: This dataset contains 468159 small image patches of Notre
Dame [67] and the image patch descriptors used are as per [141]. We use the Gaussian RBF
kernel on this data.

INRIA holidays: To test at large scale, we use 1 million SIFT as well as 1 million GIST
descriptors from the INRIA holidays dataset [80]. Following KLLSH [81,92] we use the

additive y? kernel with this data.

3.5.2 [Evaluation Methodology

The focus of this work is accurate estimation of the input kernel similarity measure
through LSH. For evaluating the quality of similarity estimation, we use two approaches -
(i) we take a sample of pairs from each dataset, and compute the average estimation error
directly and (ii) we use a sample of pairs from each dataset, compute the similarity of the
pairs, both accurately (ground truth) and approximately (ANyLSH) and then compare the
statistical distribution of the pairwise similarity of ground truth with ANyLSH. The former
gives a direct measure of estimation accuracy, while the latter gives us insights on how well
the pairwise similarity distribution is preserved. In terms of execution times, our algorithm

performs the same as the baseline we compare against.
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We use state-of-the-art KLSH as our baseline. We randomly sample 1000 pairs of data
points from each dataset for our experiments. We use the values 64 and 128 for p, and vary
h from 1024 to 4096 in steps of 1024. For ANyLSH, we set ¢ = 1000. In our evaluation,
we see that ¢ generalizes well to varying data sizes. For KLSH, we set g = 16,32 for

p = 64,128 respectively as per the guideline in the source code [92].

3.5.3 Results

3.5.3.1 Similarity Estimation Comparisons

Figures 3.1a,3.1¢,3.1e,3.1g and 3.1i report the results on estimation error. We clearly see
that our ANyLSH method outperforms KLSH in every single case by a large margin. The
improvement of estimation error varies from a minimum of 2.4x (Figure 3.1e, p = 128, h =
1024) to a maximum of 9.7x (Figure 3.1e, p = 64,h = 4096), with average reduction in
error of 5.9x across all datasets. With fixed p, the estimation error of our method decreases
consistently across all datasets with the increase of hashes, as should be the case per
equation 3.2. Interestingly, for KLSH, there are multiple cases when with the increase
in hashes, the estimation error also increased. For instance, in Figure 3.1i, at p = 64, by
increasing /1 from 2048 to 4096, KLSH’s error increased from 0.076 to 0.078. This provides
empirical evidence as well that not only the estimates are off, but in the case of KLSH, they
are converging towards a biased value as described in Lemma 3.3.1. Additionally, note that
our average absolute error varies between 0.011 — 0.038 across all datasets and there is no
trend that the error increases with larger datasets. This provides strong empirical evidence
to the theoretical insight that at fixed ¢ (1000 in our case), the average estimation error
generalizes extremely well to different datasets of varied sizes and different kernels. Though

the error is a function of the eigenvalue decay rate, it is upper bounded by ANyLSH.
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Figure 3.1: Estimation error and KL Divergence are reported in the first and second columns
respectively for all datasets (CONTINUED).
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Figure 3.1: CONTINUED
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3.5.3.2 Similarity Distribution Comparisons

As the second part of our qualitative evaluation, in this section, we investigate how
well the pairwise similarity distribution of the data is preserved. This is particularly im-
portant in applications that rely heavily on similarity distribution such as clustering. Our
goal is to compare the two distributions in a non-parametric fashion as we do not have
any prior knowledge of these distributions. Our first approach is to compare normalized
histograms (probabilities). We choose the popular KL. divergence measure to compare
probability distributions represented by histograms. We discretized both our data and the
ground truth by splitting the similarity range 0 — 1 into fixed length bins of length 0.1.
Figures 3.1b,3.1d,3.11,3.1h and 3.1j report the KL divergence numbers. The improvement
in terms of KL divergence is even better, with upto two orders of magnitude improvement
over KLSH. This improvement can be partly attributed to the discretization process — since
we used length 0.1 bins and our estimation errors are significantly less than 0.1, most of our
errors get absorbed in the discretization process. With KLLSH’s error being substantially
higher than 0.1, it’s KL divergence becomes very high.

To account for the binning issue, we additionally run the non-parametric Kolmogorov-
Smirnov two sample test that is more suitable for comparing empirical distributions of
continuous data. This test is particularly challenging in our setting as the test statistic is the
supremum of absolute differences across all values in the empirical CDFs. Thus, error in
even a single region may result in the failure of this test. Moreover, our proposed method
being an approximate one will always have some estimation error. The null hypothesis
is that the two samples come from the same underlying distribution and the alternative
hypothesis is that they are from different distributions. The results for p = 128 and 4 = 4096

are are reported in Table 3.3. All of the datasets (only exception being Caltech) did not reject
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Dataset p-value | Test statistic
Caltech101 0.006 0.076
PASCAL VOC 2007 | 0.716 0.031
Patch 0.565 0.035
INRIA SIFT-1M 0.603 0.034
INRIA GIST-1M 0.011 0.072

Table 3.3: Results of Kolmogorov Smirnov tests on ANyLSH method. Critical Value at 1%
significance level was 0.073.

the null hypothesis, providing strong evidence that they are indeed from same underlying
distribution. Note that, even the Caltech result was very close to the threshold. For KLLSH,
in every single dataset, the null hypothesis was rejected and the p — values were extremely
far away from the threshold. This conclusively proves that applying KLSH to a dataset

significantly changes the pairwise similarity distribution.

3.5.3.3 Case Study: Image Search

In this section, we do a qualitative study to evaluate the efficacy of our hashing scheme.
Since kernel similarity measures are known to be extremely effective in the image search do-
main, we choose that as an application. We use the MNIST image dataset [95]. This dataset
contains 60,000 images of handwritten digits. The goal of the image search application
is, given a database of images, and a query image, find the images in the database those
look similar to the query image. We randomly choose 4 images from the dataset as query
images and the rest is used as the image database. We choose the Gaussian RBF kernel as
the choice of similarity measure as it is known to achieve high classification accuracy when
used in kernel SVM. However, our task is unsupervised, unlike svm, we do not use any label

information.
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In section 3.4.4 we showed that our novel data embedding 3.4.2 can result in a correct
similarity estimator if there is no collision (equation 3.10) and an incorrect estimator if there
is a collision (equation 3.10) in our remapped augmented embedding. To alleviate the errors
due to collision, we repeat the remapping procedure several times (5 in this experiment) and
run top — k nearest neighbors search each time. Finally, we generate the mean ranking and
take the top — k from it. Since our remapping is done uniformly at random, the effect of
the bias in estimation due to collision will be alleviated across the 5 runs. We use k = 3 for
our case study. Note that this extra computation is required for the augmented part of the
embedding only. The computations (hash function generation and dot product computations)
related to the Nystrom part of the embedding still needs to be done only once. Additionally,
these 5 runs can be executed in parallel as there is no dependency. Figure 3.2 displays the
results of the image search application using our approximate similarity estimator. For each
row in the figure, the first column shows the query image and columns two through four
show the top three nearest neighbors retrieved using our approximate similarity estimator.

In all cases, we see that correct digits are retrieved.
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(a) Query (b) NN-1 (c) NN-2 (d) NN-3

(e) Query (f) NN-1 (g) NN-2 (h) NN-3
(i) Query (j) NN-1 (k) NN-2 (1) NN-3
(m) Query (n) NN-1 (0) NN-2 (p) NN-3

Figure 3.2: Image search on the MNIST dataset.
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3.6 Future Works

There has been a wide range of works that build on the KLSH foundations - improve
quality through supervised learning [102, 115]; develop LSH for non-metric measures [116];
We believe that these methods can be used in conjunction with our hashing scheme as well
to improve performance, and in future, we propose to investigate them. Additionally, we
plan to explore the case of non-normalized kernel measures. Though LSH is known not to
exist in the general case for maximum inner product search, but augmented data embedding
along with modified LSH functions [118, 139] are known to work well for maximum inner
product search. We believe these ideas can be leveraged by our data embedding framework

to handle kernel similarities for the general case.

3.7 Conclusion

In this chapter we proposed a locality sensitive hash family for arbitrary normalized
kernel similarity measures. We analytically showed that the existing methods of LSH for
kernel similarity measures based on KPCA/Nystrom projections suffer from an estimation
bias, specific to the LSH estimation technique. In other words, these LSH estimates differ
from the KPCA/Nystrom estimates of the kernel. This bias depends on the eigenvalue decay
rate of the covariance operator and as such unknown apriori. Our method, ANyLSH, can
directly estimate the KPCA/Nystrom approximated input kernel efficiently and accurately
in a principled manner. Key to our method are novel data embedding strategies. We showed
that, given p columns of the input kernel matrix, the bias can be completely removed by
using a p + n-dimensional embedding. Since n can be rather large and also not fixed, we
additionally propose a p + c-dimensional embedding where c is fixed and much smaller than

n. In our analysis we showed that in this case the worst case bias can be controlled by the
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user by setting c. Consequently, we overcame the short coming that resulted from the bias
term being unknown to the user apriori. Our methods, when compared to the state-of-the-art
KLSH improves the kernel similarity estimation error by upto 9.7x. Further evaluations
based on the KL divergence and Kolmogorov-Smirnov tests provide strong evidence that

pairwise similarity distribution is well preserved by ANyLSH.
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Chapter 4: Distributed Anomaly Detection for Large-Scale Sensor
Data

In chapters 2 and 3, we described similarity preserving data sketching (data size reduc-
tion) techniques and their usage to scale analytics to large datasets. In this chapter, we
develop an approximate graph construction technique, that can improve the computational
complexity of the Loopy Belief Propagation algorithm. This input data approximation
technique to reduce the task complexity is also application specific in nature. Here we deal

with the problem of distributed anomaly detection in sensor networks.

4.1 Introduction

Sensors have become commoditized, and the resulting decreases in cost have led to
their deployment in large numbers. The data collected from these sensors is processed and
analyzed for monitoring and managing infrastructure and resources. Anomaly detection
techniques applied to the collected data allow failures and degradations to be quickly identi-
fied, enabling energy savings and more efficient consumption of resources. Some examples,
where sensors in large numbers are being increasingly used, include: 1) Smart campuses and
buildings, where sensors measure air temperature, humidity, building occupancy, lighting,
etc., to manage heating, ventilation, air conditioning (HVAC) and lighting systems, and to

optimize use of resources such as electricity, gas, and water; 2) the transportation industry,
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where, for instance, vehicle fleet management is aided by continuous input from sensors
attached to the vehicles. This helps in vehicle maintenance, route optimization, driver safety,
etc.; 3) utility infrastructure, where sensors monitor power and water infrastructure, for
efficient resource management; 4) weather modeling and forecasting, where data from a
large number of distributed sensors measuring quantities like temperature, humidity, precipi-
tation, wind speed, etc., is used for short and long term weather prediction, and aids with
critical tasks such as disaster management planning, route optimization for air, ground and
sea transportation.

In all the above applications, outlier or anomaly detection in the sensor data is an
important task as it helps to identify abnormal conditions that may result from a failure (or
impending failure), misconfiguration or malicious activity. The most commonly used outlier
detection methods are threshold-based. However, a large category of anomalous behavior
does not manifest as a violation of a threshold. These are addressed through model-based
outlier detection techniques that build statistical models of sensors [170], typically using
historical data. Most anomaly detection models have the following shortcomings — 1) the
inputs to the model are local, that is, even when a large number of sensors are deployed, the
global structure and dependencies between these sensors are not leveraged; 2) the models
are not very robust, that is, if the input to the models is erroneous or corrupted, they typically
fail to function correctly; and finally, 3) they do not perform well when there is a large
amount of missing data.

In this chapter, we develop a technique, based on probabilistic graphical models, which
utilizes the global dependency structure among the sensors to detect outliers. The resulting
model is much more robust in the presence of erroneous data and missing sensor values than

local models. Our method consists of creating a pairwise Markov Random Field (MRF)
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model from the sensor network, where the graph structure is learned from historical data.
While most applications of MRF [38, 83, 148] use heuristics and domain knowledge to
determine the edge potentials, we learn edge potentials from historical data. We design the
MREF topology such that it is very amenable to running the belief propagation inference
algorithm on it. We develop a bipartite graphical model that can reduce the number of active
trails in the MRF, making belief propagation converge faster and to more accurate results.

While our method applies to any of the application areas where sensors exhibit spatial
dependency, including sensor deployments in buildings [16], we demonstrate its effective-
ness on geographically distributed temperature sensors, mainly due to data availability. We
apply our method on data collected from 5,288 weather stations in California, and compare
against several baseline methods, based on local data, and others based on the immediate
neighborhood of a sensor. Results indicate that our method outperforms the baseline meth-
ods. Both in the case of anomaly detection and missing sensor value prediction, our method
improves the accuracy as much as 16% compared to the best baseline. Furthermore, we
synthetically scaled the graphical model up to 500,000 nodes and nearly 12 million edges
and observed that our technique scales almost linearly with the number of cores. Lastly,
we generated an even larger graphical model with 5 million nodes and 120 million edges
and ran our algorithm on a single configuration to show our method can handle a very large
scale sensor deployment.

Specifically, the contributions of this chapter are as follows:

e We present a robust method for anomaly detection, using graphical models and belief

propagation-based sensor state inference.
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e We show how sensor data can be modeled as an MRF, where factors are naturally
learned from data (rather than based on the experience of domain experts), and the

graphical model topology facilitates inference.

e To evaluate performance at scale, we build a synthetic MRF generator that can generate
arbitrarily large graphical models while preserving statistical properties of an MRF

based on real sensor data.

e Results show that our method can predict missing values with 90% accuracy even
when 75% of the data is missing; similarly, it can correctly identify 90% of outliers

even when 50% of the sensors are anomalous.

The remainder of the chapter is organized as follows. Section 4.2 introduces background
information and related work. Section 4.3 describes our methodology, including the infer-
ence algorithm, and the construction of the graphical model from sensor data. Section 4.4
explains our sensor data collection and synthetic data generation process. Section 4.5

provides our experimental results. Lastly, Section 4.6 summarizes our work.

4.2 Background and Related Works

4.2.1 Outlier detection

According to Hawkins, “An outlier is an observation which deviates so much from
the other observations as to arouse suspicions that it was generated by a different mecha-
nism." [72], Typically, it is assumed that data is generated by some underlying statistical
distribution and the data points that deviate from that distribution are called outliers. Outlier

or anomaly detection techniques are widely used in applications such as fraud detection
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in financial transactions, email spam detection and medical symptoms outlier detection. A
survey of anomaly detection techniques is presented in [35].

In this work, we focus on identifying faults in sensor observations in a large-scale sensor
network. [170] provides a thorough overview of outlier detection methods in sensor network
data. According to this survey, the types of outlier detection methods used on sensor data
include statistical-based, nearest neighbor-based, cluster-based, classification-based and
spectral decomposition-based techniques. The outlier detection model we propose falls
under the broad category of statistical-based techniques, where the sensor data generation is
assumed to follow some statistical distribution and any observation that does not fit in that
distribution is an outlier. The challenge is to learn the distribution of the sensor data. Local
techniques require the learning of data distribution of sensors in isolation. They are only
able to capture the temporal dependency in observations, while global techniques try to learn
the joint distribution of the sensor data and hence are able to capture the spatial dependency
as well. More precisely, our outlier detection model is based on the underlying principles
of statistical relation learning [64], as we describe in the next section. Outlier detection
models may be both supervised or unsupervised. For instance knn based outlier detection
techniques [126] are the most popular unsupervised methods, while classification based
outlier detection methods include SVMs [82], Random Forests [169] and others. Outlier
detection models can be further classified into parametric and non-parametric methods.
Popular parametric models include learning Gaussian-based models and doing hypothesis
tests on new data [91], while non-parametric techniques include histogram learning and
kernel density estimators [134]. The drawback of parametric models is that the model
assumptions (such as Gaussian distributions) may not be realistic. Also, non-parametric

models are easier to generalize. Our model falls into the category of unsupervised and
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non-parametric method. We do have a training phase, however, we do not require class
labels, i.e., we do not need to know whether the sensor observations are outliers or not. OQur

method uses a histogram based approach.
4.2.2 Statistical Relational Learning

Statistical relational learning [64] (SRL) involves prediction and inferences in the case
where the data samples obtained are not, independently and identically distributed. In most
real world applications, there is a complex structural relationship among the individual
variables of the system and there is uncertainty in the relationship as well. SRL formalizes
the structure of the relationship and accounts for the uncertainty through probabilistic
graphical models. The end application such as outlier detection, link prediction, topic
modeling etc. usually requires inference on the graphical model. Our problem of detecting
anomalies in sensor observations fits nicely in the SRL model. Since properties such as
temperatures of close by regions are related, there are strong spatial dependencies among
the sensor observations. There will be temporal dependencies for observations on a single
sensor as well, however, this can be studied in isolation using a local model. In this chapter,
we model the global spatial dependency in the sensor network using a probabilistic graphical
model and the outlier detection involves doing inference on the model.

One of the main challenges in SRL is designing the graphical model. The graph
needs to capture the dependencies accurately, while not being excessively complex to
make inference hard. This trade-off between accurately and cost of inference needs to
be carefully made based on the requirements of the application. The two most popular
graphical models are Bayesian networks and Markov networks (Markov random field). We

choose a Markov network as it is undirected and there is no directionality of dependence
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in the sensor observations. Bayesian networks are appropriate in relations resulting from
causal dependency. The most common methods of doing inference on Markov networks
are (1) MCMC based methods (e.g., Gibbs sampling) and (ii) variational methods (e.g.,
loopy belief propagation) [135, 164]. MCMC based techniques such as Gibbs sampling
are known to be extremely slow with high mixing time, therefore requiring an extremely
high number of samples. We choose the variational method called loopy belief propagation
because of its simplicity and it is in many cases much faster than MCMC based methods
(especially for slow mixing chains) [106]. Additionally, with careful design of the graph,
the performance of the loopy belief propagation algorithm can be improved significantly.
Furthermore, compared to MCMC, loopy belief propagation performs well on large scale,
sparse graphical models, such as those constructed from sensors.

Another related work [165] for spatiotemporal event detection uses conditional random
fields (DCRF) and belief propagation for the inference. However, DCRFs assume a specific
functional form of the factors (potentials) that can be factorized over a fixed number of
features [147]. We take a nonparametric approach in this work. Additionally, we learn the
spatial dependency graph structure whereas the aforementioned work fixes the graph and
can only learn the parameters. A graphical model based approach has also been used to
forecast wind speeds [84], but again a strong assumption of Gaussian processes has been
made. In our target application of sensor data analytics we will discuss methods of designing
the MRF such that belief propagation converges faster empirically. A survey of anomaly
detection techniques based on graphical representation of data, including graphical models

is presented in [5].
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4.3 Methodology

4.3.1 Markov Random Field

A probabilistic graphical model (PGM) [89] combines probabilistic dependency and
reasoning with graph theory. Often to simplify a modeling problem, random variables are
assumed to be independent, resulting in loss of information. PGMs provide a means to
express and reason about these dependencies without making the problem overly complex
(e.g., assuming every variable depends on all others). The graph structure provides an
elegant representation of the conditional independence relationships between variables. We
model the data generative process of a large group of sensors as a Markov random field
(MRF), an undirected PGM where each node in the graph represents a random variable
and edges represent the dependencies between the random variables. A factor or potential
function specifies the relationship between variables in each clique. The joint distribution
of all of the random variables in a model can be factorized into the product of the clique

factors through the Hammersley-Clifford theorem [130].

1
P(x1,X0, ..., %) = 7 H o (Xe)
ceE?

where x; are the random variables; % is the set of all maximal cliques in the graph; ¢, is
the factor for clique X.; and Z is the normalizing constant, also called the partition function.
Markov Random fields have three important characteristics; (i) Pairwise Markov Property:
Two random variables (represented by nodes in the graph) are conditionally independent
given all other random variables x; Il x;|G \ {x;,x;}; (ii) Local Markov Property: A random
variable (represented by a node in the graph) is conditionally independent of all other random

variables given its direct neighbors in the graph x;_Il G\ {x; Unbr(x;) }|nbr(x;), where the
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set nbr(x;) contains the neighbors of x;. (ii1) Global Markov Property: Two groups random
variables (represented by nodes in the graph) are conditionally independent given a set of
nodes that disconnects the groups of nodes X; Il X;|Xy, where X;,X; and X; are mutually
exclusive groups of nodes and removal of X; disconnects X; and X ;.

The Hammersley-Clifford theorem allows the joint probability distribution of the graph
to be factorized into a product of the joint distributions of its cliques. This is why we
chose a pairwise Markov Random Field (clique size of 2) as it helps bring the down the
model complexity significantly making inference scalable. Secondly, from the three MRF
properties we observe that between two the nodes, if all the paths (called active trails) can
be broken, then by virtue of conditional independence, the model will be further simplified
making it scalable to huge graphs. We achieve this by designing the MRF graphical model

such that many of the active trails are broken making the inference procedure fast.

4.3.2 Loopy Belief Propagation

Belief propagation [122] is a commonly used, message-passing based algorithm for
computing marginals of random variables in a graphical model, such as a Markov Random
Field. It provides exact inference for trees and approximate inference for graphs with cycles
(in which case it is referred to as loopy belief propagation). Even though loopy belief
propagation is an approximate algorithm with no convergence guarantees, it works well
in practice for many applications [117] such as coding theory [39], image denoising [60],
malware detection [38, 148]. The loopy belief propagation algorithm to compute marginals
is shown in Algorithm 1.

The algorithm works in two steps - (i) based on the messages from the neighbors, a

node updates its own belief (line 5) and (ii) based on its updated belief, a node sends out
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1 Initialize all messages to 1;

2 while all messages not converged do

3 for i €{active vertices} do

4 read messages m;(v;), Vj € NB(i);

5 update own belief, b(v;) = g(vi) [Tjenn(i) mji(vi);

6 send updated messages m;;(v;) = ¥, %(ﬁg(\/h vj), Vj € NB(i);
Ji\Vi

end

end
Algorithm 1: Loopy Belief Propagation

messages to its neighbors (line 6). In the update step (i), a node i’s belief b(v;) is a product
of its prior belief g(v;) and messages received from its direct neighbors. {v;} is a set that
represents the discrete domain of the probability distribution of random variable i. In the
send step (i1), a node i generates a new message for node j for value v; by marginalizing
over the other values v;(# v;). Note that in this step when a node i is creating a message for
node j, it ignores the message it received from node j itself. This is achieved by dividing
the factor by m ;(v;). These aforementioned steps are repeated until convergence (line 2 and
3). Convergence is achieved when there are no active vertices left. An active vertex is one
whose belief has not converged yet.

The computational cost of a single iteration of Loopy Belief propagation is O(n + e),
where n is the number of nodes and e is the number of edges. Note that in reality, the
computational cost does not depend on all nodes, rather for a specific iteration, it is only
dependent on the active vertices and edges between them. Usually, the number of active
vertices become much smaller as the iterations progress. Since LBP does not have a
convergence guarantee, it is not possible to establish overall computational complexity.

However, we design the dependency graph restricting active trails and empirically show
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that this results in much faster convergence, allowing scale up to large graphs containing

millions of nodes.

4.3.3 Graphical Model Design

While our method is generic and applies to any sensor data, in this chapter we use real
data from temperature sensors to detect outliers. We approach the problem by building
a generative model of the temperature sensor data. Given the observations or evidence,
this model can be used to predict the temperature state of a particular sensor. We inject
anomalies in sensors, and then make predictions using our model. If there is a large
discrepancy between the observed value and the predicted value of a sensor, we conclude the
sensor observation is an outlier. We can learn a similar model, e.g., a regression model, using
features available locally at a sensor, or even features obtained from sensor neighborhood,
however, that model will not be able to exploit the global structure of the graph, particularly

when a large number of observations are missing.

4.3.3.1 Learning the dependency graph topology

We learn the spatial dependency graph structure from historical data. This is an offline
process. For each pair of sensors, we compute the frequency of the co-occurring observations
using the historical data and normalize it to a 0-1 scale. We call this the dependency
score. For each pair of vertices, we get a vector of such scores. If the maximum value
in the dependency score vector exceeds a certain threshold, we keep the edge between
the pair of vertices. This threshold parameter is experimentally determined. For our
specific temperature sensor network application, we use fixed width binning to discretize

the temperature domain into sixteen intervals of five degrees F each. Since each sensor can
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report one of the sixteen states, a pair of sensors can report 16X 16 = 256 jointly occurring

states. In other words, the dependency score vector is of length 256.

4.3.3.2 Creating Markov Random Field

Given a graph topology, we now need to convert it to a pairwise Markov Random Field.

Since the factors in a pairwise MRF essentially capture the dependency among the nodes
and need not be proper probability distributions, we can directly use the dependency score
vectors as the factors in the MRF. This gives us a way for factor construction for each edge
in the MRF. In terms of the vertices, every sensor node in the dependency graph has two
corresponding vertices in the MRF: 1) observed temperature of that sensor (observed state);
and 2) true temperature at that location (hidden state). Next, we show two different MRF
graph construction designs and discuss the benefits of the design choices. Figures 4.1 and
4.2 show the two design choices for the graph construction. The circular even-numbered
nodes represent the random variables for hidden true states of the sensors and the square
odd-numbered nodes represent the random variables for the observed states of the sensors.
Every sensor is hence represented by two random variables.
MREF Topology 1: In the first design choice (Figure 4.1), if there is an edge between two
sensor nodes in the dependency graph, we add an edge between the corresponding true state
nodes in the MRF. The factor on that edge will be the dependency score vector between
the pair of sensor nodes in the original graph. This implies the true temperatures of the
sensor locations are related according to the learned dependency graph, and the observed
state of every sensor depends on the true state of that location. For every sensor node in the
original dependency graph, we add an edge between the true state and the observed state of
the same sensor in the MRF. Thus, if there were N nodes and E edges in the original graph,
the pairwise MRF will contain 2N nodes and E + N edges.
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Figure 4.1: MRF Topology 1

MRF Topology 2: In the second approach (Figure 4.2), instead of the true states of each
sensor location being dependent on each other, the true state of a sensor location depends on
the observed states of its” neighboring sensors. In other words, we form a bipartite graph of
the true states and the observed states. For every sensor node in the original dependency
graph we introduce an observed state and true state for that sensor in the MRF. We connect
the observed state and true state as before. For every edge i, j in the dependency graph, we
add an edge between the observed state of i and the true state of j, and another edge between

the observed state of j and the true state of i to form the bipartite graph.

4.3.3.3 Discussion

At first glance, design choice 1 seems to be the better choice as it captures the intuitive
dependencies. Specifically, the true temperatures of the nearby sensor locations should be

heavily dependent and the observed state of any sensor should be highly dependent on the
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Figure 4.2: MRF Topology 2

true state of the location. This is exactly the dependency captured by the first design choice.
However, this design choice has some practical problems. Since all of the random variables
corresponding to the true states are hidden (not observed) and these are the ones connected
in the MRF, the MRF will have a lot of loops with hidden states. In other words, there will
be more and longer active trails in this MRF design. As a result, the loopy belief propagation
algorithm is likely to take a long time to converge. In fact, in presence of loops, the belief
propagation algorithm does not have convergence guarantees. Even if it converges, it could
be to a local optima. This is why design choice 1, although intuitively very appealing is not
a very practical one. Design choice 2 on the other hand largely overcomes the shortcomings
of choice 1. Since we formed a bipartite graph between the hidden random variables and the
observed ones, the presence of an observation on the observed random variables breaks the
active trail in the loop. Thus, as the number of observations increase, the number of active

trail loops in the MRF decreases. The best case scenario is when we have observations
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Topology 1 | Topology 2
Accuracy (%) 88.9 97.5
Time (secs) 663.5 27.6

Table 4.1: 5% missing value prediction

for all the designated observed state variables (when all sensors are functioning). In this
situation there are no active trail loops, and as a result belief propagation converges in two
steps. As long as the observed values are correct, the converging state is the global optima.
Note that, in practice, a significant number of observations may be missing. Even as missing
data increases, design 2 still will have less active trails as compared to design 1 and it
will converge faster to more accurate results. We empirically verify this by running belief
propagation on a single instance of a test graph generated from real sensor data, described
in the next section. We evaluate both design choices under two configurations — 5% missing
value and 50% missing value. The results are listed in Table 4.1 and Table 4.2, respectively.

Note that when there is no missing sensor data, exact inference is possible in topology
2 by considering the joint probability distribution of a node and its neighbors. The joint
distribution can be factored into pairwise factors and then marginalized to get the probability
distribution of the node. When missing data is low, this approximation can be used at the

cost of some accuracy.
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Topology 1 | Topology 2
Accuracy (%) 85.1 97.6
Time (secs) 60.1 45.5

Table 4.2: 50% missing value prediction

4.4 Sensor Data

4.4.1 Data Collection

We chose a temperature sensor network as an application in this work as it was possible
to collect a large, real data set. We identified about 5,288 California weather stations from
weatherunderground.com and collected raw data from the stations for a month. We used
a python script to collect raw data on a daily basis for each of the stations for the entire
month. Once the raw data was downloaded, we used a second script to extract the time of
day, temperature, pressure, humidity and wind speed on an hourly basis for each of these
stations. We use 20 days data for training our model. We used a third script to learn the
pairwise dependencies between each pair of sensors and create the dependency graph. Since
we check all pairs of sensors for dependency, we parallelized the script to reduce the time
required by the offline training procedure. Lastly, we used a fourth script to convert the

dependency graph to the pairwise MRF (both design choices).
4.4.2 Synthetic graphical model generator

The MREF graphical model of the real California sensor network is approximately 10,576
vertices and 234,968 edges. This is still quite small to understand whether our model will
scale to really large scale sensor networks that we expect will be commonplace. Therefore,
we develop a synthetic graphical model generator which can generate arbitrarily large
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graphical models while preserving the properties of the original (smaller) graphical model.
The main requirement of our synthetic graphical model generator is that it should generate
a Markov Random Field with similar joint probability distributions as the original smaller
seed model. The second requirement is to create a set of observations for the MRF which
can serve as the ground truth.

There is a lot of prior work on graph generation models that can preserve the topology
(degree distribution), as well as co-related vertex attributes. For example, this could be done
using the accept-reject sampling technique [123]. Unfortunately, these generic techniques
are not suitable for generating MRFs. Specifically, MRFs are non-attributed graphs, where
each vertex represents a random variable and each edge represents a factor potential table. A
sensor node in a sensor network graph may observe multiple attributes, but when represented
as an MREF, each attribute will become a vertex in the MRF and all dependencies will be
captured by adding edge factor potential tables. We can still use standard techniques [111]
to create a larger graph while preserving the degree distribution of the original MRF. To
generate the edge factors and also to generate multiple instances of the graph with different
observations that will follow the underlying joint probability distribution, we developed the

following technique:

1. From the original dependence graph, we extract the degree distribution.

2. From the original dependence graph, we extract the dependence score vector distribu-

tion.

3. We create a larger graph where the nodes follow the same degree distribution and
the edges follow the same dependence score vector distribution. The underlying

assumption here is that the number of neighbors of a node is independent of the

84



strength of the dependency with each neighbor, which is a reasonable assumption to

make.

4. We then randomly select a small percentage (less than 10) of the nodes and randomly
assign temperature values to them. Again the idea is, since the percentage of selected
nodes is very small, the temperatures at those locations should be fairly independent
of each other. Hence randomly assigning temperatures will not conflict with the

dependency structure of the graph.

5. We create an MRF (choice 2) from the synthetically generated larger graph and run
belief propagation to predict the state of the entire graph. This serves as the ground
truth observations. We empirically show on the real graph that with 90% missing data,
the rest of the graph can be reconstructed with more than 85% accuracy. We believe
the same should hold for the synthetically generated larger graph as it has the same

properties of the real graph.

4.5 Empirical evaluation

We used an HP ProLiant DL980 server with 80 CPU cores to conduct our experiments.
Each CPU core has a speed of 1.9 GHz. The server has 2 TB of memory. Our belief
propagation algorithm is developed as a C++ application on top of an open source graph
analytics framework called GraphLab/Powergraph [70, 103]. Note that although we use
a large memory machine, we could have equally well run GraphLab on a cluster of com-
modity machines. For baselines and other functionalities such as data collection and graph

generation, we use python scripts.
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4.5.1 Experimental methodology
4.5.1.1 Quality evaluation

We run our belief propagation-based outlier detection algorithm on the real temperature
sensor dataset. The MRF we generated had 10,576 vertices and 234,968 edges. We collected
hourly observations for a month. We used the first 480 hourly observations for training the
MRF (learning the graph structure and factors). We used a threshold of 0.5 for keeping
an edge in the graph. In other words, after we learn the factor table for a pair of sensors,
if the maximum value in the table is greater than 0.5, we introduce an edge between the
pair of sensors. We also tried a lower threshold (0.4), which produces similar results but
significantly increases the number of edges (over 1 million). After learning the MRF, we
use the next 50 hours’ observations to instantiate 50 such graphs and test our algorithm on
each of the 50 instantiations.

Based on inference, our method predicts a sensor value. We evaluate our method’s
accuracy in two scenarios — i) when data is missing; ii) when sensor values are erroneous
due to anomalies, data corruption, or malicious activity. Since a sensor value is considered
an anomaly if its predicted value significantly deviates from its observed value, we use
the prediction accuracy as a proxy for the accuracy of anomaly detection. Even when
the number of sensors with missing data or anomalous data is large, we are still able to
accurately recover their correct values, as we show in Section 4.5.

Predicting missing sensor values: To evaluate accuracy in this case, we randomly delete a
percentage of sensor observations from the MRF, and then try to predict them. We do this
for all the 50 test graphs we instantiated. We measure quality by the accuracy of predicting
the missing values averaged over all missing values over all 50 graphs. As mentioned earlier,

we divide the temperature range into 16 discrete bins. We allow the prediction to be off by at
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most a single bin to be considered correct. We vary the percentage of missing observations
from 5% to 90% and report quality for each setting. Note that there is already missing data
in the original dataset.

Detecting anomalies/outliers: To evaluate accuracy when there is anomalous data, we
randomly inject outliers to a percentage of sensor observations and then try to detect them.
The outliers we inject are random temperature values. Again we predict the true state of
these sensors and see whether they match (the difference can be at most one adjacent bin)
with the observed values (the injected outliers). If the values do not match, then we are able
to successfully detect the observation as an outlier. We report the average outlier detection
accuracy over all 50 test graphs. We vary the percentage of outliers from 5% to 90% and
report quality for each setting. Note that the data we introduce outliers to already has a

significant amount (about 25%) of missing data as well.

4.5.1.2 Performance evaluation

We generate a larger graphical model with 500,000 nodes and 12 million edges using
our synthetic graphical model generator, which takes as input the graphical model based on
real data. We seed 1% of the nodes with random observations and run belief propagation to
evaluate the performance. We measure performance in terms of time taken by the inference
engine. We also measure the scale out performance by increasing the number of threads in
GraphLab from 1 to 32 and observing the effect on the running time. We test two versions of
the belief propagation algorithm, the bulk synchronous processing version, and the dynamic

asynchronous version.

4.5.1.3 Baselines for quality comparisons

We compare our work against four different baselines:
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1. Local regression: We learn a sensor specific local model, which implies each sensor’s
model is agnostic of the rest of the sensor network. A sensor can only use its historical
data to make predictions. We learn multivariate linear regression models for each
sensor. The features of the regression are previous two hour’s temperature, current
pressure, current humidity and current time of day. The model predicts the current
temperature. We inject outliers in the input features (previous two hour’s temperature)
and see how it affects the quality. We vary the percentage of outliers from 5% to 90%
and report the impact in quality. Note that this baseline is only applicable to the outlier

detection application.

2. Neighbors-mean: Here instead of building a model based on a sensor’s data alone, we
build a model using a sensor’s data and its neighbors’ data. Note that to decide which
sensors are neighbors, we still use our MRF graph learning process as described earlier.
This model simply averages the observed values of its neighbors as its predicted value.
This model is used for both missing value prediction as well as outlier detection. We

vary the percentage for both tasks from 5% to 90% and compare the results.

3. Neighbors-median: This model is essentially the same as the Neighbors-mean. The
only difference is instead taking average, this model predicts its own value as the
median of its neighbors’ observed values. This model is likely to be more robust in

presence of outliers.

4. Neighbors-wmean: Here we take the mean of the neighbors, but weigh a neighbor’s

value by the normalized maximum value in their joint factor table.
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A more complex model could be trained on a node’s local and neighbors’ features.
However, as missing or anomalous data increases — when our method is most advantageous

— the performance of such a model is likely to severely degrade.

4.5.2 Results

Figures 4.3 and 4.4 show the accuracy of correctly predicting sensor values using the
baseline methods and our proposed method (marked BP) for increasing percentage of
missing values and increasing percentage of anomalous values, respectively.

In the case of predicting missing sensor observations (Figure 4.3), our belief propagation-
based model performs very well. The prediction accuracy decreased only 10% (from 95%
to 85%) when the percentage of missing sensor observations was increased from 5% to 90%.
This shows the efficacy of learning the factors of the MRF from historical data as compared
to the more traditional way where a domain expert determines the graph structure and the
factors. Even when only 10% of the sensors had observations available, the whole network
could be reconstructed with 85% accuracy. This is due to the ability of the technique to learn
the dependencies among sensors correctly through the edge factors in MRF. This is why
the dependency among two sensors that are not immediate neighbors can still be modeled
through the series of edge potentials connecting them. As expected, the median-based
method performs better than the mean-based method. Our method is as much as 16% better
than the best baseline (Neighbors-median).

The results for the case where an increasing percentage of outliers are introduced into
the data set are quite interesting. We see from Figure 4.4 that our belief propagation based
model’s accuracy is very high (about 90%) when the percentage of injected outliers is

less than 50%. Once the number of outliers increases beyond 50%, there is a substantial
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degradation in accuracy. We believe this is because belief propagation is a gossip-based,
message passing algorithm. As a result, once the number of outliers is a majority, the
global belief converges to the outlier values. When the number of correctly observed values
are a majority, most beliefs still converge to correct values. However, once the number
of outliers becomes the majority, the model starts degrading rapidly. While our method
performs better than the baseline methods up to around 80% outliers, beyond that it does
worse. This is expected due to the global impact of the outlier nodes in BP. In the local
regression based model, almost any injected outlier results in an incorrect prediction. This
is why the degradation in quality is roughly linear with the increase in outlier percentage.
Another point to note is that the degradation in accuracy is more severe with outliers than
with missing data. This is true for both the baselines and our method. Here again, our
method is as much as 16% better than the best baseline (Neighbors-median).

The performance numbers are shown in Figures 4.5 and 4.6. We vary the number of
threads from 1 to 32 and report the scale-out pattern of the belief propagation inference
engine on GraphLab for two MRFs - 1) 10,576 vertices and 234,968 edges real dataset and
2) 500,000 vertices and 12 million edges synthetic dataset. While the asynchronous version
performs better than the synchronous version, both versions performed quite well with
increasing parallelism, as shown in Figures 4.5 and 4.6. On the largest graph (5M nodes,
120M edges) the synchronous version using 32 threads completed in 12 hours. Table 4.3
provides the memory requirements of each graph. These results indicate that the memory

consumption scales linearly with the size of the graphical model.
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Figure 4.3: Model accuracy results — Data with missing values.

Nodes, Edges | Memory (GB)
11K, 235K 3.5
500K, 12M 160
5M, 120M 1,600

Table 4.3: Memory consumption of belief propagation
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Figure 4.6: Runtimes for loopy BP on MRF with 500K nodes, 12M edges.

4.6 Conclusions

We developed techniques for anomaly detection in sensor data as well as for predicting
missing sensor observations. We presented a novel way for learning the dependence
structure among sensors and represented it using a bipartite Markov Random Field graphical
model which is very amenable to the belief propagation inference algorithm both in terms
of accuracy and performance. We tested our algorithm on real temperature sensor data
collected from 5,288 California weather stations. Results showed that our method can
predict missing values with 90% accuracy even when 75% of the data is missing; similarly,
it can correctly identify 90% of outliers even when 50% of the sensors are anomalous.
Our algorithm provides most benefit when large amounts of data is missing by exploiting
transitive dependencies through use of graphical models and belief propagation. We also
developed a synthetic graphical model generator which can generate a large MRF while
preserving the properties of a smaller graphical model. We use it to generate 500,000 nodes

and 12 million edges graphical model to show scalability of our method.
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Chapter 5: A Distributed Framework for Data Analytics on

Heterogeneous Systems

In this chapter, we build a general framework for distributed analytics. Our framework
takes into account the processing environment’s heterogeneity while partitioning and placing
the data to workers. Additionally and importantly our framework is also payload aware
which as we’ll show in this chapter is key to efficient distributed execution of analytics tasks.
Furthermore, the LSH techniques from chapters 2 and 3 can provide valuable insights on

the characteristics of the payload and guide the partitioning strategy.

5.1 Introduction

Distributed algorithms for data analytics partition their input data across many machines.
The de-facto approach typically involves a simple scheme such as random or round-robin.
A partitioning scheme assigns data to machines. For example, random partitioning schemes
choose host machines by sampling a uniformly random probability distribution. A data
partition is the set of data assigned to a machine. The size and content of each partition can
significantly affect the performance and quality of analytics. Size matters because some
machines within a rack or data center perform worse than others. Slow machines should
process small partitions. Typical solution in this space is a work stealing [21] approach

(whichever node finishes its share of partitions, randomly selects a partition from another
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slower node). However, traditional work stealing based solutions will not scale for distributed
analytics workloads as these workloads are typically sensitive to the payload (content) along
with the size of data. Content matters because statistical skew across partitions can slow
down an analytics algorithm and degrade the quality of its results.

Consider frequent pattern mining [4]. For large datasets, the distributed algorithm
simply divides the data into partitions and runs frequent pattern mining locally on individual
partitions. Consequently, some of the locally frequent patterns are not globally (considering
entire data) frequent and hence an additional scan of the generated candidate patterns is
required to prune those. Essentially the total number of candidate patterns represents the
search space — the more the number of candidate patterns, the slower the run time. These
false positive candidate patterns arise due to the statistical skew across data partitions.

An approach [155] for data partitioning in the homogeneous context based on data strati-
fication (grouping similar or related datum into strata) and then leveraging this information
for data partitioning was proposed recently. However, a limitation of this approach is that
it does not account for the inherent heterogeneity present in modern data centers. Most
real-world data centers are increasingly heterogeneous in terms of both their computational
capabilities as well as the available clean energy they use. There are many reasons for such
heterogeneity such as equipment upgrades and power-performance tradeoffs within modern
processor families. We describe the types of heterogeneity in section II.

In this work, we present a partitioning scheme for data analytics on heterogeneous
clusters. Our approach scans the data before initiating the analytics workload and identifies
similar content. It then builds partitions that reflect the global distribution of data and relative
processing capacity of each node. Our approach overcomes several challenges. First, we

significantly reduce resources needed to find similar content. We use a lightweight data

95



sketching approach that works in one pass using only in-memory computation. Second,
we profile each machine’s processing capacity by using small, samples to benchmark the
target analytics workload. These samples should be representative of the partitions on which
the actual algorithm will run. And then we learn the execution time objective function
using progressive sampling, where the samples are representative of the partitions. We take
samples of increasing size and run the actual algorithm on them to measure time. We then fit
a function to predict execution time given the input data size. The dirty energy consumed by
each partition depends on the execution time on each partition and the amount of renewable
energy available to the physical server hosting that partition. To model the renewable
energy availability we use the PVWATTS simulator [2] from NREL. Combining this with
the aforementioned execution time function, we get our objective function for predicting
the total dirty energy consumed by a job. Our goal is to minimize the total dirty energy
consumption as well as minimize the maximum running time across all partitions. Hence
we frame a multi-objective optimization problem, where the objective function is essentially
a weighted average of the objective function with respect to execution time and the objective
function with respect to dirty energy consumption. The weighing parameter controls the
tradeoff between speed and energy consumption. The solution to the optimization problem
gives the partition size distribution. This results in well load balanced execution of the job.
Specifically, the contributions of this chapter are as follows:
We characterize the innate heterogeneity in today’s cloud computing environments. We
explain why special care is needed while accounting heterogeneity in the case of distributed
analytics algorithms. We show that to provide time and energy aware solution, we need to

model the hardware specifications as well as the underlying data distribution.
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e We provide a simple yet principled approach to model the heterogeneity problem in the
computing environment. We describe a method to learn the objective function with respect
to the execution time by using progressive sampling technique. This method is aware of both
the machine capacities and the content of data. We frame a multi-objective optimization
problem for time and energy, which can be solved efficiently using linear programming

technique.

e We build our partitioning framework as a middleware on top of the popular NoSQL store
Redis. We conduct a thorough testing of our framework on three popular data mining
workloads on five real life data sets and found out that we get up to 51% reduction in time
while optimizing for time only and we get up to 31% reduction in time and 14% reduction

in dirty energy consumption when we optimize them simultaneously.

5.2 Motivation

Data centers are often heterogeneous in terms of the performance of their constituent
systems. This is inevitable since nodes fail periodically and are often replaced with upgraded
hardware. Even when nodes have similar processing capacity, the processing rate of indi-
vidual virtual machines can still vary. For example, cloud instances hosted on Amazon EC2
with the same hardware specifications exhibit 2X variation in throughput [19]. Another type
of heterogeneity increasingly common to data centers is the varying dirty energy footprint

of different physical servers. Some leading contemporary designs include:

1. [51] proposes to put the grid ties and renewable supplies at rack level or individual server
level rather than at the data center level. This allows data centers to concentrate the green

energy as much as possible to the users requesting it.
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2. iSwitch [99] envisions that in future data centers, different racks will have different power
sources, some might be fully powered with green or dirty energy, while some racks might
be powered by both and jobs will be placed to minimize the usage from purely grid tied

racks (guarantees availability).

3. Another design gaining prominence [162,171] is the geo-distributed data centers, where
jobs are scheduled to use servers from different geographical regions to maximize the use of

green energy.

Additionally, a key challenge, for a large class of analytic workloads running on such
data centers, is their irregular access patterns and their payload (input parameters, data skew)
dependency. Simply partitioning the data while accounting for heterogeneity alone will
lead to sub-optimal solutions. The reason is, the time taken to process a partition of data
is dependent on the statistical distribution of data as well as the capabilities of the node
(processing speed, green energy harvesting).

Here we propose a novel framework that partitions data in a payload-aware way such
that the total execution time is reduced while simultaneously accounting for the dirty energy
footprint of individual servers. Importantly we note that optimizing for energy (at least the
way we have described it) is somewhat at odds to optimizing for performance — in other
words, there is a Pareto-optimal tradeoff to be explored here [62]. To reiterate, we note
that for the problem we tackle in this chapter, optimizing for energy is not equivalent to

optimizing the “race to halt" (or performance) [41].
5.3 Methodology

The key elements of our methodology are: 1) the specific tasks (which in the context

of big data applications are irregular and data dependent in nature); ii) the heterogeneous
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processing capacity within the data-center-of-interest; iii) the heterogeneous energy footprint
within the data-center-of-interest; and iv) the inherent data distribution of the payload.
Specifically, we seek to estimate task complexity, heterogeneous processing capability, clean
energy availability within the data center, and payload characterization, respectively. We
propose to estimate these quantities as follows. First, in an effort to simplify the model
we couple the first two elements and seek to estimate the task complexity on a specific
system (set of individual machines) by operating on a small sample problem. We note that
this estimate will vary across different data analytic tasks and across different datasets (a
desirable property), but is a one-time cost (small) and will be amortized over multiple runs on
the full dataset. Second, for clean energy availability, we estimate green energy availability
by relying on a forecasting strategy. Finally, we leverage the idea of data stratification for
characterizing the payload distribution and to facilitate a partitioning strategy that accounts
for both energy as well as processing heterogeneity.

Using the estimates derived (as above) our proposed solution casts the partitioning
problem as a multi-objective optimization. The solution to this problem is then used to
automatically devise an appropriate partitioning strategy in the presence of environment
heterogeneity. The key components of our partitioning framework (Figure 5.1) are: 1) a
task-specific computational heterogeneity estimator; ii) available green energy estimator;
iii) data stratifier (for payload characterization); iv) a Pareto-optimal modeler and v) a data

partitioner.
5.3.1 Task-specific Heterogeneity Estimator (I)

As described earlier, in a heterogeneous environment, the time taken by a machine

for a specific task depends on the available resources of that machine (speed, time-share,
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and memory capacities), the underpinning complexity of the task as well as the dataset
characteristics (size, statistical distribution of payload). In order to model the task specific
heterogeneity, we derive a utility function f for execution time that accounts for task
complexity and available machine resources. Given a sample input payload, an algorithm
and a machine, this function can estimate the execution time of that specific task on that
payload in the given machine.

We learn the utility function for time f by adapting progressive sampling [119] as follows.
We take multiple samples of the input data while increasing sample size from 0.05% up
to 2% of the data, and run the actual algorithm on these samples and note the execution
time for each run on each node in the system. From these (sample size, execution time)
pairs, we fit a linear regression model for predicting runtime of the algorithm on any input
size. We discuss this choice in more detail in section 5.3.4. We learn a regression model

specific to each node in the cluster. This accounts for the difference in terms of machine
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speed heterogeneity as we now have execution time models for each machine. This is better

than using the stipulated machine CPU speed in three aspects:

1. The CPU speed does not always reflect the true processing rate of an algorithm as there
are other factors impacting the speed of an algorithm such as amount of 10 required, cache

miss pattern, memory access pattern and so on.

2. In virtualized environments, multiple virtual servers are co-located on the same physical
host. Two virtual servers with exactly the same configurations could still exhibit different
processing rates. One possible reason could be that one of the virtual servers is located on
a physical machine which has extremely high load at that instance of time. So the utility

function f cannot be static, and it has to be learned dynamically.

3. The processing time also depends on the distribution of the data for most data mining
algorithms, and the CPU speed cannot capture that aspect.

Our regression model evidently solves problems 1 and 2, as we are running the actual
algorithm on the samples, the model learned takes into account the factors such as CPU
to 10 ratio, cache, and memory access patterns and so on. This model can also solve the
problem described in the 3rd point, i.e. data distribution is also a factor in determining
runtime, if we can guarantee that the samples generated during progressive sampling phase
are representative of the final data partitions on which the algorithm will run on. We can

do this by the stratification process which is described in section 5.3.3.

The total execution time for a particular algorithm on node i will be f(x;) = m;x; + ¢;, where
m;, c; are the learned regression coefficients for node i and x; is the number of data elements

on node i.
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5.3.2 Available Green Energy Estimator (II)

In order to account for the dirty energy footprint across individual machines, we need to
predict the amount of renewable energy available to each machine. Hence we need a utility
function GE, which can predict the amount of renewable energy available to a machine
over a time interval. In future, we expect such information will be provided by the data
center service provider in terms of carbon ratio guarantee or carbon budget. In the current
context, we can model the renewable energy availability in a manner similar to Goiri et

al. [68]. According to this model, available renewable energy at hour ¢ is,

where B(f) is renewable energy available under ideal sunny conditions, w(t) is the cloud
cover and p(x) is attenuation factor. p(x) and B(¢) are learned from historical data and w()
is available from any weather forecast service. To compute availability over a interval, one
can sum the GE function over that interval.

Concretely, for the purposes of this work, we leverage the PVWATTS simulator [2]
to obtain energy traces for different geographic locations at different points in time. The
simulator takes as input the specifications of the solar panel and the location of the solar
panel, and based on NREL’s weather database and weather models, it outputs the renewable
energy production. Though the simulator provides per hour average, one can rescale it to per
second average for greater precision. Again we will learn separate models for nodes based
on which geographical region the node is from. So for dirty energy footprint of a node for
hour #, we can use g(x;) = E; f (x;) — Z{:(ﬁf ) GE;(t), where E; is the total energy consumption
rate of node i, x; is the number of data elements in node i and GE;(t) is the predicted green

energy for the hour ¢ for node i.
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5.3.3 Data stratifier (III)

Stratification is the process of dividing the data objects into multiple mutually exclusive
groups, where each group is called a stratum, and such a stratum exhibit homogeneity. The
job of the stratifier hence is to cluster the input data (payload) into a set of strata where each
stratum consists of similar data elements . Such a stratification can then be leveraged by our
modeler, in conjunction with estimates of computational heterogeneity and green energy
availability, to produce a Pareto-optimal partitioning strategy.

The challenge in the stratification step is to do so efficiently in the presence of complex
data elements of varying lengths or dimensions (e.g. documents, transactions) while mod-
eling a range of data types from structured (trees, graphs) to unstructured (text). For this
purpose, we first sketch the input data to low dimensional sets using a domain specific hash
function and then we use a clustering algorithm similar to the Kmodes algorithm to create

the strata as outlined previously by Wang et al. [155].

1. Represent the high dimensional data as a set of items. Currently, we support tree, graph
and text data. For trees we first represent them using Prufer sequences [124]. We then
extract pivots from the Prufer sequences using the least common ancestor relationship in the
tree. For example a pivot (a, p,q) would mean node a is the least common ancestor of nodes
p and g. Each tree in the input data set is represented as a set of pivots. For graph data sets,
we use adjacency list as the pivot set (set of neighbors). For text datasets, we represent each
document as a set of words in it. The important thing to note is, at the end of this step, we
have converted our input data type to set data, so now operations can be done in a domain

independent way.
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2. The aforementioned sets can still be very high dimensional if the input data is high
dimensional. The next step is hence to project the high dimensional sets to a low dimensional
space (called sketches) and compute similarity in the low dimensional space that can
approximate the similarity of the original sets. We use Jaccard coefficient as a measure of

similarity between sets. If x and y are the two sets, the Jaccard similarity is given by:

_ xny|
[xUy|

sim(x,y)

We use a locality sensitive hash function call min-wise independent permutations [24] by
Broder et. al. to generate the sketches and compute approximate Jaccard similarity very
efficiently without much loss in accuracy. Let  be a random permutation of the universal
set in question, then the min-wise independent permutation hash function on a data point x
is as follows:

hz(x) = min(7(x))

Since the cardinality of the universal set can be extremely large, the above hash function
can be very expensive to compute, so we use an approximate algorithm called the min-wise
independent linear permutations [22] for computing the hash functions. At the end of this
step, we are left with a sketch of the original input data and the sketch is of orders of
magnitude smaller in size that the original input data. As a result, subsequent operations

such as stratification can be done in a very efficient manner.

3. Once compact representation in a low dimensional space is done for all the data points,
the final step is to cluster on the sketches to create the strata. We use the compositeKModes
clustering algorithm proposed by Wang et al. [155] to create the clusters. The standard
Kmodes algorithm has the following problem. The cardinality of the universal set is very

high and since the small sketches contain very few items, chances of every sketch getting
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matched to a cluster center is very low. Consequently, a large number of data points cannot
be assigned to any of the clusters because the data points’ sketch set has zero-match with
the cluster center’s sketch set. To overcome this, we use the compositeKModes algorithm,
where instead of a cluster center sketch being the mode of each attribute in the feature space,
the center sketch maintains L highest frequency elements for each attribute (L > 1). In this
case, the probability of zero-match decreases significantly as an attribute element in the
data point has to match only one of the L values for the same attribute in a center’s attribute
list. And this variant of Kmodes can also be shown to hold the convergence guarantees of
the original Kmodes algorithm. Using sketch clustering, the input data can be successfully

stratified into clusters.
5.3.4 A Pareto-optimal Model (IV)

Now our goal is to simultaneously minimize the execution time across all partitions, and
minimize the sum of the dirty energy consumed by all partitions. Formally, the problem we

wish to optimize can be succinctly described as:

g(xi))

minimize(v,

R

i=1

p
s.t. Vi, v> f(x;),Vi,x; >0, and Zx,- =N
i=1

In the aforementioned formulation v represents the maximum running time across all
partitions and Zle g(x;) is the total dirty energy consumed by all partitions. Hence the
above is a multi-objective optimization problem, with the two objective functions being
v and Zle g(x;). We wish to find the Pareto frontier [62] of solutions. A solution is
a Pareto efficient or optimal one [62] if none of the objectives can be improved upon
without degrading at least one. A Pareto frontier is a set of all Pareto efficient solutions.
More formally, in terms of our formulation, let vy, and Zle g(xp;) be the values of the
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objective functions at a solution vector xp. For this solution to be a Pareto optimal one,
it must satisfy following condition: for any other solution vector xg, either vy, > vy, or
57:1 g(x4i> > Zle g(xp,').

We solve the multi-objective optimization problem using a technique called scalariza-
tion [77]. Here a single objective function is formed by taking the weighted mean of the
multiple objectives. Then any single objective optimization technique can be applied. It can
be proved that the solution vector we get by the scalarization technique is a Pareto optimal

one [77]. By applying scalarization our problem formulation becomes,
P
minimize(ov+ (1 —a) ) g(x;))
i=1

P
st.0< o <1,Vi,v> f(x;),Vi,x; >0, and Zx,- =N
i=1

« is the weight factor which controls the tradeoff between the objectives execution time
and dirty energy consumption. If we approximate the value of function GE; to be the
mean renewable energy availability rate over a certain period of time that includes the
job execution time, then the above formulation becomes a linear programming problem.
If the mean renewable energy availability rate is GE, then for each node i, the factor
Eif(x;)— ):f:(xl") GE;(t) becomes, E; f(x;) — GE; f (x;) = ki f(x;), where k; is a node specific

constant. Then our formulation can be further simplified to:

p
Ocv—l-(l—oc)Zg( i) =av+(1 Zkf,x,
i=1
b4
—Ocv—l— Z lmx,+c,

=1

~.

The described formulation is a linear programming problem and hence can be efficiently
solved. The solution to this linear programming problem always results in a Pareto-optimal
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solution, i.e. a change in the solution vector will degrade at least one of the objective
functions. Specifically, optimality is guaranteed when the execution time is approximately
linearly related to the data size and the fluctuations in the renewable energy availability are
minimal so that the availability is close to the mean energy supply. Empirically, even when
these conditions are not satisfied, this model will perform better than partitioning naively
with equal sized partitions as we shall shortly demonstrate. Though in that case, a better
solution will exist.

Another option we considered and empirically evaluated, is to fit a more general func-
tional form to the utility functions, such as higher order polynomials for the regression
model. Theoretically, this makes sense as any arbitrary function can be approximated by
polynomials using the Taylor approximation. But practically it is not a feasible option as
such models will take a very high number of samples to fit the curve properly. Too few points
will invariably over fit the points to the model. And we cannot afford too many samples in
our progressive sampling step as collecting a sample implies running the actual algorithm
on a small sample of the data. Under these circumstances the linear regression model was
found to be quite effective on all configurations we evaluated and is moreover easily trained
with very few samples and the resulting formulation leads to a linear programming problem,
that can be efficiently solved.

Usually, for a multi-objective optimization, there is a set of Pareto optimal solutions.
This set is known as the Pareto frontier. Our formulation, which is a weighted mean of
the individual objectives, generates only one point on the Pareto frontier. The user-defined
parameter & controls which point we get in the Pareto frontier. Hence, setting o to a high
value will imply a partitioning scheme where time will be improved more than energy and

setting & to a lower value will optimize the energy function better. In fact, our Het-Aware
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scheme is a special case where o is set to 1.0. The system then will only optimize for time.
Note that selecting o can be challenging as the scale of the two objective functions (time and
energy) are different. The energy function has a much higher scale than the time function.
This implies, to focus more on optimizing time than energy, we have to set a very high value
of a (« is the coefficient of the time function). We believe in future this problem can be
avoided by normalizing both the objective functions to 0-1 scale, and then both functions

will be equally sensitive to changes in o.
5.3.5 Data Partitioner (V)

The final component of our framework is the data partitioner. This component is
responsible for putting the final data partitions into the machines based on the output of the
modeling step. Currently, we support the final partitions to be data partitions stored on disk
or data partitions stored on Redis NoSQL store. In future, we plan to support NoSQL stores
that guarantees SLOs while reducing cost [144]. After the optimization step is done, the
framework already knows how many data items to put in each partition. Our data partitioner
supports two types of partitions. Both of the schemes are driven by the stratification process.
Making each partition representative of payload: The goal here is to make each partition
a representative of the entire data. Such a representative partitioning can be achieved by mak-
ing each partition a stratified sample without replacement of the data. Cochran [42] showed
that a stratified sample approximates the underlying true data distribution much better than a
simple random sample. As a result, our partitions will be good representatives of the global
data, especially if the data has a large number of strata and each partition is relatively small
with respect to the total input data. Since our stratification step already creates the strata,

we can proportionally allocate elements to each stratum to create the required partitions.
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¢ Placing similar elements together: The goal here is to group similar types of data items
together. Again we can achieve such a partitioning scheme by using the strata created by our
stratification process. Ideally, we would like to make individual stratum a partition by itself.
This would ensure minimum entropy for all partitions. But we have to take to into account
the constraint set by the optimizer, it has already decided what the partition sizes are, to
optimally load balance. And usually, the number of strata are much higher than the number
of partitions. In order to do the partitioning, in this case, we first order the elements one
according to the strata id, i.e. all elements of strata 1 followed by elements of strata 2 and
so on. Once this ordering is created, we create the partitions by taking chunks of respective

partition sizes from this ordered data.

Note that, samples of both kinds of partitions can be generated by the stratifier as only
the data clusters are required. Those are the samples which the stratifier feeds to the hetero-
geneity estimator so that in the progressive sampling step, the samples are representative of
the final partition payload. This makes the heterogeneity estimator aware of the payload

characteristics.

5.4 Implementation

Our data partitioning framework is implemented in C and C++. We use the C library
API of Redis NoQSL store as our underlying storage medium. Note that we do not use
the cluster mode of Redis as in that mode we do not have control over which key goes
to which partition and our whole idea relies on the fact that we will be able to place data
items according to our stratification and optimization rules. Hence, we run one instance
of Redis server in each of our cluster nodes, and manually manage communication from

the framework middleware level. We need a global barrier module for our framework as
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the pivot extraction, sketch generation, sketch clustering and final data partitioning have to
be separated by barriers. We used the atomic fetch-and-increment command provided by
Redis to create a global barrier routine. Since there could be millions of data items, each of
which can be a high dimensional set, storing them could imply millions of get/put requests
in Redis and many of those requests could be to remote machines. This can evidently cause
a huge performance hit. We use a storage data structure which can avoid this excessive
get/put requests on Redis. Instead of storing the individual attribute values of a data item,
we store the item as a sequence of raw bytes and we maintain a list of such sequences for a
list of data items. The first four bytes in the sequence contain the length of the data object.
Note we use the Redis list structure here. This gives us the freedom to access the entire data
set of a partition in a single get/put operation, and the access to individual data items from
a get/put request as well. To further improve batching of requests we use the pipelining
feature of Redis, where requests are batched up to the preset pipeline width and then sent
out. In Redis, this is known to substantially improve the response times.

There are three tasks in our framework which are done in a centralized fashion - the
global barrier routine, the clustering and creation of the representative data sample which
every node will run on to get runtime and energy consumption estimates. Note that we
chose to do the clustering in a centralized manner as the compositeKmodes algorithm is
run on the sketches rather than the actual data. The size of the sketches of a dataset is of
orders of magnitude smaller than the raw data size, which is why it is easy to fit in a single
machine. As a result, the clustering can run with zero communication overhead. We saw
that doing the clustering in distributed fashion over the sketches is prohibitive in terms of
runtime. Even though the two tasks have to be managed by a master node, they need not be

the same node. In other words, we choose two separate nodes in the cluster for the two tasks.
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This gives us some level of decentralization and better load balancing. We also choose type
1 nodes (fastest) as the master nodes if available. If not, then we select type 2, type 3 or type

4 in that order of priority.

5.5 Experimental evaluation

In this section, we seek to examine the efficacy of the proposed Pareto framework
for analytic workloads on heterogeneous systems. Our workloads are drawn from those
commonly used in the search, news and social media industry and include both the analysis
of structured (e.g. graph) and unstructured (e.g. text) data. Specifically, we use two types of
distributed workloads: (i) frequent pattern mining - a compute intensive workload, where
even if the input data size is small, the intermediate data can be huge and (ii) compression -
a data intensive workload that usually runs on huge quantities of data. We seek to answer

the following questions:

Is there a tangible benefit to heterogeneity-aware partitioning for such workloads? For both

unstructured and structured data workloads?

How effective is the Pareto-optimal model? Does using different values of the & result in

interesting differentials in runtime and dirty energy usage?

5.5.1 Setup

We use a cluster of machines to run our experiments. The individual nodes consist of 12
cores with Intel Xeon 2.2GHz frequency. Each machine has a RAM of 48GB. Since the
experiments we run are cluster heterogeneity aware, and the machines in this cluster are
homogeneous, we need to introduce heterogeneity both in terms of speed and renewable

energy availability. We introduce heterogeneity in the following way:
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1. We use 4 different types of machine speeds in our experiments. The idea is to use
machines with relative speeds x,2x,3x and 4x. The way we do it is by introducing busy
loops in the homogeneous cluster. Since there are 12 cores per machine, type 1 nodes have
no busy loops, type 2 nodes will have 12 busy loops, type 3 nodes will have 24 busy loops

and type 4 nodes will have 36 busy loops running in parallel.

2. We use the NREL simulator [2] to simulate renewable energy heterogeneity. Again
we introduce 4 types of nodes. We select 4 of Google’s data center locations and create
renewable energy traces for those locations from the weather database and models of the
PVWATTS simulator. We found out the server power consumption of each machine from
HP SL server specifications (1200 WATTS 12 cores). We used the individual processor
power consumption value from Intel Xeon (95 Watts), which implies base operating power
1s (1200 - 95*12) = 60 Watts. We then generated the 4 types of machines by running 0, 12,
24, 36 busy while loops in the 4 machines as described above. And we assumed that the
fastest machine has 4 cores, 2nd fastest 3 cores, then 2 cores and the slowest one with 1 core.
Therefore, the power consumption for the 4 types of machines is 60 + 4 * 95 = 440 Watts,

60+ 3 %95 = 345 Watts, 60 + 2 x 95 = 250 Watts and 60 + 1 %95 = 155 Watts respectively.

5.5.2 Datasets

We use 5 real world datasets from 3 different domains namely - graphs, trees, and text
datasets. Our datasets vary from 50,000 trees set to 15 million nodes graph and since they are
collected from different domains, the underlying data distributions and characteristics will
largely vary. Table 5.1 contains the description of the datasets. The datasets are collected

from [1,3,97].
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Dataset | Type Size
SwissProt | Tree # of trees - 59545, Nodes - 2977031
Treebank | Tree # of trees - 56479, Nodes - 2437666
UK Graph | Nodes - 11081977, Edges - 287005814
Arabic | Graph | Nodes - 15957985, Edges - 633195804
RCV1 Text | # of docs - 804414, vocab size - 47236

Table 5.1: Datasets

5.5.3 Applications and Results
5.5.3.1 Frequent Pattern Mining

Frequent pattern mining has been one of the most common data mining applications.
The goal of the frequent pattern mining problem is to find the frequent co-occurring items in
the entire data set. The co-occurring items have to be present in at least a certain percentage
(called support) of the entire dataset. There has been a lot of research in developing fast
algorithms for frequent pattern mining on text or transactional data [4, 167], trees [149]
and graphs [163]. Since the number of candidate patterns to check against a support can at
worst be exponential, frequent pattern mining algorithms can be really slow. Consequently
distributed versions of these algorithms are of utmost importance. We use the partition
based distributed frequent pattern mining algorithm proposed by Savasere et. al. [132]. The
algorithm works by first finding the locally frequent patterns in each partition and then a
global scan is required to prune out the false positive patterns. If each partition has similar
number of candidate patterns to evaluate, then depending on the system heterogeneity,
faster machines will finish processing faster, however, the overall execution time will be
bottlenecked by the slow running partitions. Similar is the case with energy heterogeneity.

The partitioning scheme should try to schedule more computation to the machines which
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have higher availability of renewable energy. Additionally, a naive partitioning scheme may
result in substantial skew in the number of candidate patterns to process in each partition.
The execution time for the entire job will increase even if a single partition generates too
many patterns. Hence to provide a fully heterogeneity aware partitioning, the partitions
should be homogeneous in terms of the payload characteristics as well. We achieve this by
our stratified partitioning strategy which tries to make each partition a representative of the
payload.

We evaluate performance in terms of execution time and total dirty energy consumed
across all machines. We report results under three different partitioning strategies - 1)
Stratified partitioning, 2) Het-Aware (o = 1.0) stratified partitioning and 3) Het-Energy-
Aware stratified partitioning. A simple random partitioning strategy performs much worse
than our baseline (stratified strategy) [54, 155]. For the Het-Energy-Aware scheme, we set
the parameter o to 0.999. We will show that by controlling &, we are able to find a solution
that simultaneously beats the execution time and the dirty energy footprint of the baseline
strategies which create payload partitions of equal sizes. & needs to be set to high values
(close to 1.0) to find decent tradeoffs between time and energy as the two objective functions
have different scales. In future we plan to normalize both objectives to 0-1 range. We ran 2

variants of the frequent pattern mining algorithms:

Frequent Tree Mining: We ran the frequent tree mining algorithm [149] on our 2 tree
datasets. Figure 5.2 reports the execution time and dirty energy consumption on the Swiss
protein dataset and the Treebank dataset. Results indicate that using our Het-Aware strategy
can improve the runtime by 43% for the 8-partition configuration for Treebank (Figure 5.2¢),

and this is the best strategy when only execution time is of concern. However, Figures 5.2d
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Figure 5.2: Frequent Tree Mining on Swiss Protein and Treebank Dataset
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Figure 5.3: Frequent Text Mining on RCV1 corpus

and 5.2b , that have the energy consumption numbers of these strategies, show that Het-
Aware solution is not the most efficient one in terms of dirty energy consumption. Here
the Het-Energy-Aware scheme performs the best. In the same 8-partition configuration as
described before, the Het-Energy-Aware strategy reduces the execution time by 36% while

simultaneously reducing the dirty energy consumption by 9%.

Text Mining: We run the apriori [4] frequent pattern mining algorithm on the RCV corpus.
The execution time numbers are reported in Figure 5.3a. Again the Het-Aware scheme is the
best with improvement up to 37% reduction in execution time over the stratified partitioning
strategy with 8 partitions. The energy numbers are provided in Figure 5.3b. The Het-Energy-
Aware scheme for the 16-partition configuration reduced the as expected reduced the runtime

by 31%, while consuming 14% less energy than the stratified partitioning scheme.
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5.5.3.2 Graph compression

We test our partitioning scheme on distributed graph compression algorithms. The idea
is, we split the input data into p partitions. And then we compress the data in individual
partitions independently. We use two compression algorithms LZ77 [175] and webgraph [23]
to compress the data of individual partitions.

Here we benefit from the partitioning strategy which tries to group similar elements
together in a single partition. If a partition comprises of elements which are very similar,
then a partition can be represented by a small number of bits. By creating such low entropy
partitions, one can get very high compression ratio.

We evaluate performance by the execution time. Again we compare three strategies,
stratified partitioning with no heterogeneity awareness, Het-Aware stratified partitioning and
Het-Energy-Aware stratified partitioning. Here we set the parameter & to be 0.995 instead of
0.999 as was the case in the frequent pattern mining experiments. Due to reasons explained
in Section 5.3.4 the execution time should deteriorate quite a bit and should be close to the
baselines, while dirty energy consumption rate should improve significantly.

Figure 5.4 reports the performance numbers (execution time and dirty energy consump-
tion) as well the quality (compression ratio) on both the UK dataset and the Arabic dataset.
Our Het-Aware strategy improves the execution time by 51% on the Arabic dataset for
the 8-partition configuration (Figure 5.4c). Our Het-Energy-Aware scheme reduces the
execution time by only 9%, but simultaneously it reduces the dirty energy consumption by
26% on the same configuration as described above. This also shows the impact of setting a
lower o than the frequent pattern mining experiments. The execution time improvements

have gone down and dirty energy consumption rate has improved substantially.
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Figure 5.4: Graph compression results on UK and Arabic webgraphs
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Strategy Time (seconds) | Compression ratio
Stratified 18 18.33
Het-Aware 11 18.2
Het-Energy-Aware 12 18.01

Table 5.2: LZ77 compression on UK dataset with 8 partitions

Strategy Time (seconds) | Compression ratio
Stratified 38 18.3
Het-Aware 35 18.26
Het-Energy-Aware 40 18.14

Table 5.3: LZ77 compression on Arabic dataset with 8 partitions

We evaluate the quality of our partitioning schemes by comparing the compression
ratios achieved by each scheme. Our heterogeneity aware stratified schemes match the
compression ratio of the baseline stratified scheme. Hence we are able to vary the partition
sizes to account for better load balancing without any degradation of quality. The technique
of reordering the data points according to clusters and creating chunks of variable sizes is
able to generate low entropy partitions.

We also run experiments with the very common LZ77 compression algorithm. Tables 5.2
and 5.3 report the performance and quality numbers for the UK and the Arabic datasets
respectively for the 8-partition setting. Lz77 is extremely fast, so there are no gains from our
heterogeneity aware schemes. The compressibility of our heterogeneity aware techniques is

comparable to that of the stratified strategy.
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5.5.4 Understanding the Pareto-Frontier:

Here we study the effect parameter ¢ has on time-energy tradeoff curve (Pareto-frontier)
for all three workloads we consider. For all workloads (Figure 5.5) we vary the value of o
from 1 to 0 and study the impact on execution time and dirty energy consumption (for 8
partitions). There are two major trends one observes.

First, it is clear that by changing the value of & focus can be effectively shifted from
execution time minimization to dirty energy minimization. The magenta line shows this shift.
At o = 1.0 (extreme left point) execution time is minimum, while dirty energy consumption
is maximum for all workloads. This point also represents the Heterogeneity- aware scheme
reported earlier. As « is reduced the runtime increases but the dirty energy consumed is
reduced. We note that at an o value of about 0.9 dirty energy is typically minimized but at
this point the execution time is fairly high. The rationale is that most of the load is placed
on the node that harnesses the most green energy leading to severe load imbalance. In other
words at this point the optimizer puts almost all of the payload in the machine with lowest
dirty energy footprint. Further lowering & does not have any additional impact.

Second, we observe that the baseline strategy of stratified partitioning is significantly
above and to the right of magenta line (yellow points). Consequently, a simple stratified
strategy results in sub-optimal a solution (not Pareto-efficient).

Third, in Figure 5.6 we evaluated whether our methodology is able to generalize over
different parametric settings on the same dataset. We changed the support threshold (the
key parameter for frequent pattern mining) for both tree and text datasets and plotted the
Pareto frontiers by varying o as described before. For both the datasets, we clearly see that
our method is able to find the Pareto frontiers nicely. Hence our framework can tradeoff

of between performance and dirty energy across different parametric settings of the same
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Figure 5.5: Pareto frontiers on a) Tree, b)Text, and ¢) Graph workloads (8 partitions).
Magenta arrowheads represent Pareto-frontier (computed by varying ). Note that both
baselines: Stratified (yellow inverted arrowhead); lie above the Pareto frontier (not Pareto-
efficient) for all workloads.

workload. This is particularly important in the context of frequent pattern mining as support
is an intrinsic property of the dataset — to find interesting patterns in different datasets, the
support has to be adjusted accordingly.

To summarize it is clear that accounting for payload-distribution can result in significant
performance and energy gains. Coupled with heterogeneity- and green-aware estimates

these gains can be magnified.
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Figure 5.6: Pareto frontiers on a) Tree and b)Text (8 partitions) by changing the support
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5.6 Related Works

Data partitioning and placement is a key component in distributed analytics. Capturing of
representative samples using the stratified sampling technique on large scale social networks
using MapReduce has been investigated by Levin et. al. [96]. Meng [108] developed a
general framework for generating stratified samples from extremely large scale data (need
not be social network) using MapReduce. Both of these techniques are effective for creating
a single representative sample, however, our goal in this work is to partition the data such
that each partition is statistically alike. Duong et. al. [54] develops a sharding (partitioning)
technique for social networks that performs better than random partitioning. This technique
utilizes information specific to social networks to develop effective partitioning strategies.
In contrast, our goal is to develop a general framework for data partitioning in the context
of distributed analytics. Another related work by Wang et. al. [155] provides a method to

mitigate data skew across partitions in the homogeneous context. In this work we propose
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to design a framework for the heterogeneous context where the heterogeneity is in terms
of processing capacity and green energy availability across machines. Performance aware
and energy aware frameworks are studied extensively in the context of cloud and database
workloads [40, 87,94, 121, 125, 154]. However, these techniques are not payload aware
which is extremely critical for large scale analytics workloads. Along with performance and

energy skew, data skew also plays a significant role in the performance of analytics tasks.

5.7 Concluding Remarks

The key insight we present is that both the quality and performance (execution time and
dirty energy footprint) of distributed analytics algorithms can be affected by the underlying
distribution of the data (payload). Furthermore, optimizing for either execution time or mini-
mizing dirty energy consumption leads to a Pareto-optimal tradeoff in modern heterogeneous
data centers. We propose a heterogeneity-aware partitioning framework that is conscious
of the data distribution through a lightweight stratification step. Our partitioning scheme
leverages an optimizer to decide what data items to put it which partition so as to preserve
the data characteristics of each partition while accounting for the inherent heterogeneity
in computation and dirty energy consumption. Our framework also allows data center
administrators and developers to consider multiple Pareto-optimal solutions by examining
only those strategies that lie on the Pareto-frontier. We run our placement algorithm on three
different data mining workloads from domains related to trees, graphs and text and show that
the performance can be improved up to 31% while simultaneously reducing the dirty energy

footprint by 14% over a highly competitive strawman that also leverages stratification.
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Chapter 6: Modeling and Managing Latency of Distributed NoSQL

stores

In this chapter, we develop a middleware called Zoolander for managing the latency of
NoSQL stores in the face of non-deterministic anomalies causing slowdowns or slowdowns
due to heterogeneous computing environments. More generally this middleware can provide
probabilistic guarantees on the latency of any NoSQL store and hence can be used for any
latency sensitive applications such as internet services where the data is distributed and
replicated in a cluster of nodes. For distributed large datasets, fast storage accesses are key

to interactive analytics.

6.1 Introduction

Zoolander masks slow storage accesses via replication for predictability, a historically
dumb idea whose time has come [114]. Replication for predictability scales out by copying
the exact same data across multiple nodes (each node is called a duplicate), sending all
read/write accesses to each duplicate, and using the first result received. Historically, this
approach has been dismissed because adding a duplicate does not increase throughput.
But duplicates can reduce the chances for a storage access to be delayed by a background

job, shrinking heavy tails! Very recent work has used replication for predictability but

'In this chapter, we use the term heavy tailed to describe probability distributions that are skewed relative
to normal distributions. Sometimes these distributions are called fat tailed.
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only sparingly with ad-hoc goals [7, 46, 152]. Zoolander fully supports replication for
predictability at scale.

Zoolander can also scale out by reducing the accesses per node using partitioning and
traditional replication. Its policy is to selectively use replication for predictability only
when it is the most efficient way to scale out (i.e., it can meet SLO using fewer nodes than
the traditional approaches). Zoolander implements this policy via a biased analytic model
that predicts service levels for 1) the traditional approaches under ideal conditions and 2)
replication for predictability under actual conditions. Specifically, the model assumes that
accesses will be evenly divided across nodes (i.e., no hot spots). As a result, the model
overestimates performance for traditional approaches. In contrast, our model predicts the
performance of replication for predictability precisely, using first principles and measured
systems data. Despite its bias, our model provided key insights. First, replication for
predictability allows us to support very strict, low latency SLOs that traditional approaches
cannot attain. Second, traditional approaches provide efficient scale out when system
resources are heavily loaded, but replication for predictability can be the more efficient
approach when resources are well provisioned.

We implemented Zoolander as a middleware for existing key-value stores, building on
prior designs for high throughput [74,76, 152]. Zoolander extends these systems with the

following features:

1. High throughput and strong SLO for read and write accesses when clients do not share

keys. Zoolander also supports shared keys but with lower throughput.

2. Low latency along the shared path to duplicates via reduced TCP handshakes and

client-side callbacks.
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3. Reuse of existing replicas to reduce bandwidth needs.

4. A framework for fault tolerance and online adaptation.

We used write- and read-only benchmarks to validate Zoolander’s analytic model for
replication for predictability under scale out. The model predicted actual service levels,
1.e., the percentage of access times within SLO latency bounds, within 0.03 percentage
points.Replication for predictability increased service levels significantly. On the write-only
workload using 4 nodes, Zoolander achieved access times within 15ms with a 4-nines service
level (99.991%). Using the same number of nodes, traditional approaches achieved a service
level of only 99%—Zoolander increased service levels by 2 orders of magnitude.

We set up Zoolander on 144 EC2 units and issued up to 40M accesses per hour, nearly
matching access rates seen by popular e-commerce services [13,43,75]. We also varied
the access rate in a diurnal pattern [142]. By using both replication for predictability and
traditional approaches, Zoolander provided new, cost effective ways to scale. At night time,
when arrival rates drop, Zoolander decided not to turn off under used nodes. Instead, it used
them to reduce costly SLO violations. Zoolander’s approach reduced nightly operating costs
by 21%, given cost data from [75, 151]. With better data migration, Zoolander could have

reduced costs by 32%.

6.2 Background

6.2.1 Motivation

Internet services built on top of networked storage expect data accesses to complete
quickly all of the time. Many companies now include latency clauses in the service level
objectives (SLOs) given to storage managers. Such SLOs may read, “98% of all storage

accesses should complete within 300ms provided the arrival rate is below 500 accesses
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per second [50, 143, 152].” When these SLOs are violated, Internet services become less
usable and earn less revenue. Consider e-commerce services. SLO violations delay web
page loading times. As a rule of thumb, delays exceeding 100ms decrease total revenue by
1% [129]. Such delays are costly because revenue, which covers salaries, marketing, etc.,
far exceeds the cost of networked storage. A 1% drop in revenue can cost more than an 11%
increase in compute costs [151].

Many networked storage systems meet their SLOs by scaling out, i.e., when access
rates increase, they add new nodes. The most widely used scale-out approaches partition or
replicate data from old nodes to new nodes and divide storage accesses across the old and
new nodes, reducing resource contention and increasing throughput [50,71,101]. However,
background jobs, e.g., write-buffer dumps, garbage collection, and DNS timeouts, also
contend for resources. These periodic events can increase access times by several orders of

magnitude.

6.2.2 Related Work

Zoolander improves response times for key value stores by masking outlier access
times. Contributions include: 1) a model of replication for predictability that is blended
with queuing theory, 2) full, read-and-write support for replication for predictability, and
3) experimental results that show the model’s accuracy and cost effective application of
replication for predictability. Related work falls into the categories outlined below.
Replication for predictability and cloning: Google’s BigTable re-issues storage accesses
whenever an initial access times out (e.g., over 10ms) [46,47]. Outliers will rarely incur more
than 2 timeouts. This approach applies replication for predictability only on known outliers,

reducing its overhead compared to Zoolander. Writes present a challenge for BigTable’s
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approach. If writes that are not outliers are sent to only 1 node, duplicates diverge. If instead,
they are sent to all nodes re-issued accesses would not mask delays because they would
depend on slow nodes. Zoolander avoids these problems by sending all writes to all replicas.
SCADS revived replication for predictability, noting its benefits for social computing
workloads [12]. SCADS sent every read to 2 duplicates [152] and supported read-only
or inconsistent workloads. Replication for predictability strengthened service levels by
3-18%. Zoolander extends SCADS by scaling replication for predictability, modeling it, and
supporting consistent writes. Empirical evaluation will show that, as arrival rates increase,
our model can find replication policies that outperform the fixed 2-duplicate approach.
Data-intensive processing uses cloning to mask outlier tasks. Early Map-Reduce systems
cloned tasks when processors idled at the end of a job [48]. Mantri et al. [7] used cloning
throughout the life of a job to guard against failures. In both cases, the number of duplicates
was limited. Also, map tasks issue only read accesses. Recent work used cloning to mask
delays caused by outlier map tasks [6], providing a topology-aware adaptive approach
to save network bandwidth. Like Zoolander, this work focused on cost effective cloning.
Zoolander’s model advances this work, allowing managers to understand the effect of
budget policies in advance. Another recent work [86] sped up data-intensive computing via
replication for predictability. This work defines budgets in terms of reserve capacity and
uses recent models on map-reduce performance [172].
Adaptive partitioning and load balancing: Heavy tail access frequencies also degrade
SLOs. Hot Spots are shards that are accessed much more often than typical (median)
shards. Queuing delays caused by hot spots can cause SLO violations. Further, hot spots
may shift between shards over time. SCADS [152] threw hardware at the problem by

migrating the hottest keys within a shard via partitioning and replication. Other works have
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extended this approach to handled differentiated levels of service [140] and also for disk
based systems [110]. Consistent hashing provides probabilistic guarantees on avoiding
hot spots [145, 173]. [78] extends consistent hashing by wisely placing data for low cost
migration in the event that a hot spot arises. Locality aware placement can also reduce the
impact of hot spots [90].

Both replication for predictability and power-of-two load balancing [113] involve sending
redundant messages to nodes. However, in load balancing, the nodes do not share a consistent
view of data. Just-idle-queue load balancing includes a related sub problem where an idle
node must update exactly 1 of many queues [104]. Here, taking the smallest queue is like
taking the fastest response in replication for predictability and reduces heavy tails.
Removing performance anomalies: Background jobs are not the only root cause of heavy
tails, performance bugs that manifest under rare runtime conditions also degrade response
times. Removing performance bugs requires tedious and persistent effort. Recent research
has tried to automate the process. Shen et al. use “reference executions” to find low level
metrics affected by bug manifestations, e.g., system call frequency or pthread events [138].
These metrics uncovered bugs in the Linux kernel. Attariyan et al. used dynamic instru-
mentation to find bugs whose manifestation depended on configuration files [14]. Recent
works have found bugs at the application level [88, 166]. Debugging performance bugs and
masking their effects, as Zoolander does, are both valuable approaches to make systems
more predictable, but neither is sufficient. Some root causes, like cache misses [13], should
be debugged. Whereas, other root causes manifest sporadically but, if they were fixed, could
unmask bigger problems [143].

The operating system and its scheduler are a major reason for heavy tails. Two re-

cent studies reworked memcached, removing the operating system from the data path via
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RDMA [85, 146]. While many companies can not run applications like memcached outside
of kernel protection, these studies suggest that the OS should be redesigned to reduce

access-time tails.
6.3 Replication for Predictability

Traditional approaches to scale out networked storage share a common goal: They try
to reduce accesses per node by adding nodes. While such approaches improve throughput,
there is a downside. By sending each access to only 1 node, there is a chance that accesses
will be delayed by background jobs on the node [46]. Normally, background jobs do not
affect access times, but when they do interfere, they can cause large slowdowns. Consider
write buffer flushing in Cassandra [74]. By default, writes are committed to disk every 10
seconds by flushing an in-memory cache. The cache ensures that most writes proceed at
full speed without incurring delay due to a disk access. However, if writes arrive randomly

and buffer flushes take 50ms, we would expect buffer flushes to slow down 0.5% of write

50ms )

accesses (g,

Figure 6.1 compares replication for predictability against traditional, divide-the-work
replication. The latter processes each request on one node. When a buffer flush occurs,
pending accesses must wait, possibly for a long time. However, by sending all accesses to N
nodes and taking the result from the fastest, replication for predictability can mask N — 1
slow accesses, albeit without scaling throughput. In this section, we generalize this example
by modeling replication for predictability. Our analytic model outputs the expected number
of storage accesses that complete within a latency bound. It allows us to compare replication

for predictability to traditional approaches in terms of SLO achieved and cost.
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Figure 6.1: Replication for predictability versus traditional replication. Horizontal lines reflect each
node’s local time. Numbered commands reflect storage accesses. Get #3 depends on #1 and #2. Star
reflects the client’s perceived access time.

1. Get(A)
2. Get(B)

6.3.1 First Principles

Our model is based on the following first principles:

1. Outlier access times are heavy tailed. Background jobs can cause long delays, producing

outliers that are slower and more frequent than Normal tails.

2. Outliers are non-deterministic with respect to duplicates. To mask outliers, slow accesses
on 1 duplicate can not spread to others. Replication for predictability does not mask outliers

caused by deterministic factors, e.g., hot spots, convoy effects, and poor workload locality.

To validate our first principles, we studied storage access times in our own local, private
cloud. We use a 112 node cluster, where each node is a core with at least 2.4 GHz, 3MB
L2 cache, 2GB of DRAM memory, and 100GB of secondary storage. Our virtualization
software is User-Mode Linux (UML) [53], a port of the Linux operating system that runs
in user space of any X86 Linux system. Thus, RedHat Linux (kernel 2.6.18) serves as our
VMM. Custom PERL scripts designed in the mold of Usher [107] allow us to 1) run preset

virtual machines on server hardware, 2) stop virtual machines, 3) create private networks,
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Figure 6.2: Validation of our first principles. (A) Access times for Zookeeper under read- and
write-only workloads exhibit heavy tails. (B) Outlier accesses on one duplicate are not always outliers
on the other.

and 4) expose public IPs. Our cloud infrastructure is compatible with any public cloud that
hosts X86 Linux instances. Later in this chapter, we will scale out on Amazon EC2.

We set up Zookeeper [76] and performed 100,000 data accesses one after another.
Zookeeper is a key-value store that is widely used to synchronize distributed systems. It is
deployed as a cluster with ZK nodes. Writes are seen by ZTK + 1 nodes. Reads are processed
by only 1 node. Figure 6.2a plots the cumulative distribution function (CDF) for Zookeeper
under read-only and write-only workloads. The coefficient of variation (ﬁ), or COV, shows
the normalized variation in a distribution. Generally, COV equal or below 1 is considered
low variance. We compared the plots in Figure 6.2a by 1) computing COV before the tail,
i.e., up to the 70"" percentile and 2) computing COV across the whole CDF. Before the
tail, COV was below 1. Across the entire distribution, COV was much higher, ranging
from 1.5-8.

To visually highlight the heaviness of the tails, Figure 6.2a also plots a normal distribution
with standard deviation and mean that were 25% larger than 90% of write times in ZK=1.
Note, COV in a normal distribution is 1. The tails for both reads and writes under ZK=1

overtake the normal distribution, even though the normal distribution has a larger mean.
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We also found that tails became heavier as complexity increased. Writes in a single-node
Zookeeper led to local disk accesses that didn’t happen under reads. Writes in 3-node
Zookeeper groups send network messages for consistency.

We can also interpret each (x,y) point in Figure 6.2a as a latency bound and an achieved
service level. If access times followed a normal distribution, a latency bound that was 3
times the mean would provide a service level of 99.8%. Figure 6.2a shows that Zookeeper’s
service levels were only 98.8% of reads,96.0% of 1-node writes, and 91.5% of 3-node writes
under that latency bound. To support a strict SLO that could cover 99.99% of data accesses,
the latency bound would have risen to 16X, 26X, and 99X relative to the means.

Heavy tails affect many key value stores, not just Zookeeper. Internal data from Google
shows that a service level of 99.9% in a default, read-only BigTable setup would require a
latency bound that is 31X larger than the mean [46]. Others have noticed similar results on
production systems [15,75]. We also measured read access times in a single Memcached
node, a key-value widely used in practice and in emerging sustainable systems [13,136]. We
saw a coefficient of variation of 1.9, and, under a lax latency bound, only a 98.3% service
level was achieved. Finally, we ran the same test with Cassandra [74], another widely used
key-value store, deployed on large EC2 instances. The coefficient of variation was 6.4.

Figure 6.2b highlights principle #2. Across two Zookeeper runs that receive the same
requests under no concurrency, we show the percentile of each storage access. If slow
service times were workload dependent, either the bottom right or upper left quartiles of
this plot would have been empty, i.e., slow accesses on the first run would be slow again on

the second. Instead, every quartile was touched.
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6.3.2 Analytic Model

This subsection references the symbols defined in Table 6.1. Our model characterizes
the service level provided by N independent duplicates running the exact same workload.
The latency bound (7) for the SLO is given as input. Written in plain English, our model

predicts that § percent of requests will complete within T ms.

§ Expected service level
N Number of duplicates used to mask
anomalies

T Target latency bound
@, (k) Percentage of service times from du-
plicate n with latency below k
A Mean interarrival rate for storage ac-
cesses
Uner  Mean of network latency between du-
plicates and storage clients
MUrep  Mean delay to duplicate a message one
time plus the delay to prune a tardy
reply
Un Mean service time for duplicate n (de-
rived)

Table 6.1: Zoolander inputs.

Using principles #1 and 2, we first model the probability that the fastest duplicate will
meet an SLO latency bound. Recall, writes are sent to all duplicates, so any duplicate can
process any request. Handling failures is treated as an implementation issue, not a modeling

issue. The probability that the fastest duplicate responds within latency bound is computed

as follows:
N—1 n—1
§— ;)[CDn(r) % [(I)(l —®;(7))]
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To provide intuition into this result, consider ®;(7) is the probability that duplicate i meets
the T ms latency bound. If N = 2, ®;(1) * (1 — Dy(7)) is the probability that duplicate 1
masks a SLO violation for duplicate 0. Intuitively, as we scale out in N, each term in the
sum is the probability that the n'* duplicate is the firewall for meeting SLO, i.e., duplicates
0..(n—1) take too long to respond but n meets the bound. When all duplicates have the
same service time distribution, we can reduce the above equation to a geometric series,

shown below. (Note, as N approaches infinity, § converges to 1.)
§=Y @u(1)*(1-Py(7))"=1—(1—-D)"
n=0

Queuing and Network Delay: SLOs reflect a client’s perceived latency which may include
processing time, queuing delay and network latency. Since duplicates execute the same
workload, they share access arrival patterns and their respective queuing delays are correlated.
Similarly, networking problems can affect all duplicates. Here, we lean on prior work on
queuing theory to answer two questions. First, does the expected queuing level completely
inhibit replication for predictability? And second, how many duplicates are needed to
overcome the effects of queuing? The key idea is to deduct the queuing delay from 7 in
the base model. Intuitively, requiring all duplicates to reduce their expected service time in

proportion to the expected queuing delay.

1+C?
T, =7—( > *%*un)_.unet
N—-1 n—1
§= Z [P (7) H(l —®(7))]
n=0 i=0

We used an M/G/1 queuing model to derive the expected queuing delay, reflecting the heavy-
tail service times observed in Figure 6.2a. To briefly explain the first equation above, an
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M/G/1 models the expected queuing delay as a function of system utilization (p), distribution
variance (Cvz), and mean service time. Utilization is the mean arrival rate divided by the
mean service time. Note, that the new 7 may be different for each node (parameterizing it
by n). An M/G/1 assumes that inter-arrivals are exponentially distributed. This may not be
the case in all data-intensive services. A G/G/1 with some constraints on inter-arrival may
be more accurate. Alternatively, an M/M/1 would have simplified our model, eliminating
the need for the squared coefficient of variance (Cf). Prior work has shown that multi-class
M/M/1 can sometimes capture the first-order effects of M/G/1.

We deduct the mean time lost to network latency. Here, network latency is the average
delay in sending a TCP message between any two nodes.
Multicast and Pruning Overhead: Replication for predictability incurs overhead when
messages are repeated to all duplicates and when unused messages are pruned. These
activities become more costly as the number of duplicates increase. We use a linear model
to capture this. Note, we expect emerging routers to provide multicast support that reduces
this overhead a lot. However, storage systems that use software multicast, like Zoolander

should consider this overhead.

14 C?
T, =T—( 5 V*%*un)—,unet—N*urep

Discussion: With a nod toward systems builders, we kept the model simple and easy to
understand. Most inputs come from CDF or arrival-rate data that can be collected using
standard tools. The model does not capture non-linear correlations between outliers, resource

dependencies, or the root causes of SLO violations.
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6.4 Zoolander

Zoolander is middleware for existing key-value stores. It adds full read and write support
for replication for predictability. Figure 6.3 highlights the key components of Zoolander.
In the center of the figure, we show that keys are stored in duplicates and partitions. A
duplicate abstracts an existing key-value store, e.g., Zookeeper or Cassandra. As such, a
duplicate may span many nodes but it does not share resources with other duplicates.

A partition comprises 1 or more duplicates. Storage accesses are sent to all duplicates
within a partition—i.e., duplicates implement replication for predictability. Storage accesses
are sent to only 1 partition. There is no cross-partition communication. A global hash
function maps keys to partitions. All of the keys mapped to a partition comprise a shard.

Zoolander can scale out by reducing storage accesses per node via partitioning. It can
also scale out by adding duplicates. At the top of Figure 6.3, we highlight the Zoolander
manager which uses our analytic model to scale out efficiently. The manager takes as input a
target service level and latency bound. It also collects CDF data on service times, networking
delays, and arrival rates per shard. The manager then uses our model from Section 6.3
to find a replication policy that meets the target SLO. It finds a policy by iteratively 1)
moving a shard from one partition to another, 2) placing a shard on a new partition, and 3)
adding/removing duplicates from a partition. The first and second options change the arrival
rate for each partition and are captured by our queuing model. The third option is captured

by our geometric series.

6.4.1 Consistency Issues

A read after write to the same key in Zoolander returns either a value that is at least

as up to date as most recent write by the client (read my own write) or the value of an
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Figure 6.3: The Zoolander key value store. SLA details include a service level and target latency
bound. Systems data samples the rate at which requests arrive for each partition, CPU usage at each
node, and network delays. We use the term replication policy as a catch all term for shard mapping,
number of partitions, and the number of duplicates in each partition.

earlier, valid write (eventual). We can also support strong consistency funneling all accesses
through a single multicast node. However, we rarely use strong consistency in any Zoolander
deployments. As many prior works have noted [50,76, 101, 152], read-my-own writes and
eventual consistency normally suffice.

To support read-my-own-write consistency, each duplicate processes puts in FIFO order.
Gets (reads) may be processed out of order. Clients accept reads only if the version number
exceeds the version produced by their last write. For eventual consistency, Zoolander clients
ignore version numbers. Figure 6.4 clearly depicts the supported consistency. Read my own
write avoids stale data but gives up redundancy.

Propagating Writes: To ensure correct results, writes must propagate to every duplicate
and every duplicate must see writes in the same order. Zoolander achieves this by using
multicast. Zoolander’s client side library keeps IP addresses for the head node of each

duplicate. When client’s issue a put request, the library issues D identical messages to
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Figure 6.4: Version based support for read-my-own-write and eventual consistency in Zoolander.
Clients funnel puts through a common multicast library to ensure write order. The star shows which
duplicate satisfies a get. Gets can bypass puts.

each duplicate in a globally fixed order. In the future, we hope to replace this library with
networking devices with hardware support for multicast.

Software multicast ensures that writes from a single client arrive in order, but writes
from different clients can arrive out of order. We assume that multiple clients racing to
update the same key is not the common case. As such, Zoolander provides a simple but
costly solution. To share keys, clients funnel writes through a master multicast client. This
approach sacrifices throughput but ensures correct results (see Figure 6.4).

Choosing the Right Store: By extending existing key value stores, Zoolander inherits prior
work on achieving high availability and throughput. The downside is that there are many
key value stores; each tailored for high throughput under a certain workload. Zoolander
leaves this choice to the storage manager. In our tests, the default store is Zookeeper [76]
because of its wait-free features. However, for online services that need high throughput
and rich data models [43, 44, 63], we extend Cassandra [74]. We have also run tests with

in-memory stores Redis and Memcached.
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Relative Throughput & Processing Overhead
Writes Read-my-own-write Reads Eventual Reads
95%(48us) 94%(52us) 99%(<1us)

Table 6.2: Zoolander’s maximum throughput at different consistency levels relative to
Zookeeper’s [76]. In parenthesis, average latency for multicast and callback.

6.5 Implementation

Overhead: Our software multicast is on the data path of every write; It must be fast. Our
multicast library avoids TCP handshakes by maintaining long-standing TCP connections
between clients and duplicates. Also, Zoolander eschews costly RPC in favor of callbacks.
Clients append a writeback port and IP to every access that goes through our multicast library.
Duplicates respond to clients directly, bypassing multicast. We measured the maximum
number of writes, read-my-own reads, and eventual reads supported per second in Zoolander
with Zookeeper as the underlying store. Table 6.2 compares the results to the throughput of
Zookeeper by itself [76]. These tests were conducted on our private cloud.

Bandwidth: Each duplicate receives the same workload and uses the same network band-
width. At scale, duplicates could congest data center networks. Zoolander takes 2 steps to
use less bandwidth. First, writes return only “OK” or “FAIL”, not a copy of data. Second,
for reads, Zoolander re-purposes replicas set up for fault tolerance as duplicates. Such
replicas are common in production [50,152]. Figure 6.5(A) compares the bandwidth used by
naive support for replication for predictability against Zoolander’s approach. The baseline
is the bandwidth consumed by a 3-node quorum system [50, 152]. Our approach lowers

bandwidth usage by 2X.
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Dynamic Systems Data: Zoolander continuously collects data using sliding windows. To
keep overhead low, we collect data for only a random sample of storage accesses. For each
sampled access, we collect response time, service time, accessed shard number, and network
latency. A window is a fixed number of samples.

We compute the mean network latency and arrival rate for each window. We use the

information gain metric to determine if our CDF data has diverged. If we detect that the CDF
may have diverged, we collect samples more frequently, waiting for the information gain
metric to converge on new CDF data. Figure 6.5 demonstrates the benefits of service time
windows. First, we ran our e-science workload (Gridlab-D), then we injected an additional
write-only workload on the same machine, and finally, we added a read-only workload also.
Our sliding windows allow us to capture accurate service time distributions shortly after
each injection, as shown by convergence on information gain.
Fault Tolerance: Zoolander can tolerate duplicate, partition, software multicast, and client
failures. Duplicate failures are detected via TCP Keep Alive by the software multicast.
Every duplicate receives every write, so between storage accesses, software multicast can
simply remove any failed duplicate from the multicast list.

A partition fails when its only working duplicates fails. When this happens, Zoolander
manager uses transaction logs from the last surviving duplicate to restart the partition. This
takes minutes but is automated. Software multicast is a process in the client-side library.
On restart, it updates its multicast list with Zoolander manager. This process takes only

milliseconds. However, when software multicast is down, the entire partition is unavailable.
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6.5.1 Model Validation & System Results

Thus far, we have developed an analytic model for replication for predictability. We
have also described the system design for Zoolander, a key value store that fully supports
replication for predictability at scale. Here, we show that Zoolander achieves performance
expected by our model and that the model has low prediction error.

We deployed Zoolander on the private cloud described in Section 6.3. We used Zookeeper
as the underlying key-value store. We focus on data sets that fit within memory (i.e., in-
memory key-value stores backed up with local disk). We used 1 partition for these tests. We
issued 1M write accesses in sequence without any concurrency. We used the 90" percentile
of the collected service time distribution as the default latency bound (7=5ms). The average
response time in this setup was 3ms, so our latency bound allowed only 2ms for outliers.
The SLO for Zookeeper without Zoolander was: 90% of accesses will complete within 5ms.

We added duplicates to Zoolander one at a time, issuing the same write workload each
time we scaled out. Figure 6.6a shows Zoolander’s performance, i.e., achieved service level,
as duplicates increase. Specifically, the achieved service level grew as duplicates were added.
For example, under 8 instances, Zoolander could support the following SLO: 99.96% of
write accesses will complete within Sms. The graph also shows that Zoolander had absolute
error (i.e., actual service level minus predicted) below 0.002 in all cases. This is a key
result: Scaling out via replication for predictability strengthens SL.Os without raising
latency bounds.

In our next test, we set the number of duplicates to 8. We used the same service time
distribution from above. We then changed the latency bound (7) to different percentiles in
the single-node distribution, from the 75" to 99.5"*. High percentiles led to several-nine

service levels in Zoolander, forcing our model to be accurate with high precision. Low
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percentiles required Zoolander to accurately model more accesses. Figure 6.6b shows our
model’s accuracy as the latency bound increased. The absolute error was within 0.0001
for high and low percentiles. In Figure 6.2a, we observed that write access times had a
heavy-tail distribution that started around the 96" percentile. Figure 6.6b shows a steeper
slope (strong gains) for latency bounds after the 96! percentile. For instance, setting the
latency bound to the 99" percentile of single-node distribution (t=15ms), RP Zookeeper
achieved 99.991% service level using only 4 duplicates. In other words, adding duplicates

scaled the service level by two orders of magnitude.
6.6 Model-Driven SLO Analysis

Zoolander can scale out via replication for predictability or via partitioning. The analytic
model presented in Section 6.3 helps Zoolander manager choose the most efficient replication
policy. The analytic model can also provide marginal analysis on the SLO achieved as key
input parameters vary. Specifically, we varied the request arrival rate and used our model to
predict SLO achieved. We fixed the number of nodes (4) and we fixed the systems data. We
compared 3 replication policies: 1) using only replication for predictability (i.e., 1 partition
with 4 duplicates), 2) using only traditional approaches (i.e., 4 partitions with 1 duplicate
each), and 3) using a mixed approach (i.e., 2 partitions and 2 duplicates each). Note, our
model predicts the same service levels under a k-duplicate partition with arrival rate A as it
does under N k-duplicate partitions with an arrival rate N x A, making our results relevant to
larger systems.

Recall, our model is biased toward partitioning. We naively assume that each partition
divides workload evenly with no internal hot spots or convoy effects. Thus, we are really

comparing accurate predictions on replication for predictability to best-case predictions for
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partitioning. More generally, our model makes best-case predictions for any approach that
reduces accesses per node by dividing work, including replication for throughput.

The results of our marginal analysis are shown in Figures 6.7(a-b). The y-axis in these
figures is “goodput”, i.e., the fraction of requests returned within SLO. The x-axis for these
figures is the normalized arrival rate, i.e., the arrival rate over the maximum service rate. In
queuing theory terminology, the normalized arrival rate is called system utilization. The
latency bound changes across the figures. The results show arrival rates under which the

studied replication heuristics excel. Specifically:

1. Zoolander’s mixed approach, using both replication for predictability and partitioning
offers the best of both worlds. Replication for predictability alone increased service levels
but only under low arrival rates. Partitioning alone supported high arrival rates but with
low service levels. The mixed approach supported high arrival rates (>40% utilization) and

achieved high SLO.

2. As the latency bound increased, replication for predictability supported higher arrival

rates, and similarly, partitioning provided higher service levels.

3. Replication for predictability performs horribly under high arrival rates. Recall, all dupli-
cates have the same queuing delay, once this delay exceeds the latency bound, replication

for predictability offers no benefit. It’s performance falls off a cliff.

4. Divide-the-work approaches simply can’t achieve high service levels under tight latency
bounds. When we set T = 3.5ms, goodput under traditional only fell below 94%. A mixed

approach achieved 99% goodput.

Cost Effectiveness: SLO violations can be costly. For online e-commerce services, viola-

tions reduce sales and ad clicks. For data processing services, violations deprive business
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Modelled Service Levels across Different Latency Bounds
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Figure 6.7: Trading throughput for predictability. For replication for predictability only, A = x and
N = 4. For traditional, A = § and N = 1. For the mixed Zoolander approach, A = 5 and N = 2. Our
model produced the Y-axis.

leaders of data needed to make good, profitable choices. All else being equal, reducing
SLO violations means reducing costs. Replication for predictability reduces SLO violations
but it uses more nodes. Nodes also cost; They use energy, their components (memory and
disk) wear out, and they have management overheads. We used our model to study the cost
effectiveness of using more nodes to reduce SLO violations.

We set a latency bound (7) of 7ms and used systems data taken from our private cloud.
We computed the number of SLO violations as the arrival rate changed. To provide intuition,
the number of SLO violations is essentially the product of x and (1 —y) for (x,y) pairs in
Figure 6.7b. The rate of violations (1) is shown below. F;; represents our model with

systems data from Zookeeper.

lvio — A’ * (1 _sz(f,l))

We used a linear model to assess cost effectiveness. Total cost was the sum of 1) SLO
violations (A") multiplied by cost per violation (cpv) and 2) nodes used (N) multiplied by
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Modelled Cost of Replication across Different SLO Violation Costs

100 _SLO Violation = I *‘1‘(‘)'3 100 - StO Violation =1 * 1(|)‘4 100 - SLO Violation = T * 1.0'4
'é : *='Do nothing
g —rep for pred
g 10~ 10 10 - ' - - traditional
= .
£ [
s _ _ -
z
1 T T T 1 1 ‘ 1 eyt I r \
0 02505075 1 0 025 05 075 1 0 02505075 1

Normalized Arrival Rate, i.e., Accesses Received
Max Accesses

Figure 6.8: Cost of a 1-node system, 2 partition system, and 2 duplicate system across arrival rates.
Lower numbers are better.

the cost per node per unit time (cpn). The model is shown below.
cost =N xcpn—+ A" % cpy

The cost per violation and cost per node vary from service to service. We studied the relative

cost between these parameters. Specifically, we set cpn = 1 and varied cpv, as shown in
Figures 6.8(a-b).

We compared three replication policies. The default approach, or “do nothing”, did not
scale out. It used 1 1-duplicate partition (N = 1) and allowed SLO violations to increase
with the arrival rate. The replication for predictability approach used 1 2-duplicate partition
(N =2) and reduced SLO violations under low arrival rates. The traditional approach used
2 1-duplicate partitions (N = 2). Note, N refers to the number of duplicates—each duplicate

could comprise many nodes. We found the following insights:

1. When 100 SLO violations cost more than a node, replication for predictability is cost

effective until queuing delay exceeds the latency bound and service levels fall of the cliff.
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2. If SLO violations are cheap, e.g., a node costs more than 10,000 violations, replication

for predictability is never cost effective, even under low arrival rates.

3. If arrival rates change, the most cost effective approach will also change. When SLO
violations are neither cheap nor expensive, all three approaches can be cost effective at

certain rates.

The exact cost of an SLO violation depends on the service. Online services have found
ways to compute cpv for their workloads. It is harder to compute cpv in emerging services,
e.g., Twitter trend analysis or smart-grid power management. In these services, violations
map only indirectly to revenue. However, if such violations lead to stale results that lead to

poor decisions, the real cost of such violations can be very high.

6.7 Evaluation

For this section, we studied Zoolander under intense arrival rates, e.g., workloads
produced by online services. These tests used up to 144 Amazon EC2 units. EC2 is widely
used by e-commerce sites and web portals. It’s prices are well known. Our goal was to
compare Zoolander scaling strategies and to highlight real world settings where replication
for predictability is cost effective.

Many online services see diurnal patterns in the arrival rates of user requests [13, 142].
Request arrival rates can fall by 50% between 12am—4am compared to daily peaks between
9am-7pm. As a result, fewer nodes are needed in the night than in the daytime. Nonetheless,
services must buy enough nodes to provide low response times under peak arrival rates.
Some services save energy by using only a fraction of their nodes during the night, turning
off unused nodes. However, in data centers, energy costs are low at night (because demand

for electricity is low). Nighttime energy prices below $0.03 are common. The typical service
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would save only $0.12 per night by turning off a 1KW server during this period. Zoolander
can exploit underused nodes in a different way; Turning them into duplicates to reduce SLO
violations.

We compared the opportunity costs of reducing SLO violations against turning off
machines. Figure 6.9 shows the competing replication policies. During the daytime, each
node is needed for high throughput and operates under its max arrival rate. However, at
nighttime, the arrival rate drops by 50%, allowing us to place 2 shards on 1 node or to use
replication for predictability. To save energy at night, our replication policy consolidates
shards, using as few nodes as possible without exceeding the peak per-node arrival rate. Our
workload accesses all shards evenly, i.e., no hot spots.

Replication for predictability can be applied naively on top the energy saving approach
by using idle nodes as duplicates. SCADS manager adopted this approach [152]. However,
our findings in Section 6.6 suggest that arrival rates on nodes that use replication for
predictability should be low. We decided to use replication for predictability more sparingly,
keeping arrival rates low for the duplicates. For every 6 nodes, we placed 4 shards on 2
nodes (like in the energy saving approach). The remaining 4 nodes hosted 2 shards via
2 2-duplicate partitions. Our approach had 9.7% fewer violations compared to the naive
approach described above.

To make the test realistic, we setup Zoolander on EC2 and tried to mimic the scale
of TripAdvisor’s workload. Public data [63] shows that TripAdvisor receives 200M user
requests per day. On average, each user request accesses the back-end Memcached store
7 times, translating to 1.4B storage accesses per day. Learning from recent studies, we
assumed the arrival rate would drop by 50% [13]. Our goal was to support 29M accesses

per hour.
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We used 48 clients that issued a mix of 15% Gets and 85% Puts across 96 shards.
Gets/Puts were issued in batches of 20, reflecting correlated storage accesses within user
requests. Each batch arrived independently, leading to exponentially distributed inter-arrival
times. Note, our clients followed a realistic, open-loop workload model. Duplicates in these
tests were 1-node Cassandra [74]. In a 4 hour test, our clients issued over 160M key-value
lookups (40M per hour).

During our tests, Zoolander achieved high throughput and fault tolerance. While these
metrics do not reflect Zoolander’s contribution, they are not weak spots either! To support
40M lookups per hour, Zoolander used 48 EC2 compute units with Cassandra as the
underlying key-value store.

Peak throughput was 431 lookups per second per EC2 unit, about 20% higher than the
average achieved by Netflix operators [43]. We encountered 546 whole partition failures
across the 144 nodes where either Cassandra or the software multicast crashed. During
those failures, 2,929 lookups failed. Multicast, duplicates or callbacks caused 1,200 of those
failed lookups.

SLO violations also occur when Zoolander migrated data to its nighttime setup. Migra-
tions periods are shown in Figure 6.10(a). The figure is based on a trace from [142]. Moving
to from the daytime setup to Zoolander’s nighttime setup needed 4 shard migrations(see
Figure 6.9). Moving back to daytime setup needed 2 more migrations. Zoolander used
existing techniques for shard migration. We measured migration-induced violations under
load and added these to Zoolander’s costs.

We used the cost model in Section 6.6 to compare the nighttime replication policies in
Figure 6.9. We studied two different cost per node settings. In the private cloud setting, the

cost of a node is a function of its energy usage only. We assumed a cost of $0.03KWh and
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night time night time

node .
id daytime setup energy saver Zoolander
0 accesses/hr = 1.6M accesses/hr = 1.6M accesses/hr = 1.6M
hosted shard(s) = A hosted shard(s) = A,B  hosted shard(s) = A,B
1 accesses/hr=1.6M accesses/hr = 1.6M accesses/hr = 1.6M

hosted shard(s) = B hosted shard(s) = C,D  hosted shard(s) = C,D

2 | accesses/hr = 1.6M accesses/hr = 1.6M accesses/hr = 0.8M
hosted shard(s) = C hosted shard(s) = E,F  hosted shard(s) = E

3 accesses/hr=1.6M NOT USED accesses/hr = 0.8M
hosted shard(s) = D us hosted shard(s) =E
4  accesses/hr = 1.6M NOT USED accesses/hr = 0.8M
hosted shard(s) = E hosted shard(s) =(F
accesses/hr = 1.6M accesses/hr = 0.8M
5| hosted shard(s) = F NOT USED hosted shard(s) =(F

Figure 6.9: Replication strategies during the nighttime workload for an e-commerce service.

that each node (an EC2 unit) used 100W, thus cpn = $0.003. In the public cloud setting,
the cost of a node includes everything provided by EC2 (i.e., high availability, EBS, etc).
As of this writing, cpn of a small EC2 unit was $0.085 (20X more than energy only costs).
The energy saving approach used 3 nodes, whereas the Zoolander approach used 6. We
set the SLO latency bound (7) for a batch of lookups to 150ms. Out of 160M requests
the Zoolander approach incurred only 57K SLO violations compared to 85K in the energy
saving approach—a reduction of 32%.

Figure 6.10(b) plots relative cost as a function of cost per 1000 violations (cpv). Lower
numbers are better for Zoolander. The x-axis is log scale base 10. As SLO costs increase,
the Zoolander approach becomes more cost effective. Without considering migration costs,
the relative cost converges to 68% quickly in the private cloud setting where cpn is very
low. Migration costs increase the relative cost by 16%, but Zoolander remains highly cost
effective in private clouds. Figure 6.10(b) shows that Zoolander spends $0.79 to every dollar
spent by energy saver approach, saving 21%. The public cloud setting requires higher cpv

to be cost effective.
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Figure 6.10: (A) Zoolander reduced violations at night. From 12am-1am and 4am-5am, Zoolander
migrated data. We measured SLO violations incurred during migration. (B) Zoolander’s approach

was cost effective for private and public clouds. Relative cost is (%)

In their fiscal statement for the 4" quarter of 2011, TripAdvisor earned $122M from
click- and display-based advertising. We divided this number by 200M daily user requests
to get revenue per 1,000 page views of $6.81. Using prior research, we estimated that
each SLO violation ( a 100ms delay) would lead to a 1% loss in profits [129], meaning
cpv = $0.068.

Under this setting, the Zoolander approach was cost effective for private settings and

broke even with the energy savings approach under public cloud settings. When we consider
migration costs for the energy savings approach, Zoolander is cost effective even for public
clouds.
Model-Driven Management The nighttime policy for the EC2 tests was a heuristic based
on insights from Section 6.6. Heuristics derived from principled models underlie many
real world systems. Alternatively, Zoolander’s model can be queried directly to find good
policies.

We used systems data from Zookeeper and set 7 to 3.5ms, a very low latency bound. We
studied the hourly arrival rates (1) shown in Table 6.3. For each rate, our model computed

the expected SLO under 8 policies: 8 partitions(p) each with 1 duplicate(d), 4p with 2d, 2p
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with 4d, 6p with 1d, 3p with 2d, 2p with 3d, 4p with 1d, and 2p with 2d. Table 6.3 shows
the policy that met SLO using the fewest nodes. The 5 policies shown all differ, including

policies with more than 2 duplicates.

Target SLO: 98% of accesses complete in 3.5ms
Accesses/Hour: 2K 850K IM 15M 19M
Best Policy: 4p/1d  2p/2d  2p/3d  3p/2d 4p/2d

Table 6.3: Best replication policy by arrival rate

6.8 Summary

This chapter presented Zoolander, middleware that fully supports replication for pre-
dictability on existing key value stores. Replication for predictability redundantly sends each
storage access to multiple nodes. By doing so, it sacrifices throughput to make response
times more predictable. Our analytic model explained the conditions where replication for
predictability outperforms traditional, divide-the-work approaches. It also provided accurate
predictions that could be queried to find good replication policies. We tested Zoolander
with Zookeeper and Cassandra. Its overhead was low. Our largest test (spanning 144 EC2
compute units) showed that Zoolander achieved high throughput and strengthened SLOs.

By wisely mixing scale-out approaches, Zoolander reduced operating costs by 21%.
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Chapter 7: Conclusions

In this chapter, we conclude by restating the problem we tried to address and summarize
our key contributions pertaining to the problem statement. Finally, we describe some future
directions that can overcome the limitations of the current thesis.

With the exponential increase of data collected from different domains, there is a need
for novel ideas of scaling algorithms to those large datasets. The underlying reason for this
requirement is that traditional scaling techniques such as increase of processor clock speed
have halted due to the end of Denard Scaling. In this thesis, we investigate the opportunities
of scaling analytics to large datasets using approximate and distributed computing techniques.
Prior works have studied both approximate and distributed computing techniques, however,

the following characteristics make our research novel.

e Most approximate computing techniques come with guarantees (e.g. PCA guarantees
data reconstruction error). However, we investigated the challenge of providing
theoretical guarantees in terms of application specific quality metrics and generalizing

them.

e Distributed computing models (e.g. MapReduce) are usually studied as general
purpose solutions. We investigated distributed computing models specifically for

analytics and showed that the payload characteristics have a significant impact on
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the performance of distributed analytics tasks. We investigated the opportunities
of guiding the partitioning of data by understanding the data characteristics using

methods from the approximate computing domain.

7.1 Summary of Key Contributions

7.1.1 LSH for APSS

We first solve the APSS task using approximate computing. We use the popular hashing
based dimensionality reduction technique called LSH. The theoretical guarantee resulting
from LSH is that the hash collision probability is equal to the similarity of a pair of data
points. Consequently, similar points have similar hash sketches. However, the quality
metrics of APSS is typically recall or precision. We developed a principled technique for
the APSS task such that the algorithm will guarantee the required recall and precision while

automatically tuning the number of hash functions to achieve that accuracy.
7.1.2 LSH for Kernels

In many complex application domains such as image processing, text analytics, and
bioinformatics, vanilla similarity measures (for which unbiased LSH estimators exist) such
as Euclidean distance, Jaccard index, and cosine similarity do not work well. Those domains
require specialized similarity measures under which data points are better separable. Kernel
similarity measures are a class of inner product similarity that is extremely powerful and
flexible in explaining the structure of data. We developed a novel data embedding that
leads an unbiased LSH estimator for arbitrary kernel similarity measures. We believe this
generalization to arbitrary kernels is key to applying LSH based approximate solutions to

different complex domains.
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7.1.3 Distributed Anomaly Detection

Here we show that approximating the input data (graph) can play a key role in controlling
the algorithmic complexity of downstream inference task. Coupled with distributed execu-
tion, this helps us scale the anomaly detection task to a sensor network graph consisting of
hundreds of millions of edges. We represent the sensor network as an MRF and use LBP
for the inference. We show that an approximation in the construction of the sensor network

graph can significantly improve the convergence of vanilla LBP.

7.1.4 Distributed Framework for Analytics

Distributed computing frameworks suffer performance degradation due to load imbal-
ance. This load imbalance is a consequence of heterogeneity of the data center environment.
Data centers are increasingly becoming heterogeneous in terms of processing capacity and
renewable energy availability due to a number of reasons such as server upgrades, power
constrained operation and virtualization. However, a key insight we investigate is that the
payload characteristics of the individual partitions can cause significant load imbalance as
well. We develop a technique to control the data partitions such that the partitions will have
similar statistical characteristics. For a large class of analytics tasks, this results in load
balanced operations. Key to our technique is the approximate characteristics analysis of the
entire data through LSH. We build a general purpose distributed analytics framework sitting
on top of NoSQL stores that can partition and place data while taking into account both the

environment heterogeneity as well as the data characteristics.
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7.1.5 Distributed NoSQL stores

Finally, we investigate the choice of distributed NoSQL stores as the underlying storage
for analytics workload requiring a realtime response. The key insight we found is that all
NoSQL stores exhibit the heavy-tailed latency distribution. Therefore, even though the
average response times are extremely fast, there are some requests which are significantly
slower. Such requests are prohibitive for interactive workloads. We design a middleware that
can sit on top of any NoSQL store and combines replication for predictability and replication
for throughput in a principled way using probabilistic arguments and queueing theory. Our
framework can guarantee tail latencies (99" percentile) and not just average latencies.

To conclude, our key insight is that even though approximate computing techniques can
scale analytics tasks to large datasets, such scaling up is only meaningful when simulta-
neously rigorous quality guarantees in terms of application specific quality metrics can be
given. Additionally, generalizing such tasks to different domains poses several challenges.
Finally, for analytics tasks techniques for approximate computing methods can provide

insights on efficient execution of distributed analytics.
7.2 Future Works

The key insights derived from the research in this thesis opens up interesting research
directions both in the approximate computing and the distributed computing space for

analytics tasks.

7.2.1 Approximate Computing

Our key insight in this space is in spite of the existence of a number of approximate data

size reduction techniques with some form of theoretical guarantee (e.g. data reconstruction
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error for PCA), their usage is limited to specific applications as it is unclear how those
techniques impact the application specific quality metrics. We believe to use these approxi-
mation techniques effectively, there is a need to guarantee the application specific metrics
(rather than the quantity that is optimized by the approximation technique). This needs to be
done in a case by case basis and as such provides a lot of future work opportunities.

We would like to extend our techniques to a closely related (to APSS) problem, the top-k
nearest neighbor problem [8]. LSH already supports such queries. We believe our pruning
technique can be applied to further improve the performance of LSH based techniques.
Another aspect to investigate is the choice of the hash function in the context of dimension-
ality reduction. LSH has the nice property of being data independent and its probabilistic
guarantees help us design the algorithm to guarantee recall for APSS. However, if the
input data is not uniformly distributed, LSH starts suffering from performance bottlenecks.
In fact, if the input data distribution is extremely skewed, then LSH may perform as bad
as exhaustive search. A recent line of work, data dependent hashing [10, 11] learns the
hash function from the distribution of data and consequently tries to distribute input data
uniformly across hash bucket. However, many of the nice LSH properties become difficult
to achieve, making it harder to relate these approximate techniques to application specific
quality metrics. We believe this is an important future research direction. Furthermore,
another important direction is the generality of the developed methods. Since there are many
analytics tasks, providing guarantees in an application specific manner is not feasible. We
need to identify classes of algorithms that can share similar methods to provide rigorous
guarantees. For instance, APSS and top-k both require recall/precision guarantees and we

believe this can be achieved by a unified framework.
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7.2.2 Distributed Computing

We developed a general purpose framework that can partition and place data for dis-
tributed analytics in a performance, energy, and payload aware way. We showed the
performance benefits for frequent pattern mining and webgraph compression. Here an
interesting thing to study will be to characterize the analytics tasks that can benefit from out
partitioning strategies. Additionally, we believe that our framework may have qualitative
benefits along with performance benefits. For instance, the ApproxHadoop [69] framework
partitions the data using cluster sampling and shows good performance and quality for
aggregation workloads. Our partitioning strategy relies on stratified sampling instead. It
would be interesting to compare the quality of stratified sampling against ApproxHadoop’s
cluster sampling for aggregation workloads. Finally, there is a scope of improvement in the
modeling step. We use a simple linear model for the Pareto modeling step. However, in many
workloads, this linear assumption may not be satisfied. The problem with using non-linear
models is that (i) they tend to overfit and (ii) they need a large number of samples to fit.
Collecting samples is an expensive operation as it requires us to run the target workload
on a sample of the input data. Improving the model will be an important direction for
future research. Furthermore, our method can be thought of as a preprocessing step that
tells us how to partition the data for effective load balanced execution. However, after the
workload starts executing, the processing parameters may change to a number of reasons
(e.g. colocation of multiple workloads, sudden unavailability of renewable energy etc.). It
may be very useful to combine dynamic load balancing techniques with our methods so that
our framework can rapidly respond to such changes. The challenge in this space is to do it

in a data-aware way. This is paramount to analytics tasks.
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