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Abstract—The mission-critical nature of wireless networked
sensing and control (WSC) systems such as the control of
industrial plants requires stringent real-time delivery of packets.
Due to inherent dynamics and uncertainties in wireless commu-
nication, real-time communication guarantees are probabilistic
in nature. In this paper, a probabilistic framework is therefore
proposed for per-packet real-time delivery guarantee. The notion
of real-time in this paper differs from existing work in the
sense that it ensures, in an execution history of arbitrary
length, every packet is successfully delivered before its deadline
with a probability no less than a user-specified threshold (e.g.,
99%). The framework has several novel building blocks: 1)
“R3 (Requirement-Reliability-Resource) mapping” translates the
upper-layer probabilistic real-time communication requirement
and the lower-layer link reliability into the resource (i.e., optimal
number of transmission opportunities) reserved for each packet;
2) “EDF (Earliest Deadline First)-based real-time scheduling”
as well as the “admission test” and “traffic load optimization”
maximize system utility while satisfying per-packet real-time
communication requirements. The proposed admission test is
proved to be both sufficient and necessary, and the simulation
results show that the proposed framework ensures probabilistic
per-packet real-time communication.

Index Terms—Probabilistic per-packet guarantees, reliability,
real-time, EDF, schedulability, optimization.

I. INTRODUCTION

Embedded wireless networks are increasingly being ex-
plored for mission-critical sensing and control in many do-
mains. In real-time augmented vision, for instance, wireless
networks can enable the fusion of real-time video streams
from spatially distributed cameras to eliminate the line-of-sight
constraint of natural human vision and thus enable seeing-
through obstacles [7]. In industrial automation, wireless-
enabled mobile, pervasive, and reconfigurable instrumentation
and the significant cost of planning, installing, and maintaining
wired network cables have made wireless networks attractive
for industrial monitoring and control; industrial wireless net-
working standards such as WirelessHART, ISA100.11a, and
WIA-PA have also been deployed in practice [8]. Machine-
type communication for real-time sensing and control has also
become a major focus of the emerging 5G wireless network
research and development [14].
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Unlike traditional, best-effort wireless networks, reliable
and real-time delivery of messages is critical in wireless net-
worked sensing and control (WSC) systems [21]. In industrial
WSC systems, for instance, the reliability and timeliness of
data delivery directly impact the safety and optimality of sens-
ing and control tasks. Since WSC differs dramatically from
the traditional throughput-centric wireless networks due to its
mission-critical nature, new design objectives and perspectives
are necessary for offering real-time Quality of Service (QoS)
in WSC systems.

Per-packet real-time communication guarantee. Wireless
communication inherently introduces non-zero packet error
probability due to factors such as the uncertainty of lossy
links and the contention among different nodes/links, and it
introduces non-zero delay due to shared wireless medium and
the time taken to transmit each packet. There exist a few recent
studies that consider real-time communication guarantees in
wireless networks [5], [6], [17], [18], [37], [38], [39], as shown
in Table I. Focusing on the long-term ratio of packets that
are delivered before their deadlines, the existing frameworks
do not ensure short-term timeliness. For example, consider the
scenario shown in Table II. A sensor node periodically sends
data to a controller. The controller makes control decision in
each period based on the information it collects and requires
that at least 90% of the packets are received in time. Otherwise,
control failure or even catastrophe may happen. In both cases,
the average timely delivery ratios are 90%. In the second case,
however, period 2 and period 4 fail to achieve the required
delivery ratio due to channel fading, thus the system is subject
to transient instability.

In many real-time WSC systems, stringent per-packet real-
time communication guarantee is important since it is needed
for predictable system performance. For example, in industrial
real-time augmented reality applications [22][23][24], real-
time delivery of each packet enables seamless, naturalistic
3D reconstruction of real-world scenes (e.g., industrial pro-
cesses), and consecutive packet loss (which may happen if we
only ensure long-term timely delivery ratio) may well lead
to uncomfortable human experience. In networked feedback
control, consecutive packet loss may well lead to system
instability and cause safety concerns; in addition, a packet
of sample data will be dropped if the packet has not been
successfully delivered by the time a new sample data is col-
lected, and, in this case, the probabilistic guarantee of real-time
delivery of each packet enables the modeling of the packet
drop process as a random sampling process, thus facilitating
the use of random sampling theories to characterize the impact
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TABLE I
COMPARISON OF RECENT STUDIES THAT CONSIDER REAL-TIME COMMUNICATION GUARANTEES IN WIRELESS NETWORKS
Paper Model Algorithm Applications
[5] flv wireless clients and one access pont, Largest Debt First. VoIP, Video streaming.
omogeneous delay requirement.
[6] ﬁl wireless clients and one access p oint, Pseudo-debt-based Scheduling. VoIP, Video streaming.
eterogeneous delay requirement.
A WirelessHART network consisting of field Branch-and-Bound (Optimal); .
(7 devices, one gateway, and a network manager. Conflict-aware Least Laxity First (Heuristic). WirelessHART.
[18] A \ylreless network consisting of a set of ﬁeld Earliest Deadline First (EDF). Wireless Sensor-Actuator Networks (WSANSs).
devices, a gateway, and multiple access points.
An IEEE 802.15.4 network operating in A distance constrained real-time . .
(371 beacon-enabled mode and with a star topology.  off-line message scheduling algorithm. Industrial Wireless Sensor Networks.
[38] A typical infrastructure WLAN. QoS-enabled 802.11e scheme. Industrial networks.
A TDMA data link layer protocol based on
[39] An IEEE 802.11 network. IEEE 802.11 physical layer to provide Wireless Cyber-Physical Control Applications.

deterministic timing on packet delivery.

TABLE II
TWO CASES WITH THE SAME LONG-TERM AVERAGE TIMELY DELIVERY
RATIO BUT DIFFERENT SHORT-TERM PERFORMANCE.

Case Period 1  Period 2  Period 3  Period 4
1 90% 90% 90% 90%
2 99% 79% 99% 83%

of probabilistic wireless communication on networked control
[27][28][29][30][31][32] and facilitating the joint design of
wireless networking and networked control as well as the
development of field-deployable WSC systems.

Another feature of most WSC systems is that traffic periods
(i.e., inter-packet intervals) are allowed to vary within a certain
range as long as such changes do not affect critical sensing and
control functions [35], [36]. So there exist the challenge and
opportunity of selecting the optimal traffic periods for optimal
sensing and control performance while ensuring that the
required real-time communication requirements are satisfied.

Contributions. For ensuring probabilistic real-time commu-
nication guarantee of each packet as required by real-time
WSC systems, this work proposes a probabilistic real-time
wireless communication framework that effectively integrates
real-time scheduling theory with wireless communication.
Major contributions are as follows:

o The per-packet probabilistic real-time QoS is formally
modeled. To the best of our knowledge, this paper is
the first to propose such notion of timeliness. Existing
formulations and designs do not ensure the stringent per-
packet assurance as required by WSC systems, since
improving the average performance of the network in the
long-term does not guarantee short-term QoS.

o R3 mapping is proposed to translate the upper-layer
requirement and the lower-layer link reliability into the
optimal number of transmission opportunities reserved
for each packet.

o An optimal real-time scheduling algorithm and a suf-
ficient and necessary admission test are proposed and
formally proved .

o Algorithms are proposed to select packet generation pe-
riods to maximize system utility.

Organization of the rest of paper. Section II summarizes

related work. In Section III, we present the system model
and problem statement. In Section IV, a probabilistic per-
packet real-time communication framework is proposed and an
optimization problem is formulated and solved. Experimental
results are presented in Section V. Section VI addresses the
impact of the timescales of real-time communication, multi-
channel settings, control signaling unreliability, and distributed
implementations. Finally, Section VII concludes the paper.

II. RELATED WORK
A. Real-time scheduling

In traditional real-time systems such as computer proces-
sors, the most commonly used scheduling policies are priority-
driven, including fixed-priority and dynamic-priority schemes.
A fixed-priority algorithm assigns the fixed/same priority to
all jobs (i.e., instances of a task) in each task. For example,
the Rate Monotonic algorithm [11] assigns priority based on
the rate (or period): the shorter the period of a task, the
higher its priority. Another example is the Deadline Monotonic
algorithm [12], which assigns a higher priority to a job
with a shorter relative deadline. In contrast, dynamic-priority
scheduling algorithms assign priorities dynamically. The Ear-
liest Deadline First (EDF) algorithm [11] is a preemptive
priority-based dynamic scheduling algorithm. The scheduler
always schedules the active task with the earliest absolute
deadline.

Time-Sensitive-Networking (TSN) [8] has recently been
proposed to enable real-time communication in industrial
networks. Focusing on extending the IEEE 802.1-standards-
based Ethernet networks, TSN-oriented work examines issues
in real-time wired communication instead of real-time wireless
communication.

Real-time scheduling for wireless network has drawn in-
creasing interest recently. By leveraging real-time schedul-
ing theory for processors and incorporating unique wireless
characteristics, a Conflict-aware Least Laxity First algorithm
was proposed for WirelessHART [17]. Analysis for EDF in
wireless sensor-actuator networks was investigated [18]. The
key insight from these work is to draw an analogy between
wireless channel and a processor such that the classic real-
time theories can be leveraged. However, they did not reveal
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the inherent relationship between the application requirement,
link reliability, and resource reservation. They also did not
ensure short-term probabilistic real-time packet delivery. There
also exist other research efforts that consider real-time com-
munication guarantees in wireless networks [5][6]. Modeling
the delivery ratio of packets that meet their deadlines as a
long-term, asymptotic average over multiple (and infinitely
many) transmission periods, the proposed frameworks in
those studies do not assure short-term timeliness either. IEEE
802.15.4 or 802.11 based real-time protocols have also been
investigated for mission-critical industrial systems. A real-
time message-scheduling algorithm was proposed for IEEE
802.15.4-based industrial WSNs [37]. An analysis of the real-
time performance that can be achieved in QoS-enabled 802.11
networks has been carried out [38]. RT-WiFi is a TDMA
data link layer protocol based on 802.11 physical layer to
provide deterministic timing guarantee on packet delivery in
wireless control systems [39]. Again, these methods have not
been designed for applications that need per-packet real-time
guarantees. Probabilistic real-time scheduling methods have
also been proposed for WirelessHART [1] and fault-tolerant
EDF scheduling [2], but they have not considered the real-time
wireless scheduling problems studied in this paper either.

B. Reliability-oriented wireless transmission scheduling

Providing predictable link reliability is critical in WSC
systems. To guarantee that packets are delivered at requested
reliability levels, Zhang et al. proposed PRKS for wireless
networked control [4]. PRKS is a TDMA-based distributed
protocol to enable predictable link reliability based on the
Physical-Ratio-K (PRK) interference model [3]. Through a
control-theoretic approach, PRKS instantiates the PRK model
parameters according to in-situ network and environment
conditions so that each link meets its reliability requirement. In
particular, PRKS defines a conflict graph for a given wireless
network: a node in the graph denotes a link with data transfer
in the network, and a link exists between two nodes in the
graph if the corresponding links in the network interfere with
each other according to the PRK model. Under the condition
that link reliability is ensured, PRKS schedules as many nodes
as possible in the conflict graph. Based on the predictable link
reliability as ensured by algorithms such as PRKS, this paper
develops the framework and algorithm for ensuring predictable
per-packet real-time communication.

III. SYSTEM MODEL AND PROBLEM STATEMENT

This section presents the system models and real-time
communication scheduling problem considered in this paper.

A. Communication model

Similar to [19][20], the system consists of n wireless sensors
and one controller, i.e., access point (AP), as shown in Figure
1. All the sensors are within the communication range of
the controller. Time is slotted and synchronized across the
controller and sensors, and the wireless transmissions between
the sensors and controller are scheduled in a TDMA manner.

Fig. 1. System model: one AP and n sensors.

For simplicity of presentation, our discussion focuses on a
centralized master-slave architecture where the scheduler lies
in the AP. At the beginning of each time slot, the AP broad-
casts a short control signaling message to indicate the sensor
that shall transmit in the current time slot. For simplicity of
presentation, we assume that the control signaling is reliable
(e.g., through transmission power control). (We will discuss
how to address potential unreliability in control signaling
in Section VI-C, and we will discuss potential distributed
approaches in Section VI-D.) The duration of a time slot is
the time required for the controller to send the control packet
plus the time for a sensor to transmit a data packet of certain
fixed length. All the time slots are of the same length. To avoid
transmission collision, there can be at most one active sensor
transmitting at each time slot.

The link reliability between a sensor ¢ and the controller is
pi, meaning that a packet transmission succeeds in probability
p;. Similar to [13], the event of successful transmissions
along a link is assumed to be i.i.d. over time, thus whether
a packet can be successfully delivered at a time slot is
independent of the status of earlier transmissions. Note that
the communication along a wireless link may well be i.i.d. in
practice when mechanisms such as transmission power control
is used to ensure a certain communication reliability at each
time instant based on in-situ wireless channel conditions. In
addition, as we will discuss in more detail in Section IV-B,
our methodologies of probabilistic real-time scheduling also
applies to other wireless link models such as Markovian
models and links with deep fading.

B. Probabilistic QoS model

The traffic on link ¢ is characterized by a 4-tuple
(Ti; Ti,mawa Di7 Pz)

e Period T;: sensor i generates one data packet every
T; time slots. Wireless networked control can usually
tolerate a flexible traffic period, provided the period is
chosen below an upper bound T; ., since a traffic
period too large may not generate sufficient packets for
the control application. In a very general framework, T;
is the design variable to represent the possible choices of
the designer at the stage of the system design.

o Relative deadline D;: for client 7, each packet is asso-
ciated with a relative deadline D; in units of time slots.
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A packet arriving at time slot ¢ should be successfully
delivered no later than time slot ¢ + D;; otherwise, the
packet is dropped. Since the node always sends new
sensing and control signal, D; < T;. In this paper, D;
and T; are assumed to be equal, and this scenario is
usually referred to as implicit deadline in classic real-
time systems and finds its application in various areas
[15]. Note that heterogeneous deadlines across different
links are considered since more stringent deadlines are
assigned to more critical sensor nodes in practice.

o Application requirement P;: due to inherent dynamics
and uncertainties in wireless communication, real-time
communication guarantees are probabilistic in nature.
Thus a probabilistic QoS metric is defined.

Definition 1 Link ¢ meets probabilistic per-packet real-
time guarantee if Vj, Prob{F;; < D;} > P;, where F};
is the delay (measured in the number of time slots) in
successfully delivering the j-th packet of link +.
Intuitively, the probabilistic per-packet real-time guaran-
tee for link ¢ ensures that in an arbitrarily long execution
history, a randomly selected packet of link ¢ will meet the
deadline D; at least in probability P;.
Remarks. Considering TDMA scheduling in this work, the
parameters T;, T; ynq4, and D; are all integers for each link i.
The proposed probabilistic QoS model differs fundamentally
from the classic soft-real-time model where the QoS metric
is the long-term timely delivery ratio (i.e., the long-term ratio
of the number of packets successfully delivered in time to the
total number of packets transmitted).

C. Problem statement

Based on the system model, an important question to ask is
as follows. Given a set of n links with each link ¢ having a link
reliability p; and periodic traffic (T}, T; mas, Di, P;), where
D; = T; and T; can vary in a range with an upper bound
T maz, are the set of links schedulable to meet the prob-
abilistic per-packet real-time communication requirements?
If yes, find a set of optimal periods such that the system
utility (to be defined precisedly in Section IV-E) is maximized
while ensuring real-time schedulability; If no, indicate the
infeasibility.

To answer this question, a probabilistic real-time wireless
communication framework is proposed in the next section.

IV. WIRELESS SCHEDULING FRAMEWORK FOR
PROBABILISTIC PER-PACKET REAL-TIME
COMMUNICATION GUARANTEE

A. Overview

Compared with scenarios where every packet transmission
is successful, probabilistic communication errors in wireless
systems lead to increased delays in delivering packets to
their destinations and thus introduce additional deadline vi-
olations and packet drops. This additional packet drop may
well cause non-negligible degradation in the quality of data
delivery. Thus, the decision regarding whether a set of links is
schedulable must take into consideration the inherent nature
of probabilistic wireless communication.

For example, consider a simple case where there are two
links and each link generates one packet in a period of 3 time
slots. If there are no channel errors (as assumed in classic real-
time systems), the required delay guarantee can be provided
to every packet of every link (Figure 2(a)). In the presence of
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Fig. 2. An example showing the uncertainty of wireless channel.

slight channel errors (Figure 2(b)), the delay experienced by
each packet is increased by at most one time slot, but both
links can still deliver their packets on time. Figure 2(c) shows
the case when the links are not schedulable. At the third time
slot, both links need to send out the packet since this is the
last slot in current period. However, only one can send, and
the other has to drop its packet. Thus packet drop happens.

For a packet that needs to be successfully delivered across a
link 7 within deadline D; and in probability no less than P;, the
requirement can be decomposed into two sub-requirements:
1) successfully delivering the packet in probability no less
than P;, and 2) the time taken to successfully deliver the
packet is no more than D; if it is successfully delivered.
Given a specific link reliability p;, the first sub-requirement
translates into the required minimum number of transmission
opportunities that need to be provided to the transmission of
the packet. Then, the second sub-requirement requires that
these minimum number of transmission opportunities are used
within deadline D;. That is, the original problem of ensuring
probabilistic per-packet real-time delivery is decomposed into
two sub-problems of ensuring probabilistic delivery reliability
and real-time packet transmission respectively.
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With the above observation, an architecture for solving
the probabilistic per-packet real-time scheduling problem of
Section III-C is shown in Figure 3. Given a set of links with

{Ti,max}
Admission Test ‘
Feasible
{Ti,max} \
{p: P} KX, » ) . )
R3 Mapping Optimal Periods Selection
{Ti,OPT}
Y
> ‘ Real-time Link Scheduling ‘
i=1,2,..,n

Fig. 3. Architecture of the proposed framework.

each link ¢ having link reliability p;, application requirement
P,, and traffic (T}, T; maaz, Di), the “R3 Mapping” component
uses p; and P; of link ¢ to compute X, i.e., the number of time
slots (i.e., transmission opportunities) needed to ensure the
successful delivery of a packet along link ¢ in probability P;.
Then the “Admission Test” component determines whether the
links are schedulable or not based on X; and the input T} ;44
If schedulable, a set of optimal periods T; o pr are computed
based on X;, T;, and T} ,,4,. Then the links are scheduled
using an optimal real-time scheduling algorithm based on the
optimal traffic periods, the transmission opportunities reserved,
and delivery deadlines. In the following, we elaborate on each
component of the framework.

B. Requirement-reliability-resource (R3) mapping

R3 mapping is invoked to compute the number of trans-
mission opportunities needed to ensure successful delivery a
packet along each link with the required probability guarantee.
Theorem 1 Given link reliability p; and application require-
ment P;, the minimum number of time slots (or transmission
opportunities) needed to ensure successful delivery of a packet
for link 7 in probability P;, denoted as X, is as follows:

Xi = ”Oglfpi(l — Pz)-‘ (1)
Proof. Let

Q; = Prob{A packet delivered within X; transmissions}
= 1 — Prob{Fail all X; transmissions}

=1—(1=p)(1=pi)..(1-pi)
X

=1—(1—p)™*.
(2)

To achieve the application requirement P,
Qi=1-(1-p)* =P (3)

Thus, the minimum number of transmissions needed is X; =
[log1—p, (1 = P)].

|

Note that the X; reserved time slots do not have to be X;

consecutive time slots, and, for real-time packet delivery, the

X, time slots only have to be before the delivery deadline
of the packet. By R3 mapping, the number of transmission
opportunities needed to ensure probabilistic packet delivery
success (i.e., X;) is derived from the channel statistics and
the application requirement, thus transforming the probabilistic
real-time delivery requirement into a problem involving the
reservation of a deterministic number of transmission op-
portunities for each link. This transformation facilitates the
application/extension of traditional real-time CPU scheduling
theory to the real-time wireless transmission scheduling as we
will explain in Sections IV-C and IV-D.

The above derivation of X; is based on the link model where
the per-packet transmission success probability along link ¢ is
pi, which is a valid model for cases where the per-packet trans-
mission reliability is controlled at a certain level (e.g., p;) using
techniques such as channel-aware transmission power control.
For cases where other models such as Markovian models or
empirical models of packet transmission successes [33][34]
may be more appropriate (e.g., when no mechanism is adopted
to ensure a certain per-packet communication reliability in the
presence of channel deep fading), the derivation of X; needs
to be revised accordingly, but the rest of our probabilistic
real-time scheduling framework would still apply. As a first
step in studying scheduling with probabilistic per-packet real-
time guarantees, we focus on scenarios where the per-packet
transmission reliability is controlled at p;, and we relegate the
detailed studies of alternative link models as future work.

C. Scheduling policy

Priority-based scheduling algorithms are usually used in
real-time systems [11][12]. Consider the better resource uti-
lization and agility that a dynamic-priority algorithm can
achieve, in this paper, a dynamic-priority scheduling algorithm
based on the Earliest Deadline First (EDF) concept is used. In
the algorithm, we define the deadline of a link as the deadline
of the packet that needs to be delivered across the link; if
there is no packet that is yet to be delivered across the link at
a time slot, we regard the link’s deadline as positive infinity
at the time slot. Then, at each time slot, the link with the
earliest deadline is scheduled by the algorithm. This can be
represented by Algorithm 1.

Algorithm 1 Scheduling algorithm

1: for each time slot
target_link_index = 0O;
3 min_deadline = oo;
4 fori=1ton
5 if link[7].deadline < min_deadline
6: min_deadline = link[7].deadline;
7
8

target_link_index = ¢;
Schedule link[target_link_index];

In the following, the proposed scheduling algorithm is
shown to be feasibility-optimal.
Theorem 2 (Feasibility Optimality of Algorithm 1) Algo-
rithm 1 can produce a feasible schedule for a set of links L
with arbitrary deadlines D; on a single wireless channel if
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and only if there exists any algorithm that can schedule the
transmissions of links L to ensure the required probabilistic
per-packet real-time guarantee.

Proof. The theorem is proved by transforming the wireless
packet transmission scheduling problem into a real-time CPU
scheduling problem [15] in the following manner: treat each
link 7 as a task 4; then each packet j along link ¢ corre-
sponds to a job j of task ¢, and the number of transmis-
sion opportunities X; required to ensure the probabilistically
successful delivery of a packet corresponds to the execution
time C; in task scheduling. Accordingly, the traffic demand
{(T3, Ti maws Di, P;) }i=1...n, can be transformed into a task
system J = {(T;, D;, X;) }i=1..n of n periodic tasks, with
each task ¢ specified by its period T}, relative deadline D;,
and execution time X; = [logi_p,(1 — P;)]. In a task ¢
(i=1...n), a job is repeated every T; time slots, and every
instance of the repeating job has a relative deadline of D;
and an execution time of X;. Then, Algorithm 1 is the same
as the EDF algorithm for preemptive CPU scheduling except
for the following differences: 1) the task system 7 is such
that the units of time is a time slot, and the period of a task
as well as the arrival time, relative deadline, and execution
time of each job of the task are all integers (instead of being
real numbers as in a preemptive CPU scheduling problem
setup); 2) given that the transmission of a packet in a time
slot cannot be interrupted in general, the transmission along
a link ¢ can only preempt the transmission along another link
7/ at the boundary of two consecutive time slots, thus a task
in the corresponding task system can be preempted only at
the boundary of consecutive time slots (instead of being at
any arbitrary point in time as in a preemptive CPU scheduling
problem setup), and the task system is a limited preemptive
system. Just as the EDF scheduling algorithm is optimal for
preemptive single CPU scheduling, Algorithm 1 is optimal for
the aforementioned task system J = {(7;, D;, X;)}i=1..n»
and the proof is based on induction as follows.

Let A denote an arbitrarily small positive number of time
slots. Consider a schedule S for J in which all deadlines
are met, and let [tg,to + A) denote the first time interval
over which this schedule makes a scheduling decision different
from the one made by Algorithm 1. Suppose that a job/packet
j1 = (ay,e1,dy) with arrival time ap, execution time e,
and deadline d; is scheduled in S over this interval, while
another job jo = (a2, ea,ds) is scheduled in Algorithm 1.
Since S meets all the deadlines, it is the case that S schedules
j2 to completion by the end of time slot dy. In particular,
this implies that S schedules jo for an amount at least A
prior to do. But by the definition of Algorithm 1, ds < dy;
hence, S schedules jo for an amount at least A prior to
dy as well. Now the new schedule S’ obtained from S by
swapping the executions of j; and js of length A time slots
each would agree with Algorithm 1 over [0,¢o+A). The proof
of optimality of Algorithm 1 now follows by induction on
time, with S’ playing the role of S in the above argument.

D. Admission policy

Given an arbitrary set of links, it is not always possible to

find a schedule to meet the probabilistic deadlines. Therefore,
an admission policy is needed to determine whether the set of
links is feasible. In this paper, a reservation-based admission
policy is used. Since link ¢ generates one packet every T;
time slots, by R3 mapping, it is known that it needs to
reserve X; time slots to ensure the probabilistic per-packet
real-time delivery. Thus the admission test is such that if the
test is passed, each link is guaranteed for a certain number of
reserved transmission oppotunities.
Definition 2 (Work density) The work density of link 4,
denoted by p;, is defined as the ratio of the number of transmis-
sion opportunities needed to ensure the required probabilistic
real-time communication guarantee along link ¢ to the traffic
period of link ¢. That is,

X;
pi= T “4)

Then, we have
Theorem 3 A set of n links is schedulable if and only if

Y pi<i 5)
i=1

Proof Sketch. As we have shown in the proof of Theorem 2
earlier, the real-time wireless transmission scheduling problem
considered in this work can be transformed into a special
preemptive CPU scheduling problem, and the EDF-based
Algorithm 1 is optimal just as the EDF algorithm is optimal
for real-time preemptive single CPU scheduling. For real-time
preemptive single CPU scheduling, Liu [15] has shown, by
Theorem 6.1 of [15], that a task system is schedulable if
and only if the total work density of the task system is no
more than 1. The proof of Theorem 6.1 on pages 124-126
of Reference [15] can be directly applied to prove Theorem 3
here, since the proof of Theorem 6.1 in Reference [15] applies
to the special task system J presented in the proof of Theorem
2 earlier. For conciseness of presentation, we skip the detailed
proof here.
|

Since the upper bound of period for each link is known,
besides Theorem 3, a simple infeasibility test can be applied
to avoid further searching by the following lemma.
Lemma 1 Given a set of n links, if the schedulability condition
from Theorem 3 is not satisfied for T; 42, ¢ = 1,..,n, then
it is not satisfied for any T; < T} 1ax-
Proof. If the link set fails the schedulability test in Theorem
3, then

n

X;

1 ﬂ,7naz

> 1.

1=
Using any T; < T ma, Will lead to
it ):ﬁ, > Y o > L

Ti‘m,az
This concludes the proof. |
Then the admission test is summarized as Algorithm 2.
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Algorithm 2 Admission test

1: total_density + 0;

2 fori=1ton

3: Compute X; = [logi—p, (1 — P;)];
4 total_density < total_density + =
5 if total_density > 1

6: return Infeasible;
7

. return Feasible;

s
1, max

E. Selection of packet generation period

In this section, we address the issue of selecting the optimal
packet generation periods while ensuring schedulability for a
set of feasible links. Without loss of generality, assume the
utility function is concave and monotonically increasing. Since
T; is an integer (i.e., number of time slots), the optimization
problem to solve becomes a discrete optimization problem.
More precisely, this problem is:

N |
e 20 ©
subject to:
X;
<1 7
E: T, S (7
T; < T%,mawa t1=1,..,n. 3

The maximization is with respect to 7;’s. The utility function
U, increases as the period 7; decreases, which is quite intu-
itive. The optimal solution for this problem can be obtained us-
ing Branch-and-Bound methods, especially when the problem
size is small. Given that the time complexity of branch-and-
bound methods is as high as that of exhaustive search in the
worst case (i.e., O(T; maz")), however, here we also turn to
pursue a more efficient approximation algorithm for problems
of larger sizes. The basic idea is to transform the problem by
replacing the discrete variable 7; with real number ¢;, then
solve the new problem using convex optimization technique.
We first transform the problem as

hg?;(lmize Z U )
subject to:
X;
— <1 10
t; STimaasv t=1,...,n. (1)

For ease of mathematical derivation, replace - 7, above with
fi,» where f; is the sensing frequency. Then the optimlzation
problem can be rewritten as:

M i) 12
jlzX_llef: E:IU (f), (12)
subject to:
doOXifi <1, (13)
i=1

fi,min S fi7

1

i=1,.. (14)

7n’

where f; pin = T is the lower bound of the sensing
frequency. By transformmg E.q. (10) into E.q. (13), we per-
form derivation over f; rather than ¢; when apply the KKT

conditions.

Introducmg Lagrange multipliers A\ for the inequality con-
straints » . X, f; <1, and \; for the inequality constraints
fimin < fi, 1t follows that

n

ZU F) =2 _(Xafi = 1))-

i=1

f17' 7f’ﬂ

n

> i fismin —

=1
Then the KKT conditions can be obtained as

fi))-

vfI(fh afn):(]
ZX f;i —1<0,
fzmzn fl§07 1=1,..,mn,
/\(Z Xifi—1)=0,
i=1
Az(fz,mzn_fz)zov Z:]-w , 1,
A >0,
/\iZO, i:1,...,n

The first condition can be further expanded into n equations:

Ol atn) rUi() =X+ A
e a5 U2(f2) = AX2 + X
VA(f1, o fn) = ! = : = 0.
Dt - Us(fn) = AX0 + An
For simplicity, rewrite the above equations as
dft Ul(f)) - 2X;+ X =0, i=1,..,n, (15a)
ZXiff, -1<0, (15b)
i=1
fi,min - f’i < 07 1= 1a w10, (15C)
A Xifi—1) = (15d)
i=1
Al(fl,mlnifl) :07 1= 1;"'377'7 (156)
A >0, (15%)
N >0, i=1,..,n. (15g)
(f1)+ i

Rewrite E.q. (15a) as A = i . Since the utility func-
tion U;(f;) is monotonically i 1ncreasmg with f;, -2 a7 U(fi) > 0.
In addition, X; > 0 and A; > 0, thus A > 0 Then, E.q.
(15d) implies that Z:’L:l X;fi = 1. In this case, the problem
becomes:

Max1mize ZU fi)s (16)
fii=1 1=1
subject to:
doXifi=1, (17)
i=1
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f i,min S f 79
Thus, the problem to be addressed contains only the equality
and lower bound constraints. For many simple utility func-
tions, closed form solutions can be obtained; in general, a set
of optimal periods ¢; o pr can be obtained in time O(nlogn)
by using the OPT-L algorithm [16]. Then we can approximate
the optimal period T; opr by taking ceiling on fi,;pT for
1 <4 < n, that is, letting T; opr = Irfi,()PTW.
Algorithm 3 summarizes our approach to selecting the
packet generation periods.

i=1,..,n. (18)

Algorithm 3 Selection of packet generation period
1: if problem size is small (e.g., n < 30)
2: Use branch-and-bound method to solve (6)-(8).
3: else
4: Use the OPT-L algorithm [16] to solve (16)-(18);
5: Tiopr = [+——],1<i<n.

fi,OPT

V. SIMULATION EXPERIMENT

The proposed admission control and scheduling algorithm
are denoted as prob-QoS. In this section, the performance for
prob-QoS is evaluated via Matlab simulation. We first discuss
the simulation methodology and then show the results.

A. Simulation methodology

« Packet loss model. The packet reception is modeled with
Bernoulli trials, i.e., a transmission will succeed with
probability p, where 0 < p < 1.

o Performance metrics. Regarding the performance met-
rics, QoS satisfaction ratio and idleness ratio are used.
First, QoS satisfaction ratio is the ratio that the required
per-packet QoS is guaranteed. It is the primary goal of
this work. Second, since the number of time slots needed
X; 1is estimated based on the channel statistics, it is
possible that a slot assigned to a link at certain time is
not used since it has already successfully delivered the
packet. In this case, the remaining slots reserved for this
link will be idle. The idleness ratio is the ratio between
the idle slots and the total slots reserved. In the premise
of QoS satisfaction, a smaller idleness ratio is favored
since it implies higher channel utilization.

« Application settings. For reflecting the mission-critical
scenarios, consider the cases when the application re-
quirement P; for each link is set to 90%, 95%, or 99%
respectively. To understand the impact of link reliability
pi, experiments with varying p; are also performed. The
number of links n is 16, period T and deadline D are
100 time slots. This setting is to ensure there is feasible
solution for the admission test.

« Baseline algorithm. To evaluate the per-packet real-time
guarantee, the proposed scheme is compared with the
state-of-the-art debt-based algorithm [5]. The debt of a
client ¢ at time ¢ is defined as the number of time slots
needed by ¢ minus the actual number of time slots it has
transmitted by ¢. At each time slot, the AP schedules the
client with largest debt.

B. Simulation results

Figure 4 compares the QoS satisfaction ratios of prob-QoS
and debt-based algorithm when the link reliability p = 0.6. As
shown in the figure, prob-QoS can always guarantee per-packet
QoS for all requirements, while the debt-based algorithm fails
all cases. The reason is because prob-QoS reserves enough
resource for each packet by R3 mapping and admission test,
while the debt-based algorithm only focuses on long-term
average performance and ignores short-term fluctuations
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Fig. 4. QoS satisfaction ratio: prob-QoS vs debt-based algorithm with

different application requirements
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Fig. 5. QoS satisfaction ratio: prob-QoS vs debt-based algorithm with
different link reliability

Figure 5 evaluates the QoS satisfaction ratio by fixing the
application requirement to 99% and varying the link reliability.
As shown in the figure, prob-QoS always ensures 99% QoS
satisfaction ratio while the debt-based algorithm fails to.

For the idleness ratio, similar experiments are conducted.
Figure 6 shows the case when the link reliability is 0.6 for
both algorithms. As shown in the figure, prob-QoS has a larger
idleness ratio than the debt-based algorithm. This is because
the primary design objective of prob-QoS is to ensure per-
packet real-time QoS. By Definition 1, such per-packet QoS
must be satisfied for a randomly picked packet in an arbitrarily
long execution history. Mission-critical applications require
predictable behaviors under all possible circumstances, thus
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the conservativeness of reservation is the cost that needs to
be taken, otherwise the required QoS cannot be met. Figure 7
shows similar results when the application requirement is set
to 99% and link reliability varies. In Section VI-A, the inherent
tradeoff between throughput and real-time guarantees will be
discussed in detail.
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Fig. 6. Idleness ratio: prob-QoS vs debt-based algorithm with different

application requirements
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Fig. 7. Idleness ratio: prob-QoS vs debt-based algorithm with different link
reliability

VI. EXTENSIONS

The previous sections have focused on centralized schemes
to ensure per-packet real-time communication guarantees in
single-channel settings. In this section, we discuss the im-
pact of the timescale of real-time communication guarantees
on system throughput, how to leverage multiple wireless
channels, how to address the impact of control signaling
unreliability, and how to implement the proposed algorithms
in a distributed manner.

A. Impact of timescales of real-time communication guarantee

Targeting applications such as industrial control and aug-
mented reality which are sensitive to the delay and loss of
every packet (or every few consecutive packets), the studies in

this paper have mainly focused on how to ensure probabilistic
short-term, per-packet communication delay bound. Existing
studies such as those by Hou et al. [5], [6], on the other
hand, have focused on how to ensure a certain long-term,
asymptotic average ratio of packets that are delivered before
deadlines, instead of ensuring probabilistic real-time delivery
of each packet. Therefore, a question worth asking is how
the timescales (e.g., short-term vs. long-term) of real-time
communication guarantees impact network behavior such as
throughput and per-packet delivery reliability.

To answer the above question, here we examine the question
of how to schedule the transmissions of packets so that, for
each link 4, out of every “window” of K; consecutive packets,
the probability P;(m;,p;, K;,r;) for r; fraction of the K;
packets to be delivered before deadlines is no less than g;.
In this case, K is the “timescale of real-time communication
guarantee”, and here we intend to understand the impact of
K; on network behavior such as throughput. To facilitate the
analysis, we assume that, for each link ¢, each period has
T; time slots, and, as before, the per-transmission reliability
along link ¢ is p,. Figure 8 shows the setup for the analysis.

[—] period

[0 time slot

timescale K;

1 1 1 1. I

N

per-packet reliability P,(m;)
per-transmission reliability p;

Fig. 8. Timescale analysis

(Note that, as special cases of the analytical setup, the problem
considered in the previous sections of this paper is such that
K;=1,r;,=1, and q; = P;, and the problems considered by
Hou et al. [5], [6] are such that K; = 00.)

Given that, with techniques such as power control, the
per-transmission reliability can be controlled to be i.i.d.,
the number of transmission opportunities reserved for each
packet is assumed to be the same and denoted by m,. That
is, each packet is transmitted until success or up to m;
times in each period, and 1 < m; < T;. Let Pi(m;) =
Prob{Per-packet delivery success}, then

P;(m;) = Prob{A packet delivered within m, transmissions}
=1 — Prob{Fail all m; transmissions}
=1-1=p)d —pi)..(1 —pi)

mg

=1—(1—p)™.

19)

Let P;(m;, p;, K;,r;) be the probability that the real-time
delivery ratio along link ¢ is at least r; for every K; consecutive
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packets, then

P; (s, pi, Ko, 77)
= Prob{At least [K;r;| packets out of every K, packets
are delivered before deadlines}
= Z?:[ Kry] PTOD { K| packets out of every K; packets
' are delivered before deadlines}
= Ytz (R - Polma)® - (1= Py(my)) e,
(20)
Given that P;(m;) and P;(m;, p;, K;, ;) are non-decreasing
with m;, the transmission scheduling scheme should be such
that the minimum number of transmission opportunities are
reserved for each packet to ensure that P; (m;, p;, Ki, ;) > qi,
if possible. When p; and T; are relative small while r; and g;
are large, it may be infeasible to ensure P;(m;, p;, K, 7;) > g
even with m; = T, and the problem is infeasible in this case.
For understanding the impact of the timescales of real-time
communication guarantee, it is enough for the analysis in this
section to focus on cases where the problem is feasible. With
this assumption, the transmission scheduling scheme reserves

*

m}(K;,pi,ri,q;) number of transmission opportunities for

each packet, with m; specified as follows:

mj (K, pi, i, qi) = argmin Ps(my, pi, K, 75) > q;. (21)

mg
It is difficult to derive the close-form, analytical solution for
computing m; (K, p;, 7, ¢;), but, given that P;(m, p;, K, r;)
is non-decreasing with m;, m; (K, p;, r;,¢;) can be found by
numerically searching from 1, 2, ... until the first m; such

that P; (m, pi, K, i) > qs.
To understand the impact of the timescales of real-time
communication guarantee (i.e., K;), Figures 9 and 10 show

Fig. 9. An example showing the relation between K; and m;, where r; =
0.9, g¢; = 0.9999, and T; = 100.

the impact of K; on m; for different parameter configurations.
The figures show that the overall trend is such that m}
decreases as K; increases, even though there exist transient
perturbations (i.e., m; increases with K;) embedded into
the overall trend. The overall trend is clearer when the per-
transmission reliability p; is lower, and m] becomes less
sensitive to K; as the per-transmission reliability p; increases.

Given that the supportable network throughput increases with

30 -

20 M

Fig. 10. An example showing the relation between K; and m}, where r; =
0.99, ¢; = 0.9999, and T; = 100.

decreasing m;, the observations show that, when the per-
transmission reliability is low (e.g., 0.1), the supportable
network throughput increases in a non-negligible manner with
increasing f;. On the other hand, as the per-transmission reli-
ability increases, the supportable network throughput becomes
less sensitive to K. (Similar phenomena have been observed
for other parameter configurations, but details are omitted here
due to space constraint.)

For a given m] and p;, there exists a corresponding per-
packet success probability P;". Note that, for a given Kj, 7,
and ¢;, P is the same no matter what p; is; that is, p; impacts
the choice of m to ensure the required P;*. Figures 11 and 12
show the relation between P, and K; for the same parameter

0 500 1000 1500

K

Fig. 11. An example showing the relation between K; and P, where r; =
0.9, ¢; = 0.9999.

configurations as those for Figures 9 and 10 respectively. The
figures show that, as K; increases, P;" tends to decrease as an
overall trend (despite transient perturbations) and converges to
r; as K; goes to infinity. When Kj; is small, P tends to be
higher than r; to ensure P;(m}, p;, K;, 1) > ¢;.

B. Extension to multichannel settings

In the previous sections, single channel settings are con-
sidered. When multiple channels are available for packet
transmissions, the proposed scheme can be extended. The
multichannel wireless scheduling problem is similar to the
multiprocessor real-time scheduling, with each available chan-
nel treated as a processor.
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Fig. 12. An example showing the relation between K; and P;, where r; =
0.99, g; = 0.9999.

In multiprocessor real-time scheduling, different tasks are
assigned to different processors. At any moment in time,
there is only one active task on each processor while multiple
tasks are running in parallel on different processors. Similarly,
in multichannel wireless scheduling, transmission links are
assigned to different channels, and within each channel, one
link is scheduled to transmit at a time.

Then, by multi-core real-time scheduling theory [25], the
P-Fair scheduling algorithm [25] is the optimal, capacity-
achieving scheduling algorithm, and the real-time communi-
cation requirements of the n mutually-interfering links (see
Section III-C) can be satisfied if the following condition holds:

(22)

where p; is the work density of link ¢ as defined by (4), and m
is the number of available channels. For the usual case when
D; =T, for every link 7 (i.e., packet delivery deadline equals
packet generation interval), Condition (22) is also a necessary
condition.

C. Impact of control signaling unreliability

The presentations in this paper so far have assumed that the
delivery of control signaling packets along the downlinks from
the AP to sensors is perfectly reliable. When the downlink
reliability is less than 1, the loss of a control signal will lead
to the situation where no sensor transmits in the corresponding
time slot, which can be treated as a packet loss. To deal with
this in our framework, we just need to reflect the downlink
unreliability in the “adjusted” uplink reliability from each
sensor to AP. That is, if pgl is the downlink reliability from
the AP to sensor i, the “adjusted” uplink reliability becomes
pd % p; for link 7, and then the rest of the framework applies.

D. Distributed solution

Although a centralized network with a base station is con-
sidered in this paper, it is possible to extend the solution to a
distributed scenario. Assume an ad hoc network with multiple
sender-receiver pairs. Since the traffic pattern is deterministic
for each link (i.e., the traffic period and deadline are known),
such information can be shared among links through informa-
tion exchange before transmissions. As a consequence, each
link is aware of the packet arrival and deadline requirement of

other interfering links, and then a distributed EDF scheduler
can run at each link synchronously [26].

VII. CONCLUDING REMARKS

In this paper, a probabilistic framework for per-packet real-
time wireless communication guarantees is proposed. The
notion of real-time in this paper differs fundamentally from
existing work in the sense that it ensures in an arbitrarily
long execution history, a randomly selected packet will meet
its deadline in a user-specified probability. By R3 mapping,
the upper-layer requirement and the lower-layer link reliability
are translated into the number of transmission opportunities
needed. By optimal real-time communication scheduling as
well as admission test and traffic period optimization, the
system utilization is maximized while the schedulability is
maintained. The proposed admission test is proved to be
both sufficient and necessary. The simulation results show
that the proposed scheme can meet the probabilistic real-time
communication requirement.

For future work, we plan to integrate the proposed proba-
bilistic real-time framework with PRKS [4], where the link re-
liability is guaranteed by PRKS and the timeliness is provided
by the proposed framework in this paper. Another interesting
direction would be to consider aperiodic traffic coexisting with
real-time traffic, in which case the channel utilization can
potentially be improved by allowing the aperiodic traffic to
utilize the time slots that are left idle by the periodic, real-
time traffic. We have assumed that the per-packet transmission
status (i.e., success or failure) is independent across different
links in this work, and a future direction is to consider spatial
link correlation and diversity in real-time scheduling which
may increase system real-time capacity (i.e., amount of data
deliverable within certain deadlines). Detailed study of alter-
native link models (e.g., when the communication reliability
across a link is not i.i.d.) and distributed implementation of
the proposed scheduling algorithm is also an interesting future
direction. This study has focused on link-level scheduling, and
an interesting future extension will be to consider end-to-end
real-time guarantees which address the delay introduced by
computational tasks and multi-hop communications.
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