






integrated manner. Our testbed for evaluating cybersecurity of

rail operations leverages our past research work and is built

using C2WT [8].

In this section, we describe the core technological compo-

nents of our testbed. The majority of these components have

been previously published. Therefore, below we only provide

a brief summary of each of them and point the reader to

appropriate references.

A. Command and Control Wind Tunnel

The C2WT [8] is a novel, distributed, heterogeneous simu-

lation integration framework. It has a composable and modular

architecture. The framework provides an intuitive and extensi-

ble platform for rapidly integrating many heterogeneous sim-

ulations. Each of the integrated simulations can be executed

using a variety of special-purpose simulation tools that span

many application domains.

1) Overview: The C2WT framework provides a model-

based integration approach. In this approach, models are used

not only for the system modeling, but also for their config-

uration, parameterization, integration, and execution. Each of

the integrated simulators are represented as abstract modeling

elements and their interactions are also captured using model

relationships. The framework relies on the IEEE standard

for distributed simulations called the High-Level Architecture

(HLA) [12]. To support HLA-based distributed simulation,

we use an open source HLA implementation (a.k.a. Run-

Time Infrastructure (RTI)) called Portico [21]. The framework

automatically synthesizes the integration code according to the

models. This integration code for each integrated simulation

adapts the original simulation model to become HLA compli-

ant, which can be executed directly as a supported simulation

over the RTI.

2) Reusable Communication Network Simulation: Railway

operations are really an example of a complex cyber-physical

system (CPS) [1]. The cyber aspects of CPS (i.e., communi-

cation, control, and computation) are central to their proper

functioning. Additionally, as in CPS the physical and cyber

components are tightly inter-connected, a small change in

cyber component can cascade to large problems in the physical

components. Thus cybersecurity evaluations are central to

all CPS, such as railroad operations. However, integrating a

communication network simulator is a challenging task as it

requires one to properly work with the variety of devices,

network layers, communication protocols, application models,

etc. For this purpose, we designed a generic communication

network simulation component that can be directly used in any

CPS cybersecurity evaluation scenario. The only customization

it needs is the network topology and its routing configura-

tion. [7]

3) Cyber-Attack Library: Cyber-attacks are needed for

evaluating how the system will behave when a particular cyber-

attack is enacted on the system’s communication network. For

example, in railroad operations, a Distributed Denial of Service

(DDoS) attack on a key control server can easily disrupt the

entire operations and can potentially lead to highly damaging

consequences. In order to make it reusable, we developed a

customizable, modular cyber-attack library [7] that can be

used in any cybersecurity evaluation scenarios by simply

configuring the cyber-attacks. The configuration of different

attacks in the library require different parameter values in the

configuration. For example, a Network Filter Attack requires

one to specify the source and destination network subnets

and the full path of the network node on which the attack

is enacted. The result is that all network traffic, that has the

origin and destination address matching to that specified in

the configuration of the attack, gets filtered out, while the rest

of the network traffic continues to flow as normal. A large

library of such cyber-attacks has been developed and can be

easily used for cybersecurity evaluations.

4) COAs for Scenario-Based Experimentation: The in-

tegrated simulation, even with configured cyber-attacks for

a particular experimental scenario, still represents a static

evaluation. In order to evaluate the systems under a variety

of dynamic test scenarios (such as many different what-if

situations), we developed a language that can be used to pro-

gram such scenarios. We call it the Courses-of-Action (COA)

modeling language [7]. Each COA model, based on this lan-

guage, represents a sequence of observations and actions that

interact with the running distributed simulation. For example,

based on messages sent between certain simulators, the COA

executor can inject new information into the simulation that

can drive the simulation into a different evaluation trajectory.

Such COA models are highly useful for evaluating potential

cyber threats on CPS. For example, one can use the injection

of different cyber-attacks (from the cyber-attack library) in

different COA models and test them against different security

mechanisms. This is sometimes also referred to as cyber-

gaming in the literature. The COA execution engine in our

testbed can perform full factorial of all COA combinations

that the user models and packages into different COA-Groups.

B. Train Simulators

In our testbed, we had previously integrated a train simulator

called TrainDirector [23] and published our work on railroad

operations [3]. In our current work, we use Simulation of

Urban MObility (SUMO) [26] for simulating trains. We have

developed an integration adapter for SUMO previously in

order to make it HLA-compliant [6]. We use SUMO’s Traffic

Control Interface (TraCI) for interacting with the SUMO

process running in parallel and controlling its scheduler for

synchronizing the simulation with the rest of the simulators.

C. HIL Testbed

From our past experience, we realized that many attacks and

physical phenomena are not easily suited to simulations. For

example, an attack that changes system behavior after a certain

sequence of characters are pressed on the keyboard is better

deployed directly on the hardware. Similarly, when a large

number of zombie network nodes are to be used in a network

simulation in order to achieve the effect of a DDoS attack, it

can be computationally highly expensive. In fact, it can be so







VII. CONCLUSION AND FUTURE WORK

Railway represents a critical infrastructure that we rely on

for our transportation needs. It is crucial that the railroad

operations continue safely and in a resilient manner in the

presence of cyber-attacks. However, railway operations are

highly complex as they involve not only a tight interaction

of physical and computational components, but also human

operators and controllers. Ensuring cybersecurity of these op-

erations thus becomes highly challenging. A large number of

experimental analyses are needed for evaluating the designed

security mechanisms and operational workflows. As this is a

rather complex problem with potentially millions of variables,

the evaluations need to be goal-driven. The key resilience

metrics against the operational goals can be evaluated under a

variety of cybersecurity scenarios. In this paper, we developed

a set of core metrics for railroad operations and presented

our distributed simulation testbed that can be used for cyber-

security evaluations of the railroad operations and measure

its operational performance by calculating these metrics for

each scenario. We also demonstrated the testbed capabilities

through an extensive case-study.

In our experiments, we used a standard coordination pro-

tocol for railway scheduling and switching control. In the

future, we plan to deploy novel security mechanisms in our

testbed and investigate algorithms that makes the railroad

operations resilient against cyber threats. Additionally, for the

train level-crossing system, the PLC is currently using its AIO

and DIO cards to interface with the sensors and actuators

(motor controller and LED array). In the future, we plan to use

the Controller Area Network (CAN) protocol for the PLC to

communicate with the sensors and actuators because a CAN

network can support a more scalable and complex crossing

system with more sensors and actuators.
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