




TABLE I
COMPARISON OF FOOTPRINT, WIRELENGTH, AND NUMBER OF DRC VIOLATIONS (VIOS) IN 2D AND MONOLITHIC 3D TECHNOLOGIES. THE PERCENT

CHANGES WITH RESPECT TO 2D VERSIONS ARE LISTED.

Operating Frequency 500 MHz 1.5 GHz

Circuit Design Style
Footprint Change Wirelength Change Footprint Change Wirelength Change DRC

(mm2) (%) (µm) (%) (mm2) (%) (µm) (%) Vios

FFT128
2D 2.54 - 12,205,011 - 2.94 - 15,201,864 - 0
3D 1.59 -37.2 9,240,148 -24.3 1.84 -37.5 11,407,021 -24.9 7

TABLE II
COMPARISON OF POWER CONSUMPTION IN 2D AND MONOLITHIC 3D TECHNOLOGIES. INT, SWI, AND LK REFER, RESPECTIVELY, TO INTERNAL,

SWITCHING (NET), AND LEAKAGE POWER.

Operating Frequency 500 MHz 1.5 GHz

Circuit Design Style
Power component (mW) Power component (mW)

INT SWI (Change) LK Total (Change) INT SWI (Change) LK Total (Change)

FFT128
2D 2,365 924.8 (-) 119.5 3,510 (-) 7,891 2,859 (-) 144.9 10,895 (-)
3D 2,309 726.0 (-21.50%) 118.8 3,154 (-10.14%) 6,863 2,309 (-19.24%) 145.9 9,318 (-14.47%)

TABLE III
COMPARISON OF TIMING CHARACTERISTICS IN 2D AND MONOLITHIC 3D TECHNOLOGIES. WS, WNS, AND TNS REFER, RESPECTIVELY, TO WORST

SLACK, WORST NEGATIVE SLACK, AND TOTAL NEGATIVE SLACK.

Operating Frequency 500 MHz 1.5 GHz

Circuit Design Style WS (ns) WNS (ns) TNS (ns) Number of Violations

FFT128
2D 0.21 -0.104 -516.100 8,097
3D 0.23 -0.091 -302.582 6,221

constraint, however, 3D FFT core exhibits DRC violations

(indication of routing congestion) due to denser layout as

compared to 2D technology. The reduction in the overall

wirelength is approximately 24%.

2) Power Characteristics: The power consumption of 2D

and monolithic 3D FFT is compared in Table II. All of the

three components of power consumption (internal, switching,

and leakage) are provided. Internal power is consumed due

to the intra-cell device and interconnect capacitances and

short-circuit current during the switching activity of a cell.

Switching power is consumed by the inter-cell interconnect

(net) capacitances. Due to considerable reduction in overall

wirelength in monolithic 3D designs, the switching power is

reduced by 21.5% at 500 MHz and 19.2% at 1.5 GHz.

3) Timing Characteristics: The timing characteristics of

the 2D and monolithic 3D FFT are compared in Table III

where the worst slack (WS), worst negative slack (WNS), total

negative slack (TNS), and number of timing violations are

listed at both 500 MHz (with no timing violations) and 1.5

GHz (with timing violations). There is timing improvement in

the 3D FFT design due to both area and wirelength decrease

in the proposed 3D library. Specifically, the WNS decreases

by 13 ps, and there are 1876 less timing violations which

decreases TNS by 213 ns at 1.5 GHz.

III. APPLICATION TO HARDWARE SECURITY

A. Circuit Camouflaging

Circuit camouflaging is a method to obfuscate logic function

by making subtle changes to the physical layout of standard

cells [4], [5]. The primary goal of camouflaging is to disguise

the circuit against a reverse engineer who utilizes SEM pic-

tures to recover the original chip design. For example, from

the SEM image analysis, a camouflaged logic cell appears

to be a 2-input NAND gate. In practice, however, that cell

can be a 2-input NOR gate. This wrong perception can be

achieved by small changes on metal contacts and vias. Thus,

an attacker cannot entirely rely on SEM image analysis to

successfully extract the correct circuit netlist. Since reverse

engineers cannot partially etch a layer [16], circuit camouflag-

ing with dummy contacts/vias has become an effective method

to obscure the original circuit. Camouflaging, however, incurs

significant area, power, and delay overhead, particularly when

the camouflaged number of cells increases [5].

B. Camouflaged Cells in 2D and Monolithic 3D Technologies

Two camouflaged standard cell libraries are developed. The

first one is for conventional 2D technology whereas the second

one is for monolithic 3D technology with inter-tier vias [6].

Both libraries contain 12 cells, as listed in Table IV. Of these

TABLE IV
LIST OF STANDARD CELLS IN THE CAMOUFLAGED 2D AND MONOLITHIC

3D LIBRARIES.

Regular Standard Cells Camouflaged Standard Cells

INVX1 INVX2 NAND2X1 & NOR2X1

CLKBUF1 CLKBUF2 AND2X1 & OR2X1

DFFPOSX1 FILL XNOR2X1 & XOR2X1

cells, NAND, NOR, AND, OR, XOR, and XNOR are camou-

flaged. For example, NAND and NOR cells are designed to

look identical where the actual function depends upon the real








