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ABSTRACT

Cross-technology Communication (CTC) is a key technique
to explore the full capacity of heterogeneous wireless. The
latest CTC designs explore the PHY-layer to reach the stan-
dards’ maximum rate, but leaving a critical gap to practicality
- existing PHY-layer CTCs are commonly transmitter-side
techniques requiring a high-end transmitter (with a high
degree of freedom in signal manipulation) to emulate the
receiver signal closely. This inherently limits the reverse di-
rection (low-end to high-end) communication. We present
XBee, a unique receiver-side CTC that fills in the gap and
makes a critical step towards achieving CTC bidirectionality.
XBee is demonstrated as a ZigBee to BLE communication,
where the key innovation lies in the unique mechanism of
cross-technology decoding, or cross-decoding in short, which
interprets a ZigBee frame only by carefully observing the
bit patterns obtained at the BLE receiver. Technically, XBee
counterintuitively explores the sampling offset to overcome
the intrinsic challenge due to BLE’s narrower bandwidth
(1MHz) than ZigBee (2MHz). Extensive implementation and
evaluation on USRP and commodity devices reaches 250 kbps
under 85% reliability, a 15,000x improvement over state-of-
the-art ZigBee to BLE communication, and comparable with
the latest PHY-layer CTCs to achieve CTC bidirectionality.
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1 INTRODUCTION

Over the last decade, we have witnessed the explosive growth
of wireless technologies in diversity (e.g., WiFi, ZigBee, and
Bluetooth) as well as in density, to satisfy various commu-
nication and service requirements under different environ-
ments. With the upcoming Internet of Things (IoT) area, the
body of wireless devices is anticipated to reach 20 billion by
the year 2020 [15].

Under the highly diversified and dense wireless habitat,
the connectivity between specialized heterogeneous wire-
less technologies offers a great opportunity for advanced
services [25]. To this end, researchers recently propose cross-
technology communication (CTC) technique which enables
direct connection between heterogeneities only using com-
modity devices. In the literature, existing CTC works can be
categorized as packet-level CTC and PHY-layer CTC - Initial
CTC solutions are restricted by the coarse-grained packet-
level information and thus their throughputs are restricted
to a few tens of bps. More recently, researchers take advan-
tage of the PHY-layer information and propose PHY-layer
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transmitter-side CTC with signal emulation. More specifi-
cally, by manipulating the payload of a packet in the soft-
ware [22, 26], a wireless transmitter (e.g., WiFi or Bluetooth)
is able to generate a receiver (e.g., ZigBee) compliant packet.
Works in this category yield vastly increased rate reaching
the limits defined by the standards.

Despite the significant improvement in the data rate and
thus practicality, we note that transmitter-side CTC with sig-
nal emulation is applicable mainly for when the transmitter
is a high-end platform (e.g., WiFi — ZigBee in [26]). This is
because powerful radios support sophisticated modulations
offering higher degrees of freedom in waveform control with
greater capability in signal emulation. However, due to the
asymmetric nature of CTC in terms of the transmitter and
receiver, the reverse communication, i.e., from a low-end
transmitter to a high-end receiver, is limited. This calls for
a new fundamental technique that effectively enables the
PHY-layer CTC in the case of low-end transmitter incapable
of signal emulation due to the radio or computational limits.

In this paper, we propose the first receiver-side CTC, which
aims at moving the complexity to the receiver side, as op-
posed to the transmitter-side CTC with signal emulation.
This is inspired by the observation that the bit stream yield by
any native demodulator reflects some universal and intrinsic
properties of the waveform in the air, such as the amplitude,
frequency, or phase. In addition, different modulation tech-
niques are intrinsically related. For example, the frequency-
shift keying and phase shift keying are tied because the
frequency is the time derivative of phase [4]. Therefore a
frequency-shift keying demodulator is able to cross-decode
phase-shift keying signal with an upper layer interpreter to
recover the phase information from the demodulated bits,
which indicates frequency shifts. Specifically, this work pro-
poses XBee, a receiver-side CTC at Bluetooth Low Energy
(BLE) for cross-decoding ZigBee packets. At the transmitter
side, native ZigBee packets equivalent to homogeneous com-
munication are sent; At the receiver side, the BLE receiver
is able to cross-decode every ZigBee symbols upon the bits
yielding by the native BLE demodulator. This is particularly
challenging to achieve on commercial platforms, which hide
physical layer signal via abstraction. Through the adoption
of cross-decoding, XBee first achieves PHY-layer CTC from
a low-end device to a high-end device. Its data rate is 15,000x
higher than the existing packet-level ZigBee to BLE CTCs,
and comparable with the state-of-the-art PHY-layer CTCs
through signal emulation, enabling CTC bidirectionality. The
technical contribution of XBee can be summarized as:

e We design and implement XBee, a PHY-layer CTC
uniquely based on cross-decoding at the receiver side.
This is achieved solely by a careful examination of the
bit patterns which are observable on commercial BLE

devices, which enables XBee to operate without any
hardware or firmware modification. Most importantly,
the transmitter side stays the same as in homogeneous
communication.

e Interestingly, XBee explores the opportunity within the
sampling offset, to overcome the intrinsic uncertainty
in cross-decoding. This is counterintuitive as sampling
offset is detrimental to decoding, and is compensated in
normal communication. XBee also features link layer
designs including scheduling protocol that ensures
compatibility with the BLE standard as well as non-
disruptiveness to other devices in the BLE network.

e We implement XBee for extensive evaluations on its
rate, reliability under various environment and param-
eter setting. Our experiment results have shown that
XBee can achieve 250kbps with 85% accuracy, increas-
ing the data rate of the existing packet-level CTCs by
15,000x, and comparable to the state-of-the-art PHY-
layer CTCs.

2 MOTIVATION

Spectrum sharing is becoming even more prevalent with the
explosively growing body of wireless devices and standards,
as well as expanding open spectrum - from traditional 5GHz,
2.4GHz, and 900MHz bands to 600MHz, TV spectrum, and
7GHz high-frequency which turned unlicensed recently be-
tween 2014-2016 [12—-14]. Spectrum crowded with diverse
wireless technologies with incompatible physical layers in-
evitably leads to cross-technology interference (CTI), which
becomes one of the root causes of network performance
degradation.

To this end, connectivity among heterogeneous technolo-
gies is critical to alleviate CTI and, at the same time, explore
the potential of cross-technology collaboration. In other
words, to draw the full capability of wireless-rich IoT. Re-
cently, researchers propose the cross-technology communi-
cation (CTC) aiming at building the direct communication
among heterogeneous wireless technologies. Existing CTC
works can be categorized as packet-level CTC and the PHY-
layer CTC. Packet-level CTC works have intrinsic limitations,
while within PHY-layer CTC, all existing works are based
on transmitter-side signal emulation.

e Limitations of Packet-Level CTC. Earlier set of CTC
designs use packet level information, such as the packet
duration [5, 37], beacon interval [25], data traffic pattern [10,
21, 34], and energy amplitude [18] to convey messages across
technologies. Such approaches, due to the coarse packet-
level granularity, have intrinsic limitations in the data rate
confined to a few tens bps at the highest.



e Limitations of Existing PHY-layer CTC. To overcome
these limits, the latest CTC designs [22, 26] utilize fine-
grained physical layer information for high-speed CTC that
approach the maximum rate defined by the standard. Tech-
nically, PHY-layer CTC introduced until now are based on
transmitter-side signal emulation, where the transmitter ap-
proximates the target waveform by exploring the signal de-
gree of freedom offered by the transmitter’s modulator. For
example in [26], a WiFi to ZigBee PHY-layer CTC is pro-
posed. The WiFi transmitter carefully selects payload where
the corresponding OFMD QAM constellation points approxi-
mate that of the ZigBee’s OQPSK signal so that the emulated
signal can be demodulated by the ZigBee receiver with its
native demodulator.

Despite PHY-layer CTC’s significant advancement in the
data rate, the technique of signal emulation — which the
current PHY-layer CTC designs are commonly dependent
upon — applicable only for a higher-end transmitter to a
lower-end receiver scenario. This is because sophisticated
radios in higher-end systems offer higher degrees of freedom
in modulation. In other words, they support assembling (i.e.,
modulating) complicated signals (e.g.., OFDM QAM in WiFi),
and therefore are more capable of emulating simpler signals
desired at lower-end receivers (e.g., OQPSK in ZigBee). Due
to this technical reason and the asymmetric nature of CTC,
PHY-layer CTC in reverse direction, from a lower-end trans-
mitter to a higher-end receiver, is difficult to achieve through
the known technique (i.e., signal emulation) and remains an
open issue.

e The Need for Receiver-Side Cross-decoding. This work
is motivated by the fundamental but missing piece — enabling
PHY-layer CTC from lower-end transmitted to higher-end
receiver — which is the key technique to achieve bidirec-
tional communication in PHY-layer CTC. This is achieved
by enabling cross-decoding of the native transmitter packet
at the receiver. For example, a commercial BLE device (re-
ceiver) runs a mechanism that interprets the message within
an unmodified ZigBee (transmitter) packet. In other words,
cross-decoding is pushing the complexity to the receiver side
(conversely to the signal emulation) which is the higher-end.
Along with the previous designs, this is the key to accom-
plishing PHY-layer CTC in all directions; thus bringing true
ubiquitous connectivity among heterogeneous wireless sys-
tems and further, enabling cross-technology channel negoti-
ations and advanced collaborations in practice.

To make our description specific, in the paper, we focus on
the cross-decoding of ZigBee packets at a BLE receiver, which
is a missing piece left by existing transmitter-side signal
emulation [22]. The CTC between ZigBee and Bluetooth,
the two most popular technologies in IoT will trigger a lot
of interesting applications as illustrated in Fig. 1, such as
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Figure 1: IoT applications with the cooperation of het-
erogeneous wireless technologies.

(a) In the gym, workout equipment attached with ZigBee
radio can communicate with the wearable Bluetooth devices
to make customized workout plan; (b) In the smart home,
smart devices with ZigBee radio are able to associate to
the Bluetooth speaker to play essential messages; (c) In the
factory, ZigBee sensors can notify a Bluetooth camera to
monitor the pipeline when abnormal events are detected;
(d) In the indoor navigation, the ZigBee landmarks can help
smartphones achieve fine-grained navigation.
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Figure 2: XBee overview: ZigBee payload embeds re-
ceiver ID that is captured as the access address at the
BLE receiver. The following part of the ZigBee payload
is cross-decoded by the BLE for CTC message.



3 XBEE IN A NUTSHELL

e Overview. XBee is a PHY-layer CTC supporting CTC mes-
sage from ZigBee to BLE with receiver-side cross-decoding,.
By pushing the complexity to the receiver side, i.e., the BLE
side, XBee supports transmitting CTC messages in native
ZigBee symbols. The BLE receiver simply demodulates all
the input ZigBee signal into BLE bits. Then a cross-decoding
module will interpret the demodulated bits into original Zig-
Bee symbols to recover the CTC message. To trigger the
cross-decoding as well as specify the receiver, a specific Zig-
Bee symbol sequence is chosen to work as a BLE receiver ID,
as illustrated in Fig. 2, which will match a manipulated BLE
access address at the receiver side.

e Unique features XBee is the first PHY-layer CTC based
on receiver-side cross-decoding. By pushing the complexity
to the receiver, it covers the essential but missing piece left by
the state-of-the-art PHY-layer CTC based on transmitter-side
signal emulation, paving the way to accomplish PHY-layer
CTC in all directions. In addition, XBee is friendly to the
transmitter, for the messages are in native ZigBee symbols.
Finally, XBee needs no hardware or firmware modification
at either the transmitter or receiver, making it easy to deploy
onto millions of existing ZigBee and BLE devices.
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Figure 3: ZigBee as the transmitter.

4 XBEE DESIGN
This section presents the details and insights of XBee.

4.1 Background

To provide the necessary technical backgound, we first dis-
cuss the designs of ZigBee transmitter and the BLE receiver
and how they operate.

Symbol (4 bits) Chip Sequence (32 bits)
0x0 11011001110000110101001000101110
0x1 11101101100111000011010100100010
O0xF 11001001011000000111011110111000

Table 1: Symbol-to-chip mapping as defined in the Zig-
Bee (802.15.4) standard

o ZigBee Transmitter ZigBee adopts direct sequence spread
spectrum (DSSS) and offset quadrature phase-shift keying
(OQPSK) in its modulation. In Fig. 3, we illustrate the whole
procedure from a ZigBee symbol to the transmitted I/Q sig-
nal in the air from step (i) to (v). A ZigBee symbol is the
minimum unit of a ZigBee frame. Each ZigBee symbol con-
tains 4-bit information, i.e., from symbol ‘0x0’ to symbol
‘0xF’. In the PHY layer, a ZigBee symbol first goes through
DSSS, where each ZigBee symbol will be extended to 32 chips
according to the symbol-chip mapping table, i.e., Table 1, in
the IEEE 802.15.4 standard, as illustrated in step (i). Then
the 32 chips will go through the OQPSK modulation, where
the odd chips are allocated to the in-phase and the even
chips are allocated to the quadrature. Both the in-phase and
quadrature chip sequences will go through a half-sine pulse
shaping module, as illustrated in step (ii) and (iii), to shape
the chips to a sinusoidal wave. What unique in OQPSK is
that the quadrature chip sequence will further have a half-
chip delay, as illustrated in step (iv). Finally, the in-phase and
quadrature signals are merged and transmitted to the air.

Half chip One chip
offset duration

Signal i 1 ¢ 1V 1N Quadrature
0 1 2 3 4 Time (us)
Constellation &' — @ ——

Phase Shift > Time (us)

Figure 4: Time-domain signal and phase shift of Zig-
Bee symbol ‘1’

The transmitted ZigBee signal shows particular property
in the constellation. In Fig. 4, the time-domain signal of the
first 8 chips of ZigBee symbol ‘1’ is plotted. Each ZigBee chip
lasts 1us. In the constellation, the change in phase between
consecutive samples, referred to as the phase shift, is calcu-
lated. Due to the half-chip offset in OQPSK, the phase shifts
will only take two values, % or —7, representing positive or
negative phase shifts.

ziggee L ADC —(—'L)Q%‘;”SS—Q()> Zs(n) x s*(n = 1)
Symbols s(n)=1(n)+jQ(n
v (a) / (b)
Phase Shift | = _ BLE bits Cross- Decoded
Apel I I T 0,0,1,1 decoding ~ zigBee Symbols
=7,"7: 2,7 (c) (d)

Figure 5: BLE as the receiver.



e BLE receiver In the PHY layer, BLE adopts the Gaussian
Frequency Shift Keying (GFSK), where each BLE bit indicates
either a positive or a negative frequency shift. As illustrated
in Fig. 5, at the demodulator, BLE adopts the quadrature de-
modulator to detect frequency shifts through the phase shifts
I[1]. More specifically, a BLE receiver first samples the chan-
nel, i.e., gets the complex I/Q samples s(n) = I(n) + jQ(n),
in step (a) and feeds to its demodulator. The demodulator
calculates the change in phase, i.e., the phase shifts, between
consecutive I/Q samples to figure out the signal frequency
shift. More specifically, the BLE demodulator uses the for-
mula arctan(s(n) Xs*(n—1)), where s*(n—1) is the conjugate
of s(n — 1) in step (b). In step (c), the phase shifts are quan-
tized to be BLE bit 0 or 1 according to the sign of phase shifts
to be negative or positive. Finally, the cross-decoding block,
illustrated in step (d), interprets the BLE bits yielding from
the native demodulator to ZigBee symbols. Since each BLE
bit lasts 1us, while each ZigBee symbol lasts 16us, 16 BLE
bits are interpreted as one ZigBee symbol.

4.2 Opportunities and Challenges

Cross-decoding is feasible due to the following two technical
insights. First, the phase shift is the intrinsic feature of phase
modulated signal such as ZigBee signal and is also used at
the BLE receiver to figure out signal frequency shift. Second,
at the BLE receiver, the phase shifts are quantized so that
only the sign (+/-) of the phase shifts matters, which brings
a lot of freedom in cross-decoding.

However, the challenges come from the fact that the BLE
bandwidth is 1IMHz, only half that of ZigBee. The low band-
width is corresponding to the low sample rate, or equiva-
lently the larger sample interval according to the Nyquist
theorem. As a result, BLE receiver is not able to get full Zig-
Bee symbol information from sampling. Later on, we will
see this makes one ZigBee symbol corresponds to multiple
possible BLE bit sequences at the BLE receiver. How to figure
out and deal with the uncertainty are challenging issues in
cross-decoding.

4.3 Cross-decoding

XBee’s core technique of cross-decoding interprets ZigBee
packet only from the bit patterns obtained at the BLE receiver,
making the design fully compatible with commercial devices.
To achieve this, we first offer insights on BLE output bits
when it is fed with different ZigBee signals, which can be
inversely applied to derive ZigBee chips (and thus symbols)
- i.e., cross-decoding. The limited bandwidth of BLE (1MHz)

! Note that frequency is the derivative of phase, so a frequency shift keying
s(t) = Acos(27(f £ Af)t) is equivalent to a phase shift keying of s(¢) =
Acos(2zft + ®(t)), where ®(¢) = 2 Af't.

compared to ZigBee (2MHz) makes BLE bits only partially
reflect ZigBee signal.

1/Q Samples
(8 ZigBee Chips)

Y L RN
RF End ‘w \)4

1ues

L Jus 1ues 1ues
RGEL =~ = o

Two-chips Pieces Phase Shifts BLE Bits

Figure 6: BLE receiver yields a bit for every 1us corre-
sponding to two ZigBee chips.

We illustrate cross-decoding with a walk-through example
in Fig. 6 with 8 ZigBee chips lasting 4us. At the BLE receiver,
ZigBee chips are first cut into four 1us pieces. We refer to
each piece as the two-chip piece for its containing the phase
shift information of two ZigBee chips. A two-chip piece will
finally be demodulated as a single BLE bit ‘1’ or ‘0’ according
to the accumulated phase shift.

lus

mee | I

ZigBee a : ! : 1
T, T, Tz

BLE Bit 1

Figure 7: BLE bit when phase shifts in two chips are
consistent. Phase shift of ‘++’ yields bit ‘1’ at the BLE
receiver. Likewise, ‘——’ yields ‘0’.

We now take a closer look at the demodulation of the
two-chip pieces. We first study the case when the two chips
incur consecutive two positive (++) phase shifts, as shown in
Fig. 7. In the figure, ZigBee has a 7 phase shift every 0.5us,
from T; to T, and from T, to T3. The BLE receiver, however,
with its bandwidth limited to 1MHz, samples at only T; and
Ts. The accumulated phase shift from T; to T5 is positive
(i.e., ), so BLE outputs bit ‘1’. Similarly, BLE conveys bit ‘0’
upon two chips with both negative (——) phase shifts. This
demonstrates the clear relationship between consistent two-
chip pieces and the BLE bits, which, however, does not hold
when phase shifts due to the two chips are inconsistent (i.e.,
“+-> or -+).
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Figure 8: Inconsistent phase shifts leave BLE bit unde-
termined.

e The impact of inconsistent phase shift: We illustrate
the inconsistent phase shift case, i.e., one positive and one
negative, in Fig. 8. In the figure, the phase shifts from T; to T,
and T; to T3 are different in the constellation, which makes
the overall phase shift 0 theoretically. In this case, we are not
able to determine the final BLE bit, which we refer to as the
undetermined bits. However, in a practical system, the phase
shift will not stay at 0, factors such as the unsynchronized
transmitter and receiver or the signal distortion in the air,
will break the balance and make the final phase shift prone
to either the positive or the negative side.

- -+ -+ -
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Figure 9: Phase shift distribution of all four groups of
two-chips pieces.

As a proof of concept, in Fig. 9, we use USRP BLE re-
ceiver to demodulate over 1000 random ZigBee symbols, and
outputs the phase shift of each two-chip piece before inter-
preting them into BLE bits. Then we plot the distribution of
the phase shift of the four possible groups of the ZigBee two-
chip pieces, according to the combinations of ‘+* and ‘-, i.e.,
“++°, “+-°, “-+’, and ‘- -’. From the figure we can see, almost all
the phase shifts of the ‘++” and - -* groups are positive and
negative respectively, which will be uniquely demodulated
as BLE bits ‘1’ and ‘0’ respectively. The other two groups
cannot be uniquely demodulated, because they distribute on

both the positive and negative sides. In addition, the phase
shifts of the group ‘++’ and ‘- -’ are mostly over /2 or less
than —/2, while that of the other two groups accumulate
near +7/4. That is because consistent phase shifts (i.e., ‘++’
and ‘- -’) will sum up, while inconsistent phase shifts (i.e.,
’+-” and ’-+") will cancel out each other.

T1 -At T3-At
l Tz-A[ l
|

|
T 1> T3

Figure 10: The impact of sample offset on the BLE bit
sequence.

¢ Exploring the sample offset: The actual output of unde-
termined bits largely depends on the sample offset between
the transmitter and receiver, when they are not well syn-
chronized. The sample offset may become prone to either
the left or the right of the two-chips piece boundary. Without
loss of generality, in Fig. 10, we illustrate the case when the
samples have a left offset from the boundary Ty, T, and T5 by
At. In the constellation, the unsynchronized samples extend
the duration of positive phase shifts, i.e., the red arrow from
T) — At to T, and shorten that of the negative phase shift,
i.e., the blue arrow from T, to T3 — At. So the positive phase
shift dominates and makes the two-chip piece demodulated
as BLE bit ‘1. How about the other undetermined two-chip
pieces? We do not need to analyze them one by one. Due
to the relatively stable sample interval during a short time,
i.e., within a ZigBee packet, all the samples share the same
sample offset and can be derived accordingly. The stable sam-
ple interval also greatly reduces the computation cost. For n
undetermined bits, we do not need to calculate 2" variations,
but only 2, either all the samples have a left offset or all have
a right offset.

As a proof of concept, in Fig. 11a and 11b, we illustrate
the impact on phase shift distribution given the knowledge
of sample offset. Here use the same data as in Fig. 9, but
we first separate the data based on the sample offset of a
packet to be left (Fig. 11a ) or right (Fig. 11b). We can see
the ZigBee two-chip pieces groups ‘+ - and - +’ can now be
uniquely demodulated. More specifically, the overall phase
shift is positive if a two-chip piece ‘+ -’ offset to the left and
negative if it offsets to the right. Vice versa for the - +’ case.
The results back up our finding that it is the sample offset that
affects the actual output of undetermined two-chip pieces.
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Figure 11: Distribution of the four groups of two-chips
pieces with different sample offset
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Figure 12: BLE receiver yields two different bit se-
quences for any ZigBee symbol due to right/left sam-
ple offset. The two sequences share determined bits
(gray box), where the bits are flipped for undeter-
mined bits (white box).

¢ Cross-decoding at Commodity BLE Receiver: Above
discussion showed how a ZigBee symbol may yield two
different bit sequences depending on (left or right) sample
offset at the BLE receiver. In this part of the section, we
illustrate how the original ZigBee symbols are recovered
(i-e., cross-decoded) from the two-bit sequences. We initiate
the step by step description with an example in Fig. 12; the
determined bits (from consistent phase shift) are marked
as grays boxes, where they remain the same regardless of
the left/right offset. Conversely, undetermined bits (from
inconsistent phase shift), indicated as white boxes, depends
on sample offset. In other words, the two-bit sequences yield
from left/right sample offset share the same bits in gray

boxes, where those in white boxes are flipped (0<>1). Recall
that there are 16 ZigBee symbols; since each symbol may
yield two-bit sequences at the BLE receiver, cross-decoding
turns out to be simply mapping each of the 32 possible bit
sequences to a most likely ZigBee symbol. This is formulated
as two matrices that map bit sequences to the corresponding
ZigBee symbols, where one matrix holds the mapping for
16-bit sequences under left sample offset while the other
holds those under right sample offset.

16 columns ZigBee Symbol ID 16 ZigBee Symbols
— g
¢ [First Bit Seq. &l10100... o |5 1e—]16}=4 0
O [Sec.BitSeq.| XNOR & | 16X 16 || = 3 [Sec. Ziges Symbol
z Ww|10100.. z
om

Mapping Matrix

Incoming Bits .
(Left/Right)

Matching Score

Figure 13: ZigBee symbol < BLE bit seq. mapping.

Fig. 13 illustrates the process of cross-decoding via matrix
mapping. The bit sequence output at the commercial BLE
receiver is cut into small chunks of length 16 to match the
duration of a ZigBee symbol (i.e., 16us). As the received bits
are naturally prone to error in practice, each 16 bit sequence
is compared with the ideal bit sequence corresponding to
the ZigBee symbols under left/right sample offset — in other
words, each column of the left/right mapping matrix. Specif-
ically, this is computed by XNOR between the input bit se-
quence and the ideal bit sequence, which yields the number
of bit match between the two. The ZigBee symbol that cor-
responds to the ideal bit sequence with the maximum bit
match is the result of cross-decoding. From cross-decoded
ZigBee symbols, XBee extracts the message including frame
header, payload, and FCS. We note that mapping matrices are
constant as therefore XBee computationally lightweight, en-
abling non-disruptive operation under low-end BLE devices.
Specifically, the computational cost is only O(n), where n
is the number of input bits. We measure the XBee energy
consumption in Sec. 7.5.

To summarize, XBee cross-decodes ZigBee symbols di-
rectly from the bits retrieved from a commercial BLE device.
By smartly leveraging sampling offset, an unavoidable phe-
nomenon in practice, XBee effectively recovers original Zig-
Bee symbols under very light-weight computation. That is,
surprisingly, XBee successfully receive 2MHz-wide ZigBee
signal using BLE hardware constrained to 1IMHz bandwidth.

5 HOW XBEE WORKS

In this section, we will discuss how to apply the cross-decoding
technique at the BLE receiver along with all the BLE protocol
constraints such as packet detection, data whitening, and
scheduling.



5.1 XBee Packet Detection

According to the BLE frame format, a 32-bit access address is
attached ahead of any BLE frame, which is used to identify
the BLE frame in a specific BLE connection. Its value can be
determined by the user and shared between the transmitter
and receiver in the association process.

In XBee, for each ZigBee-to-BLE connection, we assign a
unique receiver ID at the ZigBee transmitter before any CTC
message, as illustrated in Fig. 2. This receiver ID is in native
ZigBee symbol, and lasts 2-symbol long, corresponding to
32 BLE bits. At the BLE receiver side, we use the 32 BLE bit
sequence corresponding to the ‘receiver ID’ as the access
address. Then the ZigBee packet can be recognized by the
BLE receiver as a valid BLE packet and go further into the
demodulation and cross-decoding.

In addition, as we mentioned earlier, a receiver ID in Zig-
Bee symbols will correspond to two BLE bit sequences de-
pending on the sample offset. In the access address detection,
we allow bit sequences matching either access addresses due
to different sample offsets to pass. By looking at which ac-
cess address matches the receiver ID, we are able to figure
out whether there exists a left offset or right offset between
the transmitter and receiver and choose the corresponding
mapping matrix for cross-decoding.

5.2 Reverse Data Whitening

Till now, we have assumed that we have direct access to
the BLE bit stream from the native demodulator for the sim-
plicity of description. However, in real BLE platform, we
only have access to the payload bytes. Between the raw BLE
bytes and the payload bytes, for the security issue, there is
a scrambler layer, known as the data whitening. The data
whitening process in BLE is through a linear-feedback shift
register (LFSR) shown in Fig. 14. More specifically, the LFSR
circuit will output a scramble seed which is used ‘whiten’
the received bytes by doing the XOR operation with them.
The scramble seed is initialized as the channel number (i.e.,
from 0 to 39) and change iteratively after each byte through
the formula x7 + x* + 1 as shown in Fig. 14. To recover the
raw BLE bytes from the payload bytes, we need to generate
the same sequence of BLE scramble seeds and XOR them
byte by byte with the BLE payload bytes.
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Figure 14: Reverse BLE data whitening

5.3 XBee Scheduling

Two specific difference between ZigBee and BLE network are
that BLE devices need association and will do frequency hop-
ping. To break the barrier between ZigBee and BLE, we need
to design the MAC layer association and channel scheduling
methods.

We start with a brief introduction of how BLE association
and frequency hopping works. The 40 BLE channels, i.e.,
channel 0 to 39, are classified as the 3 advertising channels,
ie., 37, 38, 39, and 37 data channels. Before communication,
two BLE devices must first associate at one of the three adver-
tising channels. More specifically, one BLE device, referred to
as the BLE slave device, will keep broadcasting its availabil-
ity for connection through an advertising packet. Another
device, referred to as the BLE master device, will choose to
connect to the BLE slave device by replying ‘request connec-
tion’ message and necessary connection parameters, such as
the channel hopping increment in frequency and the hopping
interval in time. Then they will exchange packets following
the associated channel hopping schedule as illustrated in Fig.
15.

Advertising BLE Data

Channel

BLE master I I
1l

ZigBee-BLE

Channel  Overlapping Channel

1N |
¢

BLE slave

XBee
ZigBee I

ZigBee
Channel 26

Figure 15: A BLE master device communicates with a
ZigBee device while connecting to BLE slave devices.

Similarly, in XBee, the association protocol between a
ZigBee device and the BLE network is designed so that the
ZigBee device can connect to existing BLE network. A ZigBee
device will start by broadcasting its availability for connec-
tion with a specific receiver ID at ZigBee channel 26, which
is also BLE broadcasting channel 39. If the BLE master device
is willing to connect to a ZigBee device, it will listen for a spe-
cific access address corresponding to the ZigBee receiver ID,
besides the normal access address for BLE advertising pack-
ets. After receiving the request from the ZigBee device, the
BLE master device will use signal emulation technique [22]
to reply necessary connection information, such as the hop-
ping increment and hopping interval in a ZigBee compliant
frame. The ZigBee device can either choose to follow BLE’s
hopping schedule on the ZigBee-BLE overlapping channels if
it supports frequency hopping, e.g., the WirelessHart ZigBee



protocol, or stay on one overlapping channel and wait for
the arrival of the BLE device at most after 37 hops [20].

The join of a ZigBee device in the BLE network will not
disrupt normal BLE connection. That is because the sched-
ule of BLE communication is in a slotted manner. In other
words, all associated devices to a BLE master devices will be
given separate time slots, so that the BLE master device can
communicate with normal BLE devices while keeping the
connection with the ZigBee device through CTC. Thus we
have achieved a hybrid network with both ZigBee and BLE
devices working harmoniously.

6 DISCUSSION
6.1 Receiver ID Protection

Recall that the ZigBee transmitter attaches a receiver ID
ahead of any CTC message, which will be recognized as the
BLE access address. The successful detection of the receiver
ID is critical to BLE cross-decoding, because otherwise the
whole packet will be regarded as noise and discarded. To
protect the receiver ID, we simply repeat it multiple times.
For example, in Fig. 27, we repeat the receiver ID two times,
and the BLE receiver is able to identify the ZigBee packet
if it successfully detects any of the receiver IDs. The cross-
decoding will start after the last repeat of receiver ID.

XBee Frame Format

[ ID | ID | CTC Message |
-—

Repeated
Receiver ID

Figure 16: Reliable XBee with repeated receiver ID

6.2 Receiver Oversampling

In XBee, one challenge is the low bandwidth and the corre-
sponding low sample rate at the BLE receiver side. However,
we note that in commodity devices the receiver may over-
sample the channel, e.g., sample at 2MHz instead of 1MHz,
to make the system more robust. Even in that case, our argu-
ments still satisfy, because the BLE demodulator will only
yield bit stream at 1MHz no matter how fast it samples at
the PHY layer, which can not fully represent the phase shift
information in the ZigBee two-chips pieces.

7 EVALUATION

In this section, we compare the performance of XBee with the
state of the art and evaluate its performance under various
settings.

BLE (Commodity)

ZigBee (Commodity)

e% CC2530 =

Figure 17: Experiment setting for XBee
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7.1 Platform Setting

Fig. 17 demonstrates platforms for XBee evaluation. We have
implemented XBee on USRP N210 with BLE PHY, as well as
on commercial off-the-shelf (COTS) BLE CC2650 evaluation
board. We also use COTS ZigBee and BLE with CC2530 and
CC2540 boards, respectively, as transmitters. All experiments
are repeated multiple times for statistical results.

7.2 Data Rate

We first evaluate the data rate of XBee in comparison to the
standard ZigBee and state-of-the-art CTC techniques. The
study spans both packet-leve CTC designs [21, 25, 34] and
more recent PHY-layer CTCs [22, 26].
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Figure 18: XBee data rate compared with three state-
of-the-art packet level CTCs

o Versus packet-level CTC: We first compare XBee’s data
rate with three packet level CTCs, i.e., FreeBee[25], DCTC
[21], and C-Morse [34]. As shown in Fig. 18, the data rate of
FreeBee with 14bps where DCTC and C-Morse have rates of
190bps and 215bps. Such designs use coarse-grained packet-
level information (e.g., packet timing, patterns, etc.) and thus
are intrinsically limited in performance. XBee, by directly
utilizing the physical layer information, reaches significantly
higher rate. XBee on USRP and commodity chip can achieve
a data rate of 212kbps and 217kbps respectively, which out-
performs FreeBee by over 15,000%, and DCTC and C-Morse
by over three orders of magnitude. This demonstrates the
practicality of XBee over packet-level competitors.
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Figure 19: XBee data rate VS. state-of-the-art PHY-
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e Versus state-of-the-art PHY-layer CTC: The recent ad-
vances in CTC introduced PHY-layer designs based on signal
emulation, namely WEBee and BlueBee [22, 26]. Work along
this line commonly leverage the transmitter’s high degree
of freedom in signal manipulation, to generate waveform
closely follows that of the receiver technology. XBee is a
new PHY-layer CTC taking the unique approach of cross-
decoding, which, by transferring the complexity to the re-
ceiver side, enables CTC under transmitter with a limited
degree of freedom (i.e., low-end RF). We compare the per-
formance of XBee to the state-of-the-art PHY-layer CTC
designs by measuring how closely they approach the ZigBee
standard data rate of 250Kbps. Fig. 19 shows that WEBee and
BlueBee achieve 125kbps and 225kbps, respectively. XBee, by
reaching 217kbps, outperforms WEBee by 1.7X and is com-
parable to BlueBee. In contrast to XBee, BlueBee’s receiver’s
bandwidth (2MHz ZigBee) is wider than that of the sender
(1MHz BLE). BlueBee benefits from this to retrieve more
fine-grained phase information, thus reaching slightly higher
performance. The result validates that XBee, by only utiliz-
ing receiver-side technique (i.e., cross-decoding), achieves
performance similar to the state-of-the-art PHY-layer CTCs
that rely on sophisticated transmitter-side signal process-
ing. This is an indication that XBee successfully fills in the
gap towards CTC bidirectionality accompanied with known
PHY-layer CTCs, as experimentally evaluated in Sec. 7.6.

7.3 Symbol Error Rate

Here we evaluate the ZigBee symbol error rate (SER) via
cross-decoding.

In Fig. 20, we study the ZigBee SER when a 4.3dBm com-
modity ZigBee Tx is put [1m, 7m] away from a USRP BLE
receiver. We find the average SER is about 1% at 1m and
gradually increases to about 2.2% at 7m. That’s because BLE
signal is usually low in Tx power, and will quickly attenuate
in the air.
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Figure 20: SER with different distance.

7.4 Frame Reception Ratio

In this part of the section, we study the impacts of the factors
that affect the frame reception ratio (FRR) of XBee.

o Impact of Distance & Tx Power Like any other commu-
nication systems, XBee’s performance is affected by distance
and Tx power. The show their impact, FRR at the distance
range of [1m, 7m], and Tx power of [4.5dBm, —1.5d Bm]. Both
XBee implementation on USRP and commodity BLE devices
are tested for completeness.
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Figure 21: FRR with different Tx power and distance.

Fig. 21a reveals that the FRR of XBee on USRP gradually
decreases from 90% to 80% with an increase in distance and
the decrease in Tx power when the distance is within 5m. A
sharp decrease occurs at the distance of 7m, at alow Tx power
of 1dBm or lower. In Fig. 21b, XBee on the commodity device



reaches FRR over 60% when the distance is shorter than 3m.
The performance on commodity devices is worse than that
of the USRP. While the details of commodity hardware are
hidden, we believe that the performance gap is mainly due to
cheap RF components in commodity BLE with low antenna
gains and inaccurate phase detection, which is subject to
change for different hardware and vendors. With the aim
to provide stable and reproducible results, and to offer thor-
ough analysis and deep understanding, we use USRP in the
following parts of the section (unless otherwise stated).

Tx Power (dBm) | -22 | -16 | -10 | -3 | 1 | 4.5
RxRSS (dBm) | -75 | -71 | -64 | -57 | -53 | -50
Table 2: Rx RSS changes linearly with the Tx power.

To understand the relationship between the FRR and the
Rx RSS, we studied the relationship between the Tx power
and Rx RSS. In the experiment, we use the CC2530 ZigBee
device with the CC2540 BLE device. We connect the Tx and
Rx with a cable with a 30d Bm attenuator. In Table. 2, we show
the relationship between the Tx power and the Rx RSS. We
find that throughout the 30dB Tx power range, the Tx power
almost changes linearly with the Rx RSS. Combined with the
results in Fig. 21, we can tell the relationship between the
FRR and the Rx RSS.

FRR(%)

LoS Locations

Figure 22: LoS scenarios.

e LoS Locations We evaluate the FRR in various locations
within a university building, including the lobby (F1), a meet-
ing room with minimal obstacles (F2), a lab (F3), and the
hallway (F4). The distance between the ZigBee transmitter
and the XBee receiver was kept at 1m while maintaining the
line of sight (LoS). As illustrated in Fig. 22, the average FRR
in the lobby and the hallway are both over 85%, while falling
as low as 80% in the lab environment. This is because the
lab is crowded with many WiFi (e.g., laptops) and Bluetooth
(e.g., wireless mouse) devices causing strong interference.

e NLoS Locations We also study the performance of XBee
under various realistic NLoS scenarios, where the ZigBee
transmitter is sitting in a drawer, in a pocket, on the desk
covered by some paper, or obstructed by the human body.
And a USRP BLE receiver is put 1m away. We note that this
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Figure 23: NLoS scenarios.

experiment was conducted in a large meeting room with
mostly open space (F2 in Fig. 22) to factor out other channel
effects (e.g., multipath). Fig. 23 depicts the results — While
the pocket scenario shows the highest impact, FRR is kept at
a reasonable level of above 80%, which demonstrates XBee’s
reliability under various NLoS scenarios in practice.

100
90
N ]
5 — —
& 80
m —_—
T8
70
60 : : :
2440 2450 2480

Channel(MHz)

Figure 24: Interference on different channels.

e Impact of Channel XBee operates on all the overlapping
channels between ZigBee and BLE, ranging from [2410MHz,
2420MHz, ..., 2480MHz]. Among them we choose three rep-
resentative channels: one is overlapping with the WiFi chan-
nel, i.e., 2440MHz, another is the BLE advertising channel,
i.e., 2480MHz, and the third is a relative clean channel, i.e.,
2450MHz, as illustrated in Fig. 24. We compare the impact of
different sources of wireless interference, i.e., WiFi and BLE
advertising packets. From Fig. 24, we find the average FRR
of XBee on channels 2440MHz and 2450MHz are both over
85%, while the FRR on channel 2480MHz is slightly lower,
around 80%. We believe that is due to the huge amount of
BLE advertising packets on the channel 2480MHz interfering
with the cross-decoding.

e Cross-decoding Under Low Noise In this experiment,
we factor out the effect of the wireless channel to provide
insights into the performance limits of cross-decoding. To
do completely remove wireless noise, we connect the ZigBee
transmitter and the USRP XBee receiver through a cable.
We also measure low noise scenario over the air, by putting
the transmitter and the receiver pair side by side. Fig. 25
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demonstrates that, in both cases, FRR was kept similar at
85%, which is effectively the maximum performance of XBee
under the ideal channel.
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Figure 26: FRR under varying frame durations.

e Impact of Packet Duration Compared to BLE 4.0 stan-
dard which restricts payload size to be 33 bytes at maximum,
the newly introduced BLE 4.2 allows a much longer payload
of up to 251 bytes. This provides the opportunity to cross-
decode long ZigBee frames. This naturally leads to a question
of the impact of the frame length on XBee’s performance. To
investigate this, we first place ZigBee (CC2530) transmitter
nearby (i.e., 1m) the USRP XBee receiver to minimize channel
effects. The antenna gains are 30dB at the Tx and 10dB at the
Rx. Under this setting, we increase the frame duration from
160us to 1920us, corresponding to 20 and 240 BLE payload
bytes, which closely approaches the BLE 4.2 limit. As shown
in Fig. 26, the FRR of XBee decreases with the frame duration,
from 90% to 66% due to a higher chance of corruption, as in
any wireless communication designs. It shows XBee’s FRR
is kept a reasonable level of 65% under a long frame size of
1920yus defined by the latest BLE 4.2 standard — indicating
XBee is able to support long and bursty data delivery.

e Repeated Receiver ID Recall that receiver ID corresponds
to the preamble in BLE. Therefore, successful detection of
the receiver ID is critical for XBee to successfully receive
frames (i.e., cross-decode). To this end, we evaluate how the
repetition of the receiver ID affects FRR. Fig. 27 demonstrates
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Figure 27: ZigBee frame with repeats of receiver ID

the increase in FRR with more repetition of receiver ID. A
single receiver ID (i.e., repeat = 1) yields FRR=50%, however,
appending two receiver IDs (i.e., repeat = 2) quickly increases
the FRR to 85%. Increasing the repetition over two does not
offer notable gain while increasing the overhead. Therefore
XBee uses two receiver IDs by default.

7.5 Energy Consumption

Here we study the energy consumption of XBee on the com-
modity CC2650 BLE board. Recall that the additional energy
consumption brought by XBee is the cross-decoding through
matrix multiplication in Fig. 13. To measure the energy cost,
we measure the average computation time the BLE board
takes to cross-decode each ZigBee symbol, then multiplied
by the average power of the CC2650 BLE board. Our mea-
surement finds that it takes 174us on average to cross-decode
a ZigBee symbol. The average power consumption of the
board is 4.35mW when active [24]. So it takes 0.7u] to cross-

decode a ZigBee symbol.
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Figure 28: Bidirectional CTC between ZigBee and BLE

7.6 Application: Bidirectional CTC

XBee is a receiver-side design, which can be applied along-
side existing transmitter-side PHY-CTC to achieve bidirec-
tionality — an essential function for multiple critical aspects
of networking. We demonstrate the feasibility of bi-directional
CTC, with a case study of ZigBee and BLE. This is achieved



by utilizing [22], a state-of-the-art BLE to ZigBee CTC tech-
nique, with XBee. Specifically, we implement an acknowl-
edge mechanism via the following two steps. First, a com-
modity ZigBee device sends native ZigBee frames to a BLE
receiver. Upon correct cross-decoding at the BLE receiver
via XBee, the BLE device sends back cross-technology ACKs
through signal emulation in [22]. The packet interval at
the ZigBee transmitter is set between [50ms, 500ms]. The
result depicted in Fig. 28 shows that the frame reception
and ACK rates are both low when under short transmis-
sion interval. They improve as the frame interval grows
larger. This is because the USRP-based receiver has a delay
in receiving, processing, and sending back ACK, ranging be-
tween [50ms, 100ms]. The long delay causes ACKs to collide
with the coming ZigBee to BLE packets. When the frame
interval is large enough, e.g., 500ms, XBee correctly cross-
decodes 85% of the frames, and acknowledges 95% of the
decoded frames, thereby successfully demonstrating bidirec-
tional CTC in practice. We believe this will be a key enabler
to sophisticated cross-technology protocol designs at the
upper layers.

8 RELATED WORK

The coexistence of large amount of heterogeneous wireless
technologies on the open 2.4GHz ISM band has become a
common network scenario in recent decades. The coexis-
tence does increase the competition and cross-technology
interference (CTI) among them (2, 3, 6-8, 19, 23, 28-31], but
at the same time provides opportunities for cross-technology
communication (CTC) [5,9-11, 16-18, 21, 27, 32-35, 37?7, 38].
e Packet-level CTC Initial CTC designs focuse on explor-
ing packet-level information for CTC, such as the packet
duration [5, 37], interval [25], energy pattern[10, 21, 34],
and energy level [11, 18, 38]. For example, Esense [5], and
HoWIiES [37] embed the WiFi to ZigBee CTC message within
multiple dedicated WiFi packets via specific packet durations.
The packet duration can be distinguished from background
noises at the receiver side. GSense[36] attaches customized
preambles ahead of heterogeneous wireless packets and ex-
change CTC information through the gaps between the cus-
tomized preambles. FreeBee [25] is a free channel design
which takes advantage of the mandatory WiFi beacons and
embed CTC within the WiFi beacon intervals. B2W? [11]
is a CTC design from Bluetooth to WiFi by modulating the
energy level of Bluetooth packets and demodulated through
WiFi CSI at the receiver side. C-Morse [34] constructs a se-
ries of Morse code like long and short WiFi packets that
can be demodulated at the ZigBee receiver. StripComm [38]
introduces an interference-resilient CTC which adopts an
interference-resilient coding scheme that contains both pres-
ence and absence of packets in one symbol to improve CTC

data rate against strong interference. Despite the various
packet-level information these CTC designs based on, CTC
works in this category are intrinsically restricted in data rate
due to the sparse packet-level information in the air.

e Physical-layer CTC PHY-layer CTCs are the recent ad-
vances. Existing PHY-layer CTC works commonly take ad-
vantage of the high-end transmitters to emulate the sig-
nal compliant to the low-end receiver[9, 22, 26, 27], e.g.,
WiFi — ZigBee or BLE — ZigBee. WEBee [26] is the first
to propose PHY-layer CTC through the signal emulation
techniques where a commodity WiFi transmitter emulates a
ZigBee standard compliant packet by carefully choosing the
WiFi payload. It first achieves CTC in the PHY-layer with
close to ZigBee standard data rate. BlueBee [22] is the first
to implement signal emulation in low power devices, e.g.,
from a commodity BLE transmitter to a ZigBee receiver, by
exploring the opportunities in the signal phase shifts. Twin-
Bee [9] recovers the intrinsic errors brought in WiFi signal
emulation by exploiting ZigBee chip-level error patterns and
proposes a chip-combining decoding method. LongBee [27]
improves the transmission range of a WiFi signal emulation
by exploring the transmitter side channel bandwidth.

We find the PHY-layer CTCs till now are commonly based
on the signal emulation technique. Despite their significant
advancement in the data rate, the technique of signal emu-
lation is applicable only for the higher-end transmitter to
the lower-end receiver scenario. This is because powerful
radios support sophisticated modulations offering higher
degrees of freedom in waveform control but not vice versa.
Compared with them, XBee is the first PHY-layer CTC based
on the receiver side cross-decoding. It is the fundamental
but missing piece to enable PHY-layer CTC from the lower-
end transmitter to the higher-end receiver to accomplish
PHY-layer CTC in all directions. It is the building block to
enable cross-technology channel negotiations and advanced
collaborations in practice.

9 CONCLUSION

In summary, XBee is the first receiver-side PHY-layer CTC
with cross-decoding. By moving the complexity to the re-
ceiver side, it covers the fundamental but missing piece to
enable PHY-layer CTC from lower-end transmitted to higher-
end receiver to accomplish PHY-layer CTC in all directions,
paving the way for advanced cross-technology channel ne-
gotiations and collaborations in practice.
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