


collide with a fragile sample. Moreover, CPSs are often safety-

critical in that failure can result in damage to humans or the

system itself, significant loss of monetary value, and damage to

property/objects [6]. As such, any failures in this domain can

be catastrophic (i.e., violation of safety properties/invariants)

and must be avoided at all costs, test-induced or otherwise.

Challenge (2) – Uncertainty. Uncertainty can manifest in

many forms with many definitions [7], however the common

result is a system that misbehaves resulting from unanticipated

or unaccounted for system and environmental conditions. Such

conditions may have been expected but instantiated in a

different manner (known-unknown: e.g., sensor expected to

malfunction but to a harsher degree) or may not have been

expected at all (unknown-unknown: e.g., a set of unseasonable

weather conditions that “blinds” Valkyrie’s sensor array).

SBST provides an ideal strategy for minimizing uncertainty,

as the search-based nature of this domain can be used to

explore many different situations in which a CPS may exist.

For instance, SBST could be used to generate as many

instantiations of a test suite to fully exercise a CPS, even under

conditions that were not accounted for in its requirements

specification. However, the time required to search must also

address Challenge (1).

Challenge (3) – Cyber-Physical Concerns. CPSs present

an interesting opportunity resulting from the cyber-physical

boundary. For instance, CPSs can be limited in terms of

available on-board memory and/or processing power, where

performing an exhaustive search of the solution space using

available resources can very easily overexert the processor and

over-utilize memory/storage. Incorporating SBST techniques,

whether at design time or run time, would require an additional

agent that not only can perform the search procedure, but

also respect any timing requirements imposed by the RTOS

(i.e., Challenge (1)) and minimize the amount of uncertainty

surrounding the CPS (i.e., Challenge (2)).

An additional CPS concern lies in the transition to reality

from simulation (i.e., the reality gap). Performing verification

and validation techniques on a simulation of a system, in

reality, only provides assurance for the simulation, not the

real system itself (no matter how exhaustive verification/testing

was performed). There will always be some measure of

uncertainty that was unaccounted for in the simulation design,

and as a result, systems absolutely require real-world testing,

where we argue that SBST can provide an ideal suite of

heuristics for reducing uncertainty and enhancing run-time

assurance.

IV. EXISTING RESEARCH

Nguyen et al. previously introduced a continuous multi-

agent testing framework, where separate agents validated other

agents under test. The authors recently extended this concept

with an evolutionary testing approach for deriving the fitness

functions of autonomous agents [8]. We anticipate that an

agent-based approach, whether in terms of localized- or cloud-

based agents, can offset the impacts of Challenge (1) (i.e., im-

pact to the system). However, techniques must be implemented

in parallel to ensure that system behaviors and/or requirements

do not present violations or exhibit less optimal outputs.

Mansoor et al. recently performed lightweight verification and

testing of surgical robots, a highly safety-critical domain [9].

González et al. described a model-based testing framework

for performing CPS testing early in development [10]. We

agree that a strenuous early testing phase can mitigate a

large number of problems that may be encountered at run

time. The combination of lightweight online verification and

validation techniques, combined with a strong early testing

phase, provides a promising approach to continuous run-time

SBST in the CPS domain.

V. DISCUSSION

This paper has discussed the challenges stemming from

performing SBST within the CPS domain, including uncer-

tainty, run-time concerns, and safety. While strides have been

made by multiple communities for verifying and validating

CPS projects, there still exists a large space for SBST to

explore how to optimize testing techniques, whether at design

time or run time. We encourage the SBST community to

explore the CPS domain to demonstrate real-world usability,

reproducibility, and effectiveness of SBST techniques.
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