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Malware detection and response is critical to ensuring information security across a
wide range of devices. There have been few attempts, however, to develop security
systems that exploit the benefits of different malware detection techniques. We formally
introduce an automated malware defense framework and represent it as a belief-space
planning problem that optimally reduces the impact on the performance of a system.
Using the framework, we then provide an example automated malware defense system
for email worm detection and response. Finally, we show in simulation that the system
outperforms standard security techniques that have been used in practice. The result is
a novel belief-space planning approach to auto- mated malware defense designed for
robust, accurate, and efficient use in large networks of resource- constrained devices.
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