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Abstract:

With the modern age of using genetically engineered
products and growing concerns about food recalls and
outbreaks, businesses are looking for ways to secure
their brand names and assuring consumers about food
safety and quality. Recently, Blockchain has been
introduced as a promising approach for increasing the
visibility of the supply chain and reducing the sale of
contaminated and counterfeit products. Along this
line, this study discusses the capabilities of Blockchain
for the collection and monitoring of product lifecycle
information ranging from production, wholesale, and
logistics to standards, business reputation, and
certification. The particular focus of the study is to
discuss the use of videogrammetry as a data collection
mechanism for bringing the product lifecycle data on
digital Blockchain platforms and solving the “last
mile” problem and data verification issue on
Blockchain platforms. A conceptual example of
organic meat processing is discussed to describe the
proposed procedure and show how videogrammetry in
combination with RFID and fingerprints can be used
to solve the data verification issue on Blockchain
platforms.
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1. INTRODUCTION

Food supply chains are among the most common local
and global supply chains. As food products are
becoming an important aspect of international
commerce [1], food safety assurance will be a major
focus of businesses in both developing and developed
regions. The laws pretending to food safety are
becoming more stringent and changes are
implemented to both public (product liability and
direct regulation) and private (self and third-party
certification) quality control systems. The changes are
often highly influenced by the implementation of the
Sanitary and Phytosanitary (SPS) Agreement
regulated by the World Trade Organization (WTO)
[2]. Over the past few years, many food scandals have
been under scanner. Examples are milk scandal in
China (2008), horse meat scandal in the UK (2013),
expired meat in KFC and McDonalds in the US (2014)
and many others [3].

Food and Drug Administration (FDA) regulations
govern most of the food items produced in the market.
What is the best possibility that the organic label in the
food is trustable? The National Organic
Program (NOP) is the federal regulatory framework
governing organically produced crops and livestock.
The NOP has a certain set of standards and regulations
that are separate from those of the FDA. Foods marked
as “organic” coming under FDA should comply with
both NOP and FDA regulations. The reliability of
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these food items can be referred to using the National
Organic Program website [4].

Consumers have started questioning the origin of the
products they consume. They have become more
environmentally-conscious and are willing to pay
more for quality food. Several studies focused on
understanding consumer behavior towards buying
organic food [5]-[9]. Shepherd et. Al [10] worked on
determining the factors responsible for customer
behavior towards organic food. Vermeir and Verbeke
conducted a survey to prove people started moving
towards sustainable food products and try to avoid
chemicals or processed food [11]. With individuals
taking efforts, governments have also started
promoting organic farming with environment
consciousness [12]. They give allowances like tax
exemptions and products at subsidized prices for these
farmers.

With organic farming taking a toll in food commerce,
methodologies are needed to help companies improve
the business models of such supply chains. Consumers
are becoming more conscious and they would like to
know the origin of their food [13]. Looking at the
current scenario, most of the existing food traceability
projects fail [14], [15]. It may be due to a failure at any
level in the supply chain [16]. This is the harsh reality
in farms, slaughterhouses, or retail markets which
forms the major part in the food supply chain.

With food trade taking place at the global scale, it has
become very much essential to check the integrity of
the food especially the origin and quality [17]. Users
demand verified evidence about the traceability
system, information on the origin, processing, the
retailing and final destination of foodstuffs [18]. To
improve the visibility, the traceability analysis needs
to be done on the materials used as feed and the food
origin combined with the use of information
technology systems [19]. To assure quality among
public and rebuild confidence in the food chain, it is
essential to design and implement the whole chain
traceability from farm to end-user [20].

An emerging technology which has received
considerable attention in the supply chain recently and
has the capabilities to solve the above-mentioned
challenges is Blockchain technology. Blockchain
could transform the entire food industry by increasing
transparency, efficiency and promote collaboration
[21], [22] within the food ecosystem. With such
technology, customers can trace the origin of
vegetables they consume in seconds, and storekeepers
can see where the products are coming from (e.g. if the
eggs they sell are cage free). There comes the need to
scrutinize the evolution of this technology. This
technology uses a huge number of computer systems

which is currently associated with considerable energy
cost. This would determine the agriculture space,
where farmers need to grow more and use less [23],
[24].

Blockchain is often defined as a peer-to-peer
distributed or decentralized digital ledger which is
available to a group of users or nodes on the network.
It may be available to a group of public users or can be
distributed privately [25]. All transactions in a
Blockchain are performed using cryptography as well
as a consensus mechanism to verify the legitimacy of
transactions, and allows for high-value transactions in
a trustless environment. This makes all transactions
transparent and does not require a third party
administrator to verify any financial or operational
transactions [26]. While the origin of Blockchain
refers back to the financial industry and the born of
Bitcoin as the first digital currency, Blockchain has
many other applications. Product tracking and
increasing the visibility of the value chain is one of
those applications. This application can help users
verify and track the origin of products and avoid
trading of illegal and counterfeit products.

Blockchain works based on Consortiums, there are
around 40 consortiums that have formed over the last
6 months [27]. Among executives knowledgeable
about Blockchain technology, 18 percent already
participate in a consortium, 45 percent are likely to
join one, and 14 percent are considering forming one.
They are either business focused or technology
focused. Some of the most famous consortia currently
in the market Deloitte, 2017; Hyperledger, 2018; R3,
2018 and others. Many central banks, regulators and
policymakers have started investing in this technology
[28]. Some of the big industry players like Walmart,
Bank of America Merrill Lynch, Citigroup, Credit
Suisse, Goldman Sachs, and JP Morgan have already
invested in this promising technology. Members
investing in this sectors are from finance, banking,
logistics, and manufacturing with likes of IBM, Intel,
SAP, Daimler and Fujitsu [29].

However, one of the current limitations of Blockchain
technology is how to verify the data recorded/entered
on the Blockchain. This problem is known as the “last
mile problem” in which companies need to assure the
accurate data are recorded on Blockchain platforms.
This is particularly important for Blockchain
compared to other traditional information systems
since changing the transaction recorded on Blockchain
is almost impossible and that is one of the main
advantages of Blockchain compared to other
information-sharing digital platforms. To solve the
“last mile” problem, this study proposes a concept for
integrating the hash tree algorithm [30] in Blockchain
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with 3D videogrammetry technique [31] to form an
effective business model for data collection and record
on the platform. A case study of a slaughterhouse is
used to show the effectiveness of the proposed concept
for different levels of the supply chain.

To the best of our knowledge, the number of studies
that have worked on solving the last mile problem in
Blockchain is very limited. Mechanisms such as IoT
technology, certified vendors, and certified inspectors
can be used to verify and support the information
uploaded on Blockchain platforms but the efficiency
and accuracy of such methods have not been studied
so far, since Blockchain is still at its infancy. The main
contribution of this paper is to discuss the existing
commonly-used RFID and  videogrammetry
technologies and describes how the combination of
them can support information collection on
Blockchain platforms to solve the “last mile” problem.

Bar code and Radio Frequency Identification (RFID)
technologies are the most prominent data collection
methods implemented in food chains that can help
reduce manual errors making the system more feasible
[32], [33]. More database and software systems are
proposed in terms of increasing efficiency in
collecting, transmitting, and analyzing larger volumes
of safety and quality related data [34]. In addition, 3D
videgrammetry is a proven technology that has been
used in food traceability systems [35], [36].

While the previous studies have already described the
application of Blockchain for food traceability and
also the use of videogrammetry for object detection,
the focus of this study is to describe the application of
videogrammetry, fingerprint and RFID on Blockchain
platforms as a data verification mechanism.

2. BACKGROUND

2.1. Statistics on the Organic Food Market in
the United States

The section provides an overview of the organic food
market in the US. Figure 1 shows the distribution of
the organic market around the world. The graph shows
that 24% of the market is in the US followed by
Germany.

The organic food market has been growing
tremendously over the past 15 years. Looking at the
global scale shows that North America has the
prominent growth among other countries. It is
predicted that the market will increase by 10 to 20
percent per year during the next few years.

Table 1 shows the total food and organic food sales
in different years. It also shows the percentage of
growth and penetration into the market every year.
The global organic market is expected to increase

twice the current value in terms of business in 10
years. It is predicted to be $ 262.85 Billion by 2027
in contrast to the $124.31 business it made in 2017.

Distribution of Organic Food Market
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Figure 1 Organic market Analysis for major
countries (Represented as %) [37]

Table 1 Organic food consumption (million dollars)
in the US and its growth over the years [38]

Year Organic Food | Growth (%) | Total Food
2008 20393 17.50% 659012
2009 21266 4.30% 669556
2010 22961 8% 677354
2011 25148 9.50% 713985
2012 27965 11.20% 740450
2013 31378 12.20% 760486
2014 35099 11.90% 787575
2015 39006 11.10% 807998
2016 42507 9% 812907
2017 45209 6.40% 822160

Customers started realizing the importance of
protecting the environment and consuming healthier
products. The willingness to pay for quality food and
safety is increasing among US customers. US News
conducted a survey for customer Willingness to pay
for various categories of organic products (as shown
in Figure 2). This is mainly attributed to the
consumer’s attitude towards the environment and food
quality. The customer’s attitude can be associated with
their personal experiences of food poisoning, their
attitude towards food poisoning, as a precautionary
method or individual choice/ personal characteristics.
Consumers’ willingness can be used as a predictor for
organic food demand.
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Figure 2 Customer willingness to pay for organic
food categorized in terms of products [39]

2.2. Review of Blockchain and Its Application
for Food Traceability

The term Blockchain was first coined in 2008 when an
anonymous person or group of people named Satoshi
Nakamoto released a white paper to introduce Bitcoin,
a digital currency that allows users to transfer money
from one person to another person without the need for
any financial institution, intermediary or bank. The
aim was to eliminate fraudulent transactions and
provide a secure and transparent financial system. It
slowly started attracting the global financial systems
and has high scope for possible expansions.
Blockchain has distributed database stored as public
ledgers or encrypted blocks of events or transactions
[40]. Generally, Blockchain has a series of
computers/nodes/miners controlling and verifying
every transaction based on some pre-defined protocols
or consensus algorithms. The information or the
transactions are shared and can be verified by all users
in the chain/ peer-to-peer network. Every record needs
to be verified by multiple users/miners before the
action is complete. Once completed it gets stored in
Blockchain permanently and cannot be deleted. The
saved data in Blockchain are highly secured with
mathematical problems requiring high computational
power thereby preventing the public ledger to be
hacked. The consensus within the network is done
using different algorithms. For example, in the case of
Bitcoin, it is “proof of work™ [41] and in the case of
Ethereum, it is “proof of stake”.

Miners are a group of users/nodes/computers in the
network who are responsible for verifying the
transactions recorded on Blockchains. They need to
run computational algorithms to help with coding the
data with the use of hash functions and verifying the
information [42]. They are often rewarded for the
amount of effort that they put in the network for
verifying the transactions. Depending on the type of

Blockchain networks and consensus algorithms,
miners  follow different protocols. Currently,
developers and startup companies are trying to reduce
the redundancy in the network and increase the
efficiency of the mining process for miners by
developing new consensus algorithms beyond “proof-
of-work™ or “proof-of-stake” that are secure, have less
redundancy and require less energy consumption.

The concept of Blockchain has already been suggested
for the traceability of organic food in supply chains
[43]-[46].

Planning, investment and commitment form the basics
of Blockchain. Researchers have used the concept of
Blockchain in food traceability and have found it to be
successful. Etherum agriculture has been a success in
the supply chain. Kentaroh et al. [47] designed an
item-level smart contract to manage the event
information of product using Blockchain. IBM’s
hyperledger was successful in its collaboration with
Walmart meat processing [48]. Daniel et al. [44] are
working on the aspects of information security, they
have come up with a concrete algorithm which is in
the stage of implementation. Another promising area
of research is the AgriBlockloT with advantages like
data transparency, fault tolerance, immutability and
auditability for Agri-food traceability system [49].

Using this technology, an end to end traceability can
be provided, thereby enabling customers to access the
story behind every food product they consume. Smart
labels in the form of QR codes or RFID is printed on
the food products that can help the consumers track the
allergens information, type of meat, organic, farm
details/slaughterhouse, info of batch numbers,
nutritional value, manufacturing and expiry dates,
temperature storage, and shipping information.

This is possible only if the whole process is
coordinated properly. All personnel related to
particular business need to sit and set standards and
principles to be employed in the supply chain. This
information needs to be fed into Blockchain and need
to be approved by every user. This can help us in
managing the products better and everyone can look it
up as it gets permanently stored in the database. The
advantage of using such a system is every transaction
or action taken by any individual should go through
everyone in the system and they need the action before
it is being implemented. It is hard to alter or add a new
action to Blockchain by an individual. This can help
brands in protecting the food chain and prevents any
fraudulent activities thereby maintaining the
conscientious among every individual associated with
the business.
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Blockchain promotes transparency, where people
involved in Blockchain can access the information.
The retailer can know where their shipment progress
is. The slaughterhouse can check the inventory of their
buyers, and the customer can verify every information
associated with the food they consume. Anything
related to food safety or credibility of the products can
be verified in every step which is very important in a
business model in order to serve the customer better.

To track products in today complex supply chain, there
needs to be a secure and trustworthy system in place.
Blockchain process is traceable as the information is
stored and accessible to all users linked in the chain.
The information once stored is permanent and cannot
be erased, moreover, a single user cannot change
anything in the system. It always makes sure
everything goes through the whole system thus
making decisions more matured. The scope for this
technology is immense and worth investing. All
transactions going through Blockchain is secured and
there is no third party involved to authenticate or
verify every transaction made.

Different benefits are reported for the successful
implementation of Blockchain including greater
transparency, enhanced security, improved
traceability, increased efficiency and speed of
transactions, and reduced costs [50]. All personals of
a business should be aware of the importance of
implementing Blockchain. An idealistic approach of
believing in the success of Blockchain is required to
convince any company involved in the supply chain to
accept and invest in this technology. Every individual
starting from the farmer who cultivates the crops or
who raises the cattle need to be trained to the standards
and requirement.

Not just the training, there may be people with
conflicting interests who are part of the supply chain.
They might be used to certain fraudulent activities and
they might oppose such technology as they may be
exposed. For example, a farmer may use sedatives to
pigs in their farms to enhance the color of meat or their
storage temperature for meat may not be proper as per
standards. The food habits may be different from what
the farmer is advised to do. These things may not be
properly monitored in the supply chain or there might
be a lack of awareness in those levels.

The technology is relatively new and it has been
implemented successfully by Walmart in collaboration
with IBM. This proved to be very profitable for
Walmart after being accused of an E.coli outbreak
with the spinach problem in 2006 [51].

When making the decision about implementing
Blockchain platforms, companies need to consider

every aspect of the business. Most of the time,
companies do not consider the unbalanced cost, the
cost spent by the primary participants of the food
supply chain system. They need to focus more on the
primary cycle to achieve better results.

3. METHODOLOGY

3.1. 3D videogrammetry in traceability
system

As we mentioned before, businesses who would like
to implement Blockchain technology, not only should
think about the development of Blockchain platform
but also about the “last mile” problem or how to
facilitate data collection and verification of the data on
Blockchain digital platforms, since the data recorded
on the public ledger/Blockchain is not erasable and the
quality of input data is very important to the success
of the rest of the system.

To solve the data collection problem, this paper
describes the use of 3D videogrammetry. 3D
videogrammetry has revolutionized the art of
monitoring, it has been widely used for monitoring
worksite. Its application can be extended to
monitoring any type of industry ranging from food,
construction, manufacturing, and others. Clip [52] and
his group proposed a Mobile 3D City Reconstruction
system. It can be efficiently used to capture large scale
urban scenes with efficiency in the reconstruction
system and flexible capture. Further, a group of
scientists developed a video surveillance system for
food traceability which retrieves 3D trajectories from
target objects [35]. We are using this successful
methodology to our framework to solve this ‘last mile’
problem.

The system works based on the principle of
photogrammetry. A still camera is used to record the
camcorder or movie function. The images captured by
the still cameras are used to produce a real-time video
which can be used for obtaining real-world data. There
are two parameters that control the working of this
system, video speed and time between captures. The
number of images is controlled by setting the video
speed.

For Example, if the video speed is set to 30 fps, and
the time between captures is 1 minute/60 seconds, then
the total images per minute for the video is 1800
images.

A 3D model of the target is created. The cameras are
mapped on to this target 3D model and we calculate
the transform function for each camera.

Consider the transform function F,
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F(a,b) = (x,y,2) (1)

Where (a,b), image coordinates of camera are given as
input parameters and corresponding coordinate in 3D
model (x, y, z) are returned as output. Depending on
the orientation of the surface, the type of mapping is
selected. Using the video surveillance data, the objects
of interest can be extracted, such as products or people
and obtain their trajectories based on the transfer
function F. The information from multiple cameras are
used to obtain the complete traceability track using
different trajectories of the target object.

The first step is the creation of a 3D model which is
done using CAD or satellite image. This can be a
source of videogrammetry. The extracted frames of
the target objects are difficult to process; a
transformation function is proposed to convert object
coordinates from 2D frame to 3D real world. The
geometric parameters are defined by the inner
orientation. The location in space and the view
direction are defined by the exterior orientation of the
camera.

The idea behind this approach is the proposed
transform function maps the image coordinates with
the real world coordinates. The target object is fixed to
be in a plane and the triangulation method is used to
simulate the on-plane.

Let us fix the real world coordinates as (V1, V2, V3)
and the corresponding frame images as (v1, v2, v3).
The transformation matrix is defined as M. The
equation can be represented as follows:

vl.x vly 1 Vix Vliy Vl.z
v2.x vy 1]M= V2.x V2.y V2.z| (2)
v3.x v3.y 1 V3.x V3.y V3.z

To calculate vl, v2 and v3, the input parameters
V1,V2 & V3 and the transformation matrix M are
available,

vlix vly 11Vix Viy Vi.z
M = inv [vZ.x v2.y 1||V2.x V2.y V2.z|(3)
v3.x v3.y 1llV3.x V3.y V3.z

Labels are assigned for every camera and assign their
location based on orientation. These are termed as
reference coordinates, their corresponding coordinates
of the camera are manually recorded to generate the
transformation matrix M.

In order to explain this, consider the following
example of a slaughterhouse. For the 3D models find
the coordinates on the ground for any of the corners.
Based on this the corresponding coordinates in the
camera is computed using the location of the corner on
the monitoring frame. In case of a complex area, a
multi-triangular mesh to represent n-plane surface is

defined. Thus, multiple transform functions are
required for such a complex area. In this case, the input
parameters can be defined by the user based on the
requirement such as the plane of interest, object of
interest and other factors to monitor the workplace.
Overall, videogrammetry can be implemented in a 3D
slaughterhouse.

3.2. Security level in Blockchain

There are different security layers associated with
Blockchain technology. The technique of hash tree
used with fingerprint identification. The data can be
securely stored in a variety of levels using this
technology. The different levels of security are
associated with the sensitivity of the data and the need
for accessibility of data. In this paper, a five-level
security system is proposed which can be adapted for
storing data. The basic level of data storage is through
fingerprints, fingerprint data of every individual in the
particular level is stored to identify any changes or
manipulation of data within the organization. Next two
levels are combing the fingerprint with hash tree or
commonly known as the Merkel tree, which basically
has a series of combined hashes that gives more
security and difficult to break [53].

The hash tree can be either internal with someone
within the organization controlling the system or it can
be an external hash tree which basically has a third
party authorizing any change to the existing system.
Using this many small firms can be controlled by a
common company [54]. Next level of security is an
external hash tree in a distributed ledger, in which the
information is distributed to various firms. It protects
the system from failure since any action happening
through the system is requiring multiple
authorizations. Finally, the major thing is the external
hash tree in the public consensus database, in this case,
the information is accessible to public and they can
make contributions to the system but the controls
remain with the authorized users who can only
implement changes on these databases.

3.3. Hash tree or the Merkel tree

Hash functions form the essential part of major
cryptocurrency or cybersecurity protocols. It converts
any form of data into a unique string of text. Hashing
doesn’t depend on the type or size of data, regardless
it gives us data of the same length. The advantage of
using a hash function is that it is irreversible. You
cannot retrieve data using the hash strings, this is a
major reason for using it in Blockchain. The same hash
is produced for every unique piece of data, in our case
when the fingerprints are used it should always give us
the same hash function to make it work.
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Figure 3 represents how a hash tree works. The block
currently under action is represented as a leaf node.
Every leaf node is associated with the data of
particular action. Non-leaf nodes are from previous
hashes. We always need even number of leaf nodes to
perform an action, in other words, Merkel trees are
binary and in terms of actions with an odd number of
nodes it uses the duplicate of the previous hash to
complete the action.

Block header 1 Block header 2

Block header 3

Previoushash [——] Previoushash [——1 Previoushash

Root Hash/Merkel Root Hash/Merkel

Root Hash/Merkel

Hash /I Hash 'X Hash

IV NV

\ Hash F1 | | Hash GO | | Hash G1 ‘
\ ActionA | \ Action B ‘ | Actionc | Adiond |
Data Blocks

Figure 3 Working of a Hash tree/Merkel tree in
Blockchain [55]

Hashing is often confused with encryption but the
difference is encryption can be decrypted or reversed
but hashing cannot be reversed easily. MD5, SHAI,
and SHA-256 are the widely used hashing functions
[56]. To add more security to hash tree cybersecurity
uses a mechanism called as Salting [57], this prevents
the hackers from accessing the platform password.
This process involves adding a random data called the
salt value with the hash. This makes it hard for hackers
to crack the passwords using the hashed data they
obtain.

Another advantage of using Merkel trees is that it
enables SPV (simplified payment verification) which
lets users download and verify a particular action of
interest. Thus making the process faster and easier.

3.4. Implementation in Blockchain using RFID
tags

RFID (radio frequency identification) is an
identification technique that has stored information
which can be communicated between a chip and
reader. The stored information emits frequency as
radio waves that can be read using the reader. This
technology is used in payment cards, banknotes,
vehicle identification, and other electronic
documentation. This technology is very useful as all
information can be contained inside the RFID tags and
can be extracted easily [58].

Videogrammetry can be employed in Blockchain
using RFID which can be employed by electronic
traceability and condition monitoring. The RFID is
linked with the transformation function using the hash
tree function in Blockchain. Each transformation
function is associated with the hash function. When
the parameters of interest are selected the leaf nodes of
each parameter are combined to form the
transformation function. Thereby forming a root hash,
we assign the program to calculate the inverse function
to transform 2D coordinates into real time 3D data. In
case, when one parameter is selected, it uses the hash
from the previous function as we need even number of
leaf nodes to form the root hash.

Figure 4 shows how the hash algorithm is used to
combine videogrammetry technique using RFID. This
represents how hash tree functions are stored as
parameters inside the RFID. We choose the best hash
tree function based on the requirement and include the
program at the end of the hash function to calculate the
inverse and obtain the real-time 3D data.

Parameters a,.....,d

Choose
parameters of
mterest

v i
Hash a Hash b
Hash ab

F(a, b)-Transformation function

l

Insert function to calculate inverse for
the parameters of interest

l

Real time data obtained from
videogrammatry

Figure 4 Videogrammetry using hash functions stored
in an RFID

Figure 5 shows how data stored in an RFID tag. So any
form of data can be electronically stored using RFID
tag. Blockchain protects the data from being
manipulated. Thereby making sure any piece of
information in the RFID tag can be tracked at any point
by the users involved in the supply chain.
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// Structure of a logfile stored in RFID//
BATCH_ID/[SCAN_TIME]/ORIGIN/Employee_ID/

716431980805678/[02/Apr/2018:09:03]/PRV-07/12345678
716431980805678 /[07/Jun/2018:10:26]/VA-16 /564789458
716431980805678 /[08/Jun/2017:08:18]/PK-VA/42567896
716431980805678 /[09/Jun/2017:09:04])/PK-VC/47896542
716431980805678 /[10/Jun/2017:18:44]/PK-VU/87426548

Figure 5 Illustration of information stored in RFID tag
[59]

If we clearly look at Figure 6, let us take the first line
we have a number starting with 716 which will be seen
as a part of the RFID tag printed in the product
commonly referred to as the batch ID. When it is
scanned it gives out the SCAN_TIME i.e. the date and
time the product was processed and packed, PRV-07
gives the location and the station. Finally the numbers
12345678 gives the employee ID working in the unit
who packed it. So every sensitive information
associated with the product is stored in the RFID tags.
This information can be varied as per the product
requirement and multiple lines can be stored in the
same RFID number showing different stages of
processing. When RFID combined with Merkel tree
gives us an advantage of data stored being permanent
in the system and any sort of data manipulation is not
possible. Also, combining RFID with Merkel tree
helps us in codifying the data and improving
anonymity.

4. CONCEPTUAL EXAMPLE OF
ORGANIC MEAT PROCESSING

This section discusses an example of using Blockchain
for organic meat processing. For producing organic
meat, it is essential to have all entities starting from the
farmer to the retailers to be on the same page. They
need to set agreements, define smart contracts and
determine clauses and agree on the terms together for
the business model to be successful.

Farmers are provided with the basic training on
hygiene, food habits and other requirements for
organic farming of livestock. Cameras are installed on
the farms where these livestock are raised.
Videogrammetry techniques are employed which
gives users the option to analyze the parameters of
interest. In this case, the parameters are set as people,
temperature, food habits, and hygiene of the place. An
authorized person from the farm is trained to feed in
data, their fingerprint is used for authentication, this
goes through the hash tree algorithm and verified
before they can add or manipulate data. Their work is
approved by other entities such as inspectors and
verified users involved in Blockchain.

The livestock are transported to the slaughterhouses
for processing. RFID tags are inserted into the
livestock to track the information associated with it.
This may include the category of meat, food habits,
age in case of veal and the shipping information. This
need to be verified and controlled by the
slaughterhouse. The slaughterhouse needs to certify
the origin and the processing date of the meat. All the
information must be shared in Blockchain. The
videogrammetry is implied in place. The
slaughterhouse has still cameras installed for different
parameters of interest and these images are converted
into a 3D real-time data. This information is shared
with the customers. The slaughterhouse needs to
assign the batch numbers with the date of processing
so that the customer can access that particular
information. They need to add information associated
with processing like the allergens information, batch
number, expiry date and other information which are
as per the standards set in the business model. Next is
the transportation of these products to the retailers.
The retailer should be able to track the progress of the
shipping using the platform or other apps and software
linked to the Blockchain platform. This need to be
updated from the vendor’s end. Then the retailers need
to verify the food and certify its quality before selling
it to the market and they are the ones who should
decide on what information they need to share with the
customers. All the information is controlled using hash
tree function and fingerprints are used as security to
authenticate any action. A group of computers/users
called miners help with authenticating the actions
using a voting system which lets every user verify and
authenticate the process. Figure 6 shows an overview
of the proposed procedure.

Development of such digital platforms based on the
capabilities of Blockchain technology requires an
extensive collaborative effort from different
stakeholders (e.g. farmers, processors, retailers,
grocers, users). The purpose of this paper was to just
describe the last mile problem part of the platform and
suggest tools and mechanisms for data collection and
verification at the end of the chain. Quantitative
analyses are needed to compare the effectiveness of
the proposed data collection approach with other data
collection mechanisms. However, since the
development of the actual digital platform is beyond
the scope of the paper and the field of Blockchain is
emerging and the number of real-world case studies is
limited, the unavailability of the field data limited our
capabilities in running quantitative evaluation. Based
on the above case study, let us demo a situation in
which a customer wants to know the origin of the meat
they consume.

Copyright © 2019 by ASME
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They would like to know the details from farm to fork.
The information should include the food habits of the
animals, the way they were raised, the hygiene and the
processing of the meat in the slaughterhouse. Other
information includes the temperature it was stored in
the slaughterhouse through the transportation process
till it reaches the retailer, weight and allergens
information. This can happen only with a consortium
in place. A group of organizations needs to be put
together. They should all have a common motive
towards serving the customer with quality. This
consortium helps in achieving a more transparent
fraud-free system in the food chain.

5. CONCLUSION

Organic farming is a growing market; as customers are
becoming more conscious of the type of food they
consume and the origin of their food. Blockchain is a
promising technology that can help retailers and
consumers track the origin of their food and avoid
trading of contaminated and counterfeit products. In
this paper, a general concept based on the use of
videogrammetry, RFID and hash or Merkel tree
algorithms are introduced to help businesses solve the
“last mile” problem in Blockchain platforms with
facilitating data collection and verification. This work
is  primarily focused on introducing the
videogrammetry technique used in the traceability
system in combination with fingerprints, RFID, and
Merkle trees. The proposed procedure is illustrated as
a case study for monitoring the progress of organic
meat.

The proposed method can be extended to other
traceability systems. Different data collection
techniques based on IoT and Artificial Intelligence can
be developed and connected to Blockchain platforms.
New business models would emerge based on the
capabilities of Blockchain and how the data should be
collected and verified. In this work, RFID chips and
smart labels are used for traceability. The study can be
extended to consider the impact of damaged labels,
sensitive sensors, and inaccurate data collection tools.
In addition, the lack of existing Blockchain platforms
and data collection mechanisms connected to such
platforms limits the quantitative evaluation of the
proposed concept. Future work requires close
collaboration with Blockchain developers and industry
partners who might be able to allow practical
implementation of the proposed concept on the
integration of Blockchain, videogrammetry, Merkel
tree and RFID.
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