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Abstract—Existing analog-signal side-channels, such as EM
emanations, are a consequence of current-flow changes that are
dependent on activity inside electronic circuits. In this paper, we
introduce a new class of side-channels that is a consequence
of impedance changes in switching circuits, and we refer to
it as an impedance-based side-channel. One example of such a
side-channel is when digital logic activity causes incoming EM
signals to be modulated as they are reflected (backscattered), at
frequencies that depend on both the incoming EM signal and
the circuit activity. This can cause EM interference or leakage
of sensitive information, but it can also be leveraged for radio-
frequency identification (RFID) tag design. In this paper, we first
introduce a new class of side-channels that is a consequence of
impedance differences in switching circuits, and we refer to it as
an impedance-based side-channel. Then, we demonstrate that the
impedance difference between transistor gates in the high-state
and in the low-state changes the radar cross section and modu-
lates the backscattered signal. Furthermore, we have investigated
the possibility of implementing the proposed RFID on ASIC for
signal enhancement. Finally, we propose a digital circuit that can
be used as a semi-passive RFID tag. To illustrate the adaptability
of the proposed RFID, we have designed a variety of RFID appli-
cations across carrier frequencies at 5.8 GHz, 17.46 GHz, and
26.5 GHz to demonstrate the flexible carrier frequency selection
and bit configuration.

Index Terms—Radio frequency identification, RFID tags, EM
side-channels, impedance-based side-channels.

I. INTRODUCTION

RADIO-FREQUENCY identification (RFID) and near-
field communication (NFC) have been widely used in

everyday life. Radio-frequency identification is typically used
in supply chain management, asset tracking, data exchange,
telemetry, access control, etc. [1]–[9] and has market that is
worth several billion dollars today and is expected to grow
> 10% per year [10]. On the other hand, near-field commu-
nication (NFC), also referred to as inductive-coupled RFID,
is extensively used for promotional marketing, smart posters,
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security, files exchange, contactless payment, etc. [11] and
has market that is expected to reach USD 47.43 billion by
2024 [12].

There are two main classes of RFID tags: chip-based,
which use an integrated circuit (IC) chip to store tag
information [8], [13]–[15], and chipless, which use the elec-
tromagnetic signature of the all-passive tag substrate to store
the information [16]–[18]. The RFIDs can also be classified
as passive, semi-passive, and active depending on whether the
tag uses electromagnetic sources for power and communica-
tion, uses battery power for only its IC circuits, or uses battery
power for both IC circuits and communication.

In this paper, we first introduce a new class of side-channels
that is a consequence of impedance differences in switching
circuits, and we refer to it as an impedance-based side-
channel. Then, we demonstrate that the impedance difference
between transistor gates in the high-state and in the low-
state changes the radar cross section (RCS) and modulates the
backscattered signal and propose a digital circuit that can be
used as a semi-passive RFID tag. We implement this RFID tag
in FPGA as a proof of concept. Proposed tag can be directly
used in state-of-the-art smartphones such as Apple iPhone 7
and Samsung Galaxy S5 [19] that already have an FPGA board
as a replacement for near-field communication (NFC) chips.
More importantly, this approach opens up new possibilities for
RFID designers to experiment with impedances of transistors
switching from high-state to low-state and further optimize
this transmission mechanism in ASIC designs. We have inves-
tigated the possibility of implementing the proposed RFID on
ASIC for backscatter signal enhancement. Simulation results
show that a 30 dB enhancement can be achieved by optimizing
logic gates’ impedances.

To illustrate flexibility of this design (circuit can be eas-
ily reprogrammed), we have interrogated the proposed RFID
tag at the following frequencies: 1) 5.8 GHz, a frequency
typically used for RFID communications, 2) 17.46 GHz, a
frequency that we have identified to have the highest signal-
to-noise ratio (SNR), and 3) 26.5 GHz, a frequency that can be
used for 5G wireless communications. Additionally, we have
designed a variety of RFID applications to demonstrate flexi-
ble bit-configuration. State-of-the-art RFID tags are selected to
compare to our RFID applications, which include: static IDs
with 6, 12, and 36 bits, multi-bit (4, 8, and 12 bits) dynamic
RFID tag, and single-bit dynamic RFID tag.

The proposed static ID configurations can transmit up to
36 bits simultaneously and provide up to 68.7 billion (236)
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Fig. 1. Comparison between (a) traditional RFID tag and (b) proposed RFID
tag.

combinations of unique IDs, whereas existing RFID tags
with computational chips [20]–[22] can only transmit 1 bit
simultaneously. The number and pattern of bits are fully
re-configurable. This flexible bit design does not occupy addi-
tional space on the printed circuit board of the FPGA as the
number of bits increases.

The proposed dynamic RFID tags with 4 bits, 8 bits,
and 12 bits were implemented and all bits were successfully
detected. The achieved data rates are comparable with work
in [9], where both 16-QAM (quadrature amplitude modula-
tion) and 4-PSK (phase shift keying) RFIDs are designed. We
have also tested a single-bit dynamic RFID tag. By transmit-
ting one bit of information at a time to have better SNR, the
proposed RFID tag can achieve a data rate of 100 kbits/sec
with a bit error rate (BER) of 0.00000183 (10−6), which is
comparable to state-of-the-art RFIDs in [23] and [24].

The rest of the paper is organized as follows: Section II
introduces impedance-based side-channel used for creating
backscattering communication channel, investigates the pos-
sibility of implementing the proposed RFID on ASIC, and
describes digital circuit design for proposed RFID tag.
Section III describes measurement setup and tests what is the
maximum range at which the tag can be operated. Section IV
demonstrates applications of the proposed RFID tag across
frequencies of 5.8 GHz, 17.46 GHz, and 26.5 GHz. Finally,
Section V presents concluding remarks.

II. IMPEDANCE-BASED SIDE-CHANNEL AS A

BACKSCATTERING COMMUNICATION CHANNEL

Existing analog-signal side-channels, such as EM emana-
tions, are a consequence of current-flow changes that are
dependent on activity inside electronic circuits. In this paper,
we introduce a new class of side-channels that is a conse-
quence of impedance changes in switching circuits, and we
refer to it as an impedance-based side-channel. Our motivation
to explore impedance-based side-channels was a hypothesis
that the backscatter radio effect should be present in electronic
devices. To explain our reasoning, we start with a description
of traditional backscatter data communication.

Traditional backscattering communication in Fig. 1 (a)
refers to a radio channel where a reader sends a continuous
carrier wave (CW) signal and retrieves information from a
modulated wave scattered back from a tag. During backscatter
operation, the input impedance of a tag antenna is intention-
ally mismatched by two-state RF loads (Z0 and Z1) to vary
the tag’s reflection coefficient and to modulate the incoming
CW [25], [26].

Fig. 2. (a) Output circuit of a CMOS-NAND gate, (b) high-state resistance,
R1 (PMOS on resistance) and low-state resistance, R0 (NMOS on resistance).

Fig. 3. Toggling circuits (shift registers) that generate hardware switching
activity.

Our hypothesis was that inverters in digital electronics also
have two-state RF loads and can be designed to reflect the
modulated signal. For example, when input voltage is low,
NMOS transistors in inverters are off and PMOS transistors
are on. A direct path exists between Vout and VDD, resulting
in a high output state. On the other hand, high input results in
a low output state. As shown in Fig. 2 (b), there exists a finite
resistance between the output and VDD and between the out-
put and the ground, respectively [27]. The switching between
NAND logic’s high output state (R1) and low output state (R0)
creates impedance variation, which is analogous to the varia-
tion in antenna terminating impedance in typical RFID tags.
The impedance variation creates a difference in the circuit’s
RCS and thus modulates the electronic backscatter signals.

To test this hypothesis, we use a Field-Programmable Gate
Array (FPGA) and program a cyclical shift register out of
flip-flops shown in Fig. 3 that consists of a large number of
inverters connected in parallel as shown in Fig. 4. A shift
register is a group of flip-flops set up in a linear fashion with
their inputs and outputs connected together such that the data
is shifted from one device to another when the circuit is active.
Here we use linear feedback shift registers (LFSRs), i.e., we
connect the most significant bit, MSB (FFN in Fig. 3) back
to the least significant bit, LSB (FF1 in Fig. 3) to cause the
function to endlessly cycle through a sequence of patterns.

A simplified internal structure of an FPGA chip is shown
in Fig. 4 (a), where logic blocks are arranged in a two-
dimensional grid and are connected by a programmable-
routing interconnect. This symmetrical grid is connected
to I/O blocks which make off-chip connections. The
“programmable/re-configurable” term in FPGAs indicates
their ability to implement a new function on the chip after
its fabrication is complete. Logic blocks can be simplified as
programmable flip-flops shown in Fig. 4 (b-1). Most flip flops
are based on CMOS-NAND gates due to their low latency.
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Fig. 4. (a) Simplified internal structure of FPGA, (b-1) programmable flip-
flop, (b-2) equivalent output circuit of a CMOS-NAND gate.

An equivalent output circuit of a CMOS-NAND gate is shown
in Fig. 4 (b-2). When input voltage is low, NMOS transis-
tors are off and PMOS transistors are on. A direct path exists
between Vout and VDD, resulting in a high output state. On
the other hand, high input results in a low output state. This
change between states with different impedance creates a dif-
ference in the circuit’s RCS and thus modulates the electronic
backscatter signals.

In order to modulate CW signal, we have programmed
flip-flops to switch in a pattern shown in Fig. 5. Flip-flops
continuously switch between high state and low state at a
clock frequency (fclock) of 50 MHz for half of a cycle and
stay quiet for the other half the cycle. The switching cycle
(modulating frequency, fm) directly relates to the modulated
signal bandwidth, i.e., the first harmonic of the modulated
backscatter signal will be located at fcarrier ± fm. By changing
fm, we can easily upshift or downshift the modulated signals,
making design very flexible. Note that fm should be selected
to avoid undesired harmonics in higher frequencies, i.e., the
highest sideband (fm) needs to be less than three times of
the lowest sideband (fm), and to comply radio regulations
and avoid interference from other radio systems. Please note
that in practice, the switching transistors do not produce ideal
square pulses but rather pulses that have rising and falling
edges, which sometimes lead to appearance of signals at even
harmonics of the modulated backscatter signal. To avoid unde-
sired interference, the highest sideband (fm) should be less than
two times of the lowest sideband (fm).

Digital units that have periodic behavior, such as volt-
age regulators, typically produce signals in frequency range
much lower than a processor clock. One of the reasons
for that is to minimize interference between periodic activ-
ities that tend to produce multiple harmonics on the board.
When designing RFID, knowledge of frequencies of periodic
activities on the board will help determine where to posi-
tion frequencies of RFID modulated sidebands. The potential
interfering frequencies caused by other digital units can be
found using method proposed in [28].

In addition to the switching pattern, the number of
simultaneously-switched elements is another factor that affects
electronic backscattering modulation. The more flip-flops are
switching in unison, the stronger the backscatter signal is. To
control the number of elements that switch simultaneously,

Fig. 5. Flip-flops switching signal pattern at fm = 900 kHz.

Fig. 6. Logic utilization mapping of an ALTERA Cyclone V FPGA chip.

we use an N-bit shift register, where N can be used to con-
trol the number of simultaneously-toggled flip-flops. Fig. 3
shows a simplified schematic for a 3-bit shift register, created
by connecting N = 3 flip-flops (FFs). Fig. 6 shows how logic
is mapped onto an Altera Cyclone V FPGA chip for differ-
ent values of N. Dark blue blocks represent utilized resources
(flip-flops and logic) while light blue blocks denote unused
resources. This Cyclone V FPGA chip is completely utilized
(100% design in Fig. 6) when N = 36600, and designs with
50% and 30% utilization use N = 18300 and N = 10980,
respectively. Note that other FPGA chips may contain differ-
ent numbers of programmable elements (total available N), so
the same utilization percentage may require different values
of N to be selected when using other FPGA chips.

The proposed RFID operates the same as traditional RFID
when only one inverter is used to create two impedance states,
i.e., only a single-bit single-sideband transmission is created.
However, when higher data rate is needed, traditional RFID
uses multiple amplitude and/or phase levels and multi-bit mod-
ulation schemes to transmit the message in a single-sideband
transmission. With dedicated ASIC, the proposed RFID can
be designed in a similar fashion. However, it is also possible
to have multiple inverters in the FPGA that switch at different
frequencies, allowing for dynamic or static multi-bit designs
using frequency modulation. The advantage of multi-frequency
design is that receiver design is much simpler. For example,
it does not require channel equalization and synchronization
and detection is much simpler. To generate multiple bits as
demonstrated in Section IV, multiple shift registers in Fig. 7
are used to switch at different fm. Parameter M′ represents
the number of total shift registers. Parameter NM′ denotes the
number of total configured flip-flops in the M′th shift register.
The more flip-flops are configured, the higher SNR can be
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Fig. 7. Building blocks of the multi-bit RFID tag. M′ is the number of total
shift registers (bits). NM′ is the number of total configured flip-flops in the
M′th shift register. fmM′ is the modulating frequency of the M′th shift register.

achieved. Parameter fmM′ is the modulating frequency of the
M′th shift register, which affects the location of each side band
and corresponding bandwidth for the communications.

Next, we demonstrate that backscattered sidebands are actu-
ally created by changing switching frequency of the FPGA
circuits. The switching frequencies of the flip-flops in the
FPGA board are varied from fm = 900 kHz, to 1.2 MHz,
and to 1.6 MHz with logic utilization of 100%. Measurement
setup is presented in Fig. 12 (c). A low noise amplifier, GNA-
130F from RF Bay Inc. [29] is used and Pt is 15 dBm. Fig. 8
shows the measurement results with fm = 900 kHz (green),
1.2 MHz (red), and 1.6 MHz (yellow). The standby curve
(blue) is the measured backscattered signal when FPGA board
is turned on but not switching. Distinct modulated sidebands
are observed at 17.46 GHz ± 900 kHz, 17.46 GHz ± 1.2 MHz,
and 17.46 GHz ± 1.6 MHz. Signal strength of the modu-
lated sidebands reaches up to −85 dBm, which is sufficient
for commercial-available RFID readers in [30] and [31] with
sensitivity of −120 dBm and −125 dBm to detect. This result
shows that our proposed RFID technology can be used for
commercial applications. In the standby mode, other sidebands
around 17.46 GHz are also observed. Since the measurement
is conducted in an indoor office environment, these sidebands
are results from surrounding interference, e.g., measurement
instruments, LCD monitors, mobile phones, WiFi routers, etc.
Note that conductive traces on an FPGA board that connect
the FPGA chip to GPIO pins may act as antennas and radiate
the backscatter signal. We disconnect these traces to verify
that the signal is coming from the FPGA chip itself and not
from the board. When turned on, GPIO pins can still operate
correctly but will produce stronger RFID signal. Our exper-
iment results in Fig. 8 verify that switching electronics can
establish backscattering channels without any antennas and
RF front-end circuits.

Fig. 8. Measured backscatter power with fcarrier = 17.46 GHz and fm =
900 kHz (green), 1.2 MHz (red), and 1.6 MHz (yellow), respectively. The
standby curve (blue) is the measured backscatter signal when FPGA board is
turned on but not switching. A low noise amplifier (GNA-130F) is applied in
this measurement.

We note here that the proposed tag does not have to be
implemented in FPGA. Specialized circuits, e.g., ASIC, can
be fabricated and the impedance difference between NAND
logic’s high output and low output state can be further opti-
mized. Here we investigate the possibility of implementing
the proposed RFID on ASIC to enhance backscatter signal
strength. ASIC’s NMOS/PMOS transistors with unbalanced
on-state impedances can lead to larger RCS and thus increase
the backscatter signal. In order to design ASIC that can
effectively enhance the backscatter signal, first we need to
understand the impedance model of the proposed RFID tag.
Output impedance of a power supply network in integrated
circuits is the parallel combination of output impedances of
individual power-supply connections of all flip-flops [15]. The
more flip-flops are connected, the more individual power sup-
plies are connected in parallel, which reduces impedance. That
is, the total input impedance of the proposed RFID tag is
inversely related to the logic utilization N. Given this rela-
tionship between logic utilization and input impedance, we
introduce a modulation loss factor, M, which relates the total
tag’s modulation loss to transistors’ impedance variation. M
can be expressed as,

M(x%) = 1

4

∣
∣
∣
∣

R1(x%) − 377∗

R1(x%) + 377
− R0(x%) − 377∗

R0(x%) + 377

∣
∣
∣
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2

(1)

where R1(x%) and R0(x%) are the estimated high state (1s)
resistance and low state (0s) resistance of the FPGA chip.
Parameter x represents the percentage of total logic resources
being configured. R1(x%) and R0(x%) are defined as,

R1(x%) = R1(10%)

x%
10%

+ Rpkg (2)

R0(x%) = R0(10%)

x%
10%

+ Rpkg. (3)

R1(10%) and R0(10%) are the estimated high state (1s) and
low state (0s) resistances of an FPGA chip where 10% of total
resources are utilized. Rpkg is the estimated resistance con-
tributed by the package of the IC chip, e.g., wire bonds inside
the chip case. The input impedance of the tag is equal to free
space impedance, 377 �, since there is no antenna but only
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TABLE I
COMPARISON OF MODULATION LOSS FACTOR (M)

air at the interface between the carrier signal and FPGA chip.
Note that total impedance may also be affected by GPIO pins.
For all the RFID designs proposed in this paper, we discon-
nect the traces that connect the chip and GPIO pins, and thus,
GPIO pins do not affect the impedance variation created by
the switching transistors. As a result, the proposed impedance
model in (1) does not include the influence from GPIO pins.
According to [27], typical values of R0 and R1 are in k� range
and the values of R0 and R1 are inversely proportional to the
W/L ratio of the device (ratio of width and length). Therefore,
by tuning transistor’s W/L ratio, we can control the values of
R0 and R1, M, and the corresponding backscatter power. In
order to estimate R0(10%), and R1(10%), we first configure
the FPGA with a modulating frequency fm = 900 kHz and
logic utilization varying from 10% to 100%, and measure the
corresponding backscattered power at 17.46 GHz + 900 kHz.
We then perform curve fitting to estimate the optimal value of
(R0(10%), R1(10%)) as (18.8 k�, 20.4 k�), which is within
reasonable range [27]. The estimated value of Rpkg is found
to be in the range of several ohms based on the dimensions of
the wire bonds provided by [32] and the formulae in [33]. It is
found that Rpkg has very minor impact to the total resistance
since Rpkg is in the range of several ohms while R0 and R1
are in the kilo-ohm range. Next, by using (1), we can esti-
mate the value of M for the FPGA processor as −39.1 dB.
We have designed an ASIC with (R0, R1) = (6 k�, 100 k�),
and M = −9.1 dB. Comparison of M between the current
FPGA processor and the proposed ASIC design is summarized
in Table I. We can observe that by increasing the difference
between ASICs’ two impedance states R0 and R1, M and
the backscatter power can be effectively enhanced by 30 dB.
Next, we conducted simulation of MOSFET transistors with
Keysight Advanced Design System to demonstrate that the
proposed ASIC design in Table I can be achieved by tuning
transistors’ W/L ratios. Schematic design of the simulation
is presented in Fig. 9. BSIM4 NMOS and PMOS transistor
models [34], [35] we use are based on 0.16 um process, i.e.,
the minimum length of gate (L) of a transistor is 0.16 um.
Figs. 10 and 11 present the simulation results of the R0 of
NMOS transistor and R1 of PMOS transistor with different
W/L ratios as the drain voltage (VDD) sweeps from 0 V to
3 V. Results show that the proposed ASIC design (third row
in Table I) with (R0, R1) = (6 k�, 100 k�) can be achieved
by using (W/L)NMOS = 3, (W/L)PMOS = 1, and VDD = 1.5 V.

III. MEASUREMENT SETUP

An Agilent MXG N5183A Signal Generator with input
power of 15 dBm (31.6 mW) is used as a signal source and
an Agilent MXA N9020A Vector Signal Analyzer is used to

Fig. 9. Schematic design for simulation of a CMOS driver based on BSIM4
NMOS and PMOS transistor models.

Fig. 10. Simulation results of the on-resistance of ASIC’s NMOS transistor
with (W, L) = (0.48 um, 0.16 um) as VDD sweeps from 0 V to 3 V.

Fig. 11. Simulation results of the on-resistance of ASIC’s PMOS transistor
with (W, L) = (0.16 um, 0.16 um) as VDD sweeps from 0 V to 3 V.

record the signals. An Altera DE0-Cyclone V FPGA board is
used as the RFID tag as shown in Fig. 12 (a). For interroga-
tion, we use double ridge horn antennas (Com-Power AH-118)
shown in Fig. 12 (b) for 5.8 GHz measurements. Double ridge
horn antenna operates from 0.7 GHz to 18 GHz with average
isotropic gain of 10 dBi. Fig. 12 (c) shows measurement setup
with WR-62 standard gain horn antennas (PE9854/SF-20) that
operate from 12.4 GHz to 18 GHz with average isotropic gain
of 20 dBi. Finally, Fig. 12 (d) shows measurement setup with
horn antennas (A-INFO LB-28-10) operating from 26.5 GHz
to 40 GHz with average isotropic gain of 10 dBi. Note that
in Figs. 12 (b) and (c), a 3-mm thick plastic case is placed
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Fig. 12. (a) Altera Cyclone V FPGA board; measurement setup for the
(b) 5.8 GHz, (c) 17.46 GHz, (d) 26.5 GHz measurements.

between the Tx/Rx and the FPGA board to demonstrate that the
proposed RFID tag can be potentially integrated into electronic
devices with plastic enclosures, e.g., laptops, smartphones,
tablets, etc. Note that we use different horn antennas because
none of them cover all frequencies of interest, i.e., 5.8 GHz,
17.46 GHz, and 26.5 GHz.

A. Interrogation Frequency, Distance, and Power
Consumption

In this section, we have investigated the optimal carrier
frequency to interrogate the proposed RFID tag and the
maximum distance at which the signal can be received.

We use the measurement setup in Fig. 12 (b) with Pt =
15 dBm and fm = 900 kHz. After sweeping carrier frequencies
from 1 GHz to 18 GHz, we have found that the highest SNR is
around 40 dB in the frequency range between 17 and 18 GHz.

To test how far away we can receive backscattered signal,
we have configured an 1 bit RFID with 100% logic utilization
in order to maximize the SNR and to achieve longer distance.
The FPGA board is placed at 2 m away from the Tx and
Rx. The fcarrier is set at 17.46 GHz with Pt = 15 dBm and
fm = 900 kHz. Fig. 13 shows the measured backscatter signal
at a distance of 2 m. It is observed that the sideband appears
at fcarrier + 900 kHz with SNR around 5 dB. Empirically, we
have determined that a minimum 2.7% of total logic resources
is needed to provide one observable sideband (bit) with SNR
around 3 dB at Tx/Rx-to-tag distance = 20 cm. This implies
that an FPGA chip can be used for multiple tasks, i.e., enable
RFID tag without interrupting normal function of the FPGA
chip. For example, if an FPGA is configured for intense data
processing, we can reduce the number of bits and logic uti-
lization of each bit, e.g., an 1-bit RFID allocated with 8%
of total logic resources, leaving 92% of free logic resources
for data processing; if an FPGA chip is mainly idle, we can
increase the number of bits and logic utilization of each bit,
e.g., an 8-bit RFID with each bit assigned with 10% of total
logic resources for higher SNR and data rate, leaving 20% of
free logic resources for non-RFID activities, e.g., computing,
DSP, etc. Therefore, there is great design flexibility while still
supporting normal functionality of an FPGA-based system.
Regarding power consumption, given an Altera Cyclone V
FPGA configured at 100% logic utilization, a typical DC cur-
rent consumption is 8.1 mA with a supply voltage of 1.1 V,
which leads to a maximum power consumption of 9.5 dBm
(8.91 mW) [36].

IV. RFID APPLICATIONS

In this section, we illustrate how the proposed RFID tag can
be used for several different applications: 1) static IDs with 6,

Fig. 13. Measurement results of the proposed 1-bit RFID with 100% logic
resources. Distance is set at 2 m. fcarrier is set at 17.46 GHz and fm is set at
900 kHz.

Fig. 14. Measurement results of 5.8 GHz 6 bits static ID with 16% of logic
resources assigned to each bit. fm ranges from 860 kHz to 1.04 MHz.

12, and 36 bits; 2) dynamic multi-bit communications; 3) high
data rate communications.

A. 6-Bit, 12-Bit, and 36-Bit Static IDs

The first application is static ID with 6 bits, 12 bits, and
36 bits, respectively. The “static” term means that the designed
bit pattern does not change over time. Information stored on
the tag depends on total number of bits. We use multiple shift
registers design described in Fig. 7 to configure multi-bit RFID
design.

For the 6-bit, 12-bit, and 36-bit RFIDs, fm is set in a range
of 860 kHz–1.04 MHz, 700 kHz–1.04 MHz, and 300 kHz–
1.04 MHz and 15%, 8.3%, and 2.7% of logic resources are
assigned to each bit, which contributes a total logic utiliza-
tion of 90%, 99.7%, and 97.2% and a corresponding power
consumption of 9.04 dBm (8.02 mW), 9.49 dBm (8.88 mW),
and 9.38 dBm (8.66 mW), respectively. Each bit can be turned
on and off individually to generate binary signals 1s and 0s
with up to 68.7 billion (236) combinations of unique IDs. We
demonstrate 6 bits and 12 bits static IDs at both 5.8 GHz
and 26.5 GHz. The more bits are configured, the less logic
resources are assigned to each bit, which requires higher
antenna gain to accommodate lower SNR. As a result, we
were able to observe signals for a 36 bits static ID only at
17.46 GHz because it had the highest SNR. Measurement
results are shown in Figs. 14–18. It can be observed that
all bits are clearly identified and separated at least 15 kHz apart
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Fig. 15. Measurement results of 5.8 GHz 12 bits static ID with 8% of logic
resources assigned to each bit. fm ranges from 700 kHz to 1.04 MHz.

Fig. 16. Measurement results of 26.5 GHz 6 bits static ID with 16% of logic
resources assigned to each bit. fm ranges from 860 kHz to 1.04 MHz.

Fig. 17. Measurement results of 26.5 GHz 12 bits static ID with 8% of logic
resources assigned to each bit. fm ranges from 700 kHz to 1.04 MHz.

with SNRs ranging from 6 dB to 20 dB, providing sufficient
margins for signal detection. Our designs demonstrate flexible
carrier frequency selection and bits configuration. Note that in
Fig. 18, due to attenuation, harmonics of lower sidebands do
not cause observable interference to the higher sidebands. For
the measurement setup, Pt is 15 dBm, Tx/Rx–tag distance is
20 cm. Note that the plastic enclosure as obstruction between
the tag and the Tx/Rx can cause extra 1 to 2 dB attenuation.
The measurement results shown in Figs. 14–18 are without
obstruction for better SNR demonstration.

Fig. 18. Measurement results of 17.46 GHz 36 bits static ID with 2.7% of
logic resources assigned to each bit. fm ranges from 300 kHz to 1.04 MHz.

Fig. 19. Measurement results of 17.46 GHz 4 bits RFID for dynamic com-
munications. fm ranges from 1 MHz to 1.14 MHz. Symbol patterns: (1111),
(1000), (1010), (0101), (0011), (0111).

Fig. 20. Measurement results of 17.46 GHz 8 bits RFID for dynamic commu-
nications. fm ranges from 1 MHz to 1.39 MHz. Symbol patterns: (11111111),
(00000000), (10011100), (10000011).

B. Dynamic Multi-Bit Communications

The second application is dynamic multi-bit communica-
tions. The “dynamic” term means the designed bit pattern
changes over time. Compared to the static IDs in Section IV-A,
here individual bit is turned on and off over time at a switching
frequency (fs) to transmit information. As a result, information
stored on the tag is not limited by total number of bits but
depends on fs and total transmitting time.

We design 4-bit, 8-bit, and 12-bit RFID tags to trans-
mit specific symbols and successfully detect the symbols
at the receiver. Each bit is allocated with 8% of logic
resources and fs is set at 100 Hz. Consequently, the 4, 8,
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Fig. 21. Measurement results of 17.46 GHz 12 bits RFID for dynamic
communications. fm ranges from 1 MHz to 1.79 MHz. Symbol patterns:
(111111111111), (000000000000), (100000011100), (100000000011).

and 12 bits designs have a total logic utilization of 32%,
64%, and 96%, a corresponding data rate of 400 bits/sec,
800 bits/sec, and 1.2 kbits/sec, and a corresponding power
consumption of 4.55 dBm (2.85 mW), 7.56 dBm (5.7 mW),
and 9.32 dBm (8.55 mW), respectively. Fig. 19 presents
symbol patterns measured at the receiver for the 4 bits
design. Data symbols are designed in the following pat-
terns: (1111), (1000), (1010), (0101), (0011), (0111). The
fm ranges from 1 MHz to 1.14 MHz to accommodate all
4 bits. Measurement results show that all the symbols are
successfully detected and match the designed signal pat-
terns. In the 8 bits and 12 bits designs, the fm ranges from
1 MHz to 1.39 MHz and from 1 MHz to 1.79 MHz, respec-
tively. The 8 bits design has symbol patterns of (11111111),
(00000000), (10011100), (10000011) and the 12 bits design
has symbol patterns of (111111111111), (000000000000),
(100000011100), (100000000011). Similarly, all symbols of
the 8 bits and 12 bits RFID are successfully detected as
shown in Figs. 20 and 21. For the measurement setup, Pt is
15 dBm, Tx/Rx–tag distance is 20 cm, interrogation frequency
is 17.46 GHz. Note that the plastic enclosure as obstruction
between the tag and the Tx/Rx can cause extra 1 to 2 dB
attenuation. The measurement results shown in Figs. 19–21
are without obstruction for better SNR demonstration.

C. Dynamic Single-Bit Communications With Maximum
Data Rate

The third application is focused on providing high data rate
communication between the interrogator and the tag. We have
designed an 1-bit RFID with 100% logic utilization and maxi-
mum power consumption of 9.5 dBm (8.91 mW) to maximize
SNR. The fm is set at 1.92 MHz and the fs is set at 100 kHz,
providing a data rate of 100 kbits/sec. In order to estimate
the bit error rate (BER), we use the VSA with a sampling
rate of 2.56 MHz to record more than 1 million transmit-
ting bits (1091227 bits) for around 11 seconds. The RFID tag
modulates the carrier signals with a testing symbol pattern of
(111010). Fig. 22 presents the measured signal strength of the
transmitted symbols. Solid curve is the modulated backscatter
signals measured by the VSA, while red circles are post-
measurement signal processing sampled signals. In order to

Fig. 22. Measured signal strength of the transmitted symbols. Solid curve is
the modulated backscatter signals while red circles are the post-measurement
signal processing sampled signals. A threshold value is set at -81 dBm to
detect a symbol pattern of (111010).

detect bit 0 and bit 1, a threshold value of -81 dBm is cho-
sen since it provides the lowest BER. Our signal processing
results show that only 2 errors are detected among all 1091227
transmitted bits, that is, our proposed RFID tag achieves a
BER of 0.00000183 (10−6) at a data rate of 100 kbits/sec.
For the measurement setup, Pt is 15 dBm, Tx/Rx–tag distance
is 20 cm, interrogation frequency is 17.46 GHz. Note that
the plastic enclosure as obstruction between the tag and the
Tx/Rx can cause extra 1 to 2 dB attenuation. The measurement
results shown in Fig. 22 are without obstruction for better SNR
demonstration.

V. CONCLUSION

In this paper, we have introduced a new class of side-
channels that is a consequence of impedance changes in
switching circuits, and we refer to it as an impedance-based
side-channel. One example of such a side-channel is when
digital logic activity causes incoming EM signals to be modu-
lated as they are reflected (backscattered), at frequencies that
depend on both the incoming EM signal and the circuit activ-
ity. This can cause EM interference or leakage of sensitive
information, but it also can be leveraged for RFID tag design.

This paper first discusses how an impedance-based
backscatter channel is created by switching activity of tran-
sistors in digital electronic circuitry. Then, we demonstrate
that the impedance difference between transistor gates in the
high-state and in the low-state changes the radar cross sec-
tion (RCS) and modulates the backscattered signal. Simulation
results show that the proposed RFID can be implemented
on ASIC with a 30 dB signal enhancement. Based on this
new backscattering channel, we have proposed a novel semi-
passive RFID tag, which can reach a distance up to 2 m and
can be interrogated at various frequencies between 1 GHz
and 26 GHz. Finally, we have illustrated how this design can
be adapted for a variety of RFID applications across carrier
frequencies at 5.8 GHz, 17.46 GHz, and 26.5 GHz. These
applications demonstrate flexible carrier frequency selection
and bits configuration, such as static IDs with 6, 12, and
36 bits, which provide up to 68.7 billion (236) combinations of
unique IDs, and multi-bit (4, 8, and 12 bits) dynamic RFIDs
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for communications. A maximum data rate of 100 kbits/sec
with a bit error rate (BER) of 0.00000183 (10−6) is achieved.
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