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Abstract
Deception has been proposed in the
literature as an effective defense mechanism
to address Advanced Persistent Threats
(APT). However, administering deception in a
cost-effective manner requires a good
understanding of the attack landscape. In this
paper, we develop a Hidden Markov Model
based framework where the indicators of
compromise (IoC) are used as the
observables. This framework would help in
selecting an appropriate deception script and
triggering the proper defensive strategy when
faced with APTs or other malware. The
effectiveness of the model and the
associated framework are illustrated by
considering ransomware as the offending
APT in a networked system.
Summary
Problem Addressed:
• Traditional signature based

detection techniques are not
effective against APTs

• New techniques that could
gather attacker’s intent and
attack mode are desired

• Ultimate goal is to detect APTs of
the type of ransomware

Solution Technique:
• Deception is used as a defense

strategy
• A Hidden Markov Model (HMM)

based detection model was
designed, as APTs are known to
be quiet invaders

• Indicators of Compromise (IoC)
are used as observable features
to design the detection model

Key Result:
• A HMM based ransomware

detection model
• A cost effective model to fend-off

attacks from APT groups

The Model Application

Conclusion
The paper designs a Hidden
Markov Model (HMM) based
ransomware type APT detection
model. This would help the
defender to make informed
decision regarding a cost-effective
countermeasure against the
attacks mounted by APT groups.
The cost-effective defensive
strategy is put forward so as to not
degrade the quality of service
(QoS). Deception helps the
defender to surreptitiously trigger a
countermeasure which denies the
attacker the opportunity to become
more aggressive.
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Deception
The idea is to deceive the attacker
into believing in it’s success while
triggering a cost effective counter
measure to repel attacks from APT
groups by deploying the costliest
defensive strategy against the most
aggressive attack.

Hidden Sates:
• z1: Malware
• z2: Ransomware
• z3: Ransomware + APT
• z4: Ransomware + APT with    

Contingency Plan of Attack

Observable Sates:
• x1: Reconnaissance
• x2: Interaction with honeypots or 

real-databases of high value
• x3: Backdoor implants and/or 

back-channel traffic
• x4: Existence of “Campaign Abort” 

strategy
• x5: Existence of other contingency 

plan of attack
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Figure 2. Smart Box

Figure 3. Deception Framework for mission survivability

Figure 1. HMM based ransomware type APT detection model

Analysis
Once the experiments are carried
out, we will have numerical values
for the transition, emission and
initial probabilities for the system.
Then we plug-in the values from
the matrices in the probability
equations to detect the status of
the malware.


