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Abstract. Compared to 2D face presentation attacks (e.g. printed pho-
tos and video replays), 3D type attacks are more challenging to face
recognition systems (FRS) by presenting 3D characteristics or materi-
als similar to real faces. Existing 3D face spoofing databases, however,
mostly based on 3D masks, are restricted to small data size or poor au-
thenticity due to the production difficulty and high cost. In this work,
we introduce the first wax figure face database, WFFD, as one type of
super-realistic 3D presentation attacks to spoof the FRS. This database
consists of 2200 images with both real and wax figure faces (totally 4400
faces) with a high diversity from online collections. Experiments on this
database first investigate the vulnerability of three popular FRS to this
kind of new attack. Further, we evaluate the performance of several face
presentation attack detection methods to show the attack abilities of this
super-realistic face spoofing database.
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1 Introduction

With the widespread face recognition technologies, the security and privacy risks
of face recognition systems (FRS) have been increasingly become as a critical
issue in both academia and industry. Face presentation attacks are one of the
most easily realized threats by presenting an artificial object or a copy or syn-
thetic pattern of faces to the biometric data capture subsystem [6]. Based on the
way to generate the face artifact, face presentation attacks can be classified into
2D modalities (which present printed/digital photographs or recorded videos on
the mobile/tablet), and 3D type (by wearing a mask or presenting a synthetic
model).

Because of the simplicity, efficiency, and low cost of making 2D type attacks,
current systems and research pay more attentions to 2D face presentation at-
tacks. However, with similiar 3D structures or materials to real faces, 3D face
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Fig. 1: Examples of 3D presentation attack cases. (a) Android phones fooled by
a 3D-printed head, (b) iPhone X face ID unlocked by a 3D mask.

presentation attacks are more hyper-realistic, and therefore, more powerful to
attack the FRS while more difficult to detect. For example, as shown in Figure
1, even some systems, which have already taken presentation attack detection
(PAD) into consideration, can be fooled by the 3D face presentation attacks.

Existing 3D presentation attacks are mostly based on wearable face masks.
3D facial mask spoofing was previously thought impossible to become a com-
mon practice in the literature [17], because compared to 2D type attacks, 3D
masks are much more difficult and high-cost to manufacture, requiring special
3D devices and materials. In recent years, the rapid advancement of 3D printing
technologies and services has made it easier and cheaper to make 3D masks.
Several 3D mask attack databases have been created based on the third-party
services [8,12], by self-manufacturing [10], or from online resources [14]. How-
ever, they are restricted to small data sizes (mostly less than 30 subjects) or low
mask qualities. This will not only limit the attack abilities of these fake faces,
but also limit research works in reporting robust detection performance against
3D presentation attacks.

To address this problem, we take advantage of the popularity and publicity of
numerous celebrity wax figure museums in the world, and collect a large number
of wax figure images to form the new Wax Figure Face Database (WFFD). These
life-size wax figure faces are all carefully designed and made in clay with wax
layers, silicone or resin materials, so that they are super-realistic and similar to
real faces. With the development of wax figure manufacture technologies and
services, we think the easily obtainable and super-realistic wax figure faces will
pose threat to the face recognition systems. Therefore, we introduce these wax
figure faces as a new challenging type of 3D face presentation attacks in this
paper, and analyze their impact on face recognition.

To the best of our knowledge, this is the first wax figure face database, also
with a large data size and high diversity. Altogether, the WFFD consists of
2200 images of 450 subjects (with both real and wax figure faces, totally 4400
faces), which are diversified in subject age, ethnicity, face pose, facial expression,
recording environment, and cameras, and therefore closer to the practical situ-
ation. Based on the new database, we first investigate the vulnerability of three
popular face recognition systems to these super-realistic presentation attacks,
and further evaluate the performance of several popular face PAD methods to
show the attack ability of this 3D face spoofing database.
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2 Related work

Most existing 3D face presentation attack databases create attacks by presenting
wearable face masks, which are made of different materials with similar 3D face
characteristics to the real faces. 3SDMAD [8] is the first publicly available 3D
mask database. It used the services of ThatsMyFace? to manufacture 17 masks
of users, and recorded 255 video sequences with an RGB-D camera of Micsoft
Kinect device for both real access and presentation attacks. This database is
widely used by providing color images, depth images, and manually annotated
eye positions of all face samples.

With the development of 3D modeling and printing technologies, from 2016,
more mask databases were created. 3DFS-DB [10] is a self-manufactured and
gender-balanced 3D face spoofing database. They made 26 printed models us-
ing two 3D printers: the ShareBot Pro and the CubeX*, which are relatively
low-cost and worth about 1000 and 2000 €, respectively. Acrylonitrile Butadi-
ene Styrene (ABS) plastic material is used to generate the physical artifacts.
HKBU-MARs [12] is another 3D mask spoofing database with more variations
to simulate the real world scenarios. It generated 12 masks from two compa-
nies (ThatsMyFace and REAL-F?) with different appearance qualities. 7 cam-
era types and 6 typical lighting settings are also included to form totally 1008
videos. To include more subjects, the SMAD database [14] collected and com-
piled videos of people wearing silicone masks from online resources. It contains
65 genuine access videos of people auditioning, interviewing, or hosting shows,
and 65 attacked videos of people wearing a complete 3D structure (but not cus-
tomized) mask around the head which fits well with proper holes for the eyes
and mouth.

Besides, there have been some 3D mask spoofing databases with special light-
ing information for more effective detection. The MLFP database [2] (Multispec-
tral Latex Mask based Video Face Presentation Attack database) is a unique
multispectral database for face presentation attacks using latex and paper masks.
It contains 1350 videos of 10 subjects in visible, near infrared (NIR), and ther-
mal spectrums, which are captured at different locations (indoor and outdoor) in
an unconstrained environment. Similarly, the ERPA database [5] also provides
the RGB and NIR images of both bona fide and 3D mask attack presentations
captured using special cameras. This is a small dataset with frame images of 5
subjects stored. The depth information is also provided. Both rigid resin-coated
masks and flexible silicone masks are considered.

These databases have played a significant role in designing multiple detec-
tion schemes against 3D face presentation attacks. However, they still face the
problems of small database size, low diversity, or poor authenticity, which will
certainly limit the development of effective and practical detection schemes.

3 http://thatsmyface.com/.
4 https://www.sharebot.it. and http://www.cubify.com.
® http://real-f.jp/en_the-realface.html.
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Fig.2: Examples of images of WFFD database. (a) Protocol I, (b) Protocol II.

3 The wax figure face database

To address the issues in existing 3D face presentation attack databases, we in-
troduce the new WFFD database with a large size and high diversity as super-
realistic 3D presentation attacks. The details of the data collection process, and
the evaluation protocols are presented in this section.

This Wax Figure Face Database is based on numerous celebrity wax figure
images from online resources. These user-customized and life-size wax figure
faces are all carefully designed and made in clay with wax layers, silicone or
resin materials, so that they are super-realistic. We first downloaded multiple
celebrity wax figure faces as attacks with a high diversity in subject age, ethnicity,
face pose, expression, recording environment, and cameras, and then collected
the corresponding celebrity images as real access attempts. For each subject, the
wax figure face and real face were finally grouped in one image to show the high
authenticity, as the examples shown in Figure 2(a).

Further, we introduce one more challenging scenario where the wax figure
face and real face were originally recorded together, as shown in Figure 2(b).
With the same recording environment, and even the same face poses and facial
expressions, these images are more difficult to distinguish.

Altogether, the WFFD consists of 2200 images with both real and wax figure
faces of 470 subjects, totally 4400 faces. Table 1 compares the characteristics
of WFFD with six existing 3D face presentation attack databases. To evaluate
the performances of the face PAD methods on the WFFD database, we further
designed three protocols. 1) Protocol I contains images grouped manually, which
means the wax figure faces and real faces came from different recording devices
and environment. 2) Protocol II contains the wax figure faces and real faces
recorded in the same environment with the same cameras. 3) Protocol III com-
bines previous two protocols to simulate the real-world operational conditions.
More details about the images used in each protocol are shown in Table 2.

4 Experiments

In this section, we first investigate the vulnerability of three popular face recogni-
tion systems to these super-realistic 3D presentation attacks, and then evaluate
the performance of several popular face PAD methods on the proposed database.
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Table 1: Comparison of 3D face presentation attack databases

Database Year | #Sub | #Sam | Format | Material Image description
3DMAD [3] 2013 | 17 255 video paper, resin | 2D, 2.5D

3DFS-DB [10] 2016 26 520 video plastic 2D, 2.5D, 3D
HKBU-MARs [12] 2016 12 1008 video / 2D

SMAD [14] 2017 | / 130 video silicone 2D

MLFP [2] 2017 10 1350 video latex, paper multispectral

ERPA [5] 2017 5 86 image resin, silicone | multispectral, depth
WFFD (proposed) | 2019 | 470 2200 image wax figure 2D

Table 2: Number of images in each evaluation protocol

Protocol #Training | #Development | #Testing | #Total
Protocol 1 600 200 200 1000
Protocol 11 720 240 240 1200
Protocol IIT 1320 440 440 2200

" Note that the three subsets have no overlap.

4.1 Performance evaluation metrics

Based on the ISO/IEC metrics, for the evaluation of the vulnerability of FRSs,
the Impostor Attack Presentation Match Rate (TAPMR) metric was used to
report the results, which can be considered as an indication of the attack success
chances if the FRS is evaluated regarding its PAD capabilities. It is defined as
the proportion of impostor attack presentations using the same Presentation
Attack Instrument (PAT) species in which the target reference is matched in a
full-system evaluation of a verification system. For the detection performance
evaluation, we reported the results using the Attack Presentation Classification
Error Rate (APCER), the Bona Fide Presentation Classification Error Rate
(BPCER), and the Average Classification Error Rate (ACER).

4.2 Vulnerabilities of face recognition systems

Three FARs were considered to show the vulnerability towards detecting fake
faces using the proposed WFFD database, so that the attack abilities of the
super-realistic database can be demonstrated. They are two publicly available
FRSs: OpenFace [3] and Face++ [9], and a commercial system Neurotechnology
VeriLook SDK [15]. Using the thresholds recommended by these FRSs, we calcu-
lated the TAPMR values on three protocols of the WFFD database, as presented
in Table 3.

Table 3 shows that over 92% of the images in the three protocols of the
WEFFD were successfully compared using the Openface and Face+, which means
the high attack success chances of the proposed WFFD database on these two
face recognition systems. However, lower values of the IAPMR can be seen when
the VeriLook SDK was employed on the three protocols. This is attributed to
the fact that some faces with special poses or low qualities cannot be identified
by the VeriLook SDK, therefore, leading to less successful matches.
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Table 3: IAPMR of three Face Recognition Systems

Protocol Openface Face++ VeriLook
Threshold 0.99" le-5F 36"
Protocol 1 93.29% 92.60% 76.14%
Protocol I1 96.73% 96.22% 88.12%
Protocol 111 95.25% 94.72% 81.75%

the confidence
matching score

*Using a squared L2 distance threshold; {Using
threshold at the 0.001% error rate; ** Using the
when FAR=0.1%.

In addition, by comparing the results for Protocol I and Protocol II, we can
observe that higher TAPMR values were achieved for images in Protocol I, where
the fake faces and real faces were recorded in the same scenarios with the same
cameras. This leads to the higher attack abilities of images in Protocol II.

4.3 Detection performance of face PAD algorithms

Several face PAD methods were evaluated on the WEFFD database to show how
they can work for the proposed super-realistic 3D presentation attacks. These
PAD methods were based on different features, including the multi-scale LBP [§],
the color LBP [7], the Haralick features [1], the reflectance properties [11], the
multi-level Local Phase Quantization (LPQ) [4], deep features based on the
ResNet-50 model [16] and VGG-16 model [13]. They all achieved high detection
performance against 2D spoofing attacks or 3D mask attacks.

In this experiment, for each image in the WFFD database, the two face
regions were first detected, cropped and normalized into 64 x 64 pixel images.
Based on different PAD methods, features were extracted from the face images,
and then fed into a Softmax classifier with a cross-entropy loss function.

The detection results on Protocol I and Protocol II of the proposed WFFD
are shown in Table 4. For the Protocol I, we can see that existing seven face
PAD methods achieved high detection error rates, ranging from 17% to 46%.
We attribute the poor performances to the high diversity and super-realistic
attacks in the WFFD database, therefore, making it difficult to detect real faces
from wax figure faces recorded in different scenarios.

Table 4: Detection error rates (%) on Protocol I and Protocol IT of the WFEFD

Method Protocol 1 Protocol II

EER | APCER | BPCER | ACER | EER | APCER | BPCER | ACER
Multi-scale LBP [8] 33.17 | 31.22 31.22 31.22 |36.62 |37.32 33.45 35.39
Color LBP [7] 33.17 |30.24 36.10 33.17 |37.32 | 36.62 41.90 39.26
Haralick features [1] |32.19 |25.85 37.07 31.46 |38.38 |41.55 24.65 33.10
Reflectance [11] 41.95 |40.00 52.19 46.10 | 44.37 |50.70 44.37 47.53
Multi-level LPQ [4] 24.88 |24.88 25.36 25.12 [ 33.10 | 35.56 22.89 29.22
ResNet-50 based [16] | 17.07 | 20.49 18.04 19.27 | 20.42 | 19.37 24.29 21.83
VGG-16 based [13] 45.85 | 50.73 41.95 46.34 | 48.94 |40.14 52.82 46.48
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Comparing the two groups of results in Table 4, we can see that most er-
ror rates for Protocol II are higher than the values for Protocol I. Such results
are reasonable since recording the real faces and wax figure faces in the same
scenarios with the same cameras results in less differences of the faces. There-
fore, it is more difficult to detect the presentation attacks in this protocol, also
meaning the higher attack abilities, which reached a similar conclusion with the
results in Table 3. Overall, due to the highly discriminative features learned by
the ResNet-50 models, the method [16] achieved the best results for both the
two protocols. The multi-level LPQ [4] based method also performed relatively
well, with the ACER under 30%.

The overall results of the seven evaluated PAD methods on the WFFD
database are shown in Table 5. The ACER values ranged from 20.04% to 47.24%,
showing the poor detection performance of these methods against the proposed
wax figure face presentation attacks, and therefore, the strong attack abilities of
the WFFD database in face recognition.

Table 5: Detection error rates (%) on Protocol IIT of the WFFD

Methods EER APCER BPCER ACER
Multi-scale LBP [8] 34.56 33.33 32.92 33.13
Color LBP [7] 36.81 35.38 35.79 35.58
Haralick features [1] 36.81 36.40 32.92 34.66
Reflectance [11] 44.78 46.01 46.22 46.11
Multi-level LPQ [4] 28.63 29.45 25.15 27.30
ResNet-50 based [16] 18.81 19.43 20.65 20.04
VGG-16 based [13] 48.67 45.19 49.28 47.24

5 Conclusion

To address the limitations in existing 3D face presentation attack databases, we
have proposed a new database, WFFD, composed of wax figure faces with high
diversity and large data size as super-realistic face presentation attacks. The
database will be made publicly available in order to help the development and
fair evaluation of different PAD algorithms. Extensive experiments have demon-
strated the vulnerability of popular face recognition systems to these attacks,
and the performance degradation of several existing PAD methods in detecting
real faces from wax figure faces, showing the challenges when wax figure face are
used for 3D attacks.

Some motion based methods, such as head movement and blink detection
based may seem quite effective in detecting wax figure fake faces if the faces
are recorded in videos. However, nowadays the high-tech wax figure technolo-
gies have realized the intelligent wax figures, which can not only move but also
sense people and change its behaviour based on its surroundings. Therefore, it
is demanding to investigate more discriminative and powerful methods to detect
these new challenging 3D face presentation attacks in the future.
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