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Abstract

This paper presents the first empirical study based on ground-

truth data of a major Bullet-Proof Hosting (BPH) provider,

a company called MaxiDed. BPH allows miscreants to host

criminal activities in support of various cybercrime business

models such as phishing, botnets, DDoS, spam, and coun-

terfeit pharmaceutical websites. MaxiDed was legally taken

down by law enforcement and its backend servers were seized.

We analyze data extracted from its backend databases and

connect it to various external data sources to characterize

MaxiDed’s business model, supply chain, customers and fi-

nances. We reason about what the “inside” view reveals

about potential chokepoints for disrupting BPH providers. We

demonstrate the BPH landscape to have further shifted from

agile resellers towards marketplace platforms with an over-

supply of resources originating from hundreds of legitimate

upstream hosting providers. We find the BPH provider to have

few choke points in the supply chain amendable to interven-

tion, though profit margins are very slim, so even a marginal

increase in operating costs might already have repercussions

that render the business unsustainable. The other intervention

option would be to take down the platform itself.

1 Introduction

“Bullet-proof” hosting (BPH) is a part of the hosting market

where its operators knowingly enable miscreants to serve abu-

sive content and actively assist in its persistence. BPH enables

criminals to host some of their most valuable resources, such

as botnet command-and-control (C&C) assets, exploit-kits,

phishing websites, drop sites, or even host child sexual abuse

material [1–5]. The name refers to the fact that BPH provides

“body armor” to protect miscreants against interventions and

takedown efforts by defenders and law enforcement.

Much of the prior work in this area has focused on how to

identify such malicious providers. Initially, BPH providers

served miscreants directly from their own networks, even

though this associated them with high levels of abuse. Famous

examples of such providers include McColo Corp. [6], the

Russian Business Network (RBN) [7], Troyak [3] and

Freedom Hosting [8]. This operational model enabled AS-

reputation based defenses, such as Fire [9], BGP Ranking [10]

and ASwatch [11]. These defenses would identify networks

with unusually high concentrations of abuse as evidence for

the complicity of the network owner, and thus of BPH.

AS-reputation defenses became largely ineffective when

a more “agile” form of BPH emerged. In this new form,

providers would rent and resell infrastructure from various

legitimate upstream providers, rather than operate their own

“monolithic” network. Concentrations of abuse were diluted

beyond detection thresholds by mixing it with the legitimate

traffic from the ASes of the upstream providers.

In response, researchers developed a new detection ap-

proach, which searched for concentrations of abuse in sub-

allocated IP blocks of legitimate providers [4, 5]. This ap-

proach assumes that honest upstream providers update their

WHOIS records when they delegate a network block to re-

sellers. It also assumes that the BPH operator functions as a

reseller of the upstream providers.

A key limitation of this prior work is that it is based on

external measurements. This means that we have little in-

side knowledge of how BPH operations are actually run and

whether assumptions behind the most recent detection ap-

proaches are valid. A second, and related, limitation is the

lack of ground-truth data on the actions of the provider. There

are minor exceptions, but even those studies contain highly

sparse and partial ground-truth data [2, 5].

This paper presents the first empirical study of BPH based

on comprehensive internal ground-truth data. The data per-

tains to a provider called MaxiDed, a significant player in

the BPH market. It unearths a further, and previously un-

known, evolution in the provisioning of BPH, namely a shift

towards platforms. Rather than MaxiDed renting and reselling

upstream resources on its own, it offered a platform where

external merchants could offer, for a fee, servers of upstream

providers to MaxiDed customers, while explicitly indicating

what kinds of abuse were allowed. By operating as a plat-

form, MaxiDed externalizes to the merchants the cost and risk

of acquiring and abusing infrastructure from legitimate up-

stream providers. The merchants, in turn, externalize the risk

of customer acquisition, contact and payment handling to the

marketplace. This new BPH model is capable of evading the

state-of-the-art detection methods. Our analysis shows that



in most cases, there are no sub-allocations visible in WHOIS

that can be used to detect abuse concentrations, rendering the

most recent detection method [5] much less effective.

Before we can develop better detection and mitigation

strategies, we need an in-depth empirical understanding of

how this type of provider operates and what potential choke-

points it has. To this end, we analyze a unique dataset captured

during the takedown of MaxiDed by Dutch and Thai law en-

forcement agencies in May 2018 [12]. The confiscated data

includes over seven years of records (Jan 2011 – May 2018)

on server packages on offer, transactions with customers, pro-

visioned servers, customer tickets, pricing, and payment in-

struments. In addition to the confiscated systems, two men

were arrested: allegedly the owner and admin of MaxiDed.

The central question of this paper is: how can we character-

ize the anatomy and economics of an agile BPH provider and

what are its potential chokepoints for disruption? We first de-

scribe how the supply chain is set up. Then, we characterize

and quantify the supply, demand, revenue, payment instru-

ments and profits of the BPH services offered by MaxiDed.

All of this will be analyzed longitudinally over seven years.

We also explore what MaxiDed’s customers used servers for.

Our main contributions may be summarized as follows:

• We provide the first detailed empirical study of the

anatomy and economics of an agile BPH provider based

on ground-truth data.

• We map the supply of BPH services and find a highly

diversified ecosystem of 394 abused upstream providers.

• Contrary to conventional wisdom, we find that the

provider’s BP services are not expensive and priced at a

40-54 % markup to technically similar non-BP offers.

• We quantify demand for BPH services and find it result-

ing in a revenue of 3.4M USD over 7 years. We conclude

the market to be constrained by demand, not by supply,

i.e. demand for this type of agile BPH seems limited.

• We estimate profits to amount to significantly less than

280K USD over 7 years. This belies the conventional

wisdom of BPH being a very lucrative business.

• We find disruptable pressure points to be limited. Pay-

ment instruments were sensitive to disruption, but a re-

cent shift to crypto-currencies limits this option. We

identified 2 merchants and a set of 15 abused upstream

hosting providers as pressure points though their iden-

tifcation would have been difficult based on external

measurements. The only remaining viable options are

raising operational costs and taking down the provider’s

platform.

We should note that the “bullet-proof” metaphor seems

less suited for this new model of BPH provider that we study.

Commonly, BPH is understood to include two aspects: (i)

intentionally enabling abuse, and (ii) providing resilience

against takedowns. The BP metaphor directs attention to the

resilience. This new business model, however, primarily fo-

cuses on the agile enabling of abuse at low cost. MaxiDed and

its external merchants provide servers for abuse at close to the

market price for legitimate servers. Customers then prepay the

rent for these servers. This means that the risk of takedown, in

terms of a prepaid server being prematurely shut down by the

upstream provider, is borne by the customer. Most customers

manage this risk by opting for short lease times and treating

servers as disposable and cheaply replaceable resources. They

take care of the resilience of their services themselves, using

these disposable resources. Some forms of resilience – e.g.,

reinstalling an OS and moving files to a new server – are

provided by the BPH provider as a premium service for an

additional fee. The ’bullet-proof’ metaphor is less suitable for

this business model. A more fitting alternative may be “agile

abuse enabler”. That being said, in this paper we retain the

existing term. The market of intentionally provisioning host-

ing services for criminals is still widely referred to as BPH

and we want to maintain the connection with prior work.

The remainder of this paper is structured as follows. First,

we provide a high-level overview of MaxiDed ’s business (S.2).

We then discuss the ethical issues related to our study (S.3).

Next, we describe our datasets (S.4) and the integrity checks

we performed to ensure the validity of our analysis (S.5). We

then outline MaxiDed’s anatomy and business model (S.6).

Next, we turn to the substantive findings and analyze the

supply and demand around MaxiDed’s platform, with a spe-

cific focus on identifying choke points (S.7). We also ana-

lyze MaxiDed’s customer population (S.8). We then take a

look at longitudinal patterns in terms of use and abuse of BP

servers by customers (S.9). The final part of the analysis is

on MaxiDed’s revenue, costs and profits (S.10). We conclude

by locating our study within the related work(S.11) and by

discussing its implications for the problem of BPH (S.13).

Additional material are provided in Appendices (S.14)

2 Background

MaxiDed Ltd. was a hosting company legally registered in the

Commonwealth of Dominica, an island state in the West In-

dies that is also known for its offshore banking and payments

processing companies. MaxiDed’s operators publicly adver-

tised the fact that customers were allowed to conduct certain

abusive activities upon purchasing its hosting solutions. While

WHOIS information of the MaxiDed domain shows that it has

existed since 2008, web archive data suggest that initially it

was just a small hosting provider with no mention of allow-

ing illicit activities. It underwent a major transformation in

2011 towards becoming an agile BPH service. MaxiDed does

not have its own Autonomous System, nor does it have any

IP address ranges assigned to it by RIRs, according to our

analysis of WHOIS data at the time of its disruption. This im-

plies that IP addresses are provisioned to customer servers by

upstream providers, rather than by MaxiDed. This underlines



Advertised BPH Services

Dedicated VPS Shared Total

BPH Servers Hosting

66host 0 0 3 3

outlawservers 1 6 4 11

abusehosting 47 5 3 55

bpw 5 4 0 9

bulletproof-web 7 9 0 16

MaxiDed 1,855 1,066 0 2,921

Table 1: MaxiDed in comparison with previously studied BPH by

Alrwais et al.[5] that appear to be still operational

MaxiDed’s agile nature, i.e., its reliance on reselling upstream

infrastructure. Table 1 compares MaxiDed with several pre-

viously studied agile BPH providers in terms of the quantity

and types of services they offered. It highlights that its scale

of operations is around two orders of magnitude larger. It

is reasonable to view the provider as a major player in this

market which others have similarly pointed to [13].

3 Ethics

Our data is similar in nature to that used in prior studies

of criminal backends [14–16]. It originates from legal law

enforcement procedures to seize infrastructure. Using such

data raises ethical issues. We operated in compliance with

and under the approval of our institution’s IRB. We discuss

further issues using the principles identified in the Menlo

Report [17].

(Respect for persons.) The data contains personally iden-

tifiable information (PII) on customers, merchants and em-

ployees. Access has been controlled and limited to authorized

personnel within the investigative team, and later granted to

several of the co-authors. Since ‘participation‘ in this study is

not voluntary and cannot be based on informed consent, we

took great care not to analyze PII on customers, because they

form the most vulnerable party involved and not all of them

may have used servers for illicit purposes. We only compiled

aggregate statistics. For merchants, we have masked identi-

ties using pseudonyms to prevent identifiability. We did not

analyze the data in terms of MaxiDed employee names.

(Beneficence.) We believe that our analysis does not create

further harm. We did not purchase services from the provider

and thus did not contribute to any criminal revenue. The au-

thors and police investigators believe the benefits of a better

understanding of BPH operations, most notably in terms of

better countermeasures, outweigh the potential cost of making

this kind of knowledge more widely known, as the model of

agile BPH itself is already well-documented in prior work.

(Justice.) The benefits of the work are distributed to the

wider public, in terms of helping to reduce crime. It especially

helps to protect persons who are more vulnerable to being

victimized. We see no impact to persons from being included

in the study itself.

(Respect for law and public interest.) This study has

been conducted with the approval of, and in collaboration

with, the investigative team and public prosecutors. It is im-

portant to note, that while captured information may point to

certain illegal conduct, establishing legal proof of criminal

conduct is not the purpose of this study.

4 Data

From the servers seized during the takedown, the Dutch in-

vestigative team has been able to resurrect MaxiDed’s admin-

istrative backend (CRM and database). They have granted us

access to the data and corresponding source code. We ana-

lyzed the source code to ensure correct interpretation of the

stored data. We observed how various resurrected administra-

tive pages queried specific records to display information.

The revived single-instance Postgres database contains

longitudinal information on several key aspects of MaxiDed’s

operations. On the supply side, it includes data on what server

packages were on offer, which merchants were offering these

packages, and the internal and externally-advertised prices of

each package. On the demand side, there is customer contact

information, order placements, rented servers, server assigned

IP addresses, financial transactions, and type of payment in-

struments used and available over time.

Communications between MaxiDed operators, customers,

merchants, and upstream providers were captured as CRM

system tickets. Ticket contents and email communications

also include instances of abuse complaint emails that MaxiDed

administrators received and forwarded to their customers. We

should note that the operators also operated a live-chat chan-

nel for customers on the site. They were also known to use

ICQ, Jabber and Skype contact channels at some point in

time. These communications were not stored on the seized

servers, if they were stored at all. Communications data, often

the most sensitive, have not been analyzed in favor of the

ethical principles that we followed.

Overall, the retrieved data represents information over the

course of MaxiDed’s life span from Jan.- 2011 to May-2018,

when its operation was disrupted. High level statistics and

descriptions of the ground-truth data is presented in Table 2.

To enrich the ground-truth data, we deployed several addi-

tional data sources. Domain-based resources operating from

the customer IPs, were identified using historical passive DNS

data collected via Farsight Security’s (DNSDB [18]). To iden-

tify upstream providers of servers and IPs, we used historical

WHOIS IP allocation data from Maxmind [19]. A set of do-

main and IP-based blacklists have been used to gain further

insights into abuse emanating from customer servers.

5 Data Integrity

Since we did not gather the information ourselves, we need

to evaluate its accuracy and authenticity: how do we know

that MaxiDed admins did not manipulate data, for reasons of

operational security or otherwise?

Our data resulted from the legal seizure of servers, in close

coordination with apprehension of two individuals who had





customers looking for an abuse-tolerant provider. It captured

a fixed 20% fee from each sale between a merchant and a

customer. Customers did not see the merchants’ identities or

even that an offer came from a separate entity. All they knew

was that they contracted with MaxiDed. The merchants adver-

tised server packages from legitimate upstream providers and

put these on the MaxiDed market with a markup. Server pack-

ages specified default server configurations that were further

customizable by customers. In addition to the technical spec-

ification, each package indicated what type of abuse, if any,

was allowed. The majority of the packages explicitly allowed

certain forms of abuse. MaxiDed itself also put server pack-

ages from certain upstream providers for sale in the webshop,

de facto operating as merchant on its own platform. For its

own packages, profits varied between 0 to 40% of the cost of

packages at the upstream providers. What’s more, MaxiDed

also operated as a customer on its own platform, acquiring of-

fers from merchants for its side business, a highly permissive

and lucrative file sharing service called DepFile. This file

sharing service was a major hub for distributing child sexual

abuse material.

The platform approach means MaxiDed can externalize the

cost and risks of acquiring and supplying upstream server

infrastructure to third-party merchants. As such it is decou-

pled from the upstreams. The advantage for merchants, on

the other hand, was that they could externalize the responsi-

bility and risks of acquiring customers and processing their

payments. Beside the fee that MaxiDed charged on top of the

merchant’s price, it also charged customers for performing

additional administrative tasks, like re-installing servers af-

ter a takedown by the upstream provider. From these fees, it

needed to recoup the cost of its staff and backend systems.

The main components of the marketplace were a fron-

tend webshop, a backend Customer Relationship Manage-

ment (CRM) system, accounts for merchants who could offer

server packages on in the webshop, and payment handling

of customers paying to MaxiDed and, in turn, MaxiDed pay-

ing the merchants when their offers resulted in a sale. The

CRM, a series of webpages implemented in PHP, was used

by both MaxiDed and merchants to create the server pack-

ages displayed on the webshop. It was also used to facilitate

communications between customers and merchants through

customer tickets. Merchants were responsible for handling

customer tickets of their own server packages. Communi-

cations also took place through multiple MaxiDed support

email addresses which were automatically imported into the

backend database and live-chat functionality which was not

retrievable from our data.

Different payment options have been supported over time

by MaxiDed; 23 in total. Some from third-party payment

providers like Paypal and WebMoney to cryptocurrencies

such as Bitcoin and Zcash.

(Merchants) Third-party merchants supplied server pack-

ages that were re-branded and sold, with a mark-up, un-

der MaxiDed’s name. Many offered packages were directly

scraped by the merchants from retail auction sites run by

certain upstream providers. As far as we could tell, most

merchants had no established reseller relationship with the up-

stream provider and no delegation was visible in IP WHOIS.

(We explore this more systematically in S.7.3.) This inval-

idates a key assumption in prior work, i.e., that agile BPH

providers operate on the basis of established reseller relation-

ships that are visible in sub-allocations. In some cases, mer-

chants did establish reseller relationships with an upstream

provider. This allowed them to hook into an API and automate

the importing and advertising process of upstream packages,

rather than having to manually scrape other hosting provider’s

websites, in addition to receive certain discounts.

(Upstream Providers) These are legitimate hosting com-

panies that offer server packages, via retail channels, auctions

or reseller programs, which are put into the MaxiDed market-

place by the merchants. Once sold, the merchant acquires

the package from the upstream provider. In S.7.3, we use

WHOIS IP allocation information to infer from which up-

stream providers the merchants bought their packages.

(Customers) Customers were elicited for their preferences

and guided towards server packages upon visiting MaxiDed’s

webshop. This occurred via standard search filters or via live

chat with administrators. Customers were able to request more

powerful hardware, additional IP addresses, pre-installation

of a specific OS, and decide on the physical location of the

servers. Figure 15 (see S.14 Appendix-A) provides an excerpt

of a live chat conducted by one of the authors with MaxiDed

operators prior to its takedown demonstrating this process.

Customers would first deposit funds into a USD denomi-

nated “wallet” and then use these wallet funds to pay for the

invoices that MaxiDed issued to them. In other words, pur-

chases were prepaid. This structure allows merchants to place

orders only after receiving payments and to shift the risks

of premature contract termination to customers as they have

received payments in full. Customers were not reimbursed for

lost server-day usage due to premature service suspension at

the upstream.

6.2 Side Business

MaxiDed’s administrators also operated a file sharing plat-

form, known as DepFile [13, 20], run on servers which

they rented through the MaxiDed marketplace. Some of these

servers were also seized during the law enforcement action.

Data shows that DepFile infrastructure was acquired using

a single MaxiDed customer account which never paid its in-

voices. Over time, the account accrued approximately 400,000

USD in debt. DepFile allowed its customers to host and

access content, some of which included child sexual abuse

material, on a monthly subscription basis. Our separate anal-

ysis of internal DepFile data, suggest that it resembled a so

called “affiliate program” [15, 21, 22] with affiliates bring-

ing in new subscribers. The profits from subsequent sign-ups















Hosted resources Number flagged resource in abuse feed

IPs FQDN 2LD PHTK1 APWG2 SBW3 GSB4 DBL5 CMX6

Year (IP) (FQDN) (2LD) (IP) (FQDN) (2LD) (IP) (FQDN) (2LD) (IP) (FQDN) (2LD) (IP) (FQDN) (2LD) (IP) (FQDN) (2LD)

2016 985 9,902 3,378 2 1 32 29 45 75 12 10 23 . . . . . . 85 185 201

2017 906 15,494 3,573 5 2 18 1 4 23 . . . 4 63 71 40 644 696 22 20 51

2018 145 416 280 0 0 2 0 0 5 . . . 0 0 4 20 23 22 . . .

Sources:PHTK: Phishtank[24], APWG: Anti-Phishing Working Group[25], SBW: StopBadware[26], GSB: Google Safe Browsing[26], DBL: Spamhaus[27], CMX: Clean-MX[28].

Notes: (1) Phishing; (2) Phishing; (3, 4) Malware drive-by; (5) SPAM, Malware, Phishing, botnet C&C; (6) Malware and Phishing.

Table 5: Statistics on flagged or blocked MaxiDed customer resources

and PayPal. Note that 99% of these payments were not for

BP servers, as those were almost exclusively provided by the

third-party merchants.

iii) Debtors. The final component of MaxiDed’s costs struc-

ture is that of outstanding debts due from its customers.

The operators have vigilantly banned customers with out-

standing debts. One customer was the exception to this

rule. Actually, this was not a real customer, but a customer

account through which MaxiDed operators themselves pur-

chased servers from merchants on their platform. These were

used to host DepFile, their large file-sharing platform side-

business. This customer entity accumulated debts amounting

to 399,123 USD.

(Profits.) Table 6 details MaxiDed’s yearly finances, along-

side finances of their side business DepFile. Despite the

common understanding of BPH services being lucrative, we

clearly observe MaxiDed’s earnings to be modest and de-

clining. In total, over seven years, MaxiDed made just over

280K USD in profit. If we take out the debt incurred for the

DepFile side-business (399,123+280,618), then the profit

would have been 679,741 USD. This is still an underwhelm-

ing figure for 7 years of operating a BPH platform. Recall that

the cost of personnel, office space, and equipment also has to

be taken from this amount. These combined costs would have

to be substantially lower than 100K USD per year to leave

even a tiny profit on the balance sheet.

MaxiDed DepFile

Year Revenue Costs Profmx Revenue Costs Profd p (Σ Prof.i)

2011 79,987 1,312 78,675 . . . 78,675

2012 345,213 72,418 272,794 . . . 272,794

2013 458,028 17,9761 278,266 334,540 248,307 86,233 364,499

2014 419,739 328,757 90,981 1,646,568 712,442 934,125 1,025,106

2015 615,046 570,895 44,150 2,205,687 1,396,820 808,867 853,017

2016 733,151 726,040 7,111 3,153,553 2,188,634 964,919 972,030

2017 566,471 872,520 -306,048 3,998,244 2,841,322 1,156,922 850,874

2018 177,806 363,118 -185,312 1,547,078 1,129,586 417,492 232,180

Total 3,395,444 3,114,825 280,618 12,885,673 8,517,113 4,368,560 4,649,178

Note: (mx: MaxiDed) (d p: DepFile)

Table 6: Yearly finances

The side-business DepFile, on the other hand, generated

much better margins. We could even speculate that MaxiDed

was more valuable to its owners as a way to acquire cheap and

risk-free server infrastructure than as its own profit model.

11 Related Work

(Underground Ecosystems.) Several ecosystems and mar-

ketplaces of a malicious nature have been studied in the lit-

erature via captured datasets. Stone-Gross et al. analyzed

credential stealing malware [29] and spam botnets [14] by

taking over part of the botnet infrastructure to understand

their inner workings. Wang et al. studied SEO campaigns to

sell counterfeit luxury goods and the effectiveness of various

interventions to combat such activities [30]. Alrwais et al.[34]

investigate illicit activities in the domain parking industry

by interacting with the services to collect ground truth data.

Christin [31] analyzed the Silk Road marketplace by running

daily crawls of its webservices for 6 months to understand

merchants, customers, and what was being sold. A followup

study by Soska and Christin [32] examined 16 anonymous

market places also by periodically crawling their webservices

and found that marketplace takedowns may be less effec-

tive than pursuing key merchants that may migrate to others.

Another followup study by Wegberg et al. [33] augments pre-

vious studies by examining evidence for commoditization of

entire cybercrime value-chains in underground marketplaces

and finds that only niche value-chain components are on offer.

Datasets on the underground can also be leaked by crimi-

nal competitors. McCoy et al. used leaked databases of three

affiliate programs to study pharmaceutical affiliate programs

[15]. More recently, Brunt et al.[35] analyzed data from a

DDoS-for-hire service and found that disrupting their reg-

ulated payment channel reduced their profitability but that

they were still profitable by switching to unregulated cryp-

tocurrency payments. Hao et al. [16] analyzed a combination

of leaked and legally seized data to understand the ecosys-

tem for monetizing stolen credit cards. Our dataset resulted

from the aftermath of the legal takedown of the BPH provider

MaxiDed. To the best of our knowledge, there has been no

prior academic work on BPH using such ground-truth data.

Our study uniquely provides a comprehensive picture of the

supply, demand and finances of the entire BPH operation.

(Bulletproof hosting.) Earlier efforts on detecting BPH

have relied heavily on identifying autonomous systems.

Fire [9] was one of the first systems for detecting BP ASes by

temporally and spatially aggregating information from mul-

tiple blacklists in order to detect elevated concentrations of

persistent abuse within an AS’s IP blocks. Shue et al. [36]

noted that BP ASes often fast-flux their BGP routing informa-

tion to evade detection. ASwatch [11] leveraged fast-fluxing



BGP routing as strong indicator of a BP AS to build a clas-

sifier and detect BP ASes before they appear on blacklists.

Others have developed security metrics to compare concen-

trations of abuse on various hosting networks and to identify

negligent providers that may be suspected of operating BPH

services [37, 38], while Tajalizadehkhoob et al. developed

techniques to analyze abuse concentration on the hosting mar-

ket as a whole by identifying providers from their WHOIS

information rather than BGP data [39]. BPH however, has

evolved over time. Alrwais, et al.[5] studied a recent approach

of BPH abusing legitimate hosting providers through reseller

packages to provide a more agile BP infrastructure. Our work

complements this work by providing a unique perspective

into to the the ecosystem of BPH. Based on our analysis, we

can better reason about which mitigation techniques might

be effective and which are likely ineffective for undermining

modern agile BPH marketplaces.

12 Limitations and Future Work

In comparison to other underground marketplaces studied pre-

viously (cf. [32, 33]), MaxiDed may be seen as a specialized

marketplace for provisioning BP servers. While comparisons

with other underground markets may be drawn, direct com-

parisons are difficult due to differences in how MaxiDed’s

marketplace operated. For example its customers were not

aware that merchants were involved in supplying the market-

place with resources. This also explains why in comparison

no reputation mechanisms were in place for customers to

differentiate packages based on their quality (or differentiate

good/bad merchants).

Despite such differences, we do still observe patterns simi-

lar to what other studies of criminal endeavors have reported.

For example, we have observed a concentrated supply pattern

around a handful of merchants in MaxiDed’s case, which is a

similar to what other studies of underground market places

have observed ([32, 33]). We have also observed demand to

gravitate towards the resources supplied by successful mer-

chants. The number of successful merchants being limited,

also agrees with studies of other criminal operations, e.g. in

studying spam botmasters and their operations [14].

Given that this study has focused on an in-depth analysis

of the anatomy and economics of MaxiDed, future work may

draw more systematic comparisons to better understand the

implications of what we has been reported here. Furthermore,

MaxiDed’s prominence within the ecosystem has also not

been systematically explored in our study, albeit the limited

comparisons with other BPH providers in addition to anecdo-

tal evidence [4, 13] suggest that MaxiDed may be reasonably

considered as a major provider within the ecosystem. Nev-

ertheless, some of our findings, particularly those relating to

the economics and profitability of BPH services may require

further research to better understand the BPH ecosystem as a

whole.

13 Discussion and Implications

(Discussion.) We found MaxiDed to have developed a new

agile model in response to detection and disruption strategies.

Its operations had matured to the point of a new innovation,

namely operating a marketplace-like platform for selling BPH

services. This model transfers the risks of acquiring the BP

server infrastructure from upstream providers to merchants.

MaxiDed ’s main role was to take on the risks of acquiring

customers, communicating with them and processing their

payments. The 14 merchants on the platform (over)-supplied

the market with more than 50K different server packages,

many of which expired without being purchased. They abused

a total of set 394 different upstream providers, thus allowing

merchants to spread out and rotate abuse across many different

legitimate networks.

We see some concentration in this supply chain, with 15

upstreams providing infrastructure for over 50% of the BP

servers sold. Most of these upstream resources are not shown

to be delegated in WHOIS, drastically curtailing the effective-

ness of the most recent detection approaches. Another point of

concentration is in the merchant pool: two merchants offered

89% of all BP servers and made 94% of the BP packages sales.

Most other MaxiDed merchants failed to generate any mean-

ingful sales. The platform deployed 23 different instruments

to transact with customers over various periods. Revenue was

initially largely processed by one payment settlement system:

WebMoney. We also saw an increased volume of BitCoin

payments and the adoption of other cryptocurrencies in re-

sponse to disruptions in other instruments, such as PayPal.

A lack of product differentiation on the market is likely to

have created a fierce price competition across the merchants

which in turn has led a great proportion of merchants to fail.

This competition also decreases the profits of not only the

merchants, but also of MaxiDed itself. Its profits, over seven

years, amounted to a mere 280K USD (or 680K USD if we

ignore cross subsidies to their other business, DepFile). The

actual profits are even lower, as this amount also has to cover

the cost of personnel, office space and equipment, on which

we had no data.

(Implications.) Bullet-proof hosting (BPH) companies re-

main a difficult problem as their operators adapt to evade

detection and disruption. Prior work in this area has largely

relied on external measurements and generally lacks ground-

truth data on the internal operations of such providers. Recent

detection techniques rely on certain assumptions, namely that

agile BPH operates under reseller relationships, and that up-

stream providers accurately reflect such relationships in their

WHOIS information. We found MaxiDed to deviate from both

assumptions, thus rendering detection less effective.

Prior BPH instances were mainly disrupted by pressur-

ing upstream providers to sever ties with downstream BPH

providers. Given the number of available substitute upstream

providers of MaxiDed, this is unlikely to be an effective choke-



point. Drawing parallels with other underground markets sug-

gest that, other than taking down the platform itself, disruption

may also be achieved by pressuring other chokepoints: mer-

chants, revenue and demand. MaxiDed’s dominant merchants

would have been a viable chokepoint, yet, identifying them

most likely required internal operational knowledge as their

existence and identities were not externally visible. As for

disrupting payment channels, the transition to mostly unregu-

lated cryptocurrencies payments suggest that this is no longer

a straightforward option. Surprisingly, MaxiDed’s low profits

indicate that an increase in transaction or operating costs may

be viable a pressure point to disrupt revenue and demand.

Future work could explore how to raise these costs. Being

aware of the threat of criminal prosecution might, ironically,

be one way.

The final remaining pressure point would be to take down

the platform. Such takedowns however are hard to replicate,

let alone scale. That being said, MaxiDed explicitly marketed

bullet proof services on the clear web. Even in cases when

criminal prosecution itself is not feasible, if the threat can be

made plausible, it might force the company to operate within

higher op sec requirements, raising the cost of doing business.

This suggests that what appears the more difficult strategy

might actually be the best option in light of the supply chain

becoming even more agile and evasive. Our hope is that by

further studying and understanding of these emerging agile

BPH services we can inform new and potentially more effec-

tive directions for mitigating this threat. To orient future work

in this area, researchers might be better off deprecating the

increasingly misleading metaphor of “bullet-proof” hosting

in favor of a term like “agile abuse enablers”.
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14 Appendices

A - Customer Preference Elicitation

Customer : Some servers don’t specify what is allowed. does this mean everything is OK?

Provider: What are you looking for?

Customer : I’m looking for malware, spam and botnet C2 hosting , VPS or physical server
are both fine

Provider: We allow this here for example ... [provides link to server package
configurator]

Customer : That says xrumer, warez, adult, ...not what I asked for

Provider: We don’t mention what you want on the public list

Customer : Can you send me a large private list to choose from?

Provider: [provides link to dedicated servers located in a country]

Provider: Dedicated server prices are above 100

Customer : All of these are in one country, anything in US or EU?

Provider: [provides several links to other server package configs]

Figure 15: Chat excerpt illustrating customer preference elicitation.

Figure 15 illustrates an excerpt of a live chat (edited for

readability) conducted by one of the authors with MaxiDed
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