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Abstract—In recent years, the emergence of automation in
biomedical science through Cyber-Physical Systems (CPS) has
resulted in tremendous advancements. For instance, 3D printing
technologies are revolutionizing medicine by means such as
custom-made body parts, while low-cost oligonucleotides syn-
thesized by fully-automated DNA synthesizers are providing
solutions for treating a variety of diseases. However, systems
with cyber-domain processes and physical-domain components
are prone to security breaches like any other computing system.
To this end, we present an attack methodology which can be used
to steal the sensitive information often used with such machines
through unintended emissions of the machine in side-channels
such as acoustics. By identifying these type of vulnerabilities, we
hope to encourage commercial biomedical equipment manufac-
turers to strengthen their products’ confidentiality.

Index Terms—cyber-physical systems, biomedical, side-channel
attack, statistical modeling

I. INTRODUCTION

The computerization revolution has resulted in various
new paradigms for biomedical devices: pacemakers regularize
heartbeats of patients who suffer from abnormal heart rhythm,
3D printers manufacture personalized body parts, and auto-
mated DNA synthesizers fabricate custom DNA sequences
with a variety of applications. These innovations are products
of the tight integration of cyber and physical components
which work together to perform the intended medical pro-
cedure and are referred to as cyber-physical systems (CPS).

Countries have implemented regulations to assure the safety
of the physical aspect of the systems mentioned above [1], [8]
while the computer security community addresses the concerns
raised due to the cyber aspect of such systems [9]. However,
the integration of cyber and physical components will create
a surface for a new set of threats. One of the challenges for
securing biomedical CPS is being able to understand these
new threats unique to CPS [2].

In a CPS, the computer-based algorithms’ executions trans-
late to physical changes in the components of the system.
Often, along with the intended physical changes, there are
unintentional physical signals emitted in side-channels. For
instance, a change in the speed of a motor will also result in
the motor generating a different acoustic noise. In biomedical
CPS such radiations are usually overlooked in the design phase
of the system to reduce complexity. With this intuition, we

propose a general attack methodology that can endanger the
confidentiality property of many biomedical devices which
work with sensitive information.

II. ATTACK METHODOLOGY

As shown in Figure 1, the approach that we use to attack
the corresponding biomedical CPS consist of two phases: the
training phase and the attack phase. In the training phase, we
profile the CPS into a statistical model by providing labels
for each emitted signal from the machine, and then in the
attack phase, the model predicts the labels (sensitive data) for
a given signal. In both phases, we apply signal segmentation
and feature extraction to magnify the information carried in the
emitted signals. These steps highly depend on the particular
biomedical device under attack and the type of the information
intended to be stolen. In our attack methodology the attacker
can be a disgruntled employee or a visitor who can place a
recorder in the close proximity to the target CPS.
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Fig. 1: Side-channel attack methodology on biomedical CPS.



The bold colors with larger font size in oligonucleotide sequence  represents the misclassified  nucleotide bases

Predicted Oligonucleotide sequencev
CGCAAGTACTCCTGC

CGCAATTACTCCTGA

GGAATAGTAGAAGAATGCTGCACAAGCATATGCAGCCTATACGAACTAGAAGACTACTGCGAC

GGAATAGTAGAAGCGTGCTGCACAATCATATGCAGCCTACACGAACTAGAAGACGACTGCGAG

TGGCGACATGATAACCCGTCGGAGGATCCGGGGCGGGGGCACCTC

TGGCGACATTATAACCCGTCGGATGATCCGGGTCGTGTTCACCTC

TTTTTCGACCGGTATGATTCCGCCCGTGACCCAGGACGCTTGCTT

TTTTGCGACCGGTCTTCTGCCGCCCGTGACCCAGGACGCTTGCTT
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Fig. 2: Results for reconstructing the test cases: (a) four synthetic DNA sequences; (b) a 3D printed object.

III. RELATED PUBLICATIONS

The proposed attack methodology has been tailored and
applied to two biomedical CPS. In [7] and [3], for the first
time, we showed that it is possible to steal the design infor-
mation of the 3D printed objects via acoustics side-channel
emission of the 3D printer. Also, in [6] we further validated
the threat of our attack methodology against commercially
available DNA synthesizers by predicting the order of bases
in the valuable synthesized DNA sequences. Moreover, in [5]
and [4] we present a zero-cost countermeasure that can be
used in the cyber components of 3D printers so they would
leak less information through various types of side-channels
such as acoustics, electromagnetic, etc.

IV. SUMMARY OF RESULTS

We apply the presented attack to the Printrbot Simple Maker
3D printer and Applied Biosystems 3400 DNA synthesizer. On
average, the results of applying the presented attack method-
ology to the 3D printer show that an attacker can reconstruct a
3D printed object by 92.54% accuracy for the axis prediction
and 6.35% error on length prediction for a given object. Also,
the results show that the attack methodology can predict the
order and type of bases in a synthesized DNA sequence by
88.07% accuracy on average. Figure 2 shows sample stolen
information in these two cases. In both scenarios, the sensitive
information is considered to be intellectual property (IP).
While in the research and development phase, stealing these
IPs would result in tremendous financial loses.

By identifying these type of vulnerabilities, we hope to
encourage commercial biomedical equipment manufacturers
to strengthen their products confidentiality.
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