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Abstract Human trafficking is a complex and challenging global crime exacerbated 
by the use of technology. Traffickers utilise technology for scalability, anonymity and 
profitability as the Internet, social media platforms and encrypted messaging make the 
recruitment, exploitation and profit of an individual a low-risk, high-reward enterprise. 
Counter-trafficking efforts are often siloed approaches, resulting in decentralised 
information and analysis on the size and scope of trafficking in persons. Resources 
and tools such as the human trafficking kill chain methodology and Artemis, a machine 
learning (ML) human trafficking risk classifier, show promising disruption tactics which 
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may also be applied to other asymmetrical 
threats. Recommendations for centralised 
data collections methods, interagency 
collaboration and cybersecurity adjacent 
legislation are also made.

KEYWORDS: trafficking, sexual, 
exploitation, cyber, adversaries, data

INTRODUCTION
Human trafficking is an international 
scourge affecting an estimated 40.3m 
individuals worldwide.1 Victims endure 
physical, mental and sexual abuse, with 68 
per cent of surveyed victims meeting the 
criteria for post-traumatic stress disorder.2 
Human trafficking is the second most 
profitable crime globally, a means to 
exploit vulnerable populations, advance 
compliance with terrorists through fear, 
sexual slavery and abuse, and thus threatens 
national, and indeed global, security.3 It is 
an issue exacerbated by industrialisation and 
technological development, as traffickers 
utilise the scalability, efficiency and 
profitability provided by such advancements 
to exploit individuals. Services, tools 
and technology such as social media 
platforms, encrypted communications, 
online advertising sites, deep web sites and 
user-generated video sharing applications 
enable traffickers to hijack legitimate 
services for illicit purposes. Traffickers’ 
very reliance on these tools, however, 
enables counter-trafficking stakeholders a 
window into effective means to combat 
them. While organisations across the globe 
have struggled to understand the size and 
scope of trafficking, new data collection, 
data science and artificial intelligence (AI) 
technologies and kill-chain methodologies 
show promising direction for disruption of 
human trafficking on a large scale. This paper 
dissects the intersection of technology and 
human trafficking, presents cyber strategies 
to combat these unconventional cyber 

adversaries and suggests recommendations for 
counter-trafficking stakeholders.

Human trafficking is defined by the 
United Nations ‘Protocol to Prevent, 
Suppress, and Punish Trafficking in Persons, 
Supplementing the United Nations 
Convention Against Transnational Organized 
Crime’ defines trafficking as:

‘the recruitment, transportation, transfer, 
harbouring or receipt of persons, by means 
of the threat or use of force or other forms 
of coercion, of abduction, of fraud, of 
deception, of the abuse of power or of a 
position of vulnerability or of the giving 
or receiving of payments or benefits to 
achieve the consent of a person having 
control over another person, for the 
purpose of exploitation. Exploitation shall 
include, at a minimum, the exploitation of 
the prostitution of others or other forms 
of sexual exploitation, forced labour or 
services, slavery or practices similar to 
slavery, servitude or the removal of organs.’4

The global legislative framework also 
includes historical instruments dating back to 
the abolition of slavery:

• Slavery Convention, 1926;
• Supplementary Convention on the 

Abolition of Slavery, the Slave Trade, and 
the Institutions and Practices Similar to 
Slavery, 1956;

• Universal Declaration of Human Rights, 
1948.

More modern legal instruments include 
regional and national approaches, including:

• Trafficking Victims Protection Act, US, 
2000;

• Mekong Ministerial Initiative Against 
Trafficking (COMMIT), 2005;

• Council of Europe Convention on Action 
Against Trafficking in Human Beings, 
2008;

• UK Modern Slavery Act, UK, 2015.

Borrelli.indd   2Borrelli.indd   2 08/06/2020   12:1608/06/2020   12:16

dborrell
Sticky Note
add comma

dborrell
Sticky Note
add comma

dborrell
Sticky Note
add semicolon 

dborrell
Sticky Note
add comma



Non-traditional cyber adversaries

© Henry Stewart Publications 2398-5100 (2020) Vol. 4, 1 1–12 Cyber Security: A Peer-Reviewed Journal   3

Unfortunately, however, these instruments 
have made significant gains in other areas, 
they have failed to address the issue discussed 
at length in this paper: the intersection of 
technology and human trafficking. The 
authors will discuss one law, FOSTA/
SESTA, which attempted to hold online 
content providers accountable for trafficking 
on their services later in this paper.

INTERSECTION OF TECHNOLOGY 
AND HUMAN TRAFFICKING
As documented above, human trafficking 
was not defined as such internationally, much 
less across individual nations, prior to 2000. 
Data collection on the scope of the problem 
has thus been difficult. It can be argued the 
most reliable historical figures come from the 
‘United States Department of State Office to 
Monitor and Combat Trafficking in Persons 
annual Trafficking in Persons Report’, (see 
Table 1).5 Numbers in parentheses refer 
to labour trafficking victims identified, 
prosecutions and convictions.

While human trafficking case data are 
inherently flawed due to the difficulty 
of identifying victims, inconsistencies in 
training for counter-trafficking agencies, 
inter-governmental cooperation and 
disparate laws, policies, definitions and 
approaches for prosecuting traffickers, reports 
indicate human trafficking is increasing.6 
Accounting for these and other variables, 
it is abundantly clear that trafficking in 
persons is a global humanitarian crisis. Global 
surges in technological developments, most 
notably the widely available connection to 
the Internet, has arguably jettisoned human 
trafficking rates. According to Pew Research, 
in 1999 only 41 per cent of the US adult 
population utilised the Internet.7 Today, 
there are 4.1bn Internet users worldwide,8 
with 294m users (roughly 7.1 per cent of 
total users) from the US.9 Traffickers utilise 
technology for its effectiveness in targeting 
available, vulnerable and desirable potential 
victims, the anonymity the Internet provides 
and scalability it offers for profit and reach. 
Prior to the mass distribution and availability 

Table 1: Historical figures from the United States Department of State Office to Monitor and Combat Trafficking 
in Persons Annual Trafficking in Persons Report

Year Victim Identifications Prosecutions Convictions New or Amended 
Legislation

2018 85,613 (11,009) 11,096 (457) 7,481 (259) 5

2017 96,960 (23,906) 17,471 (869) 7,135 (332) 5

2016 68,453 (17,465) 14,939 (1,038) 9,072 (717) 25

2015 77,823 (14,262) 19,127 (857) 6,615 (456) 30

2014 44,462 (11,438) 10,051 (418) 4,443 (216) 20

2013 44,758 (10,603) 9,460 (1,199) 5,776 (470) 58

2012 46,570 (17,368) 7,705 (1,153) 4,746 (518) 21

2011 42,291 (15,205) 7,909 (456) 3,969 (278) 15

2010 33,113 6,017 (607) 3,619 (237) 17

2009 49,105 5,606 (432) 4,166 (335) 33

2008 30,961 5,212 (312) 2,983 (104) 26

2007 – 5,682 (490) 3,427 (326) 28

2006 – 5,808 3,160 21

2005 – 6,618 4,766 41

2004 – 6,885 3,025 39

2003 – 7,992 2,815 24
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of the Internet and subsequent social media 
platforms, trafficking in humans came with 
specific risks. As an example, before the 
massive rise of social media, trafficking 
victims forced into prostitution were forced 
to advertise their services on the streets. 
In doing so, an individual potentially had 
exposure to a dozen clients within a square 
mile. Within such a timeframe a victim 
is also exposed not only to the elements, 
affecting their health and longevity, but also 
to individuals looking to intervene (ie law 
enforcement). Consequently, inherent risk 
and potential loss of revenue was somewhat 
high for a trafficker. Mass Internet usage, 
however, makes the exploitation of sex 
trafficked individuals easier and more 
lucrative. Currently, online advertisements 
and review boards can reach up to thousands 
of potential clients from a much broader 
area. Online interactions between traffickers 
and potential victims and clients are often 
encrypted and anonymous, especially for 
those using apps such as WeChat, Vibe, 
Kik and WhatsApp, making it a preferred 
choice for both recruitment, entrapment 
and brokering. Some reports show that 
recorded content of any sexual exploitation 
can be and often is resold and or traded on 
abuse sites for additional revenue.10 The very 
online nature of sexual abuse material makes 
interdiction and conviction difficult.11

‘Online sexual exploitation often occurs 
across multiple jurisdictions, with 
victims and offenders often in different 
countries. Some countries are yet to 
update legislation that criminalizes the 
viewing or possession of child sexual abuse 
material online.’12

Often, manipulated content is used as 
further leverage to coerce production of 
more tradable and sellable abuse content or 
to force the victim to engage in physical 
interactions.13 Sextortion, according to the 
National Center for Missing and Exploited 
Children (NCMEC), involves the same 

tactics of grooming, manipulation and 
coercion to obtain increasing amounts of 
explicit content.14

HARM OF TECHNOLOGY
Recruitment methods that used to be 
common within neighbourhoods, near 
schools and at transport hubs are now 
practised on social media platforms, gaming 
sites and other online forums. Vulnerability 
of an individual is still exploited, but new 
methods often rely on online personas 
and pretend admirers. Inherent trust of 
technology and simplified anonymisation 
makes recruitment almost seamless and 
predictable. Grooming — a term often 
used to describe the process whereby a 
perpetrator/predator identifies a vulnerable 
individual and begins to earn their trust 
through false claims of love, affection, 
provision and protection or anything that can 
be used as leverage against an individual — is 
maximisable through multiple anonymous 
accounts and thousands of targets from which 
to choose.15 According NCMEC, online 
enticement and other forms of sexual abuse 
online has grown exponentially in the past 20 
years. A minor issue in the 1990s is now an 
epidemic, with 10.2m reports of child abuse 
images in 2017.16 Just recently, litigation 
towards Facebook and several other online 
content providers show the reality of human 
trafficking online.17 Victims have argued that 
traffickers would not have the same access to 
them without leveraging such platforms.

Increased availability of technological 
resources leaves impoverished populations 
particularly at risk for trafficking. According 
to the International Justice Mission (IJM), 
cybersex trafficking is a new phenomenon 
affecting countries where fluency in English, 
Internet in almost every home and poverty 
are commonplace.18 Such conditions are 
breeding grounds for traffickers to prey 
upon some of the most vulnerable, available 
and desirable victims. Cybersex trafficking 
involves the repeated abuse of children over 
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video live feed to buyers on the other end 
of a webcam or cell phone, with victims 
experiencing isolation and humiliation. 
Buyers are predominantly from Western 
countries, often paying more money for 
material with increased violence and 
disturbing cruelty.19 Unlike street brothels 
and bars, where victims are identifiable from 
the street and mainly serve local or visiting 
clientele, cybersex victims are exploitable 
anywhere, at any time and to thousands 
simultaneously.20

FOSTA/SESTA AND THE CHALLENGES 
OF CONTENT MODERATION
In recent years, the US Congress has 
sought to address online human trafficking 
through legislation, most notably Fight 
Online Sex Trafficking Act (FOSTA-
SESTA). FOSTA-SESTA introduced by 
the House of Representatives and Stop 
Enabling Sex Traffickers Act, introduced by 
the Senate, created an amendment to the 
Communications Decency Act Section 230 
of 1996.21 Originally designed to address the 
role of online advertisements in soliciting 
the services of trafficked victims through 
website companies such as Backpage and 
Craigslist, both notorious for complicacy in 
the trafficking of people, FOSTA-SESTA 
created a civil and criminal liability for online 
content providers for trafficking content on 
their services. These companies are forced to 
respond in one of four ways:

1. To avoid expensive lawsuits, make certain 
areas of their sites unavailable to avoid 
the problem altogether (for example, 
Craiglists shut down their personal 
ads page);

2. Shut down their website altogether and 
stop offering services and products;22

3. Choose not to set up monitoring and 
disrupting to avoid ‘knowingly’ hosting 
trafficking content; or

4. Monitor the activities of their users and 
actively remove potentially damaging 

content (for example, Google and Reddit 
both began removing some content that 
was potentially damaging).

Without robust cyber security strategies 
to combat these non-traditional cyber 
adversaries, or the proper incentives to do so, 
most online content providers were unable 
to select the most responsible option, the 
one the US Congress most hoped to force: 
option 4. Further unintended consequences 
of FOSTA-SESTA included the difficulty 
law enforcement faced trying to identify 
traffickers and victims via their online 
advertisements, the inability for service 
providers to reach potential victims online 
to offer services, trafficking content moving 
to the deep and dark web where it was 
more difficult, expensive and resource and 
expertise intensive to access and interdict, 
and the shift of content overseas, often in 
the Netherlands, out of the reach of law 
enforcement subpoena or directives in some 
cases. Some of these consequences were 
short-term, others still remain in effect. 
Furthermore, sex worker advocates have 
argued that taking down such websites 
also left consensual sex workers more 
vulnerable. Without the means for them to 
screen potential clients, sex workers were 
forced to accept clients they may not have 
otherwise taken.23

Furthermore, online content providers are 
now faced with the dual challenges of how 
to moderate potential trafficking content in a 
legally compliant way that reduces their civil 
and criminal liability and also protects worker 
well-being.

Online content providers have struggled 
with high turnover rates and litigation from 
content moderation employees’ contractors. 
Of particular concern have been allegations 
of lack of support from employers regarding 
mental health protections, case studies on 
mental health impact and poor compensation 
relative to the horrific and oftentimes manual 
work required.24 Content moderators are 
required to review thousands of abusive and 
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egregious images, chat logs and other content 
and often face quotas on the number of 
cases they must review daily. From bullying 
to child rape, graphic violence to repeated 
sexual exploitation of minors, workers are 
bombarded with the worst of humanity 
with little to no reprieve or recourse. Some 
moderators with access to company-provided 
professional counsellors argue they receive 
advice and counsel that often benefits the 
employer and not the worker directly.25 
Companies turning to technical solutions, 
albeit at a slow rate, to address such issues 
are often hyper-focused on platforms using 
AI for photo recognition.26 While a step 
in the right direction, relevant information 
connected to other potential trafficking cases 
is overlooked. Such information includes 
texts, phone numbers, geographic location, 
image metadata and latitude-longitude 
information. Without processing all available 
data, holistic measures are impossible 
to obtain.

Using cyber security techniques, however, 
including kill-chain analysis, ML, network 
interdiction and visualisation, consequence-
driven analysis, threat modelling and 
detection- and defence-in-depth, online 
content providers can disrupt human 
trafficking processes, successfully moderate 
potential trafficking content and protect 
worker health.27 The following study 
discusses how to successfully utilise cyber 
security techniques at scale.

ABILITY TO USE TECHNOLOGY 
FOR GOOD
Technological advancements are making 
promising strides towards identifying and 
disrupting human trafficking online and 
beyond. The human trafficking kill chain 
(see Figure 1), as developed by the Global 
Emancipation Network, offers a holistic 
approach to combating the issue. The kill 
chain represents a robust linear cognitive 
model for a complex, multidimensional 
crime to be used for effective 

decision-making in adversarial environments. 
The many stakeholders involved in counter-
human trafficking efforts can benefit from 
applying this approach, ranging from law 
enforcement to commercial enterprises. 
A rigorous analytic framework such as the 
human trafficking kill chain enables users 
to recognise both data collection gaps and 
disruption opportunities that bring about the 
same end: increase the number of victims 
and traffickers identified and significantly 
decrease the amount of time it takes to do 
so. By automating much of the kill chain 
using analytics and other technologies, it 
frees up analysts to focus on the necessary 
elements that humans must do, such as public 
awareness campaigns, enacting legislation and 
conducting victim and trafficker interviews.

Figure 2 uses the terms detect, deny, disrupt, 
degrade, deceive and destroy to differentiate 
between possible options to weaken or 
destroy the adversary’s ability to carry out 
their operations. It is important to note 
that these are ordered by the strength of the 
action and the amount of time the action 
has an impact on the adversary. A brief 
description and course of action for each is:

• Detect: Discover or identify the presence 
or existence of something. In tactical 
operations, detection is the perception of 
an object of possible military interest but 
unconfirmed by recognition. Similarly, in 
surveillance, detection is the determination 
and transmission by a surveillance system 
that an event has occurred. Example: 
run analytics on scraped posts advertising 
massage parlour jobs;

• Deny: Refuse to give or grant something 
to someone. A denial measure is an action 
to block the adversary’s use of something 
necessary for operations. Example: block 
credit card purchases;

• Disrupt: Interrupt an event, activity 
or process by causing a disturbance or 
problem. By disrupting an adversary’s 
operations, one creates a short-term 
stoppage. Example: ban a contractor 
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on H1-B visa applications for labour 
violations;

• Degrade: Lower the character or quality 
of something or someone; break down or 
deteriorate; reduce in amount, strength 
or intensity. By degrading an adversary’s 
capabilities, one may also reduce their 
freedom of movement. Example: flood 
trafficking pages with false ads;

• Deceive: Cause someone to believe 
something that is not true, typically to 
gain an offensive or defensive advantage. 
Example: understate your technological 
capabilities during a public interview;

• Destroy: Put an end to the existence of 
something or someone by damaging or 
attacking it. To destroy, one creates a 
situation whereby the adversary has no 
means of recovery for a long period of 
time. Example: secure convictions and 
lengthy prison sentences for leaders of an 
international organisation.

The value of applying a kill-chain approach 
to human trafficking is automating as much 
of the process as you can to reduce time to 
value. It also highlights potential disruption 
strategies and combinations of courses of 

Figure 1: The human trafficking kill chain methodology
Source: Author

Figure 2: This shows the permanency of possible actions across the kill-chain spectrum
Source: Author

Borrelli.indd   7Borrelli.indd   7 08/06/2020   12:1608/06/2020   12:16



Borrelli and Caltagirone

8   Cyber Security: A Peer-Reviewed Journal Vol. 4, 1 1–12 © Henry Stewart Publications 2398-5100 (2020)

action to have the strongest, longest-lasting 
effect. Potential disruption options also vary 
by stakeholder.

Case study: The illicit massage industry
The illicit massage industry (IMI) is a 
network of illicit massage businesses (IMB) 
acting as fronts for commercial sex that 
operate as legitimate massage businesses 
across the world. Polaris and Praesidium 
Partners estimate there are over 10,000 such 
IMBs in the US alone.28 These businesses 
line the busiest streets of major cities and dot 
strip malls across the US. Advertisements and 
reviews of services are often made via online 
platforms,29 organising the ‘best’ places to hit 
for customers. As Polaris writes in its recent 
report entitled ‘Human Trafficking in Illicit 
Massage Businesses’:

‘The sheer number of fake massage 
businesses, coupled with the impunity 
with which they operate, has over time 
fostered widespread – if tacit – cultural 
acceptance of the industry. The frequent 
wink, wink, nudge, nudge references to 
“happy endings,” in popular culture is just 
one manifestation of perception that while 
commercial sex is illegal, in this context, it 
is essentially harmless. That perception is 
wrong. There may be women who choose 
to sell sex either along with or under the 
guise of massage therapy, but evidence 
suggests that many of the thousands of 
women engaging in commercial sex in 
IMBs or “massage parlors” are victims of 
human trafficking.’30

Global Emancipation Network,31 Accenture 
Applied Intelligence,32 Splunk for Good33 
and Graphistry34 partnered to aggregate and 
correlate large sums of disparate data, test ML 
models and develop advanced analytics to 
create a proof of concept solution, Artemis. 
Artemis is a proactive, automated solution 
for counter-human trafficking stakeholders 
to increase efficiency on investigations 

and disruptions by identifying high risk 
establishments and individuals. The initial 
pilot focused on the IMI in the state of 
Florida, categorising massage businesses 
based on customer activity, staffing, location, 
services offered, imagery and disciplinary 
actions. Using this data and advanced 
analytics, Artemis creates risk scores and tiers 
for targeted action.

Artemis identified 22,708 unique massage 
businesses in Florida. Researchers focused 
on the 3,567 of those businesses that had or 
have customer reviews on either Rubmaps, 
an illicit massage review forum, or Yelp. 
Based on a lexicon of massage-centric sex 
terminology and related human trafficking 
terminology, 465 businesses scored 1, 
suggesting a 100 per cent likelihood the 
business is engaged in human trafficking. 
The top 10 offending businesses averaged 16 
or more human trafficking-related terms in 
reviews, with the top offender racking up an 
average of 24 such terms per review. Artemis 
additionally identified 27 individuals operating 
illicit massage businesses as part of Florida 
trafficking networks, confirmed through 
manual analysis (see Figures 3, 4 and 5).

The National Science Foundation 
has provided a grant to support further 
data collection and analysis for Artemis, 
expanding into New York, Washington DC, 
Texas and California. In next iterations, 
researchers will focus on scalability, increased 
efficiency in correlating businesses, geospatial 
analysis, image and video analysis and 
improved optical character recognition 
(OCR) techniques, and then expand 
into content moderation on social media 
platforms, automated classification in the 
financial sector and additional verticals until 
Artemis represents a robust, automated and 
universal human trafficking classifier.

CONCLUSION AND 
RECOMMENDATIONS
Human trafficking is a pervasive issue 
exacerbated by the usage of technological 
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Figure 3: Highlighting the textual reviews on which Artemis operated, scoring reviews and businesses 0–1 
based on a weighted lexicon. On the left, MB refers to massage business; 22,707 massage businesses were 
examined in total and 3,567 with reviews were selected for analysis with Artemis; 465 massage businesses rated 
a 1 or almost certain to be engaging in human trafficking
Source: Author

Figure 4: Cut-out of the Orlando, Florida area. Plotted are legitimate massage businesses in green and illicit 
massage businesses in red
Source: Author
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Figure 5: Graphistry provides network analysis and graph GPU capabilities to Artemis. Here, individual phone 
numbers, usernames, addresses, e-mail addresses and reviews are clearly related, suggesting organised crime
Source: Author

developments for criminal enterprises. 
Promising methodologies such as the 
trafficking kill chain and technological 
advancements, such as Artemis, bridging 
collaborative efforts between stakeholders 
are keys for disruption. Moving forward, 
collaboration, centralisation of data and 
holistic legislation are critical ingredients for 
increased, effective anti-trafficking measures. 
Below, the aforementioned recommendations 
are discussed in brief:

1. Data collection geared towards human 
trafficking is often performed via 
individual organisations and/or agencies 
focusing on unscalable approaches. 
Data is often one or two targets deep, 
with a focus on superficial information 
that lacks connection to larger crime. 
Through a centralised approach, data 
would be standardised via a lexicon of 
words, images and numbers. Shared data 
would also allow for deeper connections 
providing layers to current trafficking 
patterns that can be disrupted and further 
prevented;

2. Expand the stakeholders involved in 
counter-human trafficking efforts beyond 
law enforcement, government agencies 
and non-profit organisations. Include 
private sector groups from finance, 
transport, agriculture, innovation and 
hospitality. Each of these sectors often 
encounters victims of traffickers within 
their sphere as well as collecting data and 
metrics that may illuminate trafficking 
patterns. By expanding the stakeholder 
circle and combining relevant data, 
trafficking becomes easier to spot. To 
ensure such participation, grantors and 
philanthropists should require stakeholder 
collaboration and contribution as part of 
any financial offering;

3. Expand beyond law and policy 
approaches that seek to remove content, 
including data that shows either intent or 
possible evidence and pursue legislation 
that empowers stakeholders to collect, 
manage and share data in preparation for 
counter-trafficking disruption; and

4. Develop and expand legislation and 
policies that require mandatory supply 
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