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Abstract—This paper diseuzses quanium computing with a
strong focus on gquantam soliware, guantum networks, quantum
simulation, and applications. The study on quantum speedups
reveals [undamental differences between guanium  algorithms
and classical algorithms. Az @ case study, further improvement
ot Shor's algorithm is presented with experimental resulls. The
stuidy shows that gquantum circults can be generated aulomagi-
cally to further mprove the efficiency of quanium algorithms,

Index Terms—quanium algorithm, quanivm compating, quan-
tum ery plodoey, quantum cey plogeaphy

I. INTRORUCTION

Cuantum algorithms can make full use of powerful quantum
compuiers that are to be built in the next decade or so.
Today's computer systems and networks have vulnerabilities
that provide a playground for hackers. Cache and ppelings
improve the performance of computer systems but are vul-
nerehle to sile channel attacks that could lead to feaking
data among the supposedly “isotated” virtual machines, Strong
public encryptions provide conwenience for kev exchanges
and “unbreakable” complexity to digital computers. However
prime numbers are under attack by quantum computers where
guantum elgorithms can run considerably faster to make the
impossible possible. Quantim Infemel uses quanfum commit-
nication satellites to entangle particles that exhibit “spooky
action at a distance”™. Quantum key distributicn (QKD} pro-
vides a more secure way of key exchanges that is immune to
man-in-the-mickdle and other exploils. Quantum communica-
tion enables quantum tetworks to ransfer entangled quantum
states directly between nodes withoul actually transmilting a
single plivsical gubit, thus ferther improving the security.

In the following sections, we first introduce quantum com-
puting with a strong focus on guantum software, guantum net-
works, quantum simulation, and applications in cryptograpty,
cryptology, and cybersecurity. We then look into the quentum
speedup for some software wnd algorithims. Recent stodies on
efficient quantum algorithms are discussed and then combined
with recent experimental results,
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[1. QUANTUM COMPUTING

Many people know that the atomic clock sl the Nationsl
Institute of Standards nd Technology (NIST) few people
resalize that it was based on guantum fechnology until recentiy.
Cuantum entanglement and superposition were not main topics
a5 they were merely discussed in books and technical papers.
Now technologies hased on quantum mechanics are used
in building guantum compueters, guantum networks, guantum
random number generators {QRNG ), and security devices such
a5 guantum kev distribution.

The superconducting quantum interference device was first
developed at Ford research lah. This exquisitely sensitive
magnetic-feld sensor was later widely wsed in the MRI
machines and other industrial devices. The current effort on
quantum computing is not only fully funded the governmenl
and national labs, it is alse backed by private sector and
scademia that provides training and edocation to college or
evien high school students. The trend of guanum work foree
development is imminent and has been put at the national
interest by many developing countries. Companies such as
Hritish company E2v manufactures quantum devices that can
perform far beyond the curment state of arl. Technologies can
discharge photons one al a Hine, considering 10°* photons emit
from a 60 wall light bulb every second. Tt was unthinkable
years ago. “Cluantum sopremacy” i no longse fur to seach,
a5 Google and some other companies have claimed to have
reached the limit, though with disagreements from aother
companites. Therefore, engineers need o leam gquantum (o
be competent in the quantum workforce, So far, guanium
technodogy has penetrated into many industrial areas such as
serospace, manufacturing, nking, medicine, communication,
eybersecunty, and mamy more. Without catching up with this
new technology, industry or even nations would worry to fall
behind.

Some computer scientists and cybersecurity professionals
consider that we may have reached the “peak™ of digital
revolution bat still cannet safe guard cur mformation systems
and data, Hackers are able to do things that we would have
never thought ahoul. The conatant fight with such adversaries
i5 cause fo consider improvements for securing data. With
inventicns in architecture security and books in Computer



Architectung and Secunty, researchers starled 1o seek new
territory. Quianium was the top choice fo step into the new
frontier of the computing ficld. Computer scicntists are in a
position 1o enhance and improve the efficiency of guantum
algorithms, quantum cryptology, and quantim cryplograply.
The effort is seen sz starting pay off with research and
publications in the quantim algorithm feld.

A Quanmem Softwars

The IBM vice president Dario Gil one said “The power
of quanum computing is rediscovering all the problems that
computers canndt solve, and having a path to solving them.”.
There are mary facts that seem 1o support the claim.

For peaple study body CT scanner, it may not hard 1o
understand the mechanics and mathematical foundation. But
when people tune into MEIL they discoversd that it is a
new territory that nvelves spinning hydrogen proton along
an axis. The magnetic field can change the roteting direction
andd protons are m Cup” and “down” positions Tollowing (he
guantum mechanics. Radio freguency signals can disturb or
flip the protons and when the frequency eguals, they exchange
energy by resonance with each ofher (to absorb energy ). When
the RF signals turmed off, the protons flip back and energy is
released. This is similar with phase in guantum computing.
It iz more fascinating that the 1977 invention (MEI) can be
improved with a guarter of the cost but be 40 times faster
with the help of nancscale diamonds with nitrogen vacancies
technology developed by a German company W¥ision.

On another medical ground, positron emission omograpiy
(FPET) record images of high energy gamma-ray light flying
out of injected radioactive tracers. Cluantum entanglement
tomography is able to entangle the two opposite direction
photos ejected from tissues. The entangled pair would be easily
be identified by the location it came from. The can takes less
time und radioactive material,

Shor's algovithm depicts an importay case that guantum
computing can solve problems that traditional computers can-
not solve | 1], [2). The algorithm is able to reduce the computa-
tional complexity from unsolvable exponential fo polynomial
E{n*). Wang have acquired an NSF grant to speed up Shoe's
algorithm from compaotational thinking perspective siming to
factor multiple prime numbers in one program [3] As we
know each Quantum Fourier Transform (QFT) requires a
idifferent) guanfum circuit to run. Aufomatic quantom circuits
generation (from varous QFT) would make the “altack™ on
E5A possible when powerful guantum computers are ready.

B. Quanmm Network

“The fatire of the technology lies in guantum networks”
The Beonomist article “Quantum Technology is Beginning to
Come into its Own” depicts quantum networks will connect
major metropolitan areas with improved security, thanks to the
“no observation” principle for the entangled qubits, and maybe
fuster in speed.

Ar Switeerland, the [D Quantique company has sefup guin-
tum links between data centers of financial institutions 30 km

away. In UK, a 250 km guantum netwiork his been deployed
between the cities of Bristol, London, and Cambeidge. The
Cuantum key distritution enabled network enables encrvption
of 100 Ghps data raffic with rapidly refreshed quantum kevs.
Ching Ias an even more ambitions agenda. Tt links Beqing,
Jiman, and Shanglud with more than 530 nodes and covering
70 sguare kilometers, China's QKIY enabled satellite quantum
network fransport quantum states to Urumgi with some 3,000
km away from Beijing and Shanghai.

The Switzerland quantum petwork mentioned about is a
pood example of using quantum network (o adidress security
concerts of real world applications - banking, Cambridge
quantum network aims to improve data security with seamless
user inferaction usmg existing Aber network. Thoogh il can
anly support thousands of uses with low (1 kbps) key rates
per use, it shows o clear path for implementing quantum level
security over metropolitan networks, Ching seems leading the
game with its sateflite quanium notwork, It can overcome
the 2 km distance limitstien of fiber-optical signuls, while
perfect guantum repeaters are issues due to the “no copy” and
“temiporarnily decryvption” at repeaters issues.

The expansion of guanium npetworks especially satellite
quantum networks could lead to the next generation Entermet
— Quantum Intermet with improved secunty (o prevent man-
in-the-mickile attecks and other types of natwork mirusions.

Yer entangled qubits may vulnerable to environmental fac-
tors and signal decay. The qubit fidelity may degrade. Re-
peaters may expose keys during the “temporarity decryption™
process. At the resulis, all security seems o rely on the
QKI¥ which may be a concem of “single point failure”,
a5 some researchers argues the strength of QKD over the
best elassical alternatives. In summary, the advancement in
quentum technologies and guantum networks will eventually
improve network communication security significantly. It is
ane of the first areas that quantom technologies can be used
to solve todavs security problems. More study on QKD is
recommended in order to be sure it delivers the security we
have expected.

1) Cawmem Teleportation:  Quantum feleportation is to
transfer the quantum state of a particle from one (o another
and erase the original state affer transmissionfeleportation.
Cuantem teleportaiion is able to not only transmit the quantum
slate of a phwton from one place to another photen in another
Place that 15 hundreds kilometers away, it also can transmit
the guanlum state between earth and a satellite some 1400
km apart, Quanium entanglement is the key to make the
teleportation happen.

The quantum telepor ation begms by using an entangled pair
of photons, One photon (A} is held by Alice, the sender, and
another ong (B) 1o send (o Bob, the recever. Alice also has
another phioton () that she doesn't know the state to teleport
to Bob.

Adter a Bell measurement on A and C a1 Alice side, photon
B can be transformed in & stute that has the nitial state of C
il Bob site. Note on the Alice side, since she measures C, il
destrovs the state for C.



The guestion is what kind of operations are needed for Bob
o gel photon B state 1o be the same as thai of C7 In the
teleportation protocol, Alice sends the (' state information
via classical channel. When Hob receives the instructions, be
know how 1o manstorm Bonto a state tha is identical 1o the
imitial state of O Figure | illustrates the teleporiation process
between Alice and Bob.
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Frgure I shows the guantum circoil of the gquanium telepuor-
tation generated wsing THM giskir.

As we can see there is oo time Getor during the eleporta-
tom. 18 15 therefore reasonable to think that leleportaion can
bi faster than the speed of lighy which Einstein described
as Tspooky action @l a distance”. In reality the teleportation
speed cannol exceed the speed of light as the process need
transmit informaton through the classical channel,

21 Cheanrn Kew Dsrribacion: Since gquanium stales cannol
be observed withou! destroy the quanium state, the property
can be wsed to improve the security of network communi-
cation. In crypiography, cryplographic key exchange process
may cxpose the key o mruders. Cuantum key distnbubion can
prevent such attsck such has man in the middle anack. Any
Attt [ Tobserve” the quanium states will lead o ereors at
the recipient™s side, which indicates. there were eavesdroppers.

Merworks mang QR snll need a classical fiber channel or
satellite channel for ransmitting and receiving data, QKD s
used o distribote keys and inocase a higher error rate arise.
Figure 3 shows a QKLY diggram,

O, Quaetent Simulasion and Applicarons in Cvlersecurioe

Quaniom computing uilizes guaniom physics theory
manipulale ensangled states, Operation on one qubal will result
m all spes change that may lead o converge 10 a possible
solution affer measurements. The qubirs represents information
in far greater numbers than binary, I errors can be conrolled
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o mingmum. i1 can solve many unsolvable programs (eg.
exponential in computation) with linear or polynomizl speed.

Quantum simulation is one of the areas thal draws atten-
tions by academia, corporations, and govermment [4]. Boom-
temperaiure superconductors may be possible by means of
quanium simulators. One of the advantages is that it will make
the &0+ k' Magley train more available running in cities
and interstates, All farm plants need fertilizer (o grow, As g key
imgredient, mitrogen sumulation can imvestgate deep into the
reactions W grow more ceops. Batery is another imporeant type
energy that powers the cell phones, electric vehicles, and many
other electronic devices, Bosch uses quanium simulations in
helping design better batteries that can have more energy, last
longer, and (st charge speed. Adrbus wses guantum sinla-
toms (o develop lighter material that makes the design and
development process much fast and cheaper. The performance
cold be a couple of orders of magnitede, Currently more
simall quanium computers are come o carh, some special
purpose gquantum compuiers, suchoas those al D-Wave have
extraordinary spead advantage and they are taally differen
and better than classical computers, TBM Quaniom Experience
allovws anyone to program on small quanium compuiers using
visual programming interface {Compeser). In adklition, 3t also
allow mrore cxperienced wses (o program using Chskat in the
cloud (Cheamiem Labl, an ineresting pilol in guantum cload
computing, Using trapped ion o build quanium computers is
promusmg, lonG = able w0 make 1t commoereial wse of tmapped
on quanium computers, By mampulanng individual atoms, 1
has the potenial o “solve™ real-world problems in medicine.
chemistry and more.

From compuler science perspective, IMProving computer
and network security 15 one of the wop fasks we are facng
today. With the potential o break BSA using the Shor's
algorithi on future large scale quantum compaters, we have
o compete with our adversaries in quantum compuring o take
the advantage in informaton secunty, There are nation states
that “record” all data on fiber-optic networks hoping one day
they can reveal 1oday’s wop secret, which would sl threar
the national security. Keseasch and development of quantum
computing and efficient guantum algorithm will guaranies w
win the war and puide the cyberspace, Investing quantum
compuiimg now will alse melude o educate high school and
college students o enter the guantom job market when the
“uanium supremacy” is ready,



I QUANTUM ALGORITHMS AND SPEEDUPS

There are manyv things in common betwesn classical algo-
rithms and guantum afgorithms [5]. [6], They both perform
imitialization, take input data, perform computing. and yield
results {or users to read or measure. On the other hand, there
are many differences that programmers should keep in mind,
Classical computers mostly follow the von Newmamn archi-
tecture [7]. which use binary and logic operations. Quanmtum
computers, however, use qubits with superposition, enfangle-
ment, and inlerference o form quantum operations. Resulls
from classical computers are deterministic while results rom
guantum computers are probabilistic. In arder fo reduce errors,
quantum computers need to run considerable large number of
times to get & statistical result.

A, The Dewisch-docsa Algorithm

The Deutsch-lozsa algorithm demonstrate geantum speedup
for 4 Boolean function, The oracle would tell vou whether the
outpet of the Boolean function is constant (either ail O or all
1) or balanced {half O and half 1}

For n inputs, classical algorithm needs to compute 271+
time to defermine whether it is a constant oracle or balanced
oracle Using guantum algorithm, however, only one step 15
required. So the speedup is exponential

B. Quannim Fouvier Transform

Shor's algorithm reduces the computation compliexity factor
large prime numbers from exponential to polynomial. The core
speadup is af the Quantum Fourier Transform step.

The QFT follows the foctsteps of Discrete Fourjer Trans-
form {DFT) and Fast Fourer Transform (FFT).

The DET maps & weclor of  comples  numbers
(Lo, ®1, .02 x_1) to another vector of complex numbers
(o, w1, - iy —1 ) defined by
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This reguires (H{N?) operations.

The FFT is a DFT algorithm which reduces the computfa-
tonal complexity from SN2 10 (N log, N, It iz done by
computing the 2-point DFT to generate a 4-point DFT and
from a 4-peint DFT to a 8-point, 16-point, ... 2%-point DFT-
C. Shor's Algorishm

Given input Ni= p « g}, the Shot’s algorithm consists of
three steps: 1) pericd finding basedon number theory, 2) QFT
speed up, and 3) calculate the factors based on the “period™.

1) Grearest Comman Divisar - GCD: To find ged based on
Buclidean algoritiom:
def gedia, b):

while b = 0:
ia, b} = (b, =%b)
return o

2} Period Finding: Factoring en integer may sound dasy, as
one can write a small program to do so. The issue is the time.
When the number is hig, the time needed to factor increase
expomentially. Instead of factoring an infeger o directly using
brute force method, we can uge an algorithm to find the order
of an element a that s integer r such that

=1 mod N
that is
r—1=0 mod N
To find the period v, we chose a random x < . If r is even
then wse Buchdean algorithm (o compute

1= (zF-1)(z74+1)
we gel:
ky = [z5—1)
ky = (2§ +1)
S

pog = god (23 £1,N)
after factoring, we get
p = gedlky. V),
i = etk N},

3 Sher's Cheannon Integer Factoring: Shor's algorithm for
period finding, an essential step for factoring integers, can be
describes in the following steps:

& Randomly choose an imfeger a such that 0 < a < N 1Jse
the Euclidean algorithm to determine whether a and N
are relatively prime.

b Il oot prime, wse quamtum perallelism (o computer
flz) =a® mod N, for z £ [0,2" — 1]
choose

=g

where
NP <oN?

Initialize two registers of qubits, first an argument register
with { qubits and second a fomction register with n =
[log, N7 hits. These registers start in the initial state:

[tho} = [0} [0}

¢ Apply a Hadwmard gate on each of the quibit in the argo-
ment register o vield an equally weighted superposition
of all infeger from 0 to T
T=1

1
II = —_— I\_‘
MJ]" ,v,rT A

D}

d Implement the modular expomentiation funcion =
mod N oon the function register, giving the state;

a) |0}

1 \
[iha) = = EﬂT'1 2k %  rod N}
W

=0



e Perform a guentum Fourier transform on the argument
register, resulting in the state:
| T=17-1 ;
[y} = —= 3 ¥ P2 2% mod N

hd a=0 =0

[ Measurement. Wi?_‘th the high probability, a value ¢ close
to & multiple of 2=

will ke obtaimed, where ¢ ranges from O to r — 1.
g Find rusing Euwclid's algorithm With the measured =, the
period can be caleulated with

an

I
Example: For ¥ = 21, then N? < T = 2% < S83(2N?),
Take n 9, since [log; N 5, the second register
requires five gubits. Suppose random select o 11 and
the measurement of the second of the superposition produces
u = E Suppose that measurement of the stale return & = 427,
Continge fraction o obtain o goess g for the period. Finally
we pet g = 6. Sinee 6 s even, 0¥ -1 =117-1 = 1530 and
a2 41 = 11841 = 1832, we then compute ged(21, 1330 =
T and ged(21.1399) = 4.
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IV, ADVANCEMENT IN SHOR™S ALGORITHM

Quantum eryploanalysis plays an imporfant role in finding
vilierabilities of existing crypto svstems. It can also become
an effective tool in fighting adversaries in cyber operations. Bf
fcient quantim algorithms are indispensable to the utilization
of quantum computer resources to salve today's unsolvable
problems [E] It has the potenhal 1o bresk the curment crvplo
gystems such ag BSA with the sdvinces of next-generation
quantum computers. Currently, most quantum cryptanalytic
algorithms have limited capability 1o factoe multiple integers
due to the foct that each Quantom Fourier Transform, the speed
maching 1o find owl o peried of a padicular inleger, regquires
a unbque quantm ciecnit

According o Shor’s algerithm, once the period is found,
finding factors (crypio kevs) becomes easy. To break the RSA
encryption, one needs to design & unigue guantum circuwi
for each integer being exploited. Since there are a large
number of integers 1o exploit, the current one inleger-one
circuit factor fnding approach is nol practically useful. The
ongoing research is to discover fechniques fo automatically
generate quantum circuits amd factor multiple imtegers at once.
Computational-wise, the aim 15 to speed up the cryptanalytic
pracess by improving the order of approximation significantly
o top of a polynomial degree that the GQFT has saved from
the unsolvable exponential degree,

A, Awrotraric Channem Cironir Gereraion

It has been proofed that QFT is defined as 4 transformation
between two guantiom states that are determined using the
values of FFT. If W is a Fourier matrix and X = x; and

Y = y; are vectors such that ¥ = WX, then QFT is defined
a3 the transformation

%

)

¥

N1 N-1
QFT (E zelk) | =3 welk)
k=0 =]

Since QFT can be executed recursively, the caleulation ean
be described as applying H gate and then apply 1 with /2
ratation, then appy A gate again. The process repest with
every lime rotating 1/2 of the previoas degree. The guantum
then can be generated sutomatically,

B. Experimetits

Tlee initial experiments show that the assumption is correct.
Using a guantum algorithm we developed, we were able to
generate quantum circuits of 15, 21, 55, and 899 (29%3]). The
smaller numbers were able (0 pess (e real guantum computers
but the large number 899 were anly able to be verified on a
quantum simulator: gosm_simdarer. The code was written in
Pytleon with [BM giskit and Sepirer Norebook on a Liumme
TR0 Coswie 64 virtual machine running Gracte Virmallox

V. ComcLusions aNp FURTHER DISCUSSIONS

Quantum mechanics has led to the discovery that consider-
ghle numbers of states can be manipulated & the same fime
thus significently reduce the amount of time in processing.
Mew quanmm computers have shown the baseline of “guanium
supremacy” in solving probiems that classical digital comput-
ers practically cannot, Efficient quantum algerithms are key to
enable computer scientists to take full advantage of the nexi
generation of practical quantum compulers (o efficiently solve
today’s unsolvable problems. This research seeks o discover
efficient guanium cryptologic methods (ie. the art of revealing
the secret} and secure quantum cryptographic technigues {i.e.
the science of making the sccret more secure ).

In addition, the research plans to explore how artificial in-
telligence can assist in designing efficient quantum algorithms
and test those algorithms using guantem simulators and on
redl quanbum compulers.
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