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Abstract

Robust optimization has been widely used in
nowadays data science, especially in adversarial
training. However, little research has been done
to quantify how robust optimization changes the
optimizers and the prediction losses comparing
to standard training. In this paper, inspired by
the influence function in robust statistics, we in-
troduce the Adversarial Influence Function (AIF)
as a tool to investigate the solution produced by
robust optimization. The proposed AIF enjoys a
closed-form and can be calculated efficiently. To
illustrate the usage of AIF, we apply it to study
model sensitivity — a quantity defined to cap-
ture the change of prediction losses on the natural
data after implementing robust optimization. We
use AIF to analyze how model complexity and
randomized smoothing affect the model sensitiv-
ity with respect to specific models. We further
derive AIF for kernel regressions, with a partic-
ular application to neural tangent kernels, and
experimentally demonstrate the effectiveness of
the proposed AIF. Lastly, the theories of AIF will
be extended to distributional robust optimization.

1. Introduction

Robust optimization is a classic field of optimization theory
that seeks to achieve a certain measure of robustness against
uncertainty in the parameters or inputs involved (Ben-Tal
et al., 2009; Beyer & Sendhoff, 2007). Recently, it has been
used to address a concern in deep neural networks — the
deep neural networks are vulnerable to adversarial perturba-
tions (Goodfellow et al., 2014; Szegedy et al., 2013).

In supervised learning, given input x, output y and a certain
loss function /, adversarial training through robust optimiza-
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tion for a model M is formulated as

in E ax 1(0M,z+6,y, M), 1
pien oY 5Ien7z(};) CHE v, M) M
where R(z) is some constrained set, which is usually taken
as a small neighborhood of x in robust optimization. For ex-
ample, in image recognition (He et al., 2016), an adversarial
attack should be small so that it is visually imperceptible.

Although adversarial training through robust optimization
has achieved great success in defending against adversarial
attacks (Madry et al., 2017), the influence of such adver-
sarial training on predictions is under-explored, even for
a simple model M. In particular, let us define the regular
optimizer and the robust optimizer respectively:

oM .— arg min}Ew)yl(@M, z,Y, M)a

min oMo
oM . i=argminE, , max (0 z+8,y,M). (2)
! HMcO W SER(w€)

It is unclear how Ei,yl(ﬁé\”‘min, x,y, M) — the predic-
tion loss on the original data with robust optimizer—
performs compared to the optimal prediction loss
E. 41024z, y, M). The difficulty for studying this ques-
tions is the underlying NP-hardness of solving robust opti-
mization. Even for the simple models, say quadratic models,
the robust optimization problem is NP-hard if the constraint
set is polyhedral (Minoux, 2010).

To address this problem, drawing inspiration from the idea
of influence function in robust statistics (Croux & Haes-
broeck, 1999; Hampel; 1974; Huber & Ronchetti, 2009),
which characterizes how the prediction loss changes when
a small fraction of data points being contaminated, we pro-
pose the Adversarial Influence Function (AIF) to investigate
the influence of robust optimization on prediction loss. Tak-
ing advantage of small perturbations, AIF has a closed-form
expression and can be calculated efficiently. Moreover, AIF
enables us to analyze the prediction error without imple-
menting the robust optimization, which typically takes long
time due to the computational burden of searching adver-
saries.

The rest of the paper is organized as follows. Section 2
lays out the setup and notation. Section 3 defines model
sensitivity, which is used to understand how robust optimiza-
tion affects the predictions. To efficiently approximate the
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model sensitivity, Section 4 introduces the AIF. Further, in
Section 5, we show several case studies, by applying the pro-
posed AIF to theoretically analyze the relationship between
model sensitivity and model complexity and randomized
smoothing. In Section 6, we extend the AIF theory to kernel
regressions and distributional robust optimization.

1.1. Related work

Adversarial training and robust optimization Since
(Goodfellow et al., 2014) proposed adversarial training,
many innovative methods have been invented to improve the
performance of adversarial training, such as (Agarwal et al.,
2018; Liu & Hsieh, 2019; Shafahi et al., 2019; Yin et al.,
2018). Earlier work only added adversarial examples in a
few rounds during training, and many of them have been
evaded by new attacks (Athalye et al., 2018). In (Madry
et al., 2017), the authors proposed to use projected gradi-
ent ascent and obtain the state-of-art result. They further
pointed out that the adversarial training can be formulated
through the lens of robust optimization. Nevertheless, robust
optimization has a very deep root in engineering (Taguchi &
Phadke, 1989) , but many robust optimization problems are
NP- hard(Minoux, 2010), and solving such problems heav-
ily relies on high-speed computers and their exponentially
increasing FLOPS-rates (Park et al., 2006). Our adversarial
influence function may bridge the gap between theoretical
analysis and engineering implementation of robust optimiza-
tion to a certain degree, and improve our understanding of
robust optimization.

Robust Staistics Robust statistics has been recently ap-
plied to machine learning and achieves impressive successes.
(Koh & Liang, 2017) used the influence function to under-
stand the prediction of a black-box model. (Debruyne et al.,
2008; Liu et al., 2014) and (Christmann & Steinwart, 2004)
used the influence function for model selections and cross-
validations in kernel methods. Recently, (Bayaktar & Lai,
2018) extended the influence function to the adversarial
setting, and investigated the adversarial robustness of multi-
variate M-Estimators. We remark here that their adversarial
influence function is different from ours, where they focused
on the influence on parameter inference, while ours focus
on the influence of robust optimization on the prediction.

2. Setup and Notation

n this paper, we consider the task of mapping m-
dimensional input x € X C R™ to a scalar output
y € Y, with joint distribution (z,y) ~ P, and marginal
distributions * ~ P, y ~ P, . We have training
dataset (X', Y*) = {(«f,9}),---,(2L,,¥5,)} and evalu-
ation dataset (X¢,Y°) = {(z¢,97), -, (25, ,v5.)}. For
a given model architecture M, the loss function is denoted
as [(0M, z, y, M) with parameter 0" € © C R? (we will

omit M in [ sometimes if not causing confusions). For
robust optimization, we focus on studying the constraint set
R(z,e) ={w e X : |lw—2z|p, < e Ezup,|z|,} with
small &, where || - ||, is the [, norm. Such type of constraint
set is also called [,,-attack in adversarial learning, which
implies the adversaries are allowed to observe the whole
dataset and are able to contaminate each data point x; a little
bit. This is commonly used in adversarial training for image
classifications in machine learning and the constant factor
Ey~p, |||, is for scale consideration.'

Further, we denote the empirical version of the minimizers
for regular optimization and robust optimizers in Eq. (2):

ny

- 1
oM = argmin — ZZ(QM,xﬁ,yf7M),

n
oMeo Tt T

nt

eé\,/[min l(9M7m§+5zay2aM)a

= argmin — max
oMeo T = §:€R(xle)

where R(zt,e) = {u € X : |ju — 2t|, < eEyullz|,}
with E,+ being the expectation with respect to the empirical
probability distribution of z*.

We use sgn(z) to denote the sign function: sgn(z) = 1 if
x > 0,sgn(x) = 0if z = 0, and —1 otherwise. We also
use [n] to denote the set {1,2--- ,n}. Further, we use the
notion o, and O,,, where for a sequence of random variables
Xn, X, = op(a,) means X,,/a, — 0 in probability, and
X, = O,(by,) means that for any € > 0, there is a constant
K,suchthat P(|X,| < K-b,) >1—c¢.

3. Model Sensitivity

In order to quantify how robust optimization affects predic-
tions, we first define the model sensitivity with respect to
the robust optimization.

Definition 3.1 (¢-sensitivity/adversarial cost). For a given
model M, the e-sensitivity/adversarial cost is defined as

SE(M) = Ez,yl(eé\j‘minv z,Y, M) - Eﬂﬁ,yl(gr/:;ilm z,Y, M)

The e-sensitivity/adversarial cost quantifies how robust op-
timization increases the expected loss, and this loss also
indicates the additional cost of being adversarially robust.
Besides this straightforward interpretation, one can also in-
terpret S;(M) as a trade-off between the prediction loss
and robustness for model architecture M — the optimizer
H?fmin is more adversarially robust but inflates the predic-
tion loss comparing to 8! . For fixed ¢, an architecture
M with small e-sensitivity implies that such an architecture

'For standard MNIST, the average l> norm of x is 9.21 with
dimension m = 28 x 28. The attack size does not have to be
small, but ¢, as the ratio of the magnitude of adversarial attacks
and average magnitude of images, is small.
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can achieve adversarial robustness by robust optimization
without sacrificing the performance on the original data
too much. We also say an architecture M with smaller
e-sensitivity is more stable.

Since 9 is the minimizer of E, /(6™ z,y, M) over

oM, if we further have 0 € ©°, Where ©° denotes the in-
terior of © and [ is twice differentiable, by Taylor expansion,

we would have

‘SE(M) (AG?Amln)TEI yvz ( mins Lr Y5 M)Aaé\,/lmin

+o(| A2 ll3),
where AO?"mm = Gé\/lmm —6M  and the remainder is negli-

gible if ¢ is small enough. Given the training set (X*, V)
and the evaluation set (X©,Y¢), we define the empirical
e-sensitivity:

SE(M) ~ 7(A9:€/\Am1n)TE]}ADTg yev l(er/r\l/lln7 z,Y, M)Aéc{\,/r[ninv
(3)

by omitting the remainder of||Af where

£, mlnH )’

AGM ., = 02, — 021, Notice that Eq. (3) involves
Aﬂéwmm, the solution of robust optimization, which, even

for simple models with loss functions (such as linear
regression with quadratic loss), does not have a closed-form
expression and is computationally heavy to obtain. In
the following sections, we will address this problem
by introducing AIF, which provides an efficient way
to approximate and analyze S.(M). For simplicity of
illustration, we remove the superscripts ¢, e and use generic
notation (X,Y) = {(x1,41), -, (¥n,yn)} for general
dataset in the following sections when there is no ambiguity.

4. Adversarial Influence Function

Unless explicitly stated, we mainly consider the case where
the empirical risk Y, [(0M, z!, yf; M) is twice differ-
entiable and strongly convex in this paper. A relaxation
of such conditions will be discussed in Section 4.1. In order
to approximate oM — gM for small £, we use

E mln min?
HM HM HM
9_/\/[ 0M ( e,min emln) des min
e,min —min =~ e deo ‘EZOJF =& dsia }5:O+

for approximation, where o > 0 is the smallest positive real
number such that the limit lim. o4 (024, — 621,)/e°

nonzero. Throughout this section, all the cases we cons1der
later have o = 1, while more general cases will be discussed
in Section 6.2. Formally, we define the adversarial influence

function as follows.

Definition 4.1 (Adversarial Influence Function). For a
given model M, the adversarial influence function (AIF) is
defined as

oM

£,min

(M) = A

“4)

|5=0’

The AIF measures the changing trend of the optimizer under
robust optimization in the limiting sense. With the help of
AIF, we then approximate S. (M) by

ST E, V20N, .5, MYT(M)|

when ¢ is small.

S:(M) =~

e=0

Next we provide a specific characterization of the empir-
ical adversarial influence functions. We denote I(M) =
oM nin/ d2le=0 as the empirical version of AIF. Besides,
we denote the perturbation vector as A = (67, .-, 61)7.
Further, for given (X,Y) and M, we define g(6M, A) =
1/n >0 U(OM, 2 +8;, y;; M) when we only consider the
optimization over (6™, A).

Theorem 4.1. Suppose X, Y and © are compact spaces, the
loss function 1(0, x,y) is three times continuously differen-
tiable on (0,x) € © XXfor any giveny € Y, and the empir-
ical Hessian matrix HQM = 1/n 30 VAOM i y)
is positive definite. Fzr;;;hen we assume the empirical
risk Y0, 1(OM, zt, yt; M) is twice differentiable and
strongly convex and g(-, A) is diﬁ‘erentiable for every A,
Vog(0M, A) is continuous on © x X, G lies in the in-
terior of ©, and YV 1(0M ;. yi, M) # 0 forall i € [n),

then we have

(M) = —H <I> 5)
where & = 1/n}7", Vocﬁl(en/\ﬁm33myi)Em~Psz||p¢i
and ¢1 = (1/’171/127 e 71/)m)T, with

pi—! B
wk = mk lsgn( l(eyjr\ﬁnaziayia/\/l))-
(> her b)P Oz k
Here, we have b, = afkl(ér/r‘ﬁn,xi,yi,/\/l) , T.j is

the k-th coordinate of vector x, for instance, x; =
(1,759, ,2m)Ls p > 0and ¢ > 0 are conjugate
suchthat1/p+1/q=1.

Remark 1. The compactness condition is easy to satisfy.
Since for any distributions D and integer n, we can take
a sufficiently large constant R > 0, which is allowed to
depend on n, such that all n samples are contained in the
ball B(0, R) with high probability. Besides, if the input x is
of high dimension, the computational bottleneck is mainly on
inverting the empirical Hessian. We can use techniques such
as conjugate gradients and stochastic estimation suggested
in (Koh & Liang, 2017) to reduce the computational cost.

The above theorem provides a closed-form expression for
the first order AIF, and therefore a closed-form approxima-
tion of the model sensitivity S.(M). One nice property of
such an approximation is that it does not depend on opti-
mization algorithms, but only depends on the model M and
the distribution of (x,y). This attribute makes model sensi-
tivity an inherent property of model M and data distribution,
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making it a potential new rule for model selection. Model
sensitivity can help us pick those models whose prediction
result will not be greatly affected after robust optimization.

We show the effectiveness of approximation by AIF in Fig-
ure 1. We plot two error curves for AI(n, g) = ||(6M

Oat)/e = Z(M)l2 and AS(n,e) IS (M
(Z(M)TEp,, . V2O, y,M)I(M)I
sample size is n. Theoretically, we expect Al (n,e) and
AS(n,e) go to 0 as & goes to 0. In all the experiments in
the paper, we use projected gradlent descent (PGD) for
robust optimization to obtain oM . In Figure 1, we can

e,min

)/e* —

2, Where the

£, min*
see that as £ become smaller, AI(n, ) and AS(n, ) gradu-
ally go to 0. We remark here that we do not let € be exactly
0 in our experiments, since PGD cannot obtain the exact
optimal solutions for 9;\{1‘11 and Hstm The existing system
error will become dominating if ¢ is too small and return ab-
normally large value after divided by ¢. This also motivates
us to introduce the AIF to have an accurate approximation.
The model we use is a linear regression model with 500
inputs drawn from a two-dimensional standard Gaussian,
ie.z ~N(0,I). We fity withy = 221 — 3.4x2 + 1 and
n~0.1-N(0,I).

1

--Af(ﬁ, £)
~AS(n, e

0.8

061

0.4r

0.2r
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Figure 1. Effectiveness of AIF and model sensitivity for linear
regression model. From the monotonicity relationship between
and Al(n,e), AS(n, ), we verify the effectiveness of AIF and
model sensitivity. Here, the sample size n = 500.

Remark 2. It is straightforward to derive asymptotic
normality for AIF by central limit theorem(Durrett,
2019), which can be used to construct confidence
intervals  for I(M). Specifically, if we denote

G = _HAI Vez (9mm,$z»yz)]EszpXHpr@, [y =

1/" Zi:1 Gi» and En = 1/” Zi:1(Ci - ﬂn)(Cz - ﬂn)Tv
then by classic statistical theory, we obtain

VIS EM) = fin) B N0, 1),
as n goes to infinity, where N'(0, I) denotes standard multi-

. . D .
variate normal distribution and — denotes convergence in
distribution.

4.1. Non-convex, non-convergence cases

In the previous discussions, we talked about the case where
the empirical loss is strongly convex. Now we briefly dis-
cuss about non-convex and non-convergence cases.

Well-separated condition. In the proof of Theorem 4.1,
actually we only need Qmm to be the global minimum and at
the point 0mm, the empirical Hessian matrix is positive defi-
nite and the landscape are allowed to have many local mini-
mums. The uniqueness assumption can also be formulated
in a more elementary way: if we assume the smoothness of
loss function [ over X' x ©, compactness of © and we only
have one global minimum for E(w,y)Npmyyl(aM, x,y, M)
which lies in the interior of ©, with positive definite Hessian
matrix, and it is well-separated, which means that Vw > 0,

there exists £ > 0, such that VoM | if |0 — oM || > w,
we have
|]Ew,yl(9M,m,y,/\/l) - Ew,yl(enj\:ilnvxvy’M)l > K.

By classic statistical theory, Hn/\flln

if sample size is large enough.

will be a global minimum

The well-separated condition relaxes the convexity condi-
tion in Theorem 4.1. However, the Validity of Theorem
4.1 still requires the condition that Hmm is the global mini-
mum of the empirical risk, which in practice, is hard to find.
Another alternative relaxation is to use a surrogate loss.

Surrogate losses. In practice, we may obtain Gr/r‘flln by run-

ning SGD with early stopping or on non-convex objectives,
and get a solution @ which is different from §M . As
in (Koh & Liang, 2017), we can form a convex quadratic

approximation of the loss around oM e.,

(0™,

min?®

) = 1OM  xy) + Vel (M x, ) (0M — oM

mln)
2(9M —MT (v2 OM xy) + AI)(GM 02%),

where ) is a damping term to remove the negative eigenval-
ues of the Hessian. One can show the results of Theorem
4.1 hold with this surrogate loss.

5. Case studies of Adversarial Influence
Functions

To illustrate the usage of adversarial influence functions, we
use it to explore the relationship between model complexity,
randomized smoothing and model sensitivity.

5.1. Model Complexity and Model Sensitivity

Throughout this paper, we use the term “model complexity”
as a general term referring to 1) the number of features
included in the predictive model, and 2) the model capacity,
such as whether the model being linear, non-linear, and so
on.
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As observed in the prior literature (Fawzi et al., 2018; Ku-
rakin et al., 2017; Madry et al., 2017), model complexity
is closely related to adversarial robustness, that is, when
the model capacity increases, the e-sensitivity/adversarial
cost will increase first and then decrease. However, such
a phenomenon is only emporical and lack of theoretical
justification. In this subsection, we will theoretically ex-
plore how the model complexity model affect the model
sensitivity/adversarial cost by studying specific models with
different model capacity and different number of features
included in the predictive model.

5.1.1. MODEL CAPACITY AND MODEL SENSITIVITY

We start with the relationship between model capacity and
model sensitivity via two simple and commonly used mod-
els, with the dimension of inputs being fixed.

Linear regression models (£) and quadratic models (Q)
We consider the class of linear models £ = {fz(z) =
BT : 2,3 € R™} and the class of quadratic models Q =
{fs.a(z) =BTz + 2T Az, 2,8 € R™ A € RmM*m},

Apparently, the class of quadratic models has a larger model
capacity and is more flexible than that of linear models.
In the following theorem, we will show that larger model
capacity does not necessarily lead to smaller sensitivity.

Theorem 5.1. We fit the data (x;,y;) by L and Q. For the
simplicity of presentation, assume the sample sizes of both
the training and testing sample are n. Suppose the under-
lying true generating process is y = x1 37 + (837 x)% + &,
where z ~ N'(0,021,,) € R™, & ~ N(0,0¢) and indepen-
dent with x. For ls or | attack,

L when(||B5|302 —
have

2 2 1+2ma§ .2 2
\/;(75) > max{c2,1} =0 W€

S.(£) > S-(Q) +Op(62ﬁ);

[] when HﬁQH g +[0’€ <m(1+m0 —

o2 -logm) - 502, then

S.(£) < 8-(Q) +op(52ﬁ).

From Theorem 5.1, unlike adversarial robustness, we can
see that the model sensitivity does not have monotonic re-
lationship with the model capacity. Such a monotonic re-
lationship only holds when the model has high complexity
(when ||33] is large). Therefore, when n is sufficiently
large, the result implies that a larger model capacity does
not necessarily lead to a model with smaller sensitivity.

5.1.2. NUMBER OF FEATURES AND MODEL SENSITIVITY

Another important aspect of model complexity is the num-
ber of features included in the predictive model. There have
been many model selection techniques, such as LASSO,
AIC and BIC, developed over years. Given the newly intro-
duced concept of model sensitivity, it is interesting to take
model sensitivity into consideration during model selection.
For example, if for a specific model, including more fea-
tures results in a smaller model sensitivity, then for the sake
of adversarial robustness, we should include more features
even if it leads to feature redundancy.

For instance, the following results study when x; follows
some structures such as Cov(z;) = 021, for some constant
0, the relationship between model sensitivity and number
of features included in linear models.

Theorem 5.2. Suppose that the data (x;,y;)’s are i.i.d. sam-
ples drawn from a joint distribution P, . Denote the sample
sizes of the training and testing sample by Niqin and Nyest
respectively. Let m be the dimension of input x, and

i = argminEp, ,(y - Bla).

Define nF = y; — 651111901, and assume E[z; - sgn(nF)] =0

and Cov(x;) = 021,,, then for {5 attack

- (Elnf))? - 05
1 m
).

S:(L) =€*(E, . p,llz]12)°

+ Op(e?

Ntrain Ntest

Given this theorem, we now consider a specific case where
we apply this result to random effect model.

Corollary 5.1. Consider the random effect model y =
BT+ & where x € RM, By, ... Bu S N(0,1), and
&~ N(0, O'g). Further, we assume x is a random design
with distribution x1, ...,z %" N(0,02Iy;). Then when
we only include m features in the linear predictive model,
the resulting model sensitivity is

4€2 I‘Z(mg-l )

S’E(C)ZF‘_% I\Q(%) ((M_m)ai‘f"’g)

1
+Op(€2' + i )a

Nirain Niest

where T'(-) is the Gamma function such that T'(z) =
Joo et dt.

+

2/m
Fpg( oo < %m, there is a universal constant C', such
that 5. (£) = Cm((M—m)oz+o¢) = —Cozm?+C(M+
a?)m. This also implies that a larger model capacity does
not necessarily lead to a model with smaller sensitivity.
Specifically, when m is small, including more features in

Y)

N

Since

m‘~
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the linear model results in larger model sensitivity. In con-
trast, when m is large, i.e. in the high-complexity regime,
including more features leads to smaller model sensitivity.

Next, we consider a broader class of functions — general
regression models.

General regression models (G£) In general regression
models, suppose we use a d-dimensional basis v9% (z) =
(v{“ (@), ..., v§*(2))T € R? to approximate y (d can be a
function of m), and get the coefficients by solving

1 n
HQ,C i i_eT GL ; 2
oin = arg min - ;(y v (:))?,
where the loss function is I(0,z;,y;,GL) = %(yl —
6Tv9% (;))2. By Theorem 4.1, it is straightforward to ob-
tain

I(GL) = *ﬁé_glﬁ ® = —Cov(v9%(z)) 10 + OP(\/E)’

min

where Cov(v9% (x)) is the covariance matrix of v94(z) and

yi| OvIE (2;) , Ov9* () 7
ox ox

|(055) v (z:) —
;{ nl| (0557 25
09£ ,UQ ( 74)||(€g£ )Tav ( )H

min min ax

sgn((eﬁff 9 (1) - i)

Thus,

S.(GL) =€ - d"Cov(v(z)) 1 + Op(sQ\/z). (6)

Notice that the linear regression model is a special case
if we take v(z) = x. However, the expression of model
sensitivity for the general regression models is very complex
and hard to analyze directly most of the time. Instead of
directly studying Eq. (6), we further simplify the expression
by providing an upper bound to shed some light.

Theorem 5.3. Suppose that the data (x;,y;)’s are i.i.d. sam-
ples drawn from a joint distribution P, ,. Let m be the
dimension of input x, and

c . c
Hglm - arg;nln EPx,y (y - aTUg (:EZ))Z
Let n9° = y; — (095)Tv9%(2;) and assume E[z;

sgn(ngﬂ)] =0, then
. 1
)\min(E[v(xi)U(xi)T])

0
)T GL
ax”

S8:(GL) <*(E, . p, llz]l2)®

Hagﬁ

+Op(52\/z).

(@a)|,) - Elln7“11”

The following example illustrates how our upper bound is
used to demonstrate the trend of change between model
sensitivity and number of features included.

Example 5.1. Suppose v(z) = (27, (2 © H)1)T. Ifx
consists of random features, such that each coordinate of
x is i.i.d drawn from uniform distribution on (—1,1). y =
T B+ 85T 2O+ where & ~ N (0, 0’?) and independent
with x. As a result, the eigenvalue satisfies

Al 20)0% ()] > 5
7] 0
H QL: Tax QL xl)’u =1,

regardless of the number of features m. Besides, E|ng£ |
decreases as m increases, and thus the upper bound will

decrease as m increases.

In the experiments in Figure 2(a), we show the trend for
S:(GL) by taking sample size n = 5000, o¢ = 0.1. We take
the average result for 1000 repetitions.

5.2. Randomized Smoothing and Model Sensitivity

As the last case study of AIF, we investigate the effect of
randomized smoothing (Cohen et al., 2019), a technique
inspired by differential privacy, in adversarial robustness.
Randomized smoothing has achieved impressive empirical
success as a defense mechanism of adversarial attacks for
Iy attack. The core techniques is adding isotropic noise
9 ~ N(0,021) to the inputs so that for any output range O,

P(5 D10

, Ti + 19¢7yi,M) € O)
is close to
1 n
P(n;uw

for constrained ||d;||2-

,x¢+6¢+19i,yi,/\/l) EO)

The following theorem provides an insight into how random-
ized smoothing affects model sensitivity regarding linear
regression models.

Theorem 5.4. Use the same notation as that in Theorem 5.2.
Suppose that the data (x;,y;)’s are i.i.d. samples drawn
from a joint distribution P, ,, and E[z; - sgn(nf)] = 0,
Cov(z;) = 021, and Var(nF) = o,2. When we fit y with
T =z + 9, where ¥ is distributed as N (0,021,,), then

2 2
_ Ux/af 20'72'0'2' HBL H2_|_0,2
o2+02 \oZ+o2"M" 2 ¢

+0,(/™),

Enoise )

(
S:(£)
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(a) Illustration of the relationship between the feature
number and model sensitivity for the model in Example
5.1
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(b) Effectiveness of AIF for kernel regression with NTK
on MNIST.

Figure 2. a) Experimentally, the general trend for S. (GL) with respect to m is decreasing (though not strict for every m) as the upper
bound suggests. b) The monotonic trend of ¢ is still clearly observed, though thevalues are larger than the previous example in Figure 1

due to the high dimensionality of MNIST.

Here, L, denotes the linear model with randomized
smoothing by adding input noise. This theorem informs us
that when o, is large, we have Se(ﬁnoise) < SE(E) asymp-
totically, and S. (Lnoise) becomes smaller with larger .. In
other words, the randomized smoothing helps reduce the
sensitivity in this case.

6. Further Extensions

In this section, we extend the theories of IFA to kernel re-
gressions and distributional robust optimization. First, we
derive the AIF for kernel regressions in Section 6.1. In
particular, we are interested in how well AIF characterizes
the change of optimizers with neural tangent kernels (NTK),
whose equivalence to infinitely wide neural networks has
been well-established in recent literatures (Du et al., 2018;
Jacot et al., 2018). In Section 6.2, we further extend our
theory to compute the AIF for distributional robust optimiza-
tion.

6.1. AIF of the kernel regressions

We consider the kernel regression model in the following
form

n

1 n
0,X,Y):= - K (x;, Al
L0, X0Y) 5= 23 (0= Y Koen65)” + ol
(N
where 6 = (61, ,0,)", and A > 0. Now let us denote
g(0,A) = L,(6,X + A,Y), and we will calculate the

empirical adversarial influence function Z(K) for kernel K.

Notice that in kernel regression, the loss function (yz -

> i K (i, xj)ej)Q includes all the data points in one sin-

gle term, which is different from the summation-form of
loss function in Theorem 4.1. Fortunately, the technique
of proving Theorem 4.1 can still be used here with slight
modification. We obtain the following corollary for the
adversarial influence function 7 (K) in kernel regression.

Corollary 6.1. Suppose X, Y and © are compact spaces,
the kernel L., is three times continuously differentiable on
OxX. g(-, A) is differentiable for every A and V9g(0, A) s
continuous on © x X, the minimizer émin lies in the interior
of ©, with non-zero V., Ly, (Oumin, X, Y') for all i € [n), then
we have

-1

Z(K) = —( Z K(z) K (z;)" +n)I)
S

In the above formula,

i mm +K(xl)9m1n yz)’Cw“ﬂCkﬁk)

K(z;) = (K(zi, 1), K (2, 22), - ,K(mi,mn))T,

K B (GK(:ci,:cl) 6‘K(xi,xn))T
Tl oxy, oxy, '
And the z-th coordinate of By, is

yrt

11
B = ——7

( ;cn:1 c?)

with ¢, = |Vsz ( miny Z)
short for the z-th coordinate of V 4,

( mln_yi>’C£7xkémin-

sgn(mGL ( min» Z))ETN]TJ’I H:L'HZ”

=

, where Vzkfm(émin,z) is

-t/n (émina Xa Y) N

L6, X,Y) = 3
n

HM:
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Neural tangent kernels The intimate connection be-
tween kernel regression and overparametrized two-layer
neural networks has been studied in the literature, see (Du
et al., 2018; Jacot et al., 2018). In this section, we are going
to apply Corollary 6.1 to the two-layer neural networks in
the over-parametrized setting.

Specifically, we consider a two-layer ReLU activated neural
network with b neurons in the hidden layer:

g aro(w! ),

where x € R™ denotes the input, wy,...,w, € R™ are
weight vectors in the first layer, a1, ..., a € R are weights
in the second layer. Further we denote W = (wy, ..., wp) €
R™*% and a = (a1, ..., a,)T € R™.

fWa

Suppose we have n samples S = {(x;, y;)}?, and assume
||z;]]2 = 1 for simplicity. We train the neural network
by randomly initialized gradient descent on the quadratic
loss over data S. In particular, we initialize the parameters
randomly: w, ~ N(0,x%I), a, ~ U(—1,1), for all 7 €
[m], then Jacot et al. [2018] showed that, such a resulting
network converges to the solution produced by the kernel
regression with the so called Neural Tangent Kernel (NTK)
matrix:

x] x;(m — arccos(z; 7))

NTK =
2T

i,5€[n]

In Figure 2(b), we experimentally demonstrate the effective-
ness of the approximation of AIF in kernel regressions with
neural tangent kernel on MNIST. The estimation is based on
the average of randomly drawn 300 examples from MNIST
for 10 times.

6.2. Distributional adversarial influence function

Another popular way to formulate adversarial attack is
through distributional robust optimization (DRO), where
instead of perturbing = with certain distance, one perturbs
(z,y) in a distributional sense. For a model M, the cor-
responding distributional robust optimization with respect
to u-Wasserstein distance W, for u € [1,00) regarding
l,-norm is formulated as:

min OPT(g; ™),
oM

where OPT (g; M) is defined as

OPT(g;0™) := max Es  1(60M,z,y; M).
Pm,y:W'zm(Pm,nym,y)SE i

Here, W,(D,D) = inf{[|lz — yllgdr(z.y) : 7 €

I1(D, D)}/ for two distributions D, D, and I1(D, D) are

couplings of D, D. However, it is not clear whether

gM-DRO . _ argmln OPT(EEP [ gl

&, min

is well-defined since the optimizer may not be unique. More-
over, the corresponding sample version of the optimizer

?fln’liDnRO is not easy to obtain via regular optimization meth-
ods if we just replace the distribution IP;, ,, by its empirical
distribution since it is hard to get the corresponding worst
form of I@’Iy As a result, we focus on defining empirical
distributional adversarial influence function for a special
approximation algorithm and state its limit. Interested read-
ers are refered to the following result in (Staib & Jegelka,
2017) and (Gao & Kleywegt, 2016) to properly find an
approximation for ]f”zy

Lemma 6.1 (A variation of Corollary 2(iv) in (Gao &
Kleywegt, 2016)). Suppose for all y, 1(0M,x,y; M) is
L-Lipschitz as a function of x. Define

max fZl

such that (37—, [|6;]|4/n)/* < e Then, we have
EMP(g) > OPT(g;6) — LD/n where D bounds the
maximum deviation of a single point.

EMP(e) := s @i + 05, yi, M),

Lemma 6.1 provides a direction to define an algorithm
dependent empirical DAIF ZPRO (M), For a given model
M, the corresponding empirical distributional adversarial
influence function is defined as

d@M DRO

£,min

TDRO
R

such that 6MDHRO ¢ arg mingmeg EMP (EIE]};,I Hx||p>

£, min
We use € argmin here since there may not be a unique
minimizer, but the limit 7RO (M) is still unique and well-
defined. Similarly, we can provide a closed form of distribu-
tional adversarial influence function.

Theorem 6.1. Under the settings of Theorem 4.1,

A P 1-u

IPROM) = —H,, on' ®)
where 0 = Vi ol(OM 7, y,)E s |zllpds and ¢, is
defined as in Theorem 4.1, J is the index: J =

arg max; HV L( m1n7l“yl)

We remark here from Eq. 8, we can see that if « > 1, more
training data will result in a smaller norm of ZPE9 (M)
since there is a factor n(1=%)/u,

7. Conclusions and Future Work

To achieve adversarial robustness, robust optimization has
been widely used in the training of deep neural networks,
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while their theoretical aspects are under-explored. In this
work we first propose the AIF to quantify the influence of
robust optimization theoretically. The proposed AIF is then
used to efficiently approximate the model sensitivity, which
is usually NP-hard to compute in practice. We then apply
the AIF to study the relationship between model sensitiv-
ity and model complexity. Moreover, the AIF is applied to
randomized smoothing and found that adding noise to the in-
put during training would help reduce the model sensitivity.
Further, the theories are extended to the kernel regression
models and distributional robust optimization. Based on the
newly introduced tool AIF, we suggest two main directions
for future research.

First, we can study how to use AIF to select model with the
greatest adversarial robustness. Due to the computational
effectiveness of AIF, it is a natural idea to use AIF for model
selection. Such an idea can be used for tuning parameter
selection in statistical models such as high-dimensional re-
gression and factor analysis, and further extended to the
neural network depth and width selection.

Second, AIF can be extended to study more phenomena in
adversarial training. For instance, the relationship between
low-dimensional representations and adversarial robustness.
Recently, Lezama et al. (2018); Sanyal et al. (2018) empir-
ically observed that using learned low-dimensional repre-
sentations as the input in neural networks is substantially
more adversarially robust, but a theoretical exploration of
this phenomenon is still lacking.
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