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Abstract—We examine approximately nine months of data on
losses from business email compromise (BEC) reported to the
FBI’s Internet Crime Complaint Center in 2017. We describe the
empirically observed loss distribution. We study differences in the
amounts attempted stolen when the attacks were successful or
not. We show that money stolen and transmitted internationally is
less likely to be recovered. We also find, somewhat surprisingly,
that illicit transfers to in-state banks are also more likely to
succeed. Finally, we study state-level differences among BEC
target selection and asset recovery.

I. INTRODUCTION AND BACKGROUND

Business email compromise (BEC) is a specialized form of
cybercrime in which attackers target employees with authority
to transfer company funds and dupe them into sending money.
BEC fraud has been increasing in popularity, in large part
due to the large sums that can be stolen from each victim
compared to consumer-targeted phishing. Mimecast reported
a growth rate of 80% quarter over quarter [1]. The United
States Federal Bureau of Investigation (FBI) has been involved
in investigating business email compromise fraud since at
least 2013 [2] and has been collecting data along the way.
In 2018, the FBI reported that $1.3 billion was sucessfully
stolen in BEC scams [3]. And this is despite a recent global
sweep in which the FBI arrested 74 people around the world
perpetrating BEC fraud. In 2019, the FBI reported that BEC
losses increased to $1.7 billion [4].

Despite these alarming figures, much remains unknown,
such as about the distribution of losses, whether certain
companies (based on geography or business type) are targeted
more often, and whether there is any relationship between the
amount attempted stolen and criminal success. In this paper,
we set to answer these and other questions, using data on all
BEC incidents reported to the FBI’s Internet Crime Complaint
Center (IC3) during nine months in 2017.

Our work is motivated by the economics of information
security literature [5]. This community has shed much light
on how attackers operate [6], [7], [8], [9], [10] and the
effectiveness of defenses [11], [12], [13], [14].

One lingering challenge, however, has been to obtain accu-
rate empirical measurements of losses associated with various
cybercriminal activities. Estimates for aggregate losses have
sometimes been tabulated (see, e.g., [15], [16]). While helpful,
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in order to be able to manage cybersecurity risks, it is
also necessary to determine the distribution of loss amounts.
Distributions of cybercrime losses matter for two principal
reasons. First, it is widely known that the distributions of
losses can be skewed, rendering mean and median values
unreliable for capturing the magnitude of risk present [17].
Second, models of cybersecurity investment, including the
canonical Gordon-Loeb model [18], require a loss distribu-
tion function to operate. However, due to the difficulty of
obtaining empirically-validated loss distributions, these models
typically assume loss distributions selected for mathematical
convenience and without regard to how much they correspond
to actual losses.

In theory, insurers are in a good position to estimate loss
distributions using claims data from cyber insurance products.
In practice, however, actuarial data is proprietary and fiercely
guarded, so there has been no public reporting of empirically-
derived cyber loss distributions by insurers. Furthermore,
claims data would only cover the losses paid out by insurers.
This leaves out the tails of the distribution: incidents whose
cost falls below the deductible or exceeds coverage limits.
Given that cyber loss distributions are likely heavy-tailed,
these are critical omissions. One recent approach has been to
estimate loss distributions from publicly reported prices filed
with state Insurance commissioners [19]. While promising,
it does not eliminate the need for empirically-derived loss
distributions.

Consequently, the primary contribution of this paper is to
provide an empirical loss distribution for BEC losses reported
to the FBI IC3. It is hoped that this can be used by researchers
to validate theoretical models and by practitioners to manage
BEC risks in their own organizations. Section III examines
both realized and prevented losses, drawing insights about
how these differ and examining the relationship between the
amount attempted stolen and attack success. Section I'V studies
how (and whether) BEC frauds vary geographically. Finally,
we conclude in Section V.

II. DATASET DESCRIPTION

The FBI IC3 team shared in anonymized form all BEC-
related reports received between January 1, 2017 and Septem-
ber 27, 2017. The dataset indicates the time when the incident
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Fig. 1. Histogram of successful BEC thefts, grouped by amount stolen. The left graph shows the percentage of total incidents, while the right graph shows

how much money is stolen in total.

was reported. It includes the amount attempted stolen, as well
as the amount lost and not recovered. It specifies the city, state,
and country of the victim and recipient (typically a bank) when
available.

We started with 12,651 distinct incidents. We excluded 16
reports where the funds actually lost exceeded the amount
attempted stolen. Additionally, we excluded 4,274 reports in
which both the amount attempted and successfully stolen were
missing or zero.

7,564 reports included information on both the victim and
recipient banks. 361 incidents include only victim information,
while 436 only include recipient information.

Several limitations of the dataset should be acknowledged.
Most notably, the incidents reported to the IC3 are self-
reported by victims, which means that there could be selection
bias. Larger, more sophisticated companies may be more likely
to be aware of IC3 and the need to report. Additionally,
organizations based in geographic locations where the FBI
has a greater presence may be more likely to report. Finally,
some victims may elect to not report the losses for fear of the
information causing reputational damage. This effect should
be limited, given that company information is not publicly
disclosed.

In terms of geographical coverage, we expect that the
dataset has much better coverage for BEC fraud targeting
US firms than others. The data does include reports on
victims internationally, so we only expect the coverage to be
comprehensive for US victims and recipient banks. 96% of
victims and 84% of identified recipients are based in the US.
Additionally, the geographic information (city, state, country)
has complete coverage for victims, but the country is missing
24% of the time for recipients. International cities are rarely
reported, hence we only consider the country in our analysis.

The data covers nearly nine months of incidents during
2017. We could not influence the time period or duration for
which the data was shared. As a result, we cannot draw any
conclusions about how the BEC threat has evolved over time.

Despite these limitations, this dataset remains an excellent
source due to its vast size and the active, multi-year involve-
ment of the FBI in countering BEC threats. It stands to reason
that the IC3 data on BEC fraud is more comprehensive than
any other potential source by far.

III. EMPIRICAL ANALYSIS OF LOSSES

Across the 7,925 reported BEC thefts in our dataset, more
than $1.361 billion was attempted stolen. 4,166 (52.5%) of
these incidents succeeded in stealing funds, totaling $480
million. Nonetheless, even more money was put at risk, with
approximately $881 million of funds blocked from being
turned over to cybercriminals.

A. Loss distribution for successful BEC attacks

Figure 1 examines the distribution of funds lost to successful
BEC frauds. Because the data is so highly skewed, we have
grouped the losses into logarithmically-sized buckets. Figure 1
(left) reports the percentage of all incidents with loss amounts
in each category. 60% of thefts involve amounts between
$10K-$100K, with another 20% falling between $100K-$1M.
Figure 1 (left) shows the fraction of total losses for each
category. Despite accounting for most of the incidents, the total
amount lost to thefts between $10K-$100K is $97 million,
approximately 20% lost overall. Thefts betwen $100K and $1
million added up to $227 million, 47% of the total. Finally,
despite only accounting for 1.4% of the incidents, thefts over
$1 million collectively netted $150 million, 31% of the total
haul.

We tested the data to see if it matched any well-known
statistical distributions. We computed best fits for Gamma,
Weibull, Pareto and Lognormal distributions using maximum
likelihood estimation. Unfortunately, these fits were rejected
based on the Kolmogorov-Smirnov and Cramer-von Mises test
statistics.
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Fig. 2. Cumulative distribution functions (CDFs) of BEC losses, attempted
and successful.

B. Recovery of Funds

We now look more closely at this breakdown between funds
that are stolen and those that can be protected.

Figure 2 plots the cumulative distribution functions for
stolen funds on a logarithmic scale. The red line indicates the
amounts attempted to be stolen, while the black line is for the
money lost and not recovered. CDFs show the proportion of
frauds with losses at or below a specified amount. For example,
78% of the BEC incidents where money was irretreivably lost,
the amount stolen was less than $100,000. By contrast, 83%
of the blocked incidents involved amounts less than $100,000.

Note that for the all but the largest thefts, the CDF for
realized losses is to the right of the recovered losses. This
means that successful BEC attacks tend to get away with
more money than when the fraud is blocked. This is reflected
in the median amounts lost: $35K for successful attacks and
$27.5K when blocked. However, there is an important caveat:
beginning at 94%, the blocked BEC amounts exceed those
of the successful frauds. This means that the 6% biggest
blocked BEC frauds are substantially bigger than the 6%
biggest successful frauds. This adds up, since the total amount
blocked is much greater than the total amount lost ($881
million vs. $479 million). The upshot is that blocking these
most egregious thefts adds up to the biggest savings overall.
(Of course, the large magnitude of attempted theft could very
well explain why they are found out and stopped.)

Looking back at Figure 1 (right), we can see that around
half of the total lost funds are tied to mid-sized losses between
$100K-$1M. Figure 3 plots the same histograms for blocked
transfers. In comparison, just 20% of total blocked funds
transfers fall in the $100K-$1M range, with over two thirds of
the total blocked accounted for by attempted thefts of over $1
million. This is particularly striking, given that they comprise
just 2.2% of blocked transfers.

It is significant that the distribution of successful losses
is so different than the distribution of blocked losses. It
demonstrates that one cannot rely exclusively on a loss dis-
tribution for realized losses when computing a cost-benefit
analysis of investing in security controls. When defensive

$ Attempted % Incidents  Statistically ~ Standardized
Successful  Significant? Residuals

Overall 52.9%

< $10K 48.8% () —2.22

$10K < $100K 51.9% —1.15

$100K < $1M 62.3% (+) 4.65

> $1M 45.4% 0.160

TABLET

PROPORTION OF ATTEMPTED ATTACKS THAT SUCCEED IN STEALING
MONEY, GROUPED BY AMOUNT ATTEMPTED STOLEN.

countermeasures successfully thwart attacks, the benefits can
actually exceed the realized losses that others experience.

We now dig a bit deeper into the question of whether
the amount of money that is attempted stolen could affect
fraud success. Table I compares the proportion of BEC frauds
succeed in stealing funds grouped by size. Overall, 53% of
reported BEC frauds get away with the money. However, the
success rate is actually lower for small frauds under $10K.
Just 48% of these smaller frauds succeed; this difference is
statistically significant according to a 2 test'. By contrast,
larger frauds between $100K and $1M succeed most often,
registering at 62% of the time. The very largest frauds succeed
less often, but the difference is not statistically significant.

Finally, we now consider whether the location of the bank
receiving the fraudulent payment affects success. In 18% of
reported cases, the victim is located in a different country than
the bank receiving the fraudulent transfer. When this happens,
funds are lost 77% of the time. When the recipient bank is
located in the same country as the victim, the criminals are
less likely to successfully abscond with the funds (doing so
only 56% of the time). These differences in percentages are
statistically significant according to a x? test.

What about when the victim and recipient bank are located
in the same state? This happens in around 9.8% of domestic
cases. Surprisingly, these transfers are much less likely to be
stopped. 62.2% of intrastate BEC frauds succeed, compared
to 55% of interstate transfers. Again, this difference is statis-
tically significant.

IV. DOES BEC VARY BY GEOGRAPHY?

Cybercrime reports regularly break down attacks or losses
by geographical boundaries such as countries or states [4]. It
is a natural and straightforward exercise to do so, but it is
not obvious why we would even expect there to be significant
differences once the data has been normalized. Large-scale
cybercrimes like BEC cast a wide net and do not typically
tailor their methods to particular regional characteristics.

But how should that normalization take place? It turns out
that for BEC, like many cybercrimes, there are several ways
data could be normalized. We compare the possibilities in
Section IV-A. Next, we study normalized BEC victim and
recipient rates across states in Section IV-B, followed by
success rates in different states in Section I'V-C.

IThroughout the paper, any time we report a test being statistically
significant, it is significant with at least 95% confidence.
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Fig. 3. Histogram of blocked BEC thefts, grouped by amount attempted stolen. The left graph shows the percentage of total incidents, while the right graph
shows how much money would have been stolen in total had the money not been recovered.

A. What is the best way to normalize BEC rates?

It is interesting to compare BEC fraud rates by state.
However, it is clear that direct comparison between states of
fraud activity is not particularly meaningful, since there can be
vast differences in population and economic activity in those
states. The most straightforward approach is to normalize by
population. But is that the best approach for BEC fraud rates?
After all, these frauds target firms, not consumers. Moreover,
financial institutions receive, process and (hopefully) block
fraudulent payments. Thus we now investigate more closely
how to appropriately normalize BEC frauds across geographic
jurisdictions.

We consider four candidate normalization variables:

1) Population

2) # Public Companies Headquartered in State
3) # Banks Headquartered in State

4) Total Bank Assets

We do not know the types of companies in the dataset,
and they are probably a mix of private and public companies,
ranging in size. We collect information on the location of
public company headquarters in the United States. We com-
piled the data manually by visiting the Nasdaq website and
searching for public companies by state. It is hoped that this
figure represents a good proxy of overall business activity in
states, and therefore, a reasonable measure of prospective BEC
targets.

In terms of BEC fraud recipients, we expect that to depend
on the banking activity present in each state. We therefore
gather reports of the number of banking institutions located in
each state, as well as the total financial assets of these banks,
from the FDIC [20]. We use data reported for 2017 in order to
be consistent with the timing of the BEC data. Because asset
size is so skewed, we perform a log transformation.

Table II reports the correlation matrix for these candidate
normalization variables. We see that, unsurprisingly, they are
highly correlated. Population and public companies are most

Population ~ # Public  # Banks  log(Bank

Cos. Assets)

Population 1.00 0.85 0.46 0.48

# Public Cos. 0.85 1.00 0.42 0.49

# Banks 0.46 0.42 1.00 0.36

log(Bank Assets) 0.48 0.49 0.36 1.00
TABLE IT

CORRELATION MATRIX FOR CANDIDATE NORMALIZING VARIABLES.

Dependent Variable

Indep. Variable # Victims  # Recipients

Population 0.92 0.84

# Public Cos. 0.73 0.55

# Banks 0.11 0.20

log(Bank Assets) 0.16 0.20
TABLE TIT

R? FOR VARIOUS LINEAR REGRESSIONS USING DIFFERENT INDEPENDENT
AND DEPENDENT VARIABLES.

closely correlated (at 7 = 0.85). The correlation between the
banking variables and the others are lower, but still rather high.
As a result, we cannot reliably include more than one nor-
malization variable at a time in any linear regressions. Instead,
we compute regressions using each of the four candidate
variables as the sole independent variable, with the number
of victims and recipients as dependent variables. We exclude
the full tables with coefficients for brevity, noting that in all
regressions the coefficients for the independent variables were
positive and significant. Instead, Table III reports the R? for
each of the regressions. This indicates the amount of variance
between the number of BEC victims or recipients per state
that can be explained by the independent variable.
Population explains the most variance by far: 92% of the
variance of victims per state and 84% of the variance of
recipients. The number of public companies headquartered in
a state explains 73% of the variance of the BEC victims in that
state, suggesting that it is a good proxy indicator of how many
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Fig. 4. Heatmaps of normalized BEC fraud rates for victimes (left) and recipients (right), normalized by state population.

targets there are (though not as good as population). The link
to recipients is weaker, however. As expected, the number of
banks and size of assets is not nearly as highly correlated with
the number of bank victims. Surprisingly, though, both bank
figures do not do much better when explaining the variance
in the number of BEC recpients by state.

Our conclusion from this analysis is that, of the indicators
presented, normalizing by the most straightforward measure,
population, is best.

B. Victims and recipients by state

Table IV reports the number of victims and recipients
broken down by state. It normalizes all figures by the state’s
population, reporting the number and amount lost per million
residents. For example, Washington DC has the most number
of victim per capita, at 62 victims per million population. DC
is an outlier for many reasons, but the next most common
are Colorado, Nevada, Guam, California, Massachusetts and
Florida, each registering between 30—40 victims per million
residents. In terms of financial losses, Arizona tops the table
at $5.7 million lost per million residents, followed by Colorado
at $3.3 million.

But what about those receiving BEC funds? Organizations
in Delaware, DC, Maryland and Georgia receive the most
stolen funds, from 33-39 events per million residents. In terms
of the financial amount received, South Dakota is far and away
the biggest, with $32 million received per million residents.
This reflects the outsize number of large financial institutions
present despite its low population. Notably, while there is
some relationship between the number of BEC victims and
recipients, the correlation is relatively weak at » = 0.31.

Figure 4 plots the number of BEC victims and recipients
for each state, normalized by population. It is clear from the
graphs that the rate of BEC victimization in a state has little
bearing on where the recipients of such fraud are located.

Figure 5 provides a series of scatter plots comparing the
number of victims and recipients in each state to its population.
Also included is the best-fit line obtained from running a
robust linear regression using a bisquare weigting function to
account for outliers.

The leftmost graph plots the number of victims in each state
against its population. The graph is dominated by the states
with very large populations, so the graph next to it zooms
in and looks at only those states with populations under 12
million. The significance of the best-fit line is that states above
the line have more BEC victims than would be expected for
their populations, while those below the line have fewer BEC
victims per state than expected. So while California has the
most people, it has even more BEC victims than the model
would predict. Other overrepresented states include Florida,
New York, Colorado and Massachusetts. By contrast, Puerto
Rico, Oklahoma, Tennesee and Ohio have fewer BEC victims
than their populations would suggest.

The right graphs in blue in Figure 5 compare the number
of BEC recipients to state populations. Visually, we can see
greater dispersion around the best-fit line, which is reflected
in the lower R? value reported in Table III. Here, California is
much closer to the expected number of recipients than it was
for victims. Florida remains overrepresented, while Texas is
significantly overrepresented as recipients of BEC frauds but
not for victims. Puerto Rico is even more underrepresented as a
recipient than for victims. And Washington is overrepresented
among victims but underrepresented among recipients.

Nonetheless, these differences across jurisdictions are rela-
tively minor, and this is not particularly surprising given that
BEC targets companies in all US jurisdictions with similar
tactics.
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Fig. 5. Scatter plot of BEC victims per state (left, in black) and recipients per state (right, in blue).

C. Does fraud success vary by state?

From the analysis in Section III-B we know that slightly
more than half of attempted BEC frauds reported to the FBI
succeed in stealing funds. We now consider whether that
success rate could vary by state.

We perform two tests. First, we compare the proportion
of BEC frauds that succeed across all states by inspecting
the victim reports. While there is considerable variation, none
of these differences are statistically significant according to a
x2 test. Hence, we cannot conclude that criminals are more
successful stealing from victims in any state.

For the second test, we check the proportion of BEC
recipients that fail to block stolen funds in each state. Here,
a few states were statistically significantly different than the
rest. Banks in New York that received incoming fraudulent
payments let the money through 67% of the time. In Kentucky,
by contrast, recipients blocked the payments 72% of the
time, and Michigan recipients blocked them 58% of the time.
All other states were statistically indistinguishable from the
average blocking rate of 42%.

V. CONCLUDING REMARKS

We have set out to explore in greater detail the monetary
losses associated with business-email compromise. In terms of
cybercriminal revenue, BEC is one of the biggest threats today.
Its seriousness is magnified by the fact that individual frauds
regularly net hundreds of thousand to millions of dollars.
While headline figures have been reported previously, in this
paper we examine these losses in much greater detail.

We have reported on what the distribution of losses look
like. We have shown that the distribution of blocked frauds
differs substantially from that of successful attacks. Most
notably, the bulk of money stolen in successful attacks comes
from thefts in the hundreds of of thousands of dollars, whereas
the bulk of blocked funds can be tied to failed attempts to
steal more than $1 million in one go. We have found that,
surprisingly, small thefts succeed less often, while thefts in
the hundreds of thousands are most likely to succeed. We
presented evidence that, as expected, transfers to international
banks succeed much more often than domestic thefts. But we
also found that among domestic transfers, frauds where the

victim and recipient are in the same state succeed more often
than those where the recipient is out of state.

We also investigated state-level differences in fraud, finding
that normalizing by population is the most reliable way to
explain differences in BEC activity. We also showed that,
controlling for population, some states do indeed experience
more fraud than others. Nonetheless, our biggest takeaway
from the geographic analysis is that state-level differences in
BEC fraud rates are not particularly informative and should
perhaps not be emphasized in reporting.

To those writing future reports of cybercriminal activities,
be it on BEC or other threats, we make a few recommendations
informed by our own experience. First, always normalize when
comparing population groups. Second, carefully consider the
options for normalization. While we evaluated factors such
as firm and financial institution activity, we ultimately found
population to be the best way to normalize. Third, consider
whether it even makes sense to break down cybercriminal
activity by geography, when so much cybercrime is not
geographically bounded.

A number of open questions remain. Perhaps the most
tantalizing would be to study the effects of the FBI’s 2018
establishment of the Recovery Asset Team [4]. It would be
interesting to determine whether and by how much the success
rates of frauds fell in response. This would of course require
access to more recent data than has been analyzed here.
Moreover, access to data over a longer period would enable us
to answer questions about whether or not the effects observed
in this paper in fact change over time.
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