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Abstract 
To produce functional parts satisfying required functional characteristics, Additive 

Manufacturing (AM) process maintains a combination of numerous parameters within material-
dependent ranges; these include power density, scanning speed, hatch distance, and layer 
thickness. Unintentional misconfiguration of these parameters is easily detectable as it impacts the 
entire build. In this paper, however, we consider the case of a deliberate sabotage attack which 
causes misconfiguration localized to only few strategically selected layers. We propose a method 
on how such targeted misconfigurations can be executed without hacking into the firmware. 
Specifically, we altered a build file to mimic localized layer thickness modification by disabling 
laser beam exposure, while maintaining geometrical and visual part integrity. For two distinct laser 
beam powder bed fusion (LB-PBF) systems and two metal alloys, we validated empirically the 
impact of such attack on part quality and demonstrated that it can avoid detection by non-
destructive techniques (NDT). The conducted attack illustrates susceptibility of AM to deliberate 
sabotage attacks and motivates the need of security solutions for this increasingly adopted 
manufacturing technology. 
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Introduction 
Additive Manufacturing (AM) has numerous advantages, such as ability to manufacture 

parts of complex geometry, reduced lead times and material waste, and on-demand manufacturing 
of spare parts at a location where they are needed [1–3]. Therefore, AM is increasingly adopted by 
various industries, including the aerospace, defense, and biomedical sectors.  

NIST classifies AM as a Direct Digital Manufacturing (DDM) technology, meaning that it 
fabricates physical objects from a digital design file using computer-controlled processes with little 
to no human intervention [4]. Because it relies so heavily on digital input files, in addition to the 
digital control systems operating the AM machine itself, its security has been identified as a critical 



gap [4,5]. Security issues include technical data theft, sabotage, and illegal part manufacturing   
[6].  

This paper focuses specifically on cyber-physical sabotage attacks, i.e., attacks which 
originate as a manipulation in the cyber domain and cause effects in the physical domain [7]. It 
should be noted that the effects of interest to an adversary are rarely achieved immediately but are 
rather a product of a complex causal chain of effect propagations [8]. In the AM context, sabotage 
attacks can target properties of manufactured parts (and thus of systems into which they are 
integrated), the AM machine itself, or the manufacturing environment [9]. The dr0wned study [10] 
has demonstrated that sabotage of a part is rather a means and not the end goal per see; in the study, 
a sabotaged propeller broke after a brief operation time causing fall and destruction of the 
quadcopter UAV on which it was installed.  

Sabotage attacks are of especial importance for metal parts, because they are used in safety-
critical systems. Currently, the most dominant AM process to manufacture net shape metal parts 
is Laser Beam Powder Bed Fusion (LB-PBF). Part sabotage on a LB-PBF is the focus of this paper.  
We propose a novel method on how layer thickness, an essential PBF process parameter, can be 
modified locally without the need to compromise the 3D printer firmware. We employ this method 
to simulate an attack that selectively modifies a part’s layer thickness using two difference LB-
PBF systems with different powder feedstocks, 316L and 17-4PH Stainless Steel (SS). We then 
verify both the ability of this attack to remain undetected by an X-ray computer tomography (CT) 
and to degrade part’s tensile strength. Finally, we discuss the implications of the studied attack on 
the security posture in AM.  

Related Work 
Several publications survey the state of AM Security field as a whole [6,11,12]. Analysis 

of software, firmware, and communication protocols used by desktop 3D printers has identified 
numerous vulnerabilities that can be exploited for their compromise [13]. It has been demonstrated 
externally that external attackers can compromise manufacturing environment [10], run a malware 
on a compromised computer [14], hijack network communication with 3D printer [15], or 
compromise firmware of a 3D printer [16,17]. When compromised, any of these elements can then 
be used to conduct a broad variety of cyber- and cyber-physical attacks. Furthermore, several 
studies identified that the attack methods available to sabotage AM parts exceed those available 
for traditional manufacturing methods [18,19]. 

Most AM sabotage attacks has been performed on Fused Deposition Modeling (FDM) [6], 
an AM process that is predominantly used with polymers and widely adopted in low-cost desktop 
3D printers. Introduction of random voids into a design file [14], selective substitution of print 
material through support structure material [20], manual modification of the design file [10], 
varying print orientation [20,21], changes of the extruded filament amount [17] or temperature 
[16], or even on-the-fly substitution of one print through an entirely different [17] – these are 
representative examples of methods used in part sabotage. All these attacks are of cyber-physical 
nature, i.e., manipulations in cyber domain case effect in physical domain[7]. The above-
mentioned works focused on identification of new categories of attack methods that would lead to 
the degradation of part’s tensile strength or fatigue life. For composite material parts it has been 
shown that sabotage attacks can also be optimized to minimize deviations from the original design 
while achieving the performance degradation level set by an adversary [22]. 



Only few publications have investigated sabotage attacks of metal AM. Several theoretical 
analysis papers identified direct attack methods for sabotaging parts manufactured with LB-PBF. 
These include manipulation of numerous process parameters [21], disturbance of network 
communication timing [23], and fluctuations of power supply to 3D printer [18]. In our related 
work [24], we investigated how manipulations of the Powder Delivery System (PDS) can be used 
to sabotage parts and verified experimentally that such attacks can degrade part’s fatigue life. 
Manipulation of LB-PBF scanning characteristics (laser power and scan speed) has been used to 
define a part’s failure point [25]. For the LB-PBF systems integrating in-situ monitoring in a closed 
control loop to adjust laser power, it has been shown that manipulation of the sensor data can be 
used to impair the part’s quality indirectly [26].  

Experimental Set-up 

Selective layer thickness via build file manipulation 
Simulation and validation of the proposed method (i.e., localized layer thickness 

modification) was performed by fabricating and mechanically testing a set of round tensile 
specimens based ASTM standard E8 [27]. The geometry and dimensions of the tensile specimen 
is presented in Figure 1(a). The specimen can be destructively tested to experimentally evaluate 
the impact of the introduced layer thickness defect on function-related mechanical properties such 
as ultimate tensile strength and ductility (a detailed account of the tensile properties obtained is 
presented in the Test methodologies section).  

To introduce the layer thickness defect, we split the design of the specimen in three parts, 
top, bottom, and the cross-section located between the aforementioned parts (see Figure 1(b)). 
Since technically the design now consists of three individual parts stacked on top of each other, 
the process parameters for these parts can be selected/modified individually. We kept the default 
process parameters, including layer thickness, for both bottom and top parts. For the cross-section 
part, only the core laser exposure was set to zero power, meaning that the laser will still take time 
to traverse the scanning path while being turned off, therefore not melting powder. To conceal the 
attack and provide the appearance of a successful layer deposition, the contouring laser pass of the 
cross-section part was still performed with the recommended laser parameters. Furthermore, to 
maintain the overall specimen length (indicated in Figure 1(a)) while varying the cross-section 
part thickness, the bottom part size was kept constant while the top part was reduced in length. As 
a result, the specimen’s critical location was targeted using the cross-section part, which may 
contain an arbitrary number of layers of unmelted powder.  

Build layout design & specimen fabrication 
To test the impact of the layer thickness defect on mechanical performance, we used three 

categories of specimen modification: (i) single part design, hereinafter referred to as “default”, (ii) 
a three part specimen design (discussed in the previous section and shown in Figure 1(b)) with a 
cross-section length corresponding to one layer thickness per the recommended process parameters 
of the powder feedstock being used, hereinafter referred to as “1-layer”, and (iii) a three part 
specimen design with a cross-section length corresponding to two times the layer thickness of the 
recommended process parameters, hereinafter referred to as “2-layer”. The former (default 
specimen) is used establish baseline mechanical properties. The latter two (1-layer and 2-layer) 
are used to study impact of the introduced layer thickness defect. 

The build file created was used to fabricate specimens using two LB-PBF systems, a dual-
laser GE Concept Laser M2 (GE M2), and a single-laser EOS M290. Furthermore, two metal 



powders were selected for each machine, 3l6L and 17-7PH stainless steel (SS), respectively. Both 
materials had similar powder size distributions ranging between 15–45μm and the same 
recommended layer thickness of 40μm. Extra details on  other process parameters and powder 
feedstock properties maybe found in [24]. The specimens were manufactured vertically, using 
previously recycled metal powder. The recycling/reconditioning procedure used may be found in 
[28]. Schematics of the build layout, including the recoater arm direction and inter gas flow with 
respect to specimen location, for the GE M2 and EOS M290 systems are presented in Figure 2(a) 
and (b), respectively. Additionally, as can be seen in Figure 2(a), the specimens were divided in 
two groups, front (green colored) which were fabricated using one laser, while the ones located on 
the back (red colored), were fabricated with the secondary laser. For specimens fabricated with 
EOS M290, shown in Figure 2(a), the build layout was kept the same and it can be seen that the 
recoater direction and niter gas flow are perpendicular to each other. 

 

 
(a) 

   
(b) 

Figure 1. (a) Round tensile specimen size and geometry designed based on ASTM standard E8 [27]. (b) Three-
part split of the original design to simulate the selective layer thickness defect (i.e., layer skip location). 

 

After fabrication and built plate removal, the 316L SS specimens were tested without any 
post-processing, i.e., as-built surface condition. The 17-4 PH SS specimens were subjected to a 
CA-H1025 heat treatment procedure [24] after we removed them from the built plate. No further 
processing was performed after heat treatment; hence, 17-4 PH SS specimens were tested in the 
as-built surface condition. 



 
(a) 

 
(b) 

Figure 2. Schematic of build layout indicating specimen location with respect to the recoater arm and inert gas 
flow direction for the fabrications using (a) GE M2 with 316L SS and (b) EOS M290 with 17-4PH SS. The three 
specimen modifications are also indicated (default, 1-layer, and 2-layer).  

 

Test methodologies 
Monotonic tensile tests were performed according to ASTM standard E8 [27] and using an 

MTS Landmark servohydraulic system. All tests were conducted in displacement control mode at 
a rate of 0.012 mm/s; an extensometer with a 12 mm gage length was employed to record strain 
deformation up to 0.05 mm/mm. Two test per LB-PBF system and specimen category (default, 1-
layer, 2-layer) were conducted. A tabulated summary including the feedstock material (316L/17-
4PH SS), specimen category, built plate location (front or back), and test results is presented in 
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Table 1. The results include, the ultimate tensile strength, UTS, 0.2% offset yield strength, 
0.2%YS, modulus of elasticity, E, percent area reduction, RA, and elongation to failure, εf.  

 

              Table 1. Summary of test parameters and tensile properties evaluated in this study. 

Specimen 
Category 

Location UTS 0.2% YS E RA εf 

  MPa MPa GPa % % 
316L SS 

Default Front 560 407 155 46 50 
Default Back 564 427 166 49 43 
1-layer Front 560 407 153 32 32 
1-layer Back 551 424 162 29 18 
2-layer Front 555 407 159 34 40 
2-layer Back 553 412 162 29 23 

17-4PH SS 
Default Front 1171 1137 197 29 22 
Default Back 1169 1137 197 26 14 
1-layer Front 425 - 192 3 1 
1-layer Back 434 - 197 3 2 
2-layer Front 612 - 197 2 5 
2-layer Back 239 - 192 3 2 

 

Results and Discussion 

Specimen comparison 
After fabrication, the efficacy of the cyber-attack was evaluated to see if it could go 

undetected by non-destructive inspections, which were performed using digital microscopy and 
X-ray imaging. Further details on the non-destructive techniques and inspection devices can found 
in [24].  

Digital microscope results indicated that the 316L SS specimens had no indication a 
modified layer thickness, regardless of laser used. However, the 17–4PH SS specimens were 
affected as there were slight irregularities near/at the cross-section region [24]. On the other hand, 
comparison X-ray scan images of the default and 2-layer specimens at the area around the cross-
section region, shown in Figure 3(a) – (d), demonstrate the different levels of severity of the cyber-
attack. It can be observed in Figure 3(a) and (c) that default specimens have internal defects that 
are characteristic to AM parts, but in the case of the 2-layer thickness modified 17-4PH SS 
specimen (see Figure 3(c)), the defects are unmistakably visible. Contrary to the aforementioned 
results, shown in Figure 3(b), the 2-layer thickness modified 316L SS specimen does have clear 
indications that the part has been compromised, but it was observed that defects were generally 
larger within the scanned area (in comparison to the “default” counterpart) and some were 
agglomerated near/at the modified layers.  

These results indicate that quality inspection of AM parts quality should be more rigorous 
and versatile since is seems that effectiveness and detectability (via non-destructive evaluations 



like X-ray tomography) of this type of attacks hinge on the AM system and material properties. 
The reason being that for a given AM system, the melt pool depth prescribed by the manufacturer’s 
recommended processes parameters vary from material to material, leading to different laser power 
and layer thickness requirements [24,29]. Finally, it should be emphasized that the precise location 
of the modified layer(s) was known as well the specimen size being relatively small in comparison 
the actual parts. In realistic applications these conditions will most likely not hold, thus 
significantly reducing the probability of the attack detection. 

 

                     
                  (a) 

       
                           (b) 

                     
                  (c) 

  
                         (d) 

Figure 3. X-ray tomography images comparing the internal porosity of a (a) default and (b) 2-layer modified 
thickness 316L SS specimen, as well as (c) default and (d) 2-layer modified thickness 17-4PH SS specimen near/at 
the cross-section volume [24].  

 

Tensile behavior 
The stress-displacement response of LB-PBF 316L SS default, 1-layer, 2-layer specimens 

are presented in Figure 4. Since specimens were manufactured using a GE M2 dual laser AM 
system, specimens fabricated with laser 1 (i.e., front specimens) are denoted with the solid lines 
while specimens fabricated with laser 2 (i.e., back specimens) are denoted with dashed lines. The 
linear portion of the curves (which are related to the modulus of elasticity, E) do not vary from 
each other regardless of specimen category (i.e., default, 1-layer, 2-layer). This was further 
corroborated by comparing the modulus of elasticity, E, values from each test, presented in Table 
1, where it was observed that values were similar (< 5 GPa difference). However, after yielding 
the specimens fabricated with laser 1 had higher yield stresses in comparison to those fabricated 
with laser 2, regardless of specimen category. Moreover, the effect of the attack was only evident 



after specimen failure, where it was observed that the area reduction, RA, and elongation to failure, 
εf, of 1-layer and 2-layer thickness specimens were considerably lower than the default specimens. 
Hence, the attack significantly affected the ductility of the part. The reduced ductility of 1-layer 
and 2-layer thickness specimens was confirmed to be due to the cyber-attack rather than other 
variables because the failure occurred exclusively at cross-section region, while for the default 
specimens occurred elsewhere along the specimens reduced section.     

In the case of the default, 1-layer, 2-layer LB-PBF 17-4PH SS specimens, presented in 
Figure 5(a) and (b), the influence of the attack was immediately evident as both specimen 
categories (1-layer and 2-layer) failed prematurely and before reaching yield. As can be seen in 
the close-up view of the stress-displacement curves shown in Figure 5(b), 1-layer and 2-layer 
specimens did not surpass a stress value of 600MPa, which is close to half the yield stress of the 
material. Moreover, it is observed that the stress-displacement curves of the 1-layer and 2-layer 
specimens are not similar to those of the default specimens; thus, indicating that the stiffness of 
the parts were affected as well, i.e., the modulus of elasticity was lower (see Table 1). Finally, it 
is important to mention that these tensile properties of the default specimens were in agreement 
with similar studies on the mechanical behavior of vertically fabricated LB-PBF 3l6L and 17-4 
PH SS parts [30,31]. 

 

  
Figure 4. Stress vs. displacement curves comparing the tensile deformation behavior of default, 1-layer, and 2-
layer LB-PBF 316L stainless steel specimens fabricated using a GE Concept Laser M2 dual laser AM system. 
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Figure 5. (a)Stress vs. displacement curves, as well as an (c) enhanced view plot comparing the tensile deformation 
behavior of default, 1-layer, and 2-layer LB-PBF 17-4PH stainless steel specimens fabricated using a EOS M290 
AM system. 

 

Discussion of security implications 
The experimental results clearly verify our assumption that the proposed method to 

introduce the layer thickness defect can be used in cyber-physical sabotage attacks on metal AM 
parts. We also demonstrated that this category of attacks can be implemented by simple 
modification of the build design files, which significantly lowers the technical sophistication 
needed and consequently increases the potential exposure to such attacks. We have also shown 
that both the impact of such attacks and their detectability are material dependent. From the 
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security perspective, it means that indiscriminately attacks might not necessarily yield significant 
impact, while targeted attacks would require participation of a subject matter expert and substantial 
knowledge about a part to be sabotaged – factors that reduce the security exposure. Lastly, at least 
on the designed specimens, this attack can be readily identified during quality inspection if the 
region of interest is known (see Figure 3). This means that even though material and time have 
been expended on the attacked build, the potential impact on the target system in which the part 
should be integrated can be easily averted.  

Conclusion and Future Work 
Additive Manufacturing (AM) is increasingly adopted, while its degree of computerization 

exposes it to a variety of cyber- and cyber-physical attacks. The study of such attacks and their 
characteristics is a necessary prerequisite for the development of efficient countermeasures.  

In this paper, we focused on sabotage attacks against metal AM parts manufactured on a 
LB-PBF machine. Specifically, we proposed a novel method to selectively modify process 
parameters at the layer thickness granularity. We demonstrated how this attack can be executed by 
simple modification of design file. We also evaluated the impact of the attack on a part’s function 
by conducting tensile destructive tests on specimens manufactured with two different SS alloys, 
316L and 17-4 PH. The experimental evaluation clearly shows that the attack is very effective in 
degrading the part’s performance by at least factor of 6 when comparing the ductile properties of 
17-4PH SS.  

While we have expected that the defect size (or heights of the cross-section impacting the 
modified layer thickness) will have a direct proportionate impact on the failure characteristic, the 
results presented show that it is not necessarily the case. For example, for both 316L and 17-4PH 
materials, the 2-layer specimens were relatively more ductile than the 1-layer, which is 
counterintuitive as it was expected that thicker layers will lead to more defects. The underlying 
mechanisms leading to these results will need further future investigation. 

The sabotage attacks modifying AM process parameters have, so far, relied on 
compromised firmware; however, the technical sophistication needed to compromising firmware 
is very higher. The attack presented in this paper can be conducted via compromised computer or 
computer network. As hacking into computer systems and hijacking computer network 
communication can be conducted by readily available exploits and tools, the technical entry level 
of the considered attack is fairly low. To counter this, well-established cyber-security measures 
should be used to ensure the integrity of the design and build files.  

In our future work we plan to investigate how the proposed approach can be used to 
introduce different modification of the manufacturing process parameters at the layer granularity. 
While our primary objective for this paper was to study a specific sabotage attack, a similar method 
can be used to introduce layer graded microstructural characteristics – a goal that might be of 
interest to benign applications as well.   
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