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Abstract— The Internet of Vehicles (IoV) offers an emerging
paradigm that deals with interconnected vehicles interacting with
the infrastructure, roadside units (RSUs), sensors, and mobile
devices with a goal to sense, compute, store, and transmit vital
information or data over a common channel while vehicles
are moving. Secure and reliable communication and efficient
on-device performance are thus crucial challenges in this para-
digm, particularly in presence of limited computation resources.
This paper presents a novel secure and energy-efficient message
communication system, called MComloV, using a one-way hash
function and elliptic curve cryptography (ECC). We evaluate
MComloV through security proof and analysis against various
attacks to verify its robustness. The proposed system is also
implemented and tested on Raspberry Pi 3B+4. Experimental
results demonstrate the efficiency in computation time, storage
cost, communication overhead, and energy consumption.

Index Terms— Authentication, message communication, confi-
dentiality, integrity, IoV, privacy.

I. INTRODUCTION

ODERN vehicles are not only envisioned as a means
for transportation, but also as contributors to differ-
ent kinds of data collection, computation, and transmission.
For example, vehicular ad-hoc network (VANET) is capa-
ble of exchanging road-safety and environmental data with
nearby vehicles via vehicle-to-vehicle (V2V) communication,
and roadside units (RSUs) via vehicle-to-infrastructure (V2I)
communication using the dedicated short-range communica-
tion (DSRC) standard. Indeed, VANET is used in diverse
applications like collision warning, traffic management, coop-
erative messaging, emergency information, and navigation
[1], [2]. However, significant challenges are posed by rapid
change in the communication range, reliability in the tran-
sient (vehicular) network, node disruption, and fixed band-
width [3], [4].
It is expected that around 47 million cars of the world will
be enabled with the Internet by 2020 [5], and nearly 70% of
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people on earth will live in urban areas by 2050 [6]. If the
current trend continues, people may experience even more
crowded situation, polluted air, heavy traffic, overburdened
infrastructures, parking issue, and more fuel/energy demand
in cities rather than we do have today. Thus, the extensive
vehicular communication system is required for the benefits
of society, environment, and business growth by exchanging
relevant data on the road between a vehicle and nearby
smart devices like mobile device, RSU, sensor, other vehicles,
etc.

Given the mobile cellular network has many advantages
(e.g., large coverage area, pre-existing infrastructure, high data
rate, robust scalability, quality of service, and deterministic
security) over the DSRC technology, vehicle-to-everything
(V2X) communications that use the combination of DSRC and
long term evolution (LTE) is more effective. Such communica-
tions help to advance the coordination of vehicles, pedestrians,
and transport infrastructure on the road, thereby extending the
ability of VANET and supporting modern applications for road
safety, traveler infotainment, manufacturer services, and traffic
optimization [7]-[9]. Thus, V2X communication technologies
are emerging to the Internet of Vehicles (IoV) paradigm
to attain large-scale and ubiquitous automotive infrastructure
access by evolving advanced vehicular applications [10].

The IoV paradigm aims to collaborate with the Internet of
things (IoT) and VANET architectures for device-to-device
communications using DSRC, LTE, and wireless fidelity
(Wi-Fi) for various modern smart transportation applica-
tions. The IoV framework consists of five different types
of devices: the infrastructure, RSUs, wireless sensors, vehi-
cles, and mobile devices for information sensing, processing,
storage, and exchanges. Since it is desirable to have direct
communication from a vehicle (user) to each of the IoV
devices, as shown in Fig. 1, the IoV architecture supports
five types of communications — V2V, vehicle-to-roadside unit
(V2R), vehicle-to-wireless sensor (V2S), vehicle-to-mobile
device (V2M), and vehicle-to-infrastructure (V2I) — to transmit
vital information through DSRC, Wi-Fi, or 4G/5G [11], [12].

Due to extensive communication types, the IoV offers
advanced applications, collaboration, data awareness, and con-
nectivity for better user experience while moving on the
road [13]. The IoV paradigm is an emerging system to
transform existing research fields like smart industry, smart
healthcare, smart home, and other pertinent applications by
connecting to smart transportation for a new line of thought.
Hence, IoV applications are classified in two categories as
(1) safety and traffic management (i.e., navigation, remote
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Fig. 1. Different Communications in the IoV Paradigm.

telematics, safety, and diagnostic) (ii) business (i.e., car
sharing, infotainment, insurance, payment, and notification)
[11], [14].

Since the IoV paradigm connects to many smart transporta-
tion applications, its potential economic value is estimated in
the range of USD 0.2-0.7 trillion per year by 2025 [15]. One
connected vehicle passenger can save around USD 1400 per
year collectively for service providers, vehicle user, automotive
manufacturers, and society [16]. However, there are vital chal-
lenges for V2X communications, such as network scalability,
dynamic network topology, heterogeneity, attack prevention,
communication latency, user trust and privacy [17]. The IEEE
1609.2 standard is used as security services to transmit appli-
cations and management messages in V2X communications.
Thus, security protocols are designed to prevent illegal data
access and forgery during vehicular data exchanges, thereby
the protocols situate in the application layer [18]-[20]. The
success of the IoV architecture depends on how secure and
privacy-preserving different mechanisms are, including user
authentication, data integrity, message confidentiality, and
user anonymity [21]. Otherwise, an adversary can launch a
wide variety of attacks, such as impersonation, modification,
password guessing, session key disclosure, Sybil, replay,
man-in-the-middle, and so on to intercept/interrupt the
IoV system [22]. Moreover, the IoV devices are config-
ured with different computing, storage, and communication
capabilities. For example, a vehicle has limited computing
power to process, store, and transmit data, while perform-
ing such operations on the move. Furthermore, a vehicle
connects with heterogeneous IoV devices through DSRC,
LTE, or Wi-Fi for data exchanges. Hence, it is essential to
take the computation time, energy consumption, storage cost,
and communication overhead into consideration for designing
energy-efficient, cost-effective, and secure vehicular commu-
nication protocols [11], [23].

To the best of our knowledge, there exists no complete oV
communication system that efficiently provides all five types
of IoV communication protocols yet preserving security and
privacy. This motivated us to propose new secure and efficient
message communication protocols, called MComloV, for the
IoV structure. Our novel contributions are given as follows.

o MComloV: We develop different communication proto-
cols using a one-way hash function (i.e., SHA256) and
elliptic curve cryptography (ECC) for V2V, V2R, V2§,
V2M, and V2I to transmit important information directly
between a vehicle and other IoV devices.

« Security Analysis: To guarantee the security robust-
ness, we provide (i) security proof to verify MComlIoV’s
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effectiveness for authentication, confidentiality, integrity,
and user anonymity through the random oracle model;
(i) security analysis to confirm its strengths against ses-
sion key disclosure, Sybil, replay, modification, imperson-
ation, password guessing, and man-in-the-middle attacks.

o Performance Evaluation: Our experimental results
show on the test-bed implementation (through Raspberry
Pi 3B+) that the MComloV not only satisfies security
and user privacy, but it is also proven to be efficient in
computation time, energy consumption, storage cost, and
communication overhead comparatively.

This paper is organized as follows. Section II discusses
related works on VANET and IoV communications proto-
cols with emphasis on their security and performance fea-
tures. Section III gives the design overview of MComloV
including the system model, security goals, and the adver-
sary model. Section IV proposes the MComloV system for
exchanging information between a vehicle and different loV
devices directly. Section V discusses security evaluations
while Section VI presents experimental performance results.
Section VII concludes the paper with directions for future
research.

II. RELATED WORKS

Due to various real-life applications, many research and
development projects have been implemented in the United
States, the European Union, Japan, and other countries around
the world. However, the communication system is the key
challenge in VANET due to mobility and public channel
data transmission [3], [4]. RSUs and on-board-units (OBUs)
transmit meaningful data using DSRC publicly. Therefore,
there are different data security issues like modification, delay,
data loss, impersonation, bogus data, etc. Consequentially,
the receiver should verify data and its sender before using it for
further process. Thereby, efficient and secure data transmission
protocols are necessary for VANETs [24], [25]. We discuss
on the existing VANET and IoV communication protocols,
as follows.

A. Vehicular Ad-Hoc Networks

In [26], the authors introduced a new message authenti-
cation method using RSUs to address security and privacy
issues, but it is vulnerable to replay and man-in-the-middle
attacks. Besides, it is time-consuming due to the usage of the
Diffie-Hellman key agreement. A distributed key management
architecture was proposed in [27] to verify messages based on
the group signature and to identify selfish vehicles. However,
the message verification overhead problem is present at RSUs
in [27], and thus, other vehicles do not get on-time services.
Similarly, researchers suggested various cooperative message
authentication schemes to deal with different vehicular com-
munication issues [20]. The scheme in [28] is proposed using
the public-key cryptography to address the non-repudiation
issue, and it was designed in such a way so it can be imple-
mented with other schemes together for better performance
and security improvements. However, it is time-consuming
due to the usage of a signature in data transmission, and
the storage cost is high. In [34], a vehicular communication
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protocol is presented using bi-linear pairing, ECC, exponential,
and one-way hash to send on-road information from a vehicle
to nearby RSUs and other vehicles. However, the computation
and communication costs are high in [34] due to the usage
of more bi-linear pairing and ECC operations. Further, it is
vulnerable to man-in-the-middle and Sybil attacks.

B. Internet of Vehicles

Some communication schemes (e.g., [29]-[33]) have
referred the IoV structure for data transmission, but none of
them have proposed direct vehicular communication protocols
for all five types of IoV communications separately.

In [29], they proposed an authentication system for [oV in
which the Internet server collects data from different devices
(wireless sensors, OBUs, and mobile devices) to share it
with OBUs and wireless sensors via RSUs. Hence, OBUs
cannot get vital information directly, and it leads to more
time-consuming communication during emergency services.
Also, no cryptographic primitive is used in [29] before sending
data, allowing an adversary to perform different malicious
activities.

In [30], the authors suggested a V2V privacy-preserving
authentication and key establishment method using asymmet-
ric, exponential, and one-way hash primitives for oV, but a
sender should involve a nearby RSU and the trusted authority
to send a message to another vehicle. Hence, it increases the
number of connections during V2V communication. Due to
the usage of bi-linear pairing and RSA, the computation time
is high in [30], and it offers only V2V communication. A data
transmission scheme is proposed in [31] for V2R and V2V
communications. In V2V, a vehicle sends data to other vehicles
via a nearby RSU. Thus, the scope of this protocol is limited
for only V2V and V2R communications, and it is vulnerable to
replay, concatenation, impersonation, and modification attacks.

The authors in [32] suggested a V2R data batch verification
scheme in which OBUs transfer data to an RSU, so the aggre-
gated data is sent to the IoV data center to store meaningful
information. However, it is weak against replay and man-in-
the-middle attacks. Furthermore, the computational cost and
communication overhead are high in [32] due to the usage
of bi-linear pairing operation. In [33], a V2R communication
scheme is proposed for IoV in which an OBU sends data
to other vehicles via a nearby RSU. The performance results
in [33] are not efficient in terms of computation time, commu-
nication overhead, and energy consumption due to the usage
of high-cost operations like RSA and bi-linear pairing.

III. DESIGN OVERVIEW OF THE MCoMIoV

We illustrate the system model to get an overview of the pro-
posed system (MComloV), security goals for the MComloV,
and valid assumptions in the adversary model.

A. System Model

In the MComloV, five types of devices such as vehicles,
RSUs, wireless sensors, mobile devices, and the infrastruc-
ture are involved for IoV communications through DSRC,
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Fig. 2. Basic Setup and Registration Connections in the IoV Architecture.

Wi-Fi, or 4G/5G, as shown in Fig. 1 [11], [12]. And these
devices once connect to the IoV server directly through the
transport layer security (TLS) protocol [28], [30] for the
registration/initial setup process, as displayed in Fig. 2.

1) IoV Server: It is the road-transport trusted author-
ity, acting as the central registration center for trusted
devices (wireless sensors, RSUs, and the infrastructure)
and end-user devices (vehicles and mobile devices).
It deploys trusted devices, whereas end-user devices
initiate the registration process with the IoV server to get
various parameters for future communications with other
IoV devices. The 1oV server keeps the registration record
of all IoV devices in its secure database and can trace
the real identity of any registered device if necessary.

2) Infrastructure: It is a trusted entity (e.g., cloud) in
the IoV with the highest computational and storage
capacity for data analytics of the received data from
different vehicles. Also, it provides meaningful infor-
mation to a vehicle based on the request (as V2I com-
munication). The infrastructure has tamper-resistance
hardware (TRH) as a storage space to keep its private
values securely.

3) RSU: It is a trusted device located near the road for
V2R communication through DSRC, having high com-
putation and storage power compared to OBUs, mobile
devices, and wireless sensors. An RSU contains a TRH
to save its private values securely and verifies/computes
the messages during the V2R communication.

4) Wireless Sensor: It is available at different spots in
a vehicle to sense in-vehicle automotive and environ-
mental information. Further, it shares relevant up-to
time information with a vehicle after verifying the user
requests during V2S communication. A TRH is fixed
into a wireless sensor to save its secret parameters.

5) Vehicle: A vehicle user owns it, and an OBU is installed
in a vehicle during the registration phase by configur-
ing with limited computational power for computation,
transmission, and verification on behalf of a vehicle user
during IoV communications. Further, an OBU consists
of small storage memory to save sensitive information
securely, and it is called as a tamper-proof-device (TPD).

6) Mobile Device: It is one kind of portable computing
device (like mobile phone, wearable device, tablet, etc.)
to communicate with a vehicle (user) directly using
4G/5G or Wi-Fi. A smart-chip (i.e., smart card) is fixed
in a mobile device during the registration phase with
fixed computing capacity to process/transmit/confirm
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message request and its response during V2M commu-
nication.

B. Security and Privacy Goals

IoV communications happen in a public network in which
messages include private and confidential information like
user activity, personal conversation, vehicle location, payment
details, etc. Thus, an adversary may intercept or interrupt oV
communications for user impersonation, message intervention,
data tampering, identity tracing, stop/delay messages, etc.
Hence, it is necessary to achieve different security and privacy
goals during communications [28], [30], [34]. We illustrate our
security and privacy goals for the MComloV, as follows.

Integrity: When communications or online transactions are
carried out in a public environment, it is necessary to confirm
the correctness of the obtained data at the receiver side to
maintain data integrity in the communication system.

Confidentiality: IoV communications include various con-
fidential and private information. Thus, it is important to
transmit messages secretly to preserve confidentiality.

Privacy: People are not interested to disclose their personal
information and practices like vehicle movement pattern, iden-
tity, already visited places, current location, present activities,
etc. Hence, the protection of personal activities and informa-
tion is an essential goal in a public network.

Authentication: When the user is interested to connect
with another user for some information over a public channel,
both users (sender and receiver) should confirm each other’s
authenticity before proceeding to a communication.

C. Adversary Model

The goal of an adversary is to interrupt or intercept IoV
communications centered on a vehicle to get services as
an unauthorized user, understand transmitted messages ille-
gally, send forged messages, delay vital information, and
re-transmit packets to reduce the performance efficiency
of the receiver. We consider following security and per-
formance assumptions as the adversary’s capability in the
system [35]-[37].

1) In the communication system, the registration/initial
phase is performed through the transport layer secu-
rity (TLS) protocol, considering a private/secure chan-
nel, whereas authentication/communication phases are
executed via a public/insecure channel. If any variables
are sent in a public network, then only an adver-
sary (A) can capture these values for deletion, mod-
ification, rerouting, re-transmission, and interception.
However, A cannot get any parameters from a secure
channel [28], [30].

2) A smart-chip is not tamper-proof storage space and thus,
if A gets the access of a smart-chip, then s/he can reveal
stored values from this smart-chip. However, A cannot
extract any values from a TPD/TRH, and if A attempts
to access the stored information from a TPD/TRH, then
they are destroyed instantly [24], [25], [28].

3) We assume X and ) are valid users in the system.
If X can correctly compute all necessary values to
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communicate with other users on behalf of ), then X
is an adversary for ), being a legitimate user in the
system.

4) A one-way hash function is irreversible. Thus, it is not
feasible to reveal information from the computed hash
value once the one-way hash operation is applied.

5) A can guess only one value at a time. It means that A
can consider either the user password or random nonce
as a guessable value in the same computation. However,
two random nonce or more than one parameter cannot
be guessed together in polynomial time.

6) A knows the complete design of the protocol.

7) We have an equation as a = 3@ ~. If A knows « and 3,
then s/he can get ~y easily. However, 4 cannot compute
«, 3, or v by having only one parameter (5 or y or «).

8) If both (sender and receiver) agree on common session
key parameters, then only the session key is computed
with the validity of a limited period. If it expires, then
both should recompute a new session key.

IV. MCoMIoV: PROPOSED COMMUNICATION SYSTEM

The IoV architecture offers five types of oV communica-
tions to exchange various kinds of information with different
categories of IoV devices through DSRC, LTE, or Wi-Fi.
Thus, it is worthwhile to have separate reliable communication
protocols in the interest of a vehicle user to transmit safety,
infotainment, and business-related messages while connecting
a vehicle with all other heterogeneous IoV devices. Hence,
we propose new secure and privacy-preserving efficient differ-
ent communication protocols (called MComloV) for all five
types of IoV communications. The MComloV is designed
using low-cost cryptographic primitives, i.e., SHA-256, ECC,
concatenation (||), and bit-wise XOR () for cost-effective,
efficient, secure, and privacy-preserving data exchanges. The
MComloV mainly consists of two phases as (i) basic setup
and registration (ii) IoV communications. For the system
initialization, an elliptic curve (EC) group G is considered
as E,(a,b) on y?> = 23+ ax +b to generate point values with
P as the generator and an order of ¢, where p is a 256-bit
large prime number. The EC scalar multiplication is written
ask-P=P+P+...+ P, € Z;. If Pis known, then
also it is infeasible to get k due to the EC discrete logarithm
problem [38]. The oV server (S7,1) takes two random nonce
(z and RNgg) and the initial time-stamp (ITsx) to calculate
SK = h(RNSK D PWSK (&) ITSK), h(SKHITSKHJ?) and
keeps SK and h(SK||ITsk||x) securely, where PWgy is
the secret key password of Sj,y. We use different notations
in the design of MComloV, and they are described in Table I.

A. Basic Setup and Registration Phase

This phase is a primary step and a one-time process for all
IoV players. Once the IoV server completes the initial proce-
dure, it saves some values in the protected memory of trusted
devices (RSUs, wireless sensors, and infrastructure) to deploy
them at different locations for V2R/V2S/V2I communications.
When trusted devices receive the vehicle user request/message
in the future, it is verified, referring to storage memory
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TABLE I

LI1ST OF SYMBOLS WITH ITS DESCRIPTION

Symbol Description

Vi A vehicle user

RSU; A Road-side-unit

WSk A wireless sensor

M Dy A mobile use

Infra The infrastructure

Srov The IoV server

SK 256-bit secret key of Syov
STsk The initial time-stamp of Sy,v
IDx An identity of X entity
PWy, Password of V;
a;i/bi/IxIRNsg Random nonce

Ty, V; registration time-stamp
Kx 256-bit secret key of X entity
Listy List of Y value
TPD;/OBUy; A TPD/OBU of V;’s vehicle
TRH;/T RHy, A tamper-resistance hardware
SCmp, A smart chip

PubRSUJ. The public key of RSU;

AT The maximum time delay
T\/T3 Time-stamp at the sender side
T Time-stamp at the receiver end

parameters (of trusted devices). On the other side, end-user
devices (vehicles and mobile devices) are registered with Sy,
by their owner to get some parameters, which are used in
future for oV communications to authenticate the owner and
compute/verify messages. We explain the setup/registration
process for each IoV device in-detail as follows.

(1) RSU Setup: The IoV server (Sp,y) performs the
following steps to install tamper-resistance hardware (T'RH )
in road-side-unit (RSU;) and deploys it on the road for V2R
communication. Fig. 3 shows the RSU setup phase.

o Srov selects an RSU identity (IDgsu;) and 256-bit
random secret key (Kprsy,) for RSU; to calculate

the private key, Prirsy, = h(IDgsu,||Krsu,) @
h(SK||ITsk||x) and the public key, Pubrsy, =
PriRSU7 - P.

o Sioy  saves IDgrsy; in its database, and
h(SKHITSKHJJ), IDRSUJa KRSUJ, and PUbRSUj
in TRH; securely. Finally, Si,v installs T'RH; in
RSUj to deploy it on the road.

(i) Vehicle Registration: A vehicle user (V;) should reg-
ister his/her vehicle with the IoV server (Sy,y) through the
following steps to participate in different oV communications
legitimately. A vehicle registration is a one-time and essential
process for all new vehicle users, as shown in Fig. 3.

o V; selects his/her identity (I Dy;,), password (PWy;,), and
a random nonce (a;) to compute A; = h(IDy,||PWvy,) &
h(PWViHaq;), B, = A ®a; d h(PWuHaz) V; sends
{IDy,, A;, B;} to Sty over the TLS protocol [28], [30].

e Srov computes C; = h(IDvy,||Ai||B;), E; = B; &
IDy,, D; = h(C||SK||Tv,||b;), and F; = D;®
h(SK||ITsk||x), where Ty, is a registration time-stamp
for V;; b; and x are randomly generated numbers.

o Siov  stores  Cj, D;, E;, F;, Listpyppg,, into  a
tamper-proof device (T'PD;) of V; to install it in
a vehicle of V; and keeps IDy,, D; in its database
securely.
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Wireless Sensor Setup: S,y performs the following
steps to install a wireless sensor (W .S) in a vehicle for V2S
communication, and its process is displayed in Fig. 3.

e Srov chooses an identity (I Dyyg,) for WS, and com-

putes AI Dy, = h(IDvy,||D;||IDws,).

e Siov saves IDyg, in its database for the reference
and Listp,, LiStAIDVi, h(SKHITSKHJJ), IDwsg, in a
tamper-resistance hardware (T'RH}) of WSy securely.
Finally, S,y installs TRHj, in WSy to deploy WSy, in
a vehicle.

(v Mobile Device Registration: A mobile device user
registers his/her mobile device with Sy, as follows for legal
V2M communication in future, also as described in Fig. 3.

o A mobile device user (M D;) chooses his/her identity
(IDp,), password (PWj,p,), and a random nonce (d;)
to calculate U; = h(IDyp,||PWp,||d;) and sends
{IDnp,,U;} to Srov over the TLS protocol [28], [30].

o Siov computes W; = h(Ul) D h(SKHITSKHJJ), X, =
W, @ IDyp, ® U, and saves W, X; into a smart-chip
(SChrp,) to fix it in a mobile device of M D;.

e MD; computes G; = h(PWyp, ® IDyp,) € d, H =
XiP h(PWMD, ||dl), L =W ® h(dl &) PW]\,{D,). M D,
removes W;, X; from SCyp, and stores G;, H;,I; in
SCJ\IDL'

&) Infrastructure Setup: The infrastructure (e.g., cloud)
should know essential credentials of the IoV communica-
tion system to exchange meaningful information with vehi-
cle users through V2I communication. Thus, Sj,y installs
tamper-resistance hardware (T'RH,,) in the infrastructure
(Infra) and deploys Infra, performing as follows. The
infrastructure setup procedure is also displayed in Fig. 3.

e Srov takes 256-bit random secret key (Kpjf.q) for
Infra to compute Mrnfra = WMErmfralllTinfra)
and AIDy, = h(IDv,||D;), where Tr,prq is
the infrastructure setup time-stamp. S,y stores
Mrinfras h(SKHITSKHJ)), LiStAIDVi, Listp, into
TRH,, to install it in Infra for the deployment. Sy,v
regularly updates T'RH,,, for AIDy,, and D; of new
vehicles over the TLS protocol.

B. Data Transmission/Communication Phase

The IoV architecture has a huge scope for business growth
and various smart transportation applications, keeping the
focus on a vehicle to transmit pertinent information directly
with other heterogeneous IoV devices through V2V, V2R,
V2S, V2M, and V2I communications. The oV devices are
different in terms of configuration, device type (trusted or
end-user and who is sender/receiver), and communication
technology, thereby having dissimilar computation, storage,
and communication abilities. Further, IoV communications
also differ based on the priority of message availability,
information type, data transmission (one-to-one or broadcast-
ing), and user/message verification (one by one or batch).
Hence, we propose different protocol designs for each IoV
communication while balancing security, user privacy, and
operational efficiency requirements. We describe the design
of each protocol in detail as follows.
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loV Server

Kih(SK|[ITsk||x

SE/ECtSIDRSUj & Kgsy;

Pubgsy; = Prigsy; - P

Prigsy; = h(IDgsy;||Krsu;) @ h(SK||ITsk||x)

TRH; = {IDRSUj' Kgsu;» h(SK||ITsk1x), PubRSUj}

Vehicle Registration

Vehicle User / OBU

Selects 1Dy, PWy, a; {iDy, A;, B} Ci = h(IDy,|14;]1B:)
12 13
A= h(IDvi||PWV,.>eBh<PWVi||ai)_'—{TPD} D; = h(GilISK [Ty, l1b)
B = AieaaiGBh(PWViHai) S F; = B;®IDy,
F; = D;®h(SK||ITsk||x)
Ci, Dy, Ey, Fy,
TPD. = Listpunyg,

loV Server

Kih(SK |1 Tsxlx

‘ Wireless Sensor Setup ‘

loV Server

SK:h(SK||[Tsk || x)

Listp,, i Listp,
o :

Wireless
Sensor

Selects Dy, and Computes AIDy, = h(IDy,||D;||IDws, ) {TRH,} e
) ) k
TRH;. = {IDys,, Listap, , Listp,, h(SK || Tsg| 1) }

| Mobile Device Registration |

Mobile Device

Selects IDyp,, PWyp,, d;

{1Dyp,, Ui}

loV Server
SKih(SK|[ITgy||x)
Luistyp,, i Listp,
i

U, = h(IDMDlHPWMDl”dZ)
G = dl$h(PWMDl$1DMD1)

Wy = h(U)®h(SK||ITsk||x)
X, = IDyp, ®W, U,

SC,
H; = X;@h(PWyp,|ld)) {8Cun.} SCyp, = W, X1}
Iy = W, ®h(PWyp,®d;)
SCyp, ={Gy, H, I}

loV Server

SKih(SK|[ITgg||x)

List;p, i Listp,
0B

Infrastructure

Selects Kinfra

TRH,
Mingra = h(KingrallTingra) and 1Dy, = h(1Dy,11D)) LR 7y,
TRHy, = {Mingra, h(SK || Tsi |1), Listaip, , Listp,}

Fig. 3.

MComloV: Registration/Setup Phases.

RSU Data Transmission|

‘u;.-.. Vehicl

v, |CiD;iEiF,; V. CoiDiEdE,

i RSU;
(0BU)) LiStPubRSUj (0BU,) LiStPubRSUI-

TRH;

|
Inserts Dy, & PWy,
a'; = IDy,®h(IDy,||PWy,)®E;
A'y = h(IDy,[|PWy )OR(PWy ||a';)
B'y = A'1@®a':®h(IDy,||PWy,))
C'y = h(IDy,||A%11B";)

C'; = C; or not AT=2T,-T
a; = h(D;®B';®T,)Dh(T;) M'iyp = Bi®a;®h(SK||ITsk||x) ©h(Ty)
B = h(D;®B' ;T OF ®D; &My Vx(OBUx)/RSU;:

Vi = h(Minrllai|1T1)

Vx(0BUY):

Computes ay, Ay, By, Cx

Cy =Cxornotand AT 2T, — T,
M'\yr = Bi®a;®Fx®Dx®h(Ty)
{ai, Bi.vi, T} RSU;:

Vi =hM' 1yplla|IT; v = vi or not

Batch Verification at V:
n

n
Z M'iyp; = Fx®Dx® Z a;®P;PT;
=1 i=1

Batch Verification at RSU;:
n n

D My =K@ ) @O,
i=1 i=1

| Vehicle-to-RSU Data Tr ission|

v, |CiiDiiE iF;
(0BU))| Listpubgg,,
I

RSU,
[

Inserts Dy, & PWy,

@' = 1Dy, @h(IDy | |PWy )®E;

A'y = h(IDy,||PWy )®h(PWy ||a’;)
B'; = A';@®a';®h(IDy,||PWy)

C'y = h(IDy,]|A"IB")

C'; = C; or not

AT =T, —T;

My = ¢;®F®D;Oh(T||Pubgsy,)
Y = h(M' |y ®A))

ai=y';-P

w'j=0'+%- Pubgsy; mod q

w'j = wj or not - =

P”iRsuj = h(IDRSUjllKRSU/)
@ h(SK||ITsk|lx)
(A, ¢, 0,71} A= h(KRSUj”TlllpriRSUj)
¢j = Mnr®h(SK|[ITsk||x)
®h(T1||PubRsvj)
Y; = h(Miyg®4;) and o;=1; - P
wj =05+ 4 PriRSU/. - P mod q

Batch Verification at V;:
n n

Z ' :Z a'j+ - Pubgsy; mod q
j=1

Fig. 4. MComloV: V2V and V2R Communication Phases.

(ii)

(iii)

(iv)

MPWvy,||a}), B} = a;®A,&h(IDvy,||PWy,), and C] =
h(IDv,||A}||BL). If C! = C;, then only V; is a legal
vehicle user. Otherwise, OBUy, terminates the session
directly.

If C! = C;, OBUy;, calculates o; = h(D; Ty & B) @
}L(Tl), ﬂz = ]WI_/\[]-‘ > }L(DZ S T1 S B;) S FZ > Di’
vi = h(MznF||oui||T1) and sends {oy,Bi,vi, 11} to
Vx/RSU; over a public channel. Mzy 7 is on-road
safety and traffic message to send from a vehicle to other
vehicles/RSUs.

If the receiver is Vx, then OBUy, verifies the driver
(Vx) by asking I Dy, , PWy, and computes ay, Ax,
Bx, Cx (similar to the first step). If Cy = Cx, then
only Vx is a legitimate vehicle user to proceed to the
next step. If the receiver is RSU,, then it directs to the
next step instantly.

Vx/RSU; confirms the validity of {ay,(;,7vi, 11},
computing AT > Ty — Ty, where T; is the cur-

1) Vehicle-to-Vehicle/RSU Data Transmission: When a
vehicle user (V;) wants to exchange traffic and safety informa-
tion with nearby other vehicles/RSUs using DSRC, V; executes
the following steps, also shown in Fig. 4. V; regularly sends
safety messages to the receivers (another vehicle (Vx) and
RSU (RSUj)) after every 300 milliseconds (ms) to inform
neighbours about their status while on the move [1]. The
receiver performs batch verification to decrease the verification
overhead. If it is valid, then only the receiver considers the
obtained messages. Otherwise, it discards them directly.

(i) V; inserts I Dy, and PWy, in OBUy; to calculate a; =

2) RSU-to-Vehicle Data Transmission:
move on the road, they get only nearby information from
in-range vehicles due to DSRC. Thus, RSUs send extensive

rent time-stamp of V;, T, is a receiving time of
{ai, Biyvi, T1}, and AT is the threshold time. If it
holds, then Vx and RSU; calculates JV[%N}- = qa; P
Bi @ }L(T1) @ Fx & Dx and Mé./\/']-' = o; D
Bi @ MSK||ITskl|lx) @ h(Ty) respectively. Further,
Vx /RSU; computes v, = h(Mf #||a;||T1) to confirm
v} =7, or not. If both are equal, then only Vx /RSU;,
accepts M7, to make their decision(s). If v, # ~;,
then Vx /RSU; immediately rejects the session.

When vehicles
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environmental and on-road information to in-range vehicles
after every 300 ms by transmitting warning and traffic-related
messages to deal with current and forthcoming situations
while on the move [1]. Hence, vehicle users can take suitable
decision(s) ahead of time while driving. A vehicle receives
multiple messages from RSUs, thereby increasing the veri-
fication overhead at OBU. Consequently, we design a data
transmission protocol using the batch verification concept to
reduce the verification cost. It is also displayed in Fig. 4.
1 A (RSUj) does PriRSU7

h( ©hIDgsv,||Krsu;). A

W Kgsu, ||T1||Prigsu; ). &5 = MznF

h(SKHITSKH(IJ) S h(T1||PubRSUJ), ’L/Jj

h(MIN’]:@)\j), 0 = wj - P, wj; = O'j—l-/\j 'PriRSUj .
mod ¢ to broadcast {\;, ¢;,w;, T} to nearby vehicles.
The receiver vehicle (V;) follows Step-1 of Vehicle-to-
Vehicle/RSU Data Transmission phase [Section IV.B.1].
OBUj checks validity of {A;, ¢, w;, 11} by AT > Th—
Ty, where T is the receiving time-stamp at the receiver
end, 7} is the current time-stamp at the sender side, and
AT is the threshold time. If the freshness holds, OBU;
computes M7y, » = h(T1||Pubrsu,) ® ¢; & D; & F;,
1/);- = h(Mzpnr @ Aj), J; = w; - P, w§ = 0; + A
Pubrsy; mod q. If w§ = w;, OBU; considers My
as unmodified message sent by RSU. Otherwise, O BU;
instantly discards that message. OBU,; computes the
following equation for the batch verification to confirm
legality and integrity of received multiple messages from
RSUs.

road-side-unit
SK||ITsk||x)

N el

(ii)
(iii)

n n
Zw; = ZJ;- + Aj - Ppuy, mod q
=1 j=1

3) Vehicle-to-Wireless Sensor Communication: When a
vehicle user (V;) needs in-vehicle automotive and environ-
mental information to take better decision(s) on the road, s/he
sends a request message (Mp¢) to a wireless sensor (W .S)
using Wi-Fi or 4G/5G technology. If the request is valid, then
WSk sends a response message (Mrs) to V;. The detailed
procedure is as follows, also displayed in Fig. 5.

(1) V; follows Step-1 of Vehicle-to-Vehicle/RSU Data Trans-

mission phase [refer Section IV.B.1].

(i) OBUy, computes P, = h(IDws,||Th||D;) © F; &
D; ® Mre, AIDy, = h(IDv,||D;||IDws,), Qi =
h(Pl| |MR5||T1||AIDVI) to send {FP;, Qi, AIDVL , 11}
to W'Sj, over a public channel. Here, OBUy, gets the
wireless sensor identity (I Dyy s, ) by scanning the Wi-Fi
network and 77 is the current time-stamp.
WSy checks the freshness of {P;,Q;,IDv,,T1}
through AT > Ty — Ty, where T is a receiving time of
the message request at W.Sy. If it holds, WS, calculates
Mpe = P, ® h(IDws, I [|D3) ® h(SK]|[ITs] ).
Q) = h(Pi||Mp||T1||AIDy,) to check Q) = Q.
Here, WS}, gets D; from T'RHywy g, based on AIDy,.
If Q; =Q;, WS does R; = Mprs® h(IDWSk Y PY)

re) © MSK||ITskl|z), Si = h(Mrs||T2||Q]) to
send {R;,S;, T} to V;. If Q) # Q;, WS), immediately
ends the session.

(ii)

Vehicle-to-

Sensor C icatie ‘

vi |GiiDiiEE WSy

i
(0BU) LlStPubRSUj TRHys,

Inserts1Dy; & PWy,

a’; = 1Dy, ®h(IDy,||PWy )DE;

A'y = h(IDy,||[PWy )®h(PWy,|la’s)

B = A'i@a'i@h(lDyiHPWyJ

C'y = h(IDy,||A'[1B";)

C'y = C; or not = AIDy, = h(IDy,||D;||IDys,)
P; = Mze®F;®D;@®h(IDys, ||T11D;)

Q; = h(P||Mge||T1||AIDy,)

AT >2T3—T,

M'zs = h(IDys5,®Mpe®T,) DR, OD; BF;
S'i = h(M'gs||T;]1Q:) = S'; = S; or not

AT >T,-T,
Mg = h(SK||Tsk||)DP;
©h(IDys, |T111D;)

Q'i = h(P||M'z¢||T1||AIDy,)

Q'; = Q or not

R; = Mps@®h(IDys, ®M' 7 ®T)
Oh(SK||Tsk||x)

Si = h(Mgs||T211Q")

Py, Qi
AIDy, Ty

{RL’; Siv TZ}

| Vehicle-to-Mobile Device Communication|

v |GiDiiE(R
(0BU))| Listpuppsy,

Inserts1Dyp, & PWyp,

') = h(I Dy, ®P Wy )BG,

U= h(lDMDl”PWMD,”d'l)

R (SK||Tsk||x) = h(d;®PWyp,)ORU' NS,
X'y = U" @h' (SK||Tsk || x)®hU") $1DMD[
H'y = X" | @h(PWyp,|d")

{m.fl.} H'; = H, or not

puTh) |y = lei®(MR£||1DMDL||T1)$h'(SK||TSK||X)
&1 = h(d"||G||IT)®R(T,||IDy)DMxpe

o1 = (Mg |[h(d" |G T Dyp,)

AT >T;—T,

(871, Ty} M'2s = SLOR(IDy, M ®p ®T7)
't = h(M'gs||T2111Dy,)

1’ =, or not

Inserts 1Dy, & PWy,

'y = IDy,@®h(IDy,||PWy ) DE;

A’y = h(IDy,||PWy )®h(PWy,||a';)
B'y = A'1@®a';®h(IDy,||PWy,)

€'y = h(IDy,||A'3]1B":)

C'; = Cjornot

AT 2T, Ty

Mze|[IDyp, [Ty = 1Dy, ®F;®D; O
h(d" [1G||Ty) = Mre®h(Ty||IDy,) D
p't = h(Mge||h(d" |1G || T Dyp,)
p'i = py or not

8, = h(IDy,®p' ®Mpc®T,)DMzs
m = h(Mgs||T2[1Dy,)

Fig. 5. MComloV: V2S and V2M Communication Phases.

(iii) OBUy, computes AT > T35 —Ty, where T5 = receiving

time of {R;, S;,T>} at V;. If it holds, OBU;, calculates

rs =Ri®F;®D; ®h(IDws, ®T>® Mge), S| =

hMMps||To||Qq). If S; = S;, OBU; considers Mp, g

as valid information to make its decision(s) else, OBU;
discards M, s.

4) Vehicle-to-Mobile Device Communication: When a
mobile device user (M D;) wants to connect with V; for per-
sonal conversations like location status, on-road information,
or private chat, s/he performs the following steps for V2M
communication through 4G/5G or Wi-Fi, shown in Fig. 5.

(i) MD; inserts IDpyp,, PWyp, in SCyp, to
compute d; = h(PWwyp, & IDup,) & G,
U/ = h(IDyp,||PWup,|ldy), W (SK|[ITskl||z) =
h(U]) ® h(d; ® PWyp,) ® I;, X] = U ® IDyp, @
hU) @ W (SK||ITsk|lx), H] = X| ® h(PWrp,||dy).
If H = H, then only SCyp, calculates
= (Mre|[IDyp, |[T1) ® W (SK|[ITsk||x) ® I Dy,
& = Mgre © RW(TW|[IDv,) & h(d)||Gi||TY),
pr = h(Mge||h(d)||Gi||TY)||[IDap,) and transfers
{wi, &, p1, Th} to Vi over a public channel.

V; follows Step-1 of Vehicle-to-Vehicle/RSU Data Trans-
mission phase [refer Section IV.B.1].

If ¢! = CC;, OBU; checks the freshness of
{p, &, p1, 11} through AT > T, — Ty and com-
putes (Mre|[IDyp,||Ty) = i & F; @ Di @ IDy,,
Mdl|Gi||Ty) = WT|[IDv,) ® & & Mpe, p} =
MM e||h(di||Gi|| T IDaip,)- If p; = pi, then OBU;
calculates §; = Mgs ® h(Mye & IDy, & Tz @ p}),
m = W Mgs||Tz||IDy,) to send {&;,m, T2} to MD.

(ii)
(iii)
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Vehicle-to-Inft C ‘
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v, |CiiDiiE iR
(0BUY)| Listpuppsy,
|

Inserts Dy, & PWy,
a'; = IDy,®h(IDy,||[PWy )®E;
A’y = h(IDy,||PWy,)®h(PWy,|la’s)

B:i = A"i®a'i®h(IDy,||PWy,) { i Ky }1A|/[7:R§ izh(T?HDi)@si@

€'y = h(IDy,|14%11B",) AlDy, Ty h(SK ([Tl [x)
C'i=Ciornot = AIDy, = h(IDy,||D;) K'; = h(e||M'ge| Ty |AIDy,)
& = h(Ty||D;))OF;®D;®Mzpe K'; = K; or not

ki = h(&i||Mxe||T1[|AIDy,) 7; = h(M' e ®h(SK||Tsk||x))
AT >T;— T, (71,012} & A(T2||Mpnsral D)
h'(Tz”MInfm”Di) = h(Mzs®F;®D;)®1; Qi = h(h(M’Rs”lei)@

@i = h(h(Mge||I1Dy )R’ (T3 | |MingralID;) h(T2|IMinfrallDi)

@' = @; or not

SKopu, = SKinpra= h((D;@®Mze) |A(T2|[Mingral D) |

Fig. 6. MComloV: V2I Communication Phase.

(iv) SCunrp, checks validity of {d;,m;,7%} through AT >
T3 — T5. If it holds, SCyp, computes Mg = § &
h(IDy, ® Mgre ® p1 ® T3), 1 = h(Mpg||T2||IDv,).
If n; = n;, then only M D; will consider M/, ¢ as a valid
response. In other cases, SCsp, immediately rejects the
session.

5) Vehicle-to-Infrastructure Communication: When V
requires some global information (such as location-based
information, remote diagnostic, or relevant automotive ser-
vices) extensively, s/he can connect with the infrastructure
(e.g., cloud) via V2I communication using Wi-Fi or 4G/5G,
as follows and also displayed in Fig. 6.

(1) V; follows Step-1 of Vehicle-to-Vehicle/RSU Data Trans-
mission phase [refer Section IV.B.1].

OBU; computes AIDy, = h(IDv,||D;), ¢, = F; @
D;®Mrs®h(T1||D;), ki = h(e;||Mrel|T1||AIDy;,) to
send {&;, ki, AIDv;, T\ } to the infrastructure (Infra).
Infra checks its validity by AT > Ty —Ty. If it holds,
then Infra proceeds for My, = &; & h(Ti||D;) &
WSK|\Tsklla), # = e[ Mpel|Ti|[AIDy,).
If &, = kK calculates 7, =

(i)

then Infra
W(T| [ M ral| D) @ h(Mp e ©(SK| [ Tsic|l2)). i =
hh(Mpe||IDv,) & h(Ta||Minfral|D;)) to transfer
{7i, i, To} as a response message to OBU; (of V;).
OBU; checks its freshness by calculating AT > T5—T5.
If it is valid, OBU; computes h/(Ts||Mnfral|Di) =
Ti @h(Mre ® F; @ D;), ¢, = h(h(Mgre||IDv,) ®
N(To||Mrnral|Di)). If @) = ¢;, then both (OBU;
and Infra) separately calculate the temporary ses-
sion key as SKopy, = SKinfra = h((Di &
Mre)||p(To||Minsra||Di)) to exchange messages.
If this key gets expired, then they should calculate it
again.

(iii)

V. SECURITY ANALYSIS

We discuss the security proof of the MComloV to confirm
its security robustness by considering three definitions based
on the random oracle model (ROM) as (i) outsider adver-
sary (ii) insider adversary and (iii) user privacy. Furthermore,
we explain how the MComloV can resist various security
attacks by referring to the adversary model (Section III.C).

IEEE/ACM TRANSACTIONS ON NETWORKING

A. Outsider Adversary

Definition 1: An adversary (AA) is not a registered user
in the communication system. However, AA can capture
common channel messages (sent during all five types of loV
communications) in the MComloV.

Theorem 1: The MComloV can withstand against AA’s
adaptive illegal actions under a one-way hash function prop-
erties based on the ROM in polynomial time.

Proof:  According to Definition 1, AA knows public
channel parameters «;, 3;,7v;, 71 (V2V data transmission),
Aj, ¢j,w;, T1 (V2R data transmission), P;, Q;, AIDy,, Ti,
R;, S;, To (V2S communication), I, gl, Pl Ty, 0, i, Ts
(V2MD communication), ;, k;, AIDv,, 11, T, @i, To (V21
communication). An adversary performs malicious activities
mainly for two reasons as (i) to know some information, which
can help in future to get something more and (ii) to interrupt
a connection during the communication phase to gain some
information from the system. First instance is an action of a
passive attack, and second case is an active attack.

To apply a passive attack in the MComloV, AA wants
to know vital information Mz # (in V2V and V2R data
transmissions) and Mprge, Mrs (in V2S, V2M, and V2I
communications). We explain in-detail as follows that how
there is no possibility to reveal Mzanr, Mre, Mrs as per
the Definition I. Therefore, AA cannot understand transmitted
messages.

o To get Mzar7, AA should know F;, D;, but these values
are not available to AA because s/he is not a legal
user of the system as per the Definition 1. In V2V and
V2R data transmission protocols, the sender transfers
messages to all nearby OBUs and RSUs. Thus, only
authorized entities (RSUs and OBUs) can reveal M;np
by calculating «; @ Fx @ Dx @ h(Th) @ §; Gf Vx is
the receiver.) and «o; ® h(SK||ITsk||z) & h(Th) ® 05;
(RSU; as the recipient) during V2V data transmission.
For V2R data transmission, Mj;yr can be extracted as
¢; © F; © Dy © h(T1||Pubrsu,) by V; legally. However,
AA cannot get Fx/F; and Dx /D, in the MComlIoV (for
V2V and V2R). Hence, it is not feasible to understand
M7 in the proposed V2V and V2R data transmissions.

e In V2S communication, AA needs F;, D;, IDyg, for
Mpe by intercepting P;. However, AA is unknown to D;
and F; according to Definition I. Also, it is not an easy
task as AA to get F;, D; due to unavailability of required
parameters for the computation of these parameters (refer
Fig. 5). Further, it is very hard to know Mgs without
knowing Mg¢e, F;, D; in V2S communication.

e AA needs F;,IDy,,D; G;,d; to understand Mpge in
V2M communication, but AA does not know these values
anyhow. Thus, AA is unable to know Mpe in V2M
communication (see Fig. 5). Moreover, AA does not have
Mg, IDvy,. Hence, it becomes more difficult to know
Mps during V2M communication.

o AA requires D;, F;, h(SK||ITsk||x) to know Mge in
V2I communication (refer Fig. 6), but AA cannot com-
pute all these values from public channel parameters due
to unavailability of other required values.
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In the case of an active attack, an adversary wants to do
modification, delay, re-transmission, interception, or imperson-
ation during IoV communications. To perform these malicious
activities in the MComloV, AA should know B;, D;, F; (in
V2V data transmission), Krsu,, Prirsu,, M(SK|[ITsk||r)
(for V2R data transmission), I Dy s, , F;, D; (in V2S commu-
nication), h(SK||ITsk||x), [Dyp,, I Dy, (for V2M commu-
nication), D;, F; (in V2I communication).

B;, D;, and F; are computed as A; © a; & h(PWvy,||a;),
h(Ci||SK||Tv;||bi), and D; @ h(SK||ITsk||x) respectively
(refer Vehicle Registration phase in Fig. 3). In the MComloV,
it is not possible for AA to compute/reveal B;, D;, and F; due
to unavailability of essential values for the computation.

Krsy, is the 256-bit secret key of RSU;, and
h(SK||[ITsk||x) is calculated using SK (secret key of
Stov), ITsk (initial time-stamp of Sy,y), and x (random
nonce). Pripsy, is computed as h(IDrsu;||Krsu;) @
h(SK||ITsk]|z). Hence, it is hard to get all essential values
for illegal V2R communication because AA does not have all
vital credentials.

AA gets IDywg, by scanning the Wi-Fi network, but
D; and F; are not known, and they are computed as
h(Ci||SK||Ty,||b;) and h(SK||[ITsk||x) ® D; respectively.
Thus, AA cannot calculate D; and Fj;, as s/he does not know
none of these values. Hence, it is not feasible to send forged
messages to the receiver illegally during V2S communication.

AA should know D, and F; to do malicious activities during
V2I communication, but s/he does not have these values,
as discussed previously. Hence, AA cannot execute illegal
activities in V2I communication, considering Definition 1.

AA does not know h(SK||ITsk||x) as per the Definition 1.
IDyp, is a mobile user identity, and I Dy, is a vehicle
user identity. The IoV communication system includes a
large number of vehicles and mobile device users for V2M
communication. Therefore, it is difficult to guess /Dy, and
IDysp, correctly together in polynomial time. [ ]

B. Insider Adversary

Definition 2: Now, we consider an adversary (AB) is a
registered vehicle user (V,) of the IoV communication system.
Thus, AB knows his/her private credentials and public com-
munication parameters. In this definition, V, plays two roles
(as a legal user and as an attacker for other IoV entities).

Theorem 2: The MComloV is secure to AB’s adap-
tive unauthorized activities under a one-way hash function
consideration in the random oracle model in polynomial
time.

Proof: As per the Definition 2, V, knows his/her I Dy,
PWy, and can compute a, (chosen random nonce during
V, registration), A,, B, (refer Vehicle Registration phase).
Besides, V,, knows public channel parameters «;, (3;, v; (in
V2V); Aj, ¢4, w; (in V2R); P, Qs AIDy,, R;, S; (in
V2S); i, & pis 61, (in V2M); and &5, w4, AIDvy,, 7, @;
(in V2I).

In V2V and V2R data transmission protocols, the sender
broadcasts Mz s+ (contains on-road information) to all nearby
RSUs/OBUs using DSRC standard. If the receiver is registered
with Sy,v, then s/he is authorized to understand Mz £.

Hence, it is not an illegal activity to get vital information as a
registered vehicle user. If the receiver is not a registered user of
the MComloV, then s/he cannot retrieve the original messages
due to the unavailability of required values, as discussed in
the proof of Theorem I. Besides, V, needs B;, D;, Krsu;,
Prigsy; to do modification/impersonation during V2V and
V2R communications. However, V, cannot compute these
necessary values even though s/he is a registered vehicle user,
as these parameters are not the same for different vehicle
users. Hence, if V,, attempts to do forgery on behalf of any
legal vehicle user, then s/he is identified by the receiver
directly.

In V2S communication, F;, @;, and AIDy, are
computed as h(IDws,||Th||D:) ® F; ® D; & Mge,
h(P;||Mgre||Th||AIDy,), and h(IDvy,||D;||IDws, ) respec-
tively. Thus, AB should know IDwgs,, D;, and IDy, to
understand Mpge. However, V, does not know these values
because s/he is not confident that which I Dy g, and IDy;,
(out of a large number wireless sensors and vehicle users)
are used in the computation. Further, D; is calculated as
h(Ci||SK||Tv;||b;), and it is difficult to recompute without
knowing C;, SK, Ty,, and b;. Consequently, it becomes hard
for AB to compute/modify essential parameters to do mali-
cious activities in V2S communication. Similarly, V,, cannot
perform forgery in V2M and V2I communications without
knowing IDv,, IDyp,, D;, Mryfra correctly (refer Fig. 5
and Fig. 6) respectively. Hence, AB is unsuccessful to perform
illegal actions in the MComloV. [ ]

C. User Privacy

Definition 3: An adversary (AC) is a vehicle/mobile device
user (registered or non-registered with the IoV server).
Hence, AC knows his/her private credentials and differ-
ent public communication parameters. The prime motive of
AC is to reveal the original identity of both (sender and
receiver) during communications to trace users and their
activities.

Theorem 3: The original identity and activities of vehicle
and mobile device users are not revealed to preserve user
privacy during oV communications in the MComloV.

Proof: In the MComloV, the sender transfers different
parameters over a public channel as oy, 3;, 7; (in V2V); Aj,
$;» w; (during V2R); P, Q;, AIDv;, R, S; (in V28); i, &,
p1, 61, m (during V2M); €;, ki, AIDvy,, T, p; (in V2I).

Firstly, Dy, and IDjy;p, are not sent in plain-text over
a common channel in the MComloV. Thus, AC cannot get
the original identity of users directly. Secondly, I Dy, and
IDyp, are used in gy, &, p1, 61, m, and ; computations,
but it is not feasible to get the user identity from these values
because they are calculated using different values, which are
unknown to AC. Moreover, AC cannot understand personal
activities from public channel messages, as described in the
proof of Theorem 2. Thirdly, the MComloV is designed using
a one-way hash function. If a variable is computed using a
one-way hash, then it is not possible to know input values
from its generated output due to its irreversible property.
For all these reasons, AC cannot reveal the original iden-
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tity of vehicle/mobile device users to trace them and their
activities. [ |

D. Protection Against Attacks

Now, we explain how the MComloV resists to various active
attacks (i.e., session key disclosure, replay, impersonation,
Sybil, and modification) and passive attacks (like password
guessing and man-in-the-middle) based on the adversary
model (refer Section III.C) because these attacks may damage
the vehicular communication system [21].

To apply any one of active attacks, an adversary (A) should
know all used parameters (in the message request computation)
to regenerate and send the forged message request to the
receiver on behalf of any legal user. Further, the receiver
should accept the sent message (by A), and A should get
a response message from the receiver. As per the design of
MComloV, A (as a registered or non-registered user) cannot
compute all message request parameters, as discussed in The-
orem 1 proof and Theorem 2 proof. Besides, the receiver con-
firms the authenticity, integrity, and freshness of all received
messages. Thus, if A attempts to do forgery in the MComloV,
applying any one of active attacks, then it is captured directly
at the receiver. Hence, the MComloV resists to impersonation,
session key disclosure, modification, and Sybil attacks.

Messages are sent over a common channel during IoV
communications, taking some time to reach at the receiver,
which is known as the latency in data transmission. In the
MComloV, we consider latency as 0.419 ms (by considering
SHA-256 bits computation) [40]. Based on this latency, we set
the value of AT to discard delayed messages to secure the
MComloV protocols against a replay attack.

An adversary applies passive attacks (like password guess-
ing and man-in-the-middle) to perceive vital data or the user
password. Thus, s/he should know all the essential input
values, which are used in the user password and message
computations. In the MComloV, the vehicle user password
(PWy;,) is used as one input parameter to compute A; and
B;, but A cannot get these values to compare with the guessed
vehicle user password, and s/he does not have I Dy, and a; for
the computation. Similarly, the mobile device user password
(PWp,) is one input value to calculate U;, Gy, H; and I;.
In this case, we consider that A steals the mobile device and
can extract G, H; and [; from SCp, to verify the exactness
of the guessed mobile device user password. However, A does
not know d;, X;, and W; to recompute G;, H; and I; for the
guessed password confirmation. Thus, it is infeasible to apply
a password guessing attack in the MComloV. Next, A cannot
get Mrnr, Mre, and Mrs, as discussed in Theorem I proof.
Hence, the MComloV resists to a man-in-the-middle
attack.

We understand that the MComloV satisfies authentication,
integrity, confidentiality, and user privacy based on Theo-
rem 1 proof, Theorem 2 proof, Theorem 3 proof, and attacks
analysis. Therefore, the MComloV is secure against various
passive, active, and relevant future attacks. We present the
comparison of different security attributes in Table II to under-
stand the security robustness of the MComloV and relevant
protocols.

IEEE/ACM TRANSACTIONS ON NETWORKING

TABLE 11
SECURITY ATTRIBUTES COMPARISON FOR COMMUNICATION PROTOCOLS

Schemes Al A2 | A3 | Ad | A5 | A6 | A7 | A8
Li et al. [28] NA|NA | V | 7V | V| 7| ® | No
Liu et al. [30] v v ® v ® v v Yes
Wu et al. [31] NA | NA v ® v ® ® Yes
Liu et al. [32] NA | NA v ® v v ® No
Livetal33] || NA [ NA | ¥ | 7 | 7 | 7 | ® | Yes
Cui et al. [34] NA | NA ® v v v ® Yes
MComloV v v v v v M v | Yes
AT: Session key disclosure; A2: Password guessing; A3: Sybil ; A4:

Replay; AS: Impersonation; A6: Modification; A7: Man-in-the-middle;
A8: User anonymity; v': Secure; ®: Vulnerable; NA: Not applicable;

TABLE III
EXECUTION TIME FOR DIFFERENT CRYPTOGRAPHIC OPERATIONS

Operation Execution Time
RSA encryption (TErsA) 1.1895 ms
RSA decryption (Tprsa) 37.6819 ms
One-way hash SHA 256-bit (7j,(.)) 0.0382 ms
Modulo exponential (Tgxp) 0.3785 ms
Bi-linear paring (Tgp) 41.6712 ms
EC small-scale multiplication (TEcsar) 2.8207 ms
EC map-to-point (Tgcarp) 6.1840 ms
Hashed-MAC (Tgarac) 0.1075 ms

VI. PERFORMANCE EVALUATION

We do test-bed implementation on the Raspberry Pi
3B+ platform to measure performance results of relevant
vehicular communication schemes because it has a similar
kind of configuration to an OBU. The performance results
are dependent on the design of a communication proto-
col. Hence, the implementation output is proportional to
the device configuration. Thus, if the MComloV performs
comparatively better on Raspberry Pi 3B+, then it can also
achieve reliable results on other hardware devices. Raspberry
Pi 3B+ is configured as Quad-core 64-bit ARM Cortex-
A53 1.4 GHz CPU with BCM2837B0 chip, 1 GB SRAM,
2.5 Amp power, and 5 V voltage supply [39]. We dis-
cuss four performance measures, such as computation time,
communication overhead, storage cost, and energy consump-
tion to know the performance efficiency of the MComloV,
[28], [30]-[33], and [34]. Specifically, computation time and
communication overhead are comparatively more worthwhile
measures in the communication protocol for rapid data trans-
mission, as they are required every time while transmitting
messages.

A. Computation Time

The computing device takes some amount of time to execute
diverse cryptographic operations, and it is called as the compu-
tation time [41]. We execute different cryptographic operations
on the test-bed setup using Python 3.1 with pycrypto, bplib,
and py-ecc libraries. The average execution time of each
operation is shown in Table III after 1000 runs, and it is
measured in milliseconds (ms). Specifically, the execution time
of @ and || is very negligible and thus, we do not consider
these operations in the computation time. We calculate the total
number of required different cryptographic operations for [28],
[30]-[34], and MComloV, as described in Table IV. Referring
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TABLE IV
PERFORMANCE MEASURES COMPARISON FOR RELEVANT VEHICULAR COMMUNICATION SCHEMES

Schemes Type Communication Cost | Storage Cost Required Cryptographic operations Time (ms) | Energy (mJ)
V2R 1700 bytes 3Tersa + 3 DRsA 116.691 1458.633
Li et al. [28] Vv 820 bytes 1604 bytes 2Tersa + 2IDRsA 77143 971.785
V2V-RSU 2496 bytes 4TERSA + 4TDRSA 155.486 1943.570
Liu et al. [30] || V2V-RSU-TA 1524 bytes 332 bytes 2Tgp + 4T3,y + 1TExp 163.188 2039.850
+ 3TERrsa + 2TpRrsa
Wu et al. [31] V2V-RSU 892 bytes 912 bytes iy + #Mpp + Tecmp 222417 2780215
Liu et al. [32] V2R 284 bytes 164 bytes 6Ty + TECsm 75.641 945514
+ 1Tgp + STecmp
Liu et al. [33] V2R 780 bytes 716 bytes 1TErsa + 1 Tprsa H1Tamac + 148.361 1854.509
6Th() + 1Tgp + ZTECSM + lOTECMP
Cui et al. [34] V2V/VIR 543 byles 332 bytes iTep + 29T pcmp 346.021 4325260
V2VIV2R 104 bytes 16T, 0.611 7.640
V2R 136 bytes 12Th(.) + STECMP 31.378 392.230
V2S 176 bytes 816 bytes 15T 0.573 7.163
MComloV V2MD T76 bytes 97, 0.726 9.073
VoI 176 bytes 18T, 0.688 8595
400 o The communication overhead is 1700 bytes (for V2R
350 4~ Computational Time 236,021 in [28]), 820 bytes (for V2V in [28]), 2496 bytes (for
' V2V-RSU in [28]), 1524 bytes (in [30]), 892 bytes
300 (in [31]), 284 bytes (in [32]), 780 bytes (in [33]), and
2504 122417 548 bytes (in [34]). However, the MComloV needs
£ A 104 bytes (for V2V), 136 bytes (for V2R), 176 bytes
= y y y
2004
E 155.486 A/ (for V2S, V2M, and V2I separately).
5 | 86 . . .
_§150 16,601 163.188 415361 e The storagc? cost is 1604 bytes .(1n [28]), 332 bytes .1n [30],
§100_\ 912 bytes in [31], 164 bytes in [32], 716 bytes in [33],
o
g . .
5] 7703 75511 . 332 bytes in [34], and 816 bytes in the MComloV.
31378 N N ®
011 B R 8 We observe that the MComlIoV needs more number of bytes
A o o
L S s B S RS B S S e for the storage cost compared to [30], [32], [33], and [34], but
= 2 z|»|3|5|5|&|5 5 ¢ % & o : .
-4 o Bl I Rl R S it is one-time cost during the basic/registration phase. Thereby,
o o o~ N . . . .
sl = | so|culsalealzal = mcomiov it does not affect much in the communication protocol. How-

Vehicular Communication Protocols

Fig. 7. Computation Time Comparison for Communication Schemes.

to Table III, we count the total computation time for each
communication scheme, as compared in Fig. 7 and Table IV.
The MComloV offers all the five types of [oV communications
directly, taking the less computation time.

B. Storage Cost and Communication Overhead

Both (sender and receiver) require some memory (in bytes)
to transmit different types of parameters before establishing
a connection for data exchanges, and it is called the commu-
nication overhead. Various parameters are stored in different
devices (such as server, OBU, RSU, TPD, sensor, smart chip,
and infrastructure) during the registration/setup phases, and
the required memory is called as the storage cost. In general,
the size of identity random value/user password, time-stamp,
exponential (EXP), RSA (3072-bit key), and SHA-256 is
12 bytes, 8 bytes, 32 bytes, 384 bytes and 32 bytes respec-
tively. Bi-linear pairing (BP) and EC multiplication (ECMP)
individually need 64 bytes due to the size of p = 256 bits [41].

Considering the above number of bytes, we count the total
number of required bytes based on the type of parameters for
the communication overhead and the storage cost. These costs
are calculated for [28], [30]-[34], and MComloV, as described
in Table IV.

ever, the impact of the communication overhead is more, as it
requires every time when both (sender and receiver) want to
connect for data exchange. The communication cost is less in
the MComloV for all the five types of oV communications
compared to [28], [30]-[33], and [34].

C. Energy Consumption

The protocol consumes energy during the communication
phase, and it is totally dependent on the computation time. The
energy consumption is computed as Ec = Popy * Tcomp,
and measured in millijoule (mJ), where Popy = the maximum
CPU power, and Tcopp = computation time [42]. Popy
is 125 W (‘/INPUT = 5V and SPOWER = 2.5 Amp)
for Raspberry Pi 3B+ model [39]. The registration/setup
phase is performed once for all oV devices. However, loV
communications are routinely practiced to transmit pertinent
information. Thus, the energy consumption of all oV com-
munication phases are more worthwhile for energy-efficient
communication system. Considering this CPU power and
above E¢o formula, we calculate the energy consumption of
all communication phases for [28], [30]-[34], and MComloV,
as compared in Table IV.

VII. CONCLUSION

We have proposed new communication protocols using
ECC and SHA256 for reliable direct V2V, V2R, V2S, V2M,
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and V2I communications in a public network. The secu-
rity evaluation shows that the MComloV fulfills different
security and user privacy requirements and resists critical
attacks for vehicular communications, such as impersonation,
Sybil, modification, man-in-the-middle, replay, session key
disclosure, and password guessing. Our experimental results
show on the test-bed implementation that the MComlIoV not
only satisfies security and privacy, but it is also proven to be
efficient comparatively in communication overhead, storage
cost, computation time, and energy consumption.

Based on security and privacy robustness as well as exper-
imental results, the MComloV will provide a platform to
exchange vital information on the road between a vehicle
and other IoV components directly, assuring authenticity,
anonymity, confidentiality, and integrity in the IoV system.
Consequently, it creates a new source of data to generate
revenue, involving different stakeholders for modern smart
city applications. Our future work is to design new secure
and efficient IoV communication protocols, improving security
strengths to withstand new side-channel attacks.
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