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Abstract—With the continuous increase in the number of
software-based attacks, there has been a growing effort towards
isolating sensitive data and trusted software components from
untrusted third-party components. Recently, Intel introduced a
new hardware feature for intra-process memory isolation, called
Memory Protection Keys (MPK). The limited number of unique
domains (16) provided by Intel MPK prohibits its use in cases
where a large number of domains are required. Moreover, Intel
MPK suffers from the protection key use-after-free vulnerability.
To address these shortcomings, in this paper, we propose an
efficient intra-process isolation technique for the RISC-V open
ISA, called SealPK, which supports up to 1024 unique domains.
Additionally, we devise three novel sealing features to protect the
allocated domains, their associated pages, and their permissions
from modifications or tampering by an attacker. We demonstrate
the efficiency of SealPK by leveraging it to implement an isolated
secure shadow stack on an FPGA prototype.

Index Terms—Intra-Process Memory Isolation, Memory Pro-
tection Keys, RISC-V, Isolated Shadow Stack

I. INTRODUCTION

With the ever-increasing complexity of software applications,

today’s software code consists of both trusted components

designed in-house and untrusted components such as third-party

libraries and application plugins. The coexistence of trusted

components with potentially malicious or vulnerable untrusted

components in the same address space could compromise

the security of the system. While the user-space inter-process

isolation protects processes from one another, the intra-process

isolation of various software components has been a challenge.

Recently, Intel proposed a hardware feature, called Memory

Protection Keys (MPK) [10], to efficiently support intra-process

memory isolation. Intel MPK allows the user to create a

protection domain by assigning a protection key (pkey) to a

group of memory pages, and it provides a user-space instruction

(WRPKRU) to update the associated permission of a domain.

However, Intel MPK suffers from security and scalability

issues. In terms of security, Intel MPK suffers from pkey use-

after-free vulnerability [9]. Once a pkey gets freed, the kernel

does not update the pkey bits of its associated pages. The same

freed pkey can later on be allocated to a new domain; as a

result, the old pages and the new ones will unintentionally

share the same pkey. Additionally, if an attacker tampers with

a protection domain, its associated pages, or its corresponding

permission, the protection keys serve no purpose. In particular,

since Intel MPK allows a user-space instruction to modify

the pkey permissions, a malicious component might contain

WRPKRU instructions or inject those instructions at run-time to

update the permission bits of a domain and attain access to a

protected domain. In terms of scalability, Intel MPK provides

only 16 pkeys. However, some real-world use cases such as

OpenSSL [9] require more than 1000 pkeys.

In this paper, we propose an efficient intra-process memory

isolation capability, called SealPK, leveraging the Open RISC-

V Instruction Set Architecture (ISA) [13]. SealPK provides a

per-page protection key and supports up to 1024 domains (64×
more than Intel MPK). We eliminate the pkey use-after-free

problem at Operating System (OS) level by keeping track of

the number of pages belonging to the same domain and a lazy

de-allocation approach. We propose three novel sealing features

to prevent an attacker from modifying sealed domains, their

corresponding sealed pages, and their permissions. In particular,

our hardware-assisted permission sealing feature enables the

software developer to restrict the access to WRPKRU within a

specific contiguous range of memory addresses, e.g., a trusted

component. Any attempt to execute a WRPKRU instruction

from outside of the specified range would lead to a hardware

exception. To summarize, our contributions are as follows:

• We present an efficient intra-process isolation capability,

called SealPK, which supports up to 1024 unique isolated

domains. We propose an OS-level solution to avoid the pkey

use-after-free issue. We devise three novel sealing features

to protect the domains, their associated pages, and their

permissions from unauthorized modifications.

• We implement SealPK on a RISC-V Rocket processor [1]

and extend the Linux kernel to support the protection keys

for the RISC-V ISA. We evaluate a prototype of our hardware

design on an FPGA with a full Linux software stack.

• We demonstrate the efficiency of our design by implementing

an isolated shadow stack leveraging SealPK. We open-source

our design at https://github.com/bu-icsg/SealPK.

In the rest of this paper, we discuss SealPK’s design, sealing

features, and evaluation in Section II, III, and IV, respec-

tively. Section V discusses the related work and Section VI

concludes the paper. We provide a more detailed description

of the SealPK design, implementation, and evaluation in [5].

II. SEALPK: DESIGN

A. Hardware Design

Scalability is one of the limitations of Intel MPK, as it

cannot support more than 16 pkeys. In RISC-V, we leverage

the 10 unused bits of the Sv39 PTE to store the pkey. Figure 1

demonstrates our hardware modifications to support SealPK.

We add a new entry to each line of the Data Translation

Lookaside Buffer (DTLB) to store the corresponding 10-bit

pkey of each virtual page. Hence, SealPK supports up to 1024

domains. We store the permission bits of the pkeys separately.

In our design, we use 2 bits, i.e., (Read Disable (RD),

Write Disable (WD)), to specify the access permission

of each protection key. Following the principle of the least








