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Abstract. In this paper, we consider the problem of testing integrated
circuits (ICs) to check for the presence of hardware Trojans from a game
theoretic perspective. Under consideration of complex cost structures
involved in the testing process, the paper analytically characterizes the
Nash Equilibrium (NE) strategy of a malicious manufacturer for inserting
a hardware Trojan into a manufactured IC and that of a defender for
testing the acquired IC to check for the presence of Trojans. The paper
first considers the defender, who incurs testing costs, to be capable of
testing one Trojan type and analytically characterizes the NE of such a
scenario. The paper also considers the scenario where the defender can
test an IC to check for the presence of multiple types of Trojans under
a cost budget constraint and analytically characterizes the NE of such
a game. Numerous numerical results are presented in the paper that
provide important insights into the game theoretic strategies presented.
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1 Introduction

A hardware Trojan is a malicious alteration of the circuitry of an integrated
circuit (IC) [7]. The presence of hardware Trojans in ICs can lead to disastrous
consequences [7,12,15], including leakage of confidential information from a sys-
tem, derangement of system operation, and even complete system failure. For
example, the failure of a Syrian radar system to warn about an incoming assault
has been largely attributed to the presence of malicious circuitry in the system’s
components [1]. Such attacks have become a serious threat to the semiconductor
industry and to modern cyber systems with the outsourcing trends of manufac-
turing processes in today’s economy exacerbating integrity concerns regarding
manufactured ICs.

The primary technique that past work [2-5,7,8,16-18] has focused on for
mitigating threats from hardware Trojans is the development of testing strate-
gies that can check for the presence of Trojans in acquired ICs. For example,
in [2], the authors have used random sequences of test patterns that can generate
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noticeable differences between the power profile of a genuine IC and its Trojan
counterpart for the detection of Trojans, but the effectiveness of the proposed
scheme is limited in terms of the manufacturing processes, behavior and the size
of the inserted Trojans. In [3], the authors propose a method that seeks to detect
and estimate the locations of hardware Trojans in ICs using region-based par-
titioning. Again, in [8], the authors propose a technique, referred to as MERO
(Multiple Excitation of Rare Occurence), that maximizes the probability of de-
tecting an inserted Trojan using statistical methods. Since exhaustive testing of
all possible Trojan types can be prohibitive, the works in [6,10,11,13,14] develop
game theoretic [9] hardware Trojan testing strategies that can intelligently deter-
mine which Trojan types should an IC be tested for against a strategic malicious
manufacturer. Specifically, the work in [10] presents a two-person Trojan detec-
tion game, but limits investigation of the equilibrium to an example scenario of
the model. The works in [11,13,14] limit themselves to the use of software-based
techniques for analyzing game theoretic testing strategies. In [6], the authors
characterize equilibrium strategies for performing testing while, however, ignor-
ing the costs incurred in the testing process.

In contrast to the aforementioned works on developing testing strategies us-
ing game theory, in this paper, we investigate game theoretic hardware Trojan
testing under consideration of the costs incurred in the testing process and an-
alytically characterize the Nash Equilibrium (NE) strategies as closed-form ex-
pressions. It should be noted that, to the best of our knowledge, analytical char-
acterization of NE strategies in closed-forms under testing cost considerations
remains an unsolved problem in past work. Specifically, the main contributions
of the paper are as follows:

— We present game theoretic models that consider the costs incurred by a
defender (i.e., the buyer of an IC) to perform testing and analytically char-
acterize the NE strategies for Trojan insertion (from the perspective of a
malicious manufacturer) and testing (from the perspective of the defender)
in closed-forms.

— We first consider the scenario where the defender, who incurs costs for per-
forming testing, is capable of testing the acquired IC for one Trojan type and
analytically characterize the NE of such a game, which provide important
insights into the impact of testing costs on the equilibrium solution.

— We also consider the general scenario where the defender can choose to test
the acquired IC against multiple Trojan types under a cost budget constraint
and analytically characterize the NE of such a Trojan insertion-testing game
under consideration of the availability of various amounts of the defender’s
cost budget.

— Numerous numerical results are presented to gain important insights into
the game theoretic strategies presented in the paper.

The rest of the paper is organized as follows. Section 2 presents our game
theoretic model and results where the defender is capable of testing one Trojan
type under consideration of the costs incurred for performing testing. Section 3
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presents our game theoretic model and results where the defender can select mul-
tiple Trojan types for testing under a cost budget constraint. Section 4 presents
numerical results that provide important insights into the game theoretic strate-
gies presented. Finally, Section 5 concludes the paper.

2 Game Theoretic Trojan Testing Under Cost
Considerations

In this section, we consider the problem of performing game theoretic hardware
Trojan testing where a defender D (who corresponds to the buyer of an IC) can
test the acquired IC to check for the presence of one Trojan type and a malicious
manufacturer (referred to as the attacker (A)) can insert a single Trojan type
into a manufactured IC. We investigate the game where the defender can choose
to test an IC against multiple types of Trojans under a cost budget constraint
in Section 3.

Consider that there are N types of Trojans, viz. {1,---, N}. Also, consider
that the attacker (A) chooses to insert Trojan type ¢ € {1,---, N} with a prob-
ability ¢; into a manufactured IC (such that 0 < Zf\il ¢; < 1) and that the
defender D tests the IC to check for the presence of Trojan type ¢ with a prob-
ability p; (such that 0 < Zf\il p; < 1). Note that we consider that the attacker

does not insert any Trojan with a probability ¢o = 1 — Zf\il qi, in which case
the defender obtains a benefit B from putting the IC to desired use. Also, note
that we allow the defender in our model to not test the acquired IC to check
for the presence of any Trojan with a probability pp = 1 — Ef\il p;. Further,
we consider that the defender incurs a cost ¢; to test the IC for the presence
of Trojan type ¢ € {1, -+, N} and that if the defender tests the IC against the
inserted Trojan type, the Trojan is detected, and the malicious manufacturer is
imposed a fine F'. However, if the defender tests the IC for the presence of a
Trojan type which was not inserted by the attacker, or chooses not to test the
IC, the inserted Trojan (if the attacker chose to insert one) remains undetected
and we consider that an undetected Trojan of type i € {1,---, N} causes the
defender to incur damage V; (and provides a benefit V; to the attacker). The
strategic interactions between the defender and the attacker, in this paper, is
modeled as a zero-sum game. Note that in our model we consider the testing
costs incurred by the defender to positively impact the attacker’s utility reflect-
ing the ‘satisfaction’ the attacker derives from making the defender incur costs
for defending against attacks.

For illustration, the payoff matrix of the game when N = 2 is shown in
Table 1. As can be seen from the table, the strategy of the attacker not inserting
any Trojan is a strictly dominated strategy (i.e., we have EZ\LI gi = 1 at NE).
The NE of the game, as can be seen from the table, depends on the relationships
among cost structures of the game. Specifically, the game can have pure strategy
Nash equilibria which corresponds to the attacker inserting any Trojan type
i € {1,---,N} for which V; = maxjcq,... v} V; and F < ¢; — Vi, and the
defender choosing not to test the IC for the presence of any Trojan. It is easy
to show that there does not exist any profitable unilateral deviation from such a
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Defender\ Attacker|Don't insert Trojan |Insert Trojan type 1|Insert Trojan type 2
Don't test IC' BS, —-B° —Vi, Vi —Va, Vo

Test Trojan type 1 B —¢i,c1 — B F-c,a—-F —Vo—ci, Vot

Test Trojan type 2 BY — ¢y, o — BY —Vi—c2, Vi+c2 F—ca,c0—F

Table 1. Payoff matrix of the game when N = 2.

strategy profile. However, with the attacker’s strategy of not inserting a Trojan
being strictly dominated (and therefore never adopted by the attacker) as noted
above, if ' > ¢; —V; Vi € {1,---, N}, the defender’s strategy of not testing the
IC becomes strictly dominated and the game no longer has a pure strategy NE.
We provide the mixed strategy NE in this scenario in the next theorem.

Theorem 1. At NE,
— the defender, for any chosen i € {1,--- N}, tests the acquired IC to check

1_3N )
i=1j # i PTV;
N F+V,;
W35m1 # i FrV,

and tests the IC for the presence of Trojan type j with a probability p; =

for the presence of Trojan type i with a probability p; =

VieVi) | pi(FAVA) vy -
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— the attacker, for any chosen i € {1,--- N}, inserts Trojan type i into the
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manufactured IC with a probability q; = JN_l’”ﬁ ?i“% and inserts Trojan
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Proof. The expected utility (say, E%) of the defender D from testing the acquired

type j with a probability q; =

IC to check for the presence of Trojan type i € {1,--- , N} is
4 N
Eh=(F-c)ai+ Y, (-Vi—c)g (1)
J=1j #i

At the mixed strategy NE, since the defender must become indifferent over its
undominated strategy space, we must have E}, = E% -« = EN. Now, for
i,j € {l,--- ,N},i+# j, equating E%, = E%,, after some simplifications, we get
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Further, since not inserting a Trojan is a strictly dominated strategy for the
attacker, in the attacker’s adopted strategy, for any i € {1,--- , N}, we have
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Clearly, from the above, if the attacker, for any chosen i € {1,---, N}, chooses
g; as given in (4) and ¢;, Vj € {1,--- ,N},j # 4, as given in (2), the defender
becomes indifferent over its undominated strategy space making any strategy
of defender (such that Zilpi = 1) to become a best response against the
attacker’s strategy (as well as it is ensured that Zivzl ¢; = 1, which is needed
since the attacker’s strategy of not inserting any Trojan is a strictly dominated
strategy).

Now, the expected utility (say, F%) of the attacker A from choosing to insert
Trojan type ¢ € {1,--- , N} into the manufactured IC is

N
Ey=(c;i—F)pi+ >  (Vite)p, (5)

j=1j # i

At the mixed strategy NE, since the attacker must also become indifferent over
its undominated strategy space, we must have E} = E4 = --- = E¥. Now, for
i,j € {1,---,N},i # j, equating EY = E’, after some simplifications, we get

= (Vi =Vi)  pi(F+Vi)
T F+V; F+V;

(6)

Further, when F > ¢; — V; Vi € {1,--- , N}, since the defender’s strategy of not
testing the IC becomes strictly dominated, in the defender’s adopted strategy,
for any i € {1, -+ , N}, we have

N
pit >, pi=1 (7)

J=14 # i
N
V; =Vi) | pi(F+Vi) .
i =1 6

=pit D, FrV, = F1V, (using (6))

J=1j #i

1— ZAQ L (VJ*V‘i)
=pi= — Sy (®)

N F1V,
T+ dimn, 2 i 740

Clearly, if the defender, for any chosen ¢ € {1,---, N}, chooses p; as given in (8)
and p;, Vj € {1,--- , N}, j # i as given in (6), the attacker becomes indifferent
over its undominated strategy space making any strategy of the attacker (such
that Zf\; g¢; = 1) to become a best response against the defender’s strategy
(as well as it is ensured that Zfil p; = 1, which is needed since the defender’s
strategy of not testing the IC is a strictly dominated strategy).

Thus, in summary, if the attacker, for any chosen i € {1,---, N}, chooses ¢;
as given in (4) and ¢, Vj € {1,--- , N}, j # i as given in (2) and if the defender,
for any chosen i € {1,---, N}, chooses p; as given in (8) and p;, Vj € {1,---, N},
J # i as given in (6), both the defender and the attacker would be playing their
best responses against each other. This proves the theorem.
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Fig. 1. Expected utilities of the defender and the attacker versus their opponents’
strategies.

We now provide numerical results to corroborate Theorem 1. In Fig. 1, we
show the expected utilities of the defender and the attacker versus their oppo-
nents’ strategies. For the figure, we consider two Trojan types, viz. {1,2}, with
Vi =20, Vo = 40, F = 100, ¢; = 10, and ¢z = 20. In Fig. 1(a), we show the
defender’s expected utility versus the probability (g1) with which the attacker
inserts Trojan type 1 into the manufactured IC (considering g2 = 1 — ¢1). Using
(1), the blue line represents the defender’s expected utility (E},) from testing
the acquired IC to check for the presence of Trojan type 1 and the red line rep-
resents the defender’s expected utility (E%) from testing the IC to check for the
presence of Trojan type 2. The point where the two lines intersect makes the
defender’s expected utility obtained from testing the IC against Trojan type 1 to
be equal to that obtained from testing against Trojan type 2 (as needed at the
mixed strategy NE), which, as can be seen from the figure, occurs at ¢; = 0.5
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(with g = 1 — 0.5 = 0.5). It can be verified that the mixed strategy NE of the
attacker obtained from Theorem 1 is also ¢; = 0.5 and g3 = 0.5.

In Fig. 1(b), we show the attacker’s expected utility versus the probability
(p1) with which the defender tests an acquired IC to check for the presence of
Trojan type 1 (considering po = 1 — p;). Using (5), the blue line represents
the attacker’s expected utility (E) from inserting Trojan type 1 into the man-
ufactured IC and the red line represents the attacker’s expected utility (E?%)
from inserting Trojan type 2. The point where the two lines intersect makes the
attacker’s expected utility obtained from inserting Trojan type 1 to be equal
to that obtained from inserting Trojan type 2 (as needed at the mixed strat-
egy NE), which, as can be seen from the figure, occurs at p; = 0.4615 (with
pa =1 —0.4615 = 0.5385). It can be verified that the mixed strategy NE of the
defender obtained from Theorem 1 is also p; = 0.4615 and ps = 0.5385. This
corroborates Theorem 1.

3 Game Theoretic Trojan Testing under a Cost Budget
Constraint

In this section, we consider that the defender can test for the presence of mul-
tiple types of Trojans under a cost budget constraint in a game theoretic con-
text. Similar to Section 2, we consider that there are N types of Trojans, viz.,
{1,---, N}, with the attacker’s strategy denoted as q = (¢1,--- ,qn), where ¢;
is the probability of the attacker inserting Trojan type ¢ € {1,---, N} into the
manufactured IC such that 0 < sz\; ¢; < 1. We denote the defender’s strategy
asp = (p1, - ,pN), where p; is the probability with which the defender tests the
acquired IC to check for the presence of Trojan type i € {1,--- , N}, and consider
that the defender incurs a cost ¢; for testing the IC against Trojan type i. In
this section, we allow the defender to test the IC against multiple Trojan types
without exceeding a cost budget C' such that Zfil pic; < C. If the set of Trojan
types tested by the defender contains the Trojan type inserted by the attacker,
the inserted Trojan is considered to be detected and the malicious manufacturer
in such a case is imposed a fine F'. However, if the set of Trojan types tested
by the defender does not contain the Trojan type inserted by the attacker, the
inserted Trojan remains undetected and we consider that an undetected Trojan
of type i € {1,--- , N} makes the defender incur damage V;. In case the attacker
does not insert any Trojan into the manufactured IC, the defender is considered
to obtain a benefit BS from putting the IC to desired use. The expected utility
of the defender in such a game is

Ep(p,q) = B%(1 - Zqi) + Y [pieiF — (1= pi)aiVi] (9)

i=1

Denoting
i(pi) = piF — (1 —p;)V; = B® (10)
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we can rewrite (9) as

N
Ep(p,a) = B% + ) vilpi)a: (11)

i=1
From a game theoretic perspective, the goal of the defender is to choose p =
(p1,--- ,pn) such that (11) is maximized (under consideration of the attacker
optimizing against the defender’s strategy) and that of the attacker is to choose
a=(q1, - ,qn) such that (11) is minimized (under consideration of the defender
optimizing against the attacker’s strategy). The game is clearly a zero-sum game.
Therefore, the NE of the game (which would coincide with its saddle point)

corresponds to choosing (p, q) that solves the following optimization problem:

max min Ep(p,q) = min max Ep(p,q) (P1)
P a a b
N
subject to: Zpici <C
i=1

N
Z(h <1
i=1
To characterize (p,q) in the above game, we first prove some properties of
7i(pi) (10).
Lemma 1. v;(p;) as defined in (10) is a strictly increasing function of p; having
the slope F 4+ V;, with v;(p;) = 0 when p; = B4V,

F1v;
Proof. Clearly, d(wdiig”)) = F 4+ V; > 0. Again, equating ~;(p;) = 0 yields p; =
BS+V;
F+V; -

In the following, we characterize (p, q) at NE in the game described above by
considering three possible cases in terms of the available cost budget (C') of the

. N BS54y, N  BSiv; N  BSiv;
defender, viz., C'> 37", Fpte, C =301 pte, and C < 3,0 Tt

S
Now, note that, in the case where C' > Zf\]:l E}f‘yl ¢;, there exists p; >

]i,sj‘)f Vi € {1,---,N} such that Zfil pic; < C. Thus, the NE in this case
corresponds to the defender testing the acquired IC to check for the presence of
every Trojan typei € {1,--- , N} with a probability p; > BFSJ:QY L (while satisfying
the cost budget constraint) and the attacker not inserting any Trojan into the
manufactured IC (i.e., choosing ¢; = 0,Vi € {1,---,N}). Clearly, against the
defender’s strategy of choosing every p; > B;J:F‘Y’ (which makes every v;(p;) > 0
following Lemma 1), the attacker’s best response becomes choosing every ¢; = 0
(since the attacker seeks to minimize (11)). Again, against the attacker’s strategy
of choosing every ¢; = 0, clearly there does not exist any profitable unilateral
deviation for the defender from its aforementioned strategy, which proves the
above NE. :

Next, we characterize the NE for the case where C' = Zil BF j‘yl ¢;, in which
case we say that the defender has a sufficient cost budget.
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3.1 NE under Sufficient Cost Budget of the Defender

As mentioned above, we say that the defender has a sufficient cost budget when

C= Zf\il EI;::‘}/ ¢;. In the next lemma, we provide the property that character-

izes the defender’s strategy at NE in this case.

Lemma 2. When C = Zivzl ij‘yi ¢i, the defender’s strategy p = (p1,- -+ ,PN)
at NE is such that

Proof. Consider a strategy profile p = (p1,--+ ,pn) of the defender such that

Zf\il pic; < C. Denote g = min;ey,... N} Vi(pi), § = maXeqy,... N} Vi(pi), where
7i(pi) is defined in (10), and suppose that g < g*. Moreover, define the set G =
{ili € {1,--- N} and vi(p;) = g}, theset G = {ili € {1,--- , N} and v;(p;) = g},
and the set G’ = {1,---,N} — G (it can be noted that |G’| > 0 necessarily
holds when g < g). In such a scenario, to satisfy the cost budget constraint, it
can be noted that we must have g < 0. This is because, otherwise (if g > 0),
following Lemma 1, Vj € G we would have p; > BFSj-‘X,- (i-e., vj(p;) > 0) and

Vi€ {l,---,N} — G we would have p; > %S_j‘y (i.e., vi(pi) > 0), which would

imply that Zf\; pic; > C (i.e., would violate the cost budget constraint).

Now, having noted that g < 0, it should be further noted that, since the
attacker aims to minimize (fl), the best response of the attacker against the
strategy p of the defender defined above is to adopt a strategy q = (g1, ,qn)
such that ), . ¢; = 1. Consider now the following two possible cases.

5 <0): ; ; ' B5 1V,
— Case-I (g < 0): In this case, follozvmg Lemma 1, Vi € G we have p; < F747
and Vj € G’ we have p; < ij’:v‘;j’ which implies that Zf\il pic; < C.

Consider now w € G for which ¢, > 0 (as follows from the aforementioned
attacker’s best response q, such a w is guaranteed to exist) and consider
changing the strategy of the defender from p = (py,p—w) to P’ = (Pu +
0,p—w), where p_,, denotes the vector of probabilities used by the defender
to test all Trojan types except Trojan type w and ¢ € (0, %S:‘qu — Duwl-
Clearly, (pw + 0)cw + Zie{l’___’N}’#wpici < C (i.e., p’ satisfies the cost
budget constraint). Moreover, we have 7y, (py + ) > Y (Pw) (Which follows
from Lemma 1) implying that Ep(p’,q) > Ep(p,q) showing that there
exists a profitable unilateral deviation for the defender from the strategy
profile (p,q) (where q, as described earlier, forms a best response of the
attacker against p).

— Case-IT (g > 0): In this case, following Lemma 1, Vi € G we have p; <

s — S v,
BF:‘)/ and Vj € G we have p; > E;:‘ZJ (with SN | pie; < C). Consider

now w € G for which ¢, > 0 and any z € G (note, as follows from the

“In other words, for such a strategy profile, there exists 4,5 € {1,---, N} for which
Yi(pi) # Vi (ps)
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aforementioned attacker’s best response strategy q against p, ¢. = 0,z € G)
and consider changing the strategy of the defender from p = (pu, P2, P—wz) to
P = (Pw+ 0w, D2 — 0., P—w:), Where p_,,, denotes the vector of probabilities
with which the defender tests all Trojan types except Trojan types w and
z, while ensuring® 6,c, < d.c, to have the strategy p’ satisfy the cost
budget constraint. Now, we have i, (py + 1) > Yo (Pw) (which follows from
Lemma 1) implying that Ep(p’,q) > Ep(p,q) showing that there again
exists a profitable unilateral deviation for the defender from the strategy
profile (p,q) (where q, as described earlier, forms a best response of the
attacker against p).

From the above, clearly there always exists a profitable unilateral deviation for
the defender from a strategy profile (p, q) where p is such that g # g and q forms
a best response of the attacker against p. Thus, at NE, we must have ¢ = g,
which implies that v;(p;) = « at NE Vi € {1,--- , N}, where « is a constant.
We next prove that a = 0 at NE. When a < 0, the best response of the at-
tacker becomes adopting a strategy q = (¢1,- -, qn) such that Zie{l,m N} =

1 (which would make the utility of the defender (11) to be Ep(p,q) < BY).
Against such a strategy of the attacker, using arguments similar to Case-I in
this proof, it can be shown that there exists profitable unilateral deviations for
the defender from any strategy p for which o < 0. Again, o > 0 would require
pi > %SJ‘X ,Vi € {1,---, N}, which would violate the cost budget constraint.
From the above, clearly at NE we must have a = 0, which proves the lemma.

Next, using Lemma 1 and Lemma 2, we characterize the NE for the sufficient
cost budget case in Theorem 2.

Theorem 2. When C = 21 1 F+\yl ¢;, at NE, the defender’s strategy corre-

sponds to testing the acquired IC to check for the presence of every Trojan type

i € {1,---,N} with a probability p; = F:Vl and the attacker’s strategy cor-
responds to, for any chosen i € {1,--- N}, inserting Trojan type i into the

manufactured IC with a probability ¢; = wv- ﬁ“v =,k € [0,1], and inserting
< j=1 F1V;
Trojan type j with a probability q; = g; 27 ?ig ,Vie{l,---,N}, j#i.

Proof. Using Lemma 2, at NE, the defender’s strategy p = (pl, e ,pN) must
be such that ~;(p;) = 0,Vi € {1,---,N}, implying that p; = F_;LV Vi €
{1,--- N} at NE (using Lemma 1). Agamst such a strategy of the defender, it
should be noted that any strategy q = (¢1,- - ,qn) (such that 0 < Zi:l ¢ <1)
forms a best response for the attacker. However, not all such strategies of the
attacker result in a NE since some may allow profitable unilateral deviations to
exist for the defender from the strategy p defined above. Consider now the de-
viation of the defender from the strategy p = (p;,p;,p—i;) at NE defined above

®Note that in the strategy p’, dwcuw is the additional cost incurred by the defender due
to the increase in the probability of testing Trojan type w and §.c, is the decrease
in cost incurred due to the decrease in the probability of testing Trojan type z.
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to a strategy p’ = (p; +9;,p; —9;,p—ij), where p_;; denotes the vector of proba-
bilities with which the defender tests all Trojan types except Trojan types ¢ and
j. To have p’ satisfy the cost budget constraint, we must have®

BS +V; BS +V; Y BY4V
= ' (51 i 7]—5‘ i Zz:O 13
(F—H/;- * )c+<F+Vj J)CJ—I_Z_l;Z#jF—&-VZC (13)

which implies 6;¢; — 6;¢; = 0 in (13), which yields

C;
b= bt (14)
Now, recalling from Lemma 1 that % = F 4+ V. and from Lemma 2 that

Yo (pz) = 0 Vo € {1,---, N} in the strz;tegy p of the defender at NE defined
earlier, in the strategy p’ defined above we have v;(p; + 6;) = (F + V;)d; and
v;(pj—6;) = —(F+V;)d;. Thus, to prevent a profitable unilateral deviation of the
defender from the strategy p to the strategy p’, the strategy q = (g1, ,qn)
of the attacker must be such that, Vi,j € {1,--- ,N},i # j, |vi(pi + i)|lai =
1 (ps = 05)lg, ie.,

(F'+ Vi)diqi = (F + V;);q; (15)
which implies, using (14),

_ GtV
QJ—%CZ_F_FV]'?

Now, it is easy to show that, for any chosen ¢ € {1,---,N}, having ¢; =
Gt i Vi € {1+ N}, j # 4, implies ¢ = ¢; 2 gy Vi j € {1, N}, j #
1. Moreover, as noted earlier, any strategy q of the attacker forms a best re-
sponse ajg;ainst the strategy p of the defender at NE defined earlier. Thus, we

have > ", ¢; = k at NE (where k can be any value in [0,1]), which can be

expressed for any chosen ¢ € {1,--- N} as
N
qi + Z g =k
J=1,j#i

N
P+ 'V .
S+ > @D T (using (16))

trge GETY
N
Cj F + ‘/z
= — =
Z TPy, g
j=1
k
= q; = LV, N < (17)
ci J=1 F+Vj;

SNote, it is easy to show that, for strategies p = (p1,--- ,pn) (Where Zf\;l pic; < C)
and p = (p1, -+ ,Ppn) (where Zfil pic; = C) of the defender, it always holds true
that Ep(p,q) > Ep(p,q) for any attacker’s strategy q, implying that p dominates
p-
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Fig. 2. Expected utility (Ep(p,q)) versus the defender’s and the attacker’s strategies
for the sufficient cost budget case.

Clearly, from the above, if the attacker, for any chosen i € {1,---, N} and any
k € [0,1], chooses ¢; as given in (17) and ¢;, Vj € {1,--- ,N},j # i, as given
in (16), the attacker would be playing its best response against the strategy
p of the defender defined earlier (which, recall, comprises of p; = % Vi €
{1,---,N}) without the defender having any profitable unilateral deviations

from the strategy p. This proves the theorem.

Next, we provide numerical results in Fig. 2 to corroborate Theorem 2 con-
sidering two Trojan types, viz. {1,2}, with B® = 80, V; = 20, V, = 40, F = 150,
c1=c2 =30, and C = B tVic, 4 B2tVac, = 36.5044. In Fig. 2(a), considering
p = (p1,p2) and q = (q1,¢2), we present a 3-D plot of Ep(p,q) (11) versus

the probability (p;) with which the defender tests an acquired IC to check for

the presence of Trojan type 1 (with ps = % so that pic; + pace = C)
and the probability (¢1) with which the attacker inserts Trojan type 1 into the

manufactured IC (with ¢o = 1 — ¢1). In Fig. 2(b), we depict the contours and
the gradient plot for Ep(p,q) in the p; — ¢ plane. From the figures, we observe
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that there exists a saddle point whose coordinates are (p1, ¢1) = (0.5882,0.5278).
Specifically, from Fig. 2(b), it can be seen that the gradient arrows point to-
ward the point (0.5882,0.5278) in one direction and point outward from the
point (0.5882,0.5278) in the perpendicular direction, implying that (p1,q1) =
(0.5882,0.5278), with (pa,q2) = (C%};lcl, 1—¢1) = (0.6316,0.4722), is a saddle
point (and hence the NE). It can be verified that the NE obtained from Theo-
rem 2, considering k = 1 for the attacker, is also (p1,p2) = (0.5882,0.6316) and
(q1,q2) = (0.5278,0.4722), which corroborates the theorem.

3.2 NE under Insufficient Cost Budget of the Defender

. . N B%+v; .
We now consider the scenario when C' < > 7., = ~v,-Ci, which we refer to as the
defender having an insufficient cost budget. Without loss of generality, consider
Vi < Vi < ... < Vp for the analysis of this scenario. In the next lemma, we
provide the property that characterizes the defender’s NE strategy in this case.

Lemma 3. When C < EN B°+V; ¢i, the defender’s strategy p = (p1,--+ ,DN)

i=1 F1V,
at NE is such that
ilpi) = i i(pi), ifp; >0 18
(ps) = _min  %i(pi), i ps (18)

Proof. Consider a strategy profile p = (p1,--- ,pn) of the defender such that
Zf\;lpiq— < C and denote g = min;ey,... nyvi(pi). Clearly, g < 0 (since, if

g > 0, we must have p; > %,S:‘Zi,Vi € {1,--- ,N}, which would violate the
cost budget constraint). Define the set G = {i|i € {1,--- , N} and vi(p;) = g}
and the set G' = {1,---,N} — G. Since the attacker aims to minimize (11),
the best response of the attacker against the strategy p is to adopt a strategy
q = (q1, - ,qn) such that >, - ¢; = 1. Suppose now that there exists j € G’
for which p; > 0 (clearly, ¢; = 0 in the aforementioned attacker’s best response
strategy q against p). Consider now w € G for which ¢, > 0 (as follows from
the aforementioned attacker’s best response g, such a w is guaranteed to exist)
and consider changing the defender’s strategy from p = (pw,pj, P—w;) to p’ =
(pw + dw,Dj — 0j,P—w;), where p_,,; denotes the vector of probabilities with
which the defender tests all Trojan types except Trojan types w and j, while
ensuring 0,,¢,, < 0j¢; (to ensure that p’ satisfies the cost budget constraint).
Now, we have vy, (Pw+0w) > Yw(Pw) (which follows from Lemma 1) implying that
Ep(p’,q) > Ep(p,q), where q (as described earlier) forms a best response of
the attacker against p, showing that, with the attacker playing its best response,
there exists a profitable unilateral deviation for the defender from any strategy
p where there exists j € G’ for which p; > 0, which proves the lemma.

We next present two important remarks based on Lemma 3.

Remark 1. Since, as discussed in the proof of Lemma 3, in the defender’s strategy
p = (p1, -+ ,pn) at NE, we must have p; = 0 Vi € G’ (and g < 0), it follows
using Lemma 1 that at NE v;(p;) < 0,Vj € {1,--- ,N}.
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. sSiy . .
Remark 2. Since ﬁ Ff‘y >0 for BS < F (i.e., BF:‘YL is a mon-decreasing

function of V; when BS < F) and since d(vél()fi)) < d(véi(]fj)) if Vi <V (which

follows from Lemma 1), it can be noted that it follows from Lemma 3, consider-
ing Vi < Vo < - < Vi without loss of generality, that the NE strategy of the
defender has the formp = (p1 =0, -+ ,pg—1 = 0,p > 0,pg11 > 0,--- ,py > 0),
where k € [1, N].

Next, using Lemma 3, Remark 1, and Remark 2, we present the NE of the
insufficient cost budget case in Theorem 3.

Theorem 3. When C < va 1 %:‘y ¢i, at NE,

— the defender’s strategy corresponds to p = (pr = 0, ,pg—1 = O,px =

BS54V, _ B%+Vin _ B%1v, —
F+ka - 6k7pk+1 = FAVigr 5k+1 PN = F+VNN - 6N)) where, 6k -

N (B5ty;

(A e 5i = EXVis, Vi€ [k+1,N], and k € [1, N] ds the |
TS, e % T T 26[ +1,N], and k € [1, N] is the least

(F"I‘Vk)ZéV:k Fer < F+Vy,
— the attacker’s strategy corresponds to, for any choseni € G, where G = {ili €

{1’ ‘e 7N} and 'Yz(pz) = minie{l,---,N} 77,<pz)} with Di bemg the defender’s

strategy of testing against Trojan type i at NE, choosing q; = W

i=1 F}V;

value that satisfies 6 =

and qj = ¢; gy, Vi€ G, j # .

Proof. Using Remark 1 and Remark 2, let us represent the NE strategy of the

S S
defender as p = (p1 = 0, ,pr—1 = 0,pp = G — 5k7pk+1 = %‘Kf -
S
k1, PN = B2 — 6y) for k € [1,N] and 6; € (0, F+V Vi) for i € [k, N].
Now, to have p satisfy the cost budget constraint, we must have
- BS +V,
(0-¢ -0 C
>0+ 3 (55 4)
N N
BS +V,
=Y 0= (g a ¢ 19)
i=k i=k Vi
Now, recalhng from Lemma 1 that d%zgp“) F 4V, and that 'ym(BFj"y ) =0,
xz € {1,---,N}, and noting that Lemma 3 1mphes that in the defender’s NE
strategy we have Yie(Pk) = Vit1(Pr41) = = vn(pn), we conclude that in the
strategy p of the defender at NE we have
(F'+ Vi)or = (F + Viy1)0p41 = - = (F + Vy)on (20)
which implies that
F+V
5= ks i [k+1,N] (21)

F+V
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Substituting (21) into (19), we get
Y P+ Vk BY +V;
_ Z T —C

"F+
B%4Vi\ .. _
= o = X (FW)CZCC (22)
(FJFVk)Zz k FLV,

Now, it is easy to show that higher the value of k chosen (while having v (px) =
- =qn(pn) and satisfying the cost budget constraint), lower would be
min;ey,... ny ¥i(pi), which implies that lower would be the expected utility of

the defender against a strategic attacker. Thus, in the strategy p = (p1 =
s B +V, S

0, pr—1 = 0,pp = BRlE — Gp,prs = ﬁ—ékﬂ,- pN = B —

0n) of the defender at NE, to have F:‘y —9; > 0,1 € [k, N], the defender must

choose the least value of k € [1, N] such that 0 (22) satisfies

S
Zj\i B 4V, C; — C S
5 = ( F+V; ) < B> +V (23)

(F+Vk)zz S a F+V

with §;, Vi € [k + 1, N], chosen as given in (21), which proves the defender’s
NE strategy as given in the theorem. Against such a strategy p of the defender,
since the attacker seeks to minimize (11), the best response of the attacker
becomes adopting a strategy q = (q1,--- ,qn) such that 7. . ¢ = 1, where
G={ilie{1,---,N} and v(p;) = min;ey,... n} Vi(p:)}. However, not all such
strategies of the attacker comprise a NE. It can be shown, using an approach
similar to the proof of Theorem 2, which we omit for brevity, that the NE
strategy of the attacker consists of, for any chosen i € G, inserting Trojan type i

into the manufactured IC with a probability ¢; = ﬁ and inserting

J
< =1 F1V;

Trojan type j with a probability ¢; = g; ? If:fr“; , Vj € G, j # i. This proves the

theorem.

Next, we provide numerical results in Fig. 3 to corroborate Theorem 3 con-
sidering two Trojan types, viz. {1, 2}, with BY =80, V; = 20, V5 = 40, F = 150,
¢1 = cg = 30, and C = 35. In Fig. 3(a), considering p = (p1,p2) and q = (¢1, g2),
we present a 3-D plot of Ep(p,q) (11) versus the probability (p;) with which
the defender tests an acquired IC to check for the presence of Trojan type 1
(with py, = &= =22 so that picr +pac2 = C) and the probability (¢1) with which
the attacker inserts Trojan type 1 into the manufactured IC (with g2 = 1 — ¢1).
In Figure 3(b), we depict the contours and the gradient plot for Ep(p,q) in
the p1 — ¢1 plane. From the figures, we observe that there exists a saddle point
whose coordinates are (p1,q1) = (0.5602,0.5278). Specifically, from Fig. 3(b),
it can be seen that the gradient arrows point toward the point (0.5602,0.5278)
in one direction and point outward from the point (0.5602,0.5278) in the per-
pendicular direction, implying that (p1,q1) = (0.5602,0.5278), with (p2,q2) =
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(C%;lcl, 1—q1) = (0.6065, 0.4722), is a saddle point (and hence the NE). It can be

verified that the NE obtained from Theorem 3 is also (p1,p2) = (0.5602,0.6065)
and (g1, ¢2) = (0.5278,0.4722), which corroborates the theorem.

4 Numerical Results

In this section, we provide numerical results to provide important insights into
our developed game theoretic Trojan testing strategies. In Fig. 4, we show the
impact of the fine (F') on the strategies of the attacker and the defender and on
their expected utilities at NE for the insufficient cost budget case. For the figure,
we consider four types of Trojans, viz. {1,2,3,4}, with B = 100, V}, = 20, V5 =
40, V3 =60, V4 = 80, ¢; = ¢c3 = ¢3 = ¢4 = 40, and C' = 50. The NE strategies for
the figure have been computed using Theorem 3. As can be seen from Fig. 4(a),
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as F' increases, at NE, the attacker increases its probability of inserting a Trojan
which is relatively more damaging in nature (which corresponds to Trojan types 3
and 4 having V3 = 60 and V; = 80, respectively) while decreasing its probability
of inserting a Trojan which is relatively less damaging (which corresponds to
Trojan types 1 and 2 having V3 = 20 and Vo = 40, respectively). This can be
attributed to the fact that, since F' negatively impacts the attacker’s utility,
increasing the probability of inserting a more damaging Trojan as F' increases
helps the attacker counteract the negative impact of having to pay a heftier
fine upon the defender correctly detecting an inserted Trojan. For the defender’s
strategy at NE, with increasing F', it can be noted from Fig. 4(b) that the
defender increases its probabilities of testing the acquired IC to check for the
presence of relatively less damaging Trojans (which correspond to Trojan types
1 and 2) and decreases its probabilities of testing the IC against more damaging
Trojans (which correspond to Trojan types 3 and 4).

Further, from Fig. 4(b) it can be observed that, as is intuitive, for any given
F, at NE, the defender tests an acquired IC against a more damaging Trojan
with a higher probability than that of testing against a less damaging one while,
as can be seen from Fig. 4(a), the attacker exhibits the reverse trend. As can be
seen from Fig. 4(c), the expected utility of the defender at NE increases with
F', and accordingly the attacker’s expected utility decreases with F', indicating
the advantage that charging a higher fine has on enhancing the defender’s utility
against strategic insertion of hardware Trojans by malicious manufacturers.
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Fig. 5. Expected utilities of the defender and the attacker at NE versus the cost budget
(©).

In Fig. 5, we show the expected utilities of the defender and the attacker
at NE (computed using Theorem 3) versus the cost budget (C) available for
performing testing (considering C' taken in the figure to satisfy the insufficient
cost budget case). For the figure, we consider four Trojan types, viz. {1,2, 3,4},
with BS =100, F = 120, V; = 20, Vo = 40, V3 = 60, V; = 80, and ¢; = ¢ =
c3 = ¢4 = 40. As can be seen from the figure, the expected utility of the defender
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at NE increases as the cost budget (C) of the defender for performing testing
increases. This is because, with increasing C, the capability of the defender
to test more types of Trojans increases which enhances its ability to correctly
determine whether the acquired IC contains a Trojan which, in turn, enhances
the defender’s capability to avoid the damage caused by an inserted Trojan and
impose a fine on the malicious manufacturer (both of which positively impact the
defender’s utility). As can also be seen from the figure, as expected, the attacker’s
expected utility decreases with increasing C'. Such trends in the expected utilities
show the ability of our characterized NE strategies to tactfully exploit the cost
budget available for performing testing to enhance the utility of the defender
against a strategic attacker.

5 Conclusion

This paper investigated the problem of game theoretic hardware Trojan test-
ing and analytically characterized NE strategies for inserting a Trojan (from
the perspective of a malicious manufacturer) and testing a Trojan (from the
perspective of a defender) in closed-forms under consideration of testing costs
incurred by the defender. The paper first characterized the NE for the case where
the defender, who incurs costs for performing testing, is capable of testing an
acquired IC against one Trojan type. The paper also characterized the NE for
the case where the defender can test the acquired IC against multiple types of
Trojans under a cost budget constraint. Numerical results were presented to gain
important insights into the NE strategies characterized in the paper.
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