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Assessment of a Hybrid Research Experience for Undergraduates
Program During the COVID-19 Pandemic

Abstract

This paper reports on the fourth year of a cybersecurity-focused research experience for
undergraduates programs site in the summer of 2021. Due to the COVID-19 pandemic, the site
operated in a hybrid mode during this summer, after operating entirely virtually during the
summer of 2020. The paper compares the results of operating in a hybrid mode with two years
of in-person operations and one year of virtual operations. It discusses the lessons learned when
operating in the hybrid mode and makes recommendations for future hybrid REU
implementations.

1. Introduction

This paper reports on year four of the operations and presents assessment of a cybersecurity-
focused research experience for undergraduates (REU) programs site in the summer of 2021.
Due to the COVID-19 pandemic, the site operated in a hybrid mode during this summer after
operating entirely virtually during the summer of 2020. As this year is the final year of the
award (which was extended by a year due to a participant count reduction during year three due
to the pandemic), this paper discusses the operations of the year as well as reviewing the
operations and outcomes throughout the four-year program.

The paper compares the results of operating in a hybrid mode with two years of in-person
operations and one year of virtual operations. The survey instruments that have been
consistently used throughout the program (including all three — in-person, hybrid and online —
offering modalities) are well suited to facilitate this comparison.

Like in 2020, significant uncertainty about the ability to conduct future REU programs onsite
remains. Changes in the severity of impact of the COVID-19 pandemic and the potential for
future pandemics make it critical to identify best practices for all REU offering modalities and to
evaluate the efficacy of different modes of offering a REU site and practices. This was done
using the evaluation tools that have been applied for some time to onsite programs.

This paper presents the REU program at the North Dakota State University (NDSU) during the
summer of 2021 and its assessment. An overview of the 2021 program is provided. Overviews
of the 2020 (virtual) and 2018 and 2019 (on-site) programs are provided for comparison.

The changes and adaptations of the program, as compared to both 2020 and 2018 and 2019 are
reviewed. Then, the results of the 2021 program are presented with a particular focus on the
assessment of student outcomes. These results are compared to operations of the program during
the prior years.

The paper discusses the lessons learned when operating in the hybrid mode and makes
recommendations for hybrid REU implementation, if needed in the future. Following the pattern
of prior analysis, a program model is also presented for potential use by other sites in the future



before concluding with a discussion of the broader impacts of REU site operations across the
three types of operation.

2. Background

An overview of prior work which lays the foundation for the analysis conducted herein is
presented in this section. Prior work related to project-based and experiential learning is
reviewed as well as specific examples of prior work in cybersecurity.

Undergraduate research programs are designed to immerse students in a research environment to
allow them to see if they would enjoy pursuing a research career in the future. Students also build
skills, such as technical capabilities [1], [2] and project and time management, that can benefit
them irrespective of the career path that they take. Because of this, undergraduate research
programs are a form of project-based and experiential learning.

Significant prior work exists in these areas. Notably, prior studies have shown that students can
build their technical skills through project and experiential learning; however, they have also
shown a number of more general benefits such as building students’ confidence [3], [4], creativity
[5] and even self-image [6].

Project and experiential learning has been shown to be effective throughout STEM fields [7]-[9]
and through most ages and levels of education [10]-[15]. Beyond its educational benefits, it has
also been shown to aid students in finding jobs [16].

A variety of examples of project and experiential learning’s use in cybersecurity have been
demonstrated. Undergraduate research [17] is one key area. Others have included competitions
[18], games and puzzles [19] [20] and technical challenges [21].

3. Program and Situation Context

During the third year of the program, it operated entirely online due to the COVID-19 pandemic.
The fourth year operated in a hybrid online and in-person mode, where each student participant
was given the option to come to campus, if they felt comfortable, or participate remotely. We
also offered the option to start remotely and to decide to switch to on-campus participation later.
One student opted to start remotely and pre-planned to come to campus after a few weeks.

The data presented herein, thus, must be considered in the context of the COVID-19 pandemic,
which was well into its second year of pronounced societal impact at the time of the summer
program. Its economic issues [22] likely had some impact on students other opportunities and
decision to participate in an REU program (as opposed to, for example, pursuing private sector
employment). The effect of the pandemic on participants mental health [23], [24] (with the
pandemic impacting everything from interpersonal relationships [25] to suicide rates [26]) also
bears consideration. In this second year of pandemic operations, we also began to have program
participants who had (in addition to the dramatic impact on the end of their high school
experience) had never had a pre-pandemic collegiate experience. The psychological [27]-[30]



and educational [31]-[33] impacts of this have been suggested, but will likely take years to be
fully understood.

As this was the final year of NSF funding for this project, the cohort size was determined by the
amount of funding remaining. A cohort of eight students was supported during this final year of
operations.

4. REU Hybrid Operations

During the fourth year of operations, the REU site operated in a hybrid mode, combining some
in-person student participants with online ones. Three students participated on-site while five
students participated remotely. This section describes the operations of the site during the fourth
year in this hybrid mode. In Section 4.1, the impact to the research activities is discussed. In
Section 4.2, the impact to other REU activities (such as team building and social and
professional development) is analyzed.

4.1. Impact to Research Activities

In year 3, research activities were conducted entirely via Microsoft Teams, with the occasional
use of other supporting technology. In year four, the Teams-based approach was again utilized.
All students (distance and on-campus) were part of a shared Teams environment and had access
to the direct peer-to-peer chat and audio/video conference capabilities that it provided.

Each student had an individual workspace and shared workspaces were available for students
working in complementary areas (such as several students working with different applications of
machine learning) to communicate as a group and share files and other materials. A site-wide
chat and shared file storage area were also made available.

Remote participants used their existing computers to connect to Teams. The program offered to
loan out hardware, if needed, but all of the remote participants had personal computing
equipment that they preferred to use and, like during year three, loaned equipment was not
needed.

Like in year three, the research activities had limited impact from the two modes of participation.
One area where things were slightly different were placing some students into teams based on
the underlying technology that they were using. This was designed to try to create more
interaction, particularly among remote students.

Remote participation by all students, during year three, required a more deliberate focus on
coordination. The hybrid model ended up being even more difficult in this aspect, due to the
need to keep everyone (both in-person and remote) equally involved and connected and avoid
any idea that local or remote students were getting treated differently.

The topics for the fourth year (2021) student projects were similar to those in prior years (which
are listed in Appendix 2 for reference) and included:



¢ Quantum Computing Cybersecurity

e Machine learning for security applications (multiple students focused in different
application areas)

e Research into the Solar Winds Attack

e Path planning for hospital movement

e Fake news mitigation

As during year three, participants research activities were very similar to the model used during
the on-site, pre-pandemic operations. Many of the best practices from year three were used
again, such as having frequent meetings via Zoom or Teams and smaller Teams-based
gatherings. These meetings would typically involve both on-site and distance participants. The
group that was using machine learning for different applications had three remote and one on-site
participant and, thus, even these group meetings were of a hybrid format.

Typically, the on-site students would connect in via their own workstations, as opposed to
gathering in one area for the connection, so the experience for all of the students during the
meetings was very similar. Both on-site and remote participants were asked to connect in to
Teams as much as practical and most student participants were online and available for quick
discussions at most times. Program staff also stayed connected to Teams most of the time, as
well, and were available for ad-hoc discussions in addition to interactions through scheduled
meetings. Many of the participants, both on-site and remote, used the Teams messaging
capabilities. Several of the participants still communicate with program staff, after the program,
via this occasionally.

4.2. Social and Professional Development Component

The social and professional development component was demonstrably more complex during the
third year than it was during the two pre-pandemic on-campus years [34], for which the social
program was previously studied [35]. As compared to the research, it required more planning
and many of the ad hoc type interactions were not possible while entirely remote. Year four
added additional complexity, with several students in-person and interacting similarly to the pre-
pandemic groups and several more online and not being able to. Additionally, the greater
number of participants during year four made the social and professional development program
more difficult to coordinate.

Prior to the pandemic, social activities included [34]:

Visit to the KVLY Tower

Conference Trip

Free time activities on conference trip
Local air show

Street fair

Team / cohort building exercises
Museum visit

Decommissioned ICBM site visit
Camping opportunity

Visit to other departments on campus

Due to logistical limitations, facilities closures and restrictions and the desire to avoid potential
COVID-19 exposure for program participants, many of the typical activities couldn’t be



undertaken. However, the goals of the social and professional development program remained
the same [34]:

e Excitement e Project and time management skills
e Leadership skills and confidence

During year three, a number of activities were identified for the group to participate in, which
served as a basis for the year four online activities. These included [34]:

e Online team building exercises, instead of in-person ones.

o A virtual museum visit through an online virtual tour (participants also visited a second
museum as part of a participant-initiated activity).

e Watching online movies together using participants’ movie subscription services and
their group watch features or by text chatting in Microsoft Teams while concurrently
watching the movie separately at the same time.

o A virtual visit to the Department of Architecture and Landscape Architecture’s additive
manufacturing and laser cutting lab.

e Participating in an online virtual conference (one participant also participated in a
second online conference that was directly relevant to his research topic).

e Online video games and puzzles, identified by participants.

e Online virtual tours using Google Maps and other websites, identified by participants.

e Playing the Black Hills Information Security’s Backdoors and Breaches game using a
document camera through Microsoft Teams.

e Remote presentation from a researcher at NASA JPL

Like in previous years, participant-initiated and participant-planned activities were incorporated.
Several of the forgoing were participant-led or planned during year three and did not appeal to
the group (the year three activities were discussed to spur brainstorming).

The year four group’s online activities included:

e Virtual team building exercises

e Several different types of online gaming

e Watching movies together using participants’ subscription services and their co-viewing
features.

e Participation in online virtual conferences

e Presentation of cohort members work to each other

Many of the participants were avid video gamers, so gaming became a key area of shared
activity. On-campus participants also participated in activities such as:

Occasional shared meals

Playing chess in-person

Exploring campus and the Fargo community
Attending a limited number of on-campus events



Like during year three, while many activities were similar to pre-pandemic ones, the free time
and ad hoc-style interactions between participants were largely lacking between the distance
participants, though they all knew each other well by the end of the program. The level of
interaction for remote participants was simply unable to replicate the in-person experience of
shared working, living and social activities on campus. Prior year cohorts had also taken a trip,
which there was no remote participation parallel for. Never-the-less, the remote participants
achieved the key outcomes of the program and many of the ancillary ones, as is discussed in
subsequent sections.

5. Participant Details

Participant characteristics for the year four program students are presented int this section. In
Section 5.1, the students’ demographics are presented. Then, in Section 5.2, students’ reasons
for choosing to participate are discussed.

5.1. Participant Demographics

The demographic characteristics of the year four participants were similar to those from the first
three years. The class levels of participants for all four years of the program are listed in Table
1. Notably, like in the prior year, all participants were sophomore year students or above.
However, several students class level was not reflective of their years in college, due to
Advanced Placement and prior college credit. Thus, two students completing their first year of
college participated in the program (but were classified as sophomores).

Table 1. Participant Class Levels (prior year data from [34]).

Class # Participants

Year 1 Year 2 Year 3 Year 4
Freshman 2 1 0 0
Sophomore 2 4 1 2
Junior 3 1 2 3
Senior 4 5 1 3

Student participant GPAs were, again, strong for the fourth year of program operations. These
are listed in Table 2. Note that all participants in year four had a GPA of 3.0 or above, as was
the case in years two and three, as well.

Table 2. Participant GPA Levels (prior year data from [34]).

GPA # Participants
Year 1 Year 2 Year 3 Year 4
2.5-2.99 4 0 0 0
3.0-3.49 2 4 1 2
3.5-3.99 5 5 1 4
4.0 0 1 2 2

The majors of student participants in Year 4 are listed in Table 3. Note that year four had several
multi-major students.



Table 3. Majors of Participants (prior year data from [34]).

Major # Participants

Year 1 Year2 Year3 Year4
Computer Science 9 9 3% Sk
Computer Engineering 1 1 0 2%k
Mechanical Engineering & Computer Science 1 0 0 0
Software Engineering 0 1 0 1
Information Systems 0 0 1 0

* One student indicated a cybersecurity/computer science multiple, split or dual major
** Two students indicated a computer science/mathematics split or dual major, one student
indicated 4 majors including computer science
*#* One student indicated a computer engineering / mathematics split or dual major

Finally, Table 4 indicates the number of students who were receiving academic credit for their
participation in the program. Mirroring prior years, most students did not opt to participate for
academic credit. Students were, potentially, able to receive credit through NDSU or their home
institution.

Table 4. Academic Credit for Participation (prior year data from [34]).

Academic Credit Status # Participants

Year 1 Year 2 Year 3 Year 4
Independent Study 1 2 0 1
Other 1 2 1 0
No Credit 10 8 3 7

The students throughout the program had very similar characteristics, in terms of these key
metrics. The survey instrument, of course, could not capture the additional fatigue of months
(for year three) or years (for year four) of online education or the psychological impacts that the
pandemic may have had on program participants. However, there is not an indication that
differences in program outcomes are attributable to preparation or aptitude differences in
participants, even though it is likely that the pandemic had a demonstrable (and potentially
different by year) impact.

5.2. Reasons that Participants Joined the Program

Participants’ reasons for choosing to participate during year four were similar to those in prior
years. This data is presented in Figure 5. As has typically been the case, most participants
joined due to their desire to work in a particular technical area and many sought a resume benefit
from their participation. The participation of friends or particular faculty members were not
identified by any participants as reasons they selected to participate.

The biggest difference, from prior years, was that only half of participants indicated that they
were participating due to their excitement about the cyber-physical / cybersecurity topic area.
This is a much lower level than in any previous year when all or most participants indicated this
as a reason for participation. Whether this is due to pandemic fatigue or some other cause is



unknown; however, this is a notable piece of information to consider when reviewing the
outcome data, which is presented subsequently.

Table 5. Interest in participating (prior year data from [34]).

Interest Reason # Participants
Year1  Year2 Year3 Year4
Participation in particular technical area 8 11 4 7
Excitement about cyber-physical systems / 11 8 4 4
cybersecurity

Friends are participating

Satisfaction of course requirement
Benefit to resume

Particular faculty member is participating
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6. Program Outcomes and Benefits

The outcomes from the fourth year of the program are discussed in this section. The benefits that
participants sought, and their attainment are discussed and compared to prior years’ data, in
Section 6.1. Section 6.2 describes the outcomes, in terms of key, metrics from the program and
compares these to outcomes from prior years.

6.1. Benefits
Program participants were asked to identify areas, from a provided list, which they hoped to
obtain a benefit in from program participation. They were also asked to indicate what areas they

attained benefit in from program participation. This data is presented in Table 6.

Table 6. Benefits Sought and Obtained (prior year data from [34]).

# Seeking # Obtaining
YI Y2 Y3 Y4 YI Y2 Y3 Y4
Knowledge about cyber-physical system / 11 11 4 6 10 11 4 2

cybersecurity design

Knowledge about structured design processes 4 2 2 3 4 2 3 4
Knowledge about a particular technical topic 8 8 2 5 10 8 4 5
Knowledge about project management 2 6 1 4 3 5 1 6
Knowledge about time management 6 2 2 6 6 6 2 7
Leadership experience 2 1 1 3 0 2 1 4
Improving technical skills 1m 1w 4 7 9 7 4 7
Improving time management skills 7 2 3 6 8 5 1 6
Experience working with those from other 3 2 1 3 2 4 2 4
disciplines
Real-world project experience 10 9 4 7 8 7 3 5
Item for resume 9 8 4 5 11 9 4 6
Improved presentation skills 1 3 3 3 0 2 1 3
Inclusion as author on technical paper 3 8 3 4 3 7 3 5
Experience working on a large group project 2 3 2 2 2 1 0 1




Experience with a structured design process 4 3 3 3 5 4 3 5

Experience related to a particular technical 6 7 4 4 8 6 3 6
topic

Project management experience 3 4 2 3 4 6 2 5

Time management experience 4 3 3 6 10 5 3 5

Improving leadership skills 1 2 1 3 0 3 1 3

Improving project management skills 3 3 1 4 6 6 1 5

Understanding of how my discipline relates to 4 3 2 4 3 4 3 5
others

Learn other discipline’s technical 3 5 1 3 5 5 1 4
details/terminology

Improved chance of being hired in desired 8 8 3 1 7 7 3 3
field

Increased self-confidence 7 5 3 2 8 7 3 3

Ability to present at professional conference 0 5 3 2 1 2 2

Recognition in the university community 2 4 2 2 2 4 1 3

Participants largely obtained the benefits that they sought. In many categories, either the same
number of individuals seeking a benefit reported attaining it or more reported attaining the
benefit than reported seeking it. In only four of the 26 categories were there less individuals
reporting the benefit being attained than reported seeking it. In two cases, the deficiency in
benefit attainment was a single individual; in the third case, it was a two individual deficiency.
Design knowledge, though, had a four-participant deficiency. The combination of the cyber-
physical and cybersecurity topics into a single point here limits analysis; however, it may be that
participants were referring specifically to the cyber-physical aspect as most projects didn’t have
a hands-on hardware component (even though the software students worked on could be applied
to cyber-physical systems).

Suffice it to say, most participants’ goals for participation were met or exceeded. Participants
indicated (in aggregate) seeking benefits 101 times and reported (in aggregate) attaining benefit
114 times. In terms of this metric, for year four, the program outperformed participants
expectations by approximately 13%.

6.2. Program Outcomes

Participant outcome data has been collected, in terms of key metrics, for all four program years.
This data is collected on a 9-point Likert-style scale where students indicate their levels of pre-
and post-participation status ranging from novice level (1) to expert level (2). Data for year four
is presented in Table 7 and prior years data can be found in Appendix 3. Relevant comparison
data can also be found in Appendix 1.

Table 6. Improvement of Skills from Participation — Year 4.
Pre-participation  Post-Participation  Increase
Technical Skill 3.88 6.13 2.25
System Design 4 5.13 1.13
Excitement 6.38 6.13 -0.25




Presentation Skills 5.75 6.13 0.38

Presentation Comfort 5.25 6.25 1

Leadership Skills 6.13 6.5 0.38
Leadership Confidence 6.13 6.5 0.38
Project Management Skills 5 6.5 1.5
Time Management Skills 5 6.38 1.38

Overall student performance gains are quite strong. Students reported moving over 25% of the
sale of vales in terms of their enhancement of technical skills. System design and project and
time management skills also saw greater than one-point enhancements and presentation comfort
saw a one-point enhancement. Smaller gains were seen in presentation skills and leadership
skills and confidence.

Notably, a small decline in excitement is reported. It is unclear as to what this is attributable to.
The lower excitement-as-reason-for-participating scores may indicate that this wasn’t as
important to participants this year as it was in the past. Pandemic fatigue may also be a relevant
factor. Notably, excitement scores start and end above 6 on the 9-point scale, so participants
were excited (before and afterwards). This excitement simply didn’t show growth. It is also
notable that 6 of the 8 indicated that participation increased excitement (see Appendix 1) and no
one indicated disagreement, so this may also be attributable to fluctuations in the data instead of
a real program impact..

The program performed very similarly, during the fourth year, to its performance in prior years.
As is typical, some areas outperformed others. Overall, students showed gain in key areas and
this is also reflected in the attribution data presented in Appendix 1. This data validates that the
hybrid model of REU site operations can be effective. Notably, it is more taxing to operate than
either the in-person or online models, so it may not be an ideal approach if not required by the
relevant circumstances (such as the pandemic).

7. Key Take-Aways

The operations of the site were very similar in all four years, despite being conducted via three
somewhat distinct modalities of operations. On-site operations, which has been the historical
model used by REU sites has key benefits. Many of these can be replicated via online and
hybrid approaches; however, cohort building is clearly an area that suffers. There were notably
some efficiency benefits from using Microsoft Teams and this would likely be beneficial to in-
person sites as well. Online and hybrid models may be needed to support future pandemics (or
the continuation of the COVID-19 pandemic, should things worsen again). The hybrid model, in
particular, may have a key role in serving individuals with disabilities.

Like in year three, the online component (and availability of online conferences) allowed
participants to attend events they wouldn’t likely have been otherwise been able to. However, as
noted, it impaired the social and team building aspects of the program. Project choices are,
obviously, somewhat limited by not being able to interact with hardware. However, aside from
the topic impact, research activities themselves were not tremendously impacted.



A number of key program aspects could not be replicated exactly. Ad hoc participant
interactions, for example, had no online parallel and were impacted for the in-person students
due to the smaller cohort size. Hybrid operations were not ideal but were workable and can be
used, if needed, in the future.

8. Conclusions and Future Work

The COVID-19 pandemic has continued to present challenges to the program. Due to it, or other
factors, REU sites many need to be operated online or in hybrid mode in future years. The data
presented herein and in [34] shows that this is possible.

A number of benefits were noted from online and hybrid site operations. These can be
incorporated in both online and future in-person sites. Online participation may also facilitate
participation by disabled individuals and others who cannot readily travel to campus.

Overall, operating a REU site during 2020 and 2021 was very similar to prior operations and
produced similar student benefits. However, it required more preparation and generated more
staff fatigue. Future hybrid site operations, in particular, would require additional staff
resources.
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Appendix 1 — Outcomes by Year
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Figure Al. Interest in employment in field of participation (prior year data from [34]).
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Figure A2. Belief participation will aid in employment upon graduation (prior year data from

[34]).
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Figure A3. Participation increased technical skills (prior year data from [34]).
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Figure A4. Participation increased excitement (prior year data from [34]).

Appendix 2 — Years 1 to 3 Student Projects

First year (2018) student project topics included (list from [36]):

Distributed cyber warfare command system algorithm assessment

Autonomous vehicle security

Authentication from imagery, video and audio (multiple students with related topics)
Secure physical credentials and physical credential security

Device intercommunication security

Lightweight encryption algorithms

Falsified news content detection and classification

Transportation network security

Second year (2019) student project topics included (list from [37]):

Steganography in facial images using facial feature recognition



Distributed cyber warfare command systems and data transmission
Secure phone applications and user interfaces

Adversarial attacks on speech recognition

Drone command structure detection from wireless signals

e User recognition from system interactions

e Graphics card (GPU) fuzzing

e Neural network cross-site scripting

e Automated vulnerability identification and fuzzing

e Machine learning intrusion detection

Third year (2020) student project topics included (list from [34]):
o Simulating the impact of the COVID-19 pandemic on organization cybersecurity
o Assessing the susceptibility of workers to phishing
o Automated remote assessment of cyber-attack success
o Source reliability and fake news

Appendix 3 — Student Skill Improvement Data from Years 1 to 3

Table A2. Improvement of Skills from Participation — Year 1 [36].

Pre-participation ~ Post-Participation  Increase

Technical Skill 2.8 5.7 2.9
System Design 3.5 5.9 2.4
Excitement 7.5 7.7 0.2
Presentation Skills 5.5 6.1 0.5
Presentation Comfort 5.8 6.3 0.5
Leadership Skills 54 6.1 0.7
Leadership Confidence 53 6.4 1.1
Project Management Skills 54 6.5 1.1
Time Management Skills 4.9 6.7 1.8

Table A3. Improvement of Skills from Participation — Year 2 [37].

Pre-participation  Post-Participation  Increase

Technical Skill 3.36 545 2.09
System Design 3.72 6.45 2.72
Excitement 6.27 7.27 1

Presentation Skills 6.63 7.27 0.63
Presentation Comfort 6.91 7.36 0.45
Leadership Skills 6.36 6.81 0.45
Leadership Confidence 6.18 7.09 0.91
Project Management Skills 55 6.45 0.95
Time Management Skills 6.36 6.81 0.45

Table A4. Improvement of Skills from Participation — Year 3 [34].

Pre-participation  Post-Participation  Increase
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