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Abstract

With the goal of improving security, companies like Apple
have moved from requiring 4-digit PINs to 6-digit PINs in
contexts like smartphone unlocking. Users with a 4-digit PIN
thus must “upgrade” to a 6-digit PIN for the same device or
account. In an online user study (n = 1010), we explore the
security of such upgrades. Participants used their own smart-
phone to first select a 4-digit PIN. They were then directed
to select a 6-digit PIN with one of five randomly assigned
justifications. In an online attack that guesses a small number
of common PINs (10-30), we observe that 6-digit PINs are, at
best, marginally more secure than 4-digit PINs. To understand
the relationship between 4- and 6-digit PINs, we then model
targeted attacks for PIN upgrades. We find that attackers who
know a user’s previous 4-digit PIN perform significantly bet-
ter than those who do not at guessing their 6-digit PIN in only
a few guesses using basic heuristics (e.g., appending digits
to the 4-digit PIN). Participants who selected a 6-digit PIN
when given a “device upgrade” justification selected 6-digit
PINs that were the easiest to guess in a targeted attack, with
the attacker successfully guessing over 25% of the PINs in
just 10 attempts, and more than 30% in 30 attempts. Our re-
sults indicate that forcing users to upgrade to 6-digit PINs
offers limited security improvements despite adding usability
burdens. System designers should thus carefully consider this
tradeoff before requiring upgrades.

1 Introduction

PINs are the most common form of smartphone unlock au-
thentication; prior studies suggest that about 60% of users un-
lock their smartphone using a PIN [32]. As with other popular
mobile authentication options, including Android unlock pat-
terns [7, 35], LG Knock Codes [39], and passwords [34, 40],
user-selected PINs for smartphone unlocking are chosen non-
uniformly [14, 32, 51], leading to many common, insecure,
and easily guessable PINs [32, 33, 51].

In response to the perceived insecurity of 4-digit PINs,
which for years were the only PIN-length option for most

smartphones, providers have begun to encourage or to require
that users select a 6-digit PIN. For instance, with i0S 9, Ap-
ple transitioned from requiring 4-digit PINs to 6-digit PINs
by default [6, 22]. Apple’s own press release said that with
passcodes “now [having] six digits instead of four ... your
passcode will be a lot tougher to crack” [6]. Similarly, an Ars
Technica article about this change claimed that this “stronger
passcode ups the ante” [22].

Prior work has compared the distribution of human-chosen
4-digit PINs to the distribution of human-chosen 6-digit
PINs [32, 33, 51]. However, the impact of the upgrade pro-
cess itself, in which a given user transitions from a 4-digit
to a 6-digit PIN, has not been studied. In this paper, we thus
explore the following research questions:

RQ1: How do users select a 6-digit PIN after having previ-
ously selected a 4-digit PIN?

RQ2: How does the upgrade process and the justification
given impact the usability and security of 6-digit PINs?

RQ3: How predictable is a given user’s 6-digit PIN if their
previous 4-digit PIN is known to an attacker?

We conducted an online survey-based study (n = 1010) de-
signed to model the important, real-world situations in which
users upgrade their previously chosen 4-digit PIN to a 6-digit
PIN. Using their own smartphone, participants were first di-
rected to select a 4-digit PIN, specifically one they would
use to protect their own smartphone. Participants were then
prompted to change their 4-digit to a 6-digit PIN based on one
of five treatments, each presenting a different scenario justify-
ing the upgrade: (a) they upgraded their smartphone device
and it now requires a 6-digit PIN; (b) their 4-digit PIN was
leaked to someone they do not trust, necessitating a 6-digit
PIN; (c) they are informed that their 4-digit PIN is guessed
too easily, so they must now select a more secure 6-digit PIN;
(d) a neutral reason, simply asking the participant to select
a 6-digit PIN (as a control); (e) and, finally, using the same
neutral scenario, but a blocklist was used such their 6-digit
PIN could not contain their 4-digit PIN as a subsequence.



We analyzed the security of the 4- and 6-digit PINs using
guessability metrics, including a perfect-knowledge and a
simulated attacker, similar to prior work [13, 23, 32, 33]. In
isolation, the 6-digit PINs participants selected offer limited
security benefits over 4-digit PINs against an online attacker
who can only make a few guesses (e.g., 10-30) before being
locked out by the device, which is arguably the most common
attack scenario for smartphone unlocking. This result is con-
sistent with previously published analyses of the distribution
of human-chosen 6-digit PINs [32, 33, 51]. Moreover, we
observed differences across treatments regarding the 6-digit
PINs selected. Notably, when prompted to select a 6-digit
PIN because of a security issue, either due to the PIN being
easily guessed or leaked, these 6-digit PINs were more diffi-
cult to guess compared to other treatments. However, device
upgrading and, surprisingly, restricting 6-digit PINs to not
contain the user’s 4-digit PIN as a subsequence resulted in
the least secure (most guessable) PINs. In many cases, these
PINs were more easily guessed than the original 4-digit PIN.

Different from prior work, we also model a rargeted at-
tacker who leverages knowledge of the participant’s (previ-
ous) 4-digit PIN in guessing their 6-digit PIN. Such an at-
tacker models how users typically upgrade PINs, developing
basic heuristics and patterns based on previously observed
data (with the target user of course excluded). We find that a
targeted attacker does substantially better than an untargeted
attacker who guesses only common 6-digit PINs. Particularly
troubling is that in the treatment most reminiscent of real-
world scenarios (device upgrades requiring a 6-digit PIN, as
with 10S 9), the targeted attacker can guess over 25% of the
6-digit PINs in 10 attempts, and over 30% in 30 attempts.

Similar to the limited security benefits of password expi-
ration [18, 25, 43], where users must change their password
after a fixed time, forcing PIN upgrades from 4 to 6 digits
does not appear to significantly improve security. We found
upgrades provide little or no benefit against targeted or untar-
geted online attacks. At the same time, 6-digit PINs negatively
impact usability. System designers should thus carefully con-
sider the limited security benefits of 6-digit PINs versus their
negative impact on usability before requiring upgrades from
4-digit PINs. If upgrades are necessary, users must be en-
couraged to protect their seemingly obsolete 4-digit PINs as
attackers can use them to guess their new 6-digit PINs.

2 Related Work

Prior research on mobile authentication has shown that
PINs [14, 32, 33], Android unlock patterns [4, 5, 7, 35, 45],
alpha-numeric passwords [34, 40] and LG Knock Codes [39]
are selected non-uniformly by many users, making them sus-
ceptible to guessing attacks by both an untargeted [13, 32] and
an informed attacker (e.g., a shoulder surfer) [8, 9, 10, 21, 48].
Many user-selected unlock patterns, for instance, begin in
the top left corner of the grid and end in the bottom right

corner [3, 7, 31, 35, 45, 49]. PINs are similarly predictable
due to containing keypad sequences (e.g., 1234) [51], repeti-
tions, and birthdays [14, 16]. We observe similar patterns in
the PINs we collect. While less common, alphanumeric pass-
words selected for mobile authentication tend to be weaker
than those selected on computer keyboards [24, 34, 40, 47].

Several proposals have aimed to improve the security of
PINSs, including assigning users random PINs [41], changing
how PINs are entered [12, 37, 46], augmenting PINs with
additional information [15], and using blocklists that disal-
low common PINs [30, 32, 33]. Blocklists in particular have
shown promise in improving the security of PINs [14, 30, 32],
Android unlock patterns [35], and LG Knock Codes [39], es-
pecially if sufficiently large. Our study finds that blocklists
that prohibit a user’s 6-digit PIN from containing their 4-digit
PIN as a subsequence help against a targeted attacker, yet
unfortunately seem to encourage the selection of common
6-digit PINs easily guessed by an untargeted attacker.

The use of 6-digit PINs instead of 4-digit PINs has been
recommended to users to improve their PIN security, for ex-
ample by Apple since iOS 9 [6, 22]. However, prior studies
have found that the security of 6-digit PINs selected by users
against an online (untargeted) attack is not significantly dif-
ferent from the security of 4-digit PINs against an online
(untargeted) attack [32, 33, 51]. In fact, 6-digit PINs are less
secure and more easily guessable in some cases. The same
phenomenon has been observed for unlock patterns, where a
bigger grid size does not necessarily improve security [7]. Our
study confirms these results for a throttled online attacker mak-
ing up to 10 guesses. This further suggests that forcing users
to upgrade from a 4-digit to a 6-digit PIN only marginally im-
proves security while negatively impacting usability. Similar
to password expiration policies, forcing a user to select a new
authentication credential for arbitrary reasons can sometimes
lead to decreased security, especially when effort was already
made to select a secure password initially [18, 25].

Our work is most closely related to studies of 4- and 6-digit
PINs by Markert et al. [32, 33] and Wang et al. [S1]. However,
whereas Markert et al.’s participants selected either a 4-digit
PIN or a 6-digit PIN, our participants selected both a 4-digit
and a subsequent 6-digit PIN, allowing us to model a targeted
attacker that leverages knowledge of the participant’s 4-digit
PIN when guessing their 6-digit PIN. Compared to Wang et
al., who constructed PINs artificially from leaked passwords,
our study collects PINs from participants in a user study for
ecological validity. Further, our study is the first, to the best
of our knowledge, to specifically study how users upgrade
from a 4- to a 6-digit PIN under various circumstances (e.g.,
when upgrading their device’s operating system). While we
similarly find that 6-digit PINs do not offer significant security
benefits, we also find that a targeted attacker who knows a
user’s previously selected 4-digit PIN can easily guess their
6-digit PIN in many cases. We also find that security-oriented
upgrade messages can make users select more secure PINs.



While we are, to our knowledge, the first to focus on tar-
geted attacks on PIN upgrade scenarios, the more general idea
of targeted attacker models is common in authentication re-
search. Targeted attacks have successfully been used to guess
alpha-numeric passwords [20, 36, 50]. More specifically, Das
et al. [20] show that an attacker who knows one password of
a user can leverage this knowledge to guess their passwords
on other sites, while Wang et al. [52] show that a targeted
attacker can benefit from a user’s personal information (e.g.,
name, birthday) to guess their passwords. Shay et al. [43]
also show that many users choose to modify their existing
passwords when faced with a change in password policy. Our
results confirm and expand on these results, demonstrating
for the first time a targeted online attack for guessing 6-digit
PINs based on previously selected 4-digit PINs.

3 Methodology

In this section, we describe the survey structure, followed by a
detailed description of the five treatments used to prime partic-
ipants in upgrading their 4- to a 6-digit PIN. We also discuss
our recruitment, limitations, and ethical considerations.

3.1 Survey Structure

The first part of the survey consisted of each participant get-
ting informed of the task and primed for smartphone unlock
authentication. Afterward, the participants were directed to
select a 4-digit PIN and then, due to different circumstances
depending on the treatment, a 6-digit PIN. Additionally, par-
ticipants were surveyed on their perceived security of each of
the PING, their strategies for selecting these PINs, and their
preference between using the 4- or 6-digit PIN.

The survey was developed as an online web form, custom
built to run on a smartphone, including the interface for enter-
ing PINs (see Figure | and 3). Participants were required to
complete the survey on a smartphone, verified via their user-
agent string. Below, we outline the procedures of the survey
in more detail. The entire survey can be found in Appendix A.

1. Informed Consent: Participants were briefed about the
purpose, duration, and risks associated with participating
in the study. Participants had to consent to proceed.

2. Practice: To ensure familiarity with PINs and our inter-
face, participants were asked to practice creating a single
4-digit PIN. These PINs were not used in our analysis.

3. Instructions: Participants were informed that they would
now have to select a 4-digit PIN they would use to se-
cure their smartphone. They were further informed that
they would need to recall this PIN later in the survey,
and therefore, it had to be both secure and memorable.
Participants were additionally asked not to write down
their PIN, and had to indicate they understood all these
instructions before proceeding with the survey.

10.

11.

12.

13.

14.

. Selection of 4-digit PIN: Participants selected and con-

firmed a 4-digit PIN they would use on their smartphone.

. Questions about 4-digit PIN: Participants were asked

about their strategy to select their 4-digit PIN (Q1),
whether they would use this PIN on their own smart-
phone (Q2) and their reason for or against doing so (Q3).

. Device Usage: Before asking participants to select a

6-digit PIN, we asked them questions about their smart-
phone as a distractor task (Q4 —Q5b).

. Recall of 4-digit PIN: Participants were asked to recall

their 4-digit PIN. If they could not do so in five attempts,
they were moved on in the survey.

. Selection of 6-digit PIN: After recalling their 4-digit

PIN, participants were asked to select a 6-digit PIN. We
phrased this differently depending on the assigned treat-
ment (see Section 3.2). Figure 2 depicts the interface of
this page including the way we highlighted the justifica-
tion for upgrading the PIN.

. Questions about 6-digit PIN: Participants were asked

about their strategy to select their 6-digit PIN (Q6), and
whether this PIN was related to their 4-digit PIN selected
earlier (Q7). Participants were also asked whether they
would use this 6-digit PIN on their smartphone (Q8),
along with their reason for or against doing so (Q9).
Further questions about 4-digit PIN: To avoid priming
the selection of the 6-digit PIN, we asked participants
about the perceived usability and security of their 4-digit
PINs only after they had selected both a 4- and 6-digit
PIN (Q10-Q13). The 4-digit PIN was displayed to the
participant for their reference. We also included the first
of two attention check questions on this page (Q14).
Recall of 6-digit PIN: Participants were asked to recall
their 6-digit PIN. If they could not do so in five attempts,
they were moved on in the survey.

Further questions about 6-digit PIN: After displaying
participants’ 6-digit PINs for their reference, we asked
about their perceived usability and security of these PINs
on a Likert-scale (Q15—Q18). This page also included
our second attention check (Q19).

Comparison Questions: Participants were asked whether
they were more likely to use their 4- or 6-digit PIN, and
their reasons for that. Further, participants were asked
to compare the perceived usability and security of their
4-digit PIN against their 6-digit PIN (Q20-Q24).
Demographics: Participants were asked about their de-
mographics including age, gender, dominant hand, level
of education, and IT background. (D1—-DS5). In line with
best practice [38], we asked these questions last to ensure
they did not interfere with the study.

. Honesty: Lastly, participants were asked if they had hon-

estly participated in the study. Seven participants indi-
cated dishonesty, and we subsequently discarded their
responses from our final data analysis.
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Figure 1: The design of the page on
which we asked participants to create
a 4-digit PIN.

3.2 Treatments

When upgrading to a 6-digit PIN from a 4-digit PIN, par-
ticipants were randomly assigned to one of five treatments;
neutral, breach, no-sub, security, and upgrade. Each of these
treatments provided a different real-world scenario justifying
the upgrade. The “upgrade” message that was displayed to
participants in the neutral treatment is shown in Figure 2. The
messages for all five treatments and some additional descrip-
tion is provided below:

e Neutral (n = 201): Participants in this treatment were
asked to select a 6-digit PIN as follows: “To continue
the study, now you must select a 6-digit PIN.”

e Breach (n = 203): Participants in this treatment were
asked to select a 6-digit PIN as follows: “Imagine some-
one learned your 4-digit PIN and to protect your smart-
phone, now you must select a 6-digit PIN.”

* No-sub (n = 205): While participants in this treatment
were asked to select a 6-digit PIN similarly to those
in neutral, they were forbidden from using all 4 of the
digits from their 4-digit PIN (in order) as a subsequence
of their 6-digit PIN. For instance, if a participant’s 4-digit
PIN was 1234, they could not select 001234, 100234,
120034,123004,123400,010234, 012034, 012304 etc.
If the 4-digit PIN was a subsequence of the 6-digit PIN,
we required the participant to select a new 6-digit PIN.

¢ Security (n = 200): Participants in this treatment were
asked to select a 6-digit PIN as follows: “Research has

Figure 2: Instructions before 6-digit
PIN creation. The text in the box
varied by treatment (see Section 3.2).

Figure 3: The design of the page on
which we asked participants to create
a 6-digit PIN.

shown that the 4-digit PIN you selected is insecure and
can be easily guessed. To continue the study, now you
must select a 6-digit PIN.”

» Upgrade (n = 201): Participants in this treatment were
asked to select a 6-digit PIN as follows: “Imagine you
are upgrading your smartphone that requires PINs longer
than 4-digits, and so now you must select a 6-digit PIN.”

3.3 Recruitment and Demographics

Participants were recruited using Prolific, an online platform
for matching participants with posted studies. After excluding
11 participants due to failing attention checks, dishonesty and
inconsistencies, we had n = 1010 participants. They were
compensated $2 for completing a nine-minute survey. The
surveyed population comprised of younger (40% between
25-34), male-identifying (57% male, 41% female, and 2%
other gender, or prefer not to say) participants with college
education (30% some college or Associate’s, 59% Bachelor’s
or above). Table | has the full demographic information.

3.4 Limitations

Our study has several limitations. First, as this was an online
survey, it is not possible to determine if participants accurately
followed all instructions. To mitigate this, we included two
attention check questions (Q14 and Q19) in the survey that
helped us identify and remove four inconsistent responses.



Table 1: Participants’ demographics.

Male Female Other Total
No. % No. % No. % | No. %
Age \ 579 57 411 41 20 2 \ 1010 100
18-24 124 12 97 10 15 1| 236 23
25-34 1244 24 151 15 5 0] 400 40
35-44 1135 13 108 11 0 0| 243 24
45-541 51 5 35 3 0 0 86 9
5564 17 2 19 2 0 O 36 4
65-74 6 1 1 0 0 O 7 1
75+ 1 0 0 0 0 O 1 0
Prefer not to say 1 0 0 0 0 O 1 0
Education | 579 57 411 41 20 21010 100
Some High School 5 0 1 0 0 O 6 1
High School | 59 6 33 3 30 95 9
Some College [ 104 10 89 9 9 1| 202 20
Trade | 11 1 14 1 0 0 25 2
Associate’s | 44 4 39 4 2 0 85 8
Bachelor’s | 219 22 148 15 5 0 372 37
Master’s | 111 11 69 7 1 0| 181 18
Professional | 14 1 10 1 0 0 24 2
Doctorate | 11 1 8 1 0 0 19 2
Prefer not to say 1 0 0 0 0 O 1 0
Background | 579 57 411 41 20 2|1010 100
Technical | 190 19 46 5 4 0| 240 24
Non-Technical | 361 36 352 35 13 1| 726 72
Prefernottosay | 28 3 13 1 3 0| 4 4

Additionally, we asked participants if they had honestly par-
ticipated in the survey, promising to pay them even if they
indicated dishonesty. Seven participants indicated dishonesty,
and we did not consider their responses in our analysis.

Participants in our study may also suffer from fatigue due
to having to select multiple PINs during the course of the
survey. This may particularly affect the quality of 6-digit
PINs as they were selected much later in the study. However,
our 6-digit PINs closely match those collected by Markert et
al. [32, 33] which were selected at the beginning of their study.
Additionally, a majority of participants indicated they would
use the 4- and 6-digit PINs they selected in this study on
their smartphones, suggesting that the PIN selection observed
in our study likely matches PIN selection in the real world.
Nevertheless, future work leveraging longitudinal approaches
is required to specifically explore how users upgrade their
PINs over an extended duration of time.

Our instructions prohibiting participants from writing down
their PINs may have skewed users to select PINs that are more
memorable. However, users in fact carry their phones with
them everywhere and may not always have their written-down
PINs for reference. Further, our open-responses revealed that
the strategies users employed in our study are consistent with
strategies they use on their own smartphones, as well as strate-
gies reported in other studies [14, 16]

The blocklist used in our no-sub treatment that barred users
from using their 4-digit PIN as a subsequence in their 6-

digit PIN differs significantly from traditional blocklists that
prevent common choices, and which have been shown to im-
prove security for PINs [32], unlock patterns [35] and Knock
Codes [39]. Hence, our results should not be interpreted as
an argument against blocklists, but rather ensure that block-
lists are appropriately developed and sized to prevent user
frustration that can ultimately limit their security benefits.

As is typical with Prolific and other crowdsourcing plat-
forms, our surveyed population comprised mostly younger
and well-educated participants. We do not claim our results to
be representative of the general population; additional work
is required to explore broader populations. Further, the re-
call rates captured in our study are short-term, as we were
primarily interested in how users select 6-digit PINs, after
selecting 4-digit PINs; exploring long-term recall rates is left
for future work. Nonetheless, prior studies [7, 32, 39, 45] in
mobile authentication indicate that short-term recall rates can
provide reasonable measures of usability.

3.5 Ethical Considerations

This study was approved by our Institutional Review Board
(IRB). Participants were fully informed about the purpose
and risks associated with participating. We also considered
the risk of the PINs selected as some participants indicated
they use or would use these PINs on their smartphones. To
mitigate any risks that would occur from a possible loss of
confidentiality, we did not collect any personally identifying
information from participants and analyzed the selected PINs
separately from possible identifiers, such as their Prolific ID.

4 Features of Collected PINs

In this section, we describe features of common 4-digit and
6-digit PINs selected by participants, as well as strategies
used to create them. Note, all participants selected their 4-
digit PIN under the same conditions as the treatments only
differed in the message displayed to create the 6-digit PIN (see
Section 3.1). Lastly, we discuss similarities between 4- and
6-digit PINs that informed our targeted attacker’s guessing
strategies which are explained further in Section 5.3.

When discussing participant answers to qualitative, open-
response questions, we developed a codebook to categorize
these responses. This process involved a primary coder de-
veloping a codebook for a random subset of 30% (around
315) of the 1010 responses, which offers a representative
sample of the data. To verify the consistency of the codebook,
a secondary coder used the codebook to code a subset of 20%
(around 63) of the 315 responses, and then an inter-rater reli-
ability score was calculated. If high agreement was reached
(x > 0.7), we considered the codebook verified, using the
primary coder’s responses. Otherwise the secondary coder
met with the primary coder to update the codebook, and the
process was repeated until agreement was reached.



Table 2: Common 4-digit PINs (frequency in brackets).

Table 3: Common 6-digit PINs (frequency in brackets).

Treatment | 4-digit PINs Treatment | 6-digit PINs
Neutral 6969 (4), 1379 (3), 2580 (3), 0852 (2), 1981 (2), Neutral 123456 (4), 121212 (3), 062488 (2), 159357 (2),
2525 (2), 1245 (2), 2021 (2), 1997 (2) 654321 (2), 456789 (2), 085213 (2)
Breach 2580 (4), 1995 (3), 2020 (3), 6969 (3), 0000 (2), Breach 139755 (2), 696969 (2), 778899 (2)
1470 (2), 1397 (2), 2543 (2), 7788 (2), 1234 (2) No-sub 123456 (8), 134679 (3), 147896 (3), 135790 (2),
No-sub 1234 (7), 2580 (5), 2468 (3), 1111 (3), 1478 (3), 222222 (2), 888888 (2)
1973 (2), 4444 (2), 3578 (2), 1010 (2), 0921 (2) Security 123789 (2), 666666 (2), 867530 (2)
Security 1212 (4), 0000 (4), 1337 (3), 1397 (2), 1125 (2), Upgrade | 123456 (7), 696969 (3), 131313 (2)
2486 (2), 1970 (2), 1379 (2)
Upgrade 1256 (3), 1313 (3), 6969 (3), 1337 (3), 1234 (3),
1776 (2), 2580 (2), 5858 (2), 1258 (2), 5683 (2),
2222 (2), 9876 (2), 0007 (2) Common 6-digit PIN Features In Q6, we asked partici-

Common 4-digit PIN Features The resulting codebook
for Q1, which can be found in Appendix B, revealed that
most participants use different techniques to make their 4-
digit PINs memorable. Similar to prior work [14, 16, 51],
participants mostly used important dates, particularly birth-
days, when selecting 4-digit PINs. For instance, P68 said “I
decided to use my birthday because it is something that I will
never forget.” The use of personal information such as subsets
of phone numbers or addresses is also common, suggesting
that an attacker who has access to such information can easily
guess these PINs. For example, P387 used digits from a phone
number: “Last 4 digits of phone numbers I know and use of-
ten.” Other common techniques include selecting PINs that
are easy to enter, or based on repetitions and keypad patterns.
Perhaps unsurprisingly, participants did not mention security
as being a driving factor in their choice of PIN, with only
a few participants indicating that they selected PINs specif-
ically such that they were difficult to guess. This confirms
prior work where most users prefer convenience over security
when selecting credentials [26, 29, 33].

Participants’ 4-digit PIN selection strategies are further
confirmed by analyzing the actual PINs they selected (see
Table 2). In the neutral treatment, the most common PIN is
6969 (4) followed by 1379 (3) and 2580 (3), which all follow
keypad patterns. While 2580 (4) is the most common PIN in
the breach treatment, we find that years, such as 1995 (3) and
2020 (3), are also common, as well as 6969 (3). The most com-
mon PIN in no-sub is 1234 (7), an increasing sequence of the
first four digits on the keypad. Other PINs that form patterns
on the keypad for example 2580 (5), 2468 (3), and 1478 (3)
are also common, as well as repetitions such as 1111 (3). In
the security treatment, repetitions such as 1212 (4), 0000 (4),
and 1337 (3) are very common, similar to the upgrade treat-
ment, where 1313 (3), and 6969 (3) are the most popular. Se-
quences such as 1234 (3) are also common as well as PINs
that form patterns on the keypad such as 1256 (3). Generally,
we find that the most common 4-digit PINs in our study are
similar to those observed in prior literature [14, 51].

pants about their selection strategies for a 6-digit PIN, and
performed a qualitative analysis of the responses (codebook
in Appendix B). The coding revealed that most participants
create memorable 6-digit PINs, similar to 4-digit PINs. Again
participants appear to mostly use dates, more specifically dif-
ferent variations of their birthdays. P7, e.g., mentions using
their birthday even though it makes the PIN inherently inse-
cure: “It’s my birthday; I know, that’s basically zero security.”
P7 further elaborated that it makes the PIN memorable: “It’s
my birthday, [therefore it’s] easy to remember.”

The use of personal information, such as phone numbers,
addresses, or favorite numbers is another common technique,
with P247 saying “I am using [the] last 6 digit[s] of my phone
number.” Keypad patterns are also common, as well as reuse
of previously created 6-digit PINs. Unless they were in the no-
sub treatment, many participants also indicate modifying their
4-digit PIN. We will describe in Section 5.3 how we leveraged
this information to build a targeted attacker for 6-digit PINs.

Participants’ 6-digit PIN strategies are once again con-
firmed when we analyze the PINs they selected (see Table 3),
with sequences and repetitions being widely used. In the neu-
tral treatment, sequences such as 123456 (4) and repetitions
like 121212 (3) comprise the most common PINs, as is the
case in breach where 696969 (2), and 778899 (2) are the most
common. 123456 (8) is overwhelmingly popular in the no-sub
treatment, perhaps as a result of users getting frustrated when
subsequences of their 4-digit PIN are blocked. Other common
PINSs in this treatment such as 134679 (3), 147896 (3), and
135790 (2) follow a pattern on the keypad, with repetitions
such as 222222 (2) and 888888 (2) being common as well.
In security, patterns, e.g., 123789 (2) and repetitions such as
666666 (2) are common while in upgrade, the sequential PIN,
123456 (7) is by far the most popular. Still, repetitions such
as 696969 (3) and 131313 (2) are also common.

Generally, the 6-digit PINs selected in the security and
breach treatments are slightly more unique, with the most
common 6-digit PIN only selected twice. In the the other
treatments, the most common 6-digit PIN appears at least four
times. While this possibly indicates that security-oriented
upgrade messages are beneficial for security, 6-digit PINs
selected were not meaningfully different from 4-digit PINs
overall, suggesting limited security benefits of 6-digit PINs
over 4-digit PINs, confirming prior work [32, 33, 51].



Table 4: Frequency of the most common PIN modifications;
no-sub is excluded as these modifications were disallowed.

Treatment
Neutral Breach Security Upgrade Total

Modification n=201 n=203 n=200 n=201 | n=2805
Appends 71 80 68 93 312
Prepends 14 14 14 14 56
Insertions™ 15 4 7 18 44
None of the above 107 110 114 85 416

*: excluding appends and prepends.

Similarities between 4- and 6-digit PINs In comparing
the open responses from Q1 and Q6, as well as the PINs
selected, we find that most participants use similar strategies
for creating both 4- and 6-digit PINs. This includes using
subsets of personal information such as phone numbers and
addresses, repetitions, and important dates. Most participants
describe doing so to make the PINs easier to remember. When
allowed, many participants chose to incorporate their 4-digit
PIN into their 6-digit PIN, often by adding two digits to their
chosen 4-digit PIN. For example, P204 said “I used the same
first four digits as the last time, but added a couple more at the
end” while P227 added that it is “the same PIN, just longer.”

Table 4 describes how often participants chose to append,
prepend, or insert digits to their 4-digit PIN to create their
6-digit PIN. In cases where a modification could be either an
append or prepend, asin 1111 — 111111, we counted it for
both categories. The common modifications observed form
the bases for the targeted attacker’s guessing strategies. While
restricting the use of the 4-digit PIN in creating the 6-digit
PIN is a tempting technique to restrict such behavior, we find
that this may actually decrease the quality of the 6-digit PINs,
leading to more guessable and insecure PINs. We will discuss
this in more detail in the following Section 5.

S Security Analysis

In this section, we discuss the security analysis of the 4- and
6-digit PINs selected by participants in the study. We begin
by describing the datasets that are used to train the three at-
tacker models considered: two untargeted attackers and one
targeted attacker. For the untargeted attacker model, we first
consider the perfect knowledge scenario where the attacker
has complete knowledge of the distribution of the PINs be-
ing guessed, and then we consider a simulated attacker that
guesses PINs by using a known distribution of PINs, such as
a leaked dataset. Finally, we present the results of a targeted,
simulated attacker that has knowledge of the 4-digit PIN the
target selected in attempting to guess their 6-digit PIN.

In each of the attacker models, we are primarily concerned
with the security of PINs against a throttled, online attack
where the attacker only has a limited number of attempts to
guess the PIN and access the device. An offline, unlimited
attacker, typically considered for password guessability, is not

meaningful for PINs as the small credential space (10000
4-digit PINs and 1000000 6-digit PINs) would be trivially
cracked. Hence, Android and iOS limit the number of in-
correct attempts to unlock the phone before implementing
extensive delays, on the order of minutes or hours. If suffi-
cient incorrect guesses are made, the device could even be
wiped and deactivated. On iOS, this occurs after 10 incorrect
guesses, and on Android, an attacker can attempt 30 guesses
in roughly one hour before experiencing significant delays be-
tween attempts. Therefore, we consider an attack successful
if it can be completed within 10 to 30 guessing attempts.

5.1 Datasets

For the untargeted and targeted simulated attackers, the guess-
ing model requires knowledge of known distribution of PINs.
To train the 4-digit PIN models, we used a dataset collected
by Daniel Amitay [2], so called Amitay dataset, released by
Amitay as part of an iOS app that mimicked a lockscreen.
The Amitay dataset contains 204 432 4-digit PINs [2] from
users. Prior work suggests, that for a simulated attacker, the
Amitay dataset is perhaps the most realistic and offers a sig-
nificant advantage over PINs derived from leaked password
datasets [32, 33]. We confirm this in our study (see Figure 4).

When guessing 6-digit PINs, there is no analogous dataset
to use, and as such we use 6-digit PINs that were extracted
from numeric sequences in the RockYou passwords leak [19].
A 6-digit PIN was determined when an exact sequence of 6-
digits was found in a password, such as 123456 from the pass-
word lovel23456done, but not the PIN 123456 nor 234567
from the password lovel234567done. The same approach
has been used by Bonneau et al. [14], Wang et al. [51], and
Markert et al. [32, 33] to study 6-digit PINs in prior research.
We refer to this dataset as the Rock You dataset.

5.2 Untargeted Attacker

We first use an untargeted attacker to analyze 4- and 6-digit
PINs. We describe this attacker model as “untargeted” as it
treats all victims equally with respect to the guessing strategy.
We consider two variations of this attacker: first, a perfect
knowledge attacker that knows the exact distribution of the
PINs to guess, providing an upper bound on the guessing
performance for an untargeted attacker, and second, a sim-
ulated attacker that uses a training dataset of PINs to guess
an unknown set of PINs. The training datasets comprise of
4-digit PINs from the Amitay dataset and 6-digit PINs from
the RockYou dataset, as described earlier. The guessing order
is determined by sorting the training dataset of PINs in fre-
quency order, guessing the most frequent PIN first. When two
PINs have the same frequency, ties are broken using a Markov
model, as described and recommended in prior work [17].



Table 5: Guessing performance of a perfect knowledge attacker.

Throttled Attack (%) Unthrottled Attack (Bits)
A3 Mo Azo0 He Go.1 Gos Gos

Treatment ‘ 4-digit  6-digit 4-digit 6-digit 4-digit  6-digit ‘ 4-digit  6-digit 4-digit  6-digit 4-digit 6-digit 4-digit  6-digit
Neutral | 4.5% 4.5% 11.0% 10.0% 21.0% 20.0% 5.64 5.64 6.49 6.71 7.55 7.61 7.87 7.90
Breach | 5.0% 3.0% 12.5% 6.5% 22.5% 16.5% 6.06 6.64 6.32 7.48 7.46 7.80 7.82 8.01
No-sub | 7.0% 7.0% 145% 120% 24.5% 22.0% 4.84 4.64 5.90 597 7.32 7.49 7.75 7.84
Security | 5.5% 3.0% 11.5% 6.5% 21.5% 16.5% 5.64 6.64 6.32 7.48 7.52 7.80 7.85 8.01
Upgrade | 4.5% 6.0% 12.5% 9.5% 24.0% 19.5% 6.06 4.84 6.32 6.85 7.36 7.64 7.77 7.92

Perfect Knowledge Attacker Table 5 presents the perfect
knowledge attacker results, for both 4- and 6-digit PINs. Note,
all participants selected their 4-digit PIN under the same con-
ditions as the treatments only differed in the message dis-
played to upgrade to 6 digits (see Section 3.1). To fairly
compare the treatments with different number of examples,
we randomly down-sampled all treatments to the size of the
smallest treatment, i.e., security. We use the B-success-rate
and o-guesswork metrics defined by Bonneau [13] to assess
the performance of our perfect knowledge attacker in both a
throttled and an unthrottled scenario.

The B-success-rate refers to the percentage of PINs guessed
after § guesses. Therefore, it describes an attacker who is con-
strained in the number of guesses they can make. Presented as
Ag in Table 5, we find that 6-digit PINs do not meaningfully
differ from 4-digit PINs in terms of security, confirming prior
research [32, 33, 51]. Using the neutral treatment for a fair
comparison, the attacker’s success rate slightly reduces from
21.0% (4-digit) to 20.0% (6-digit) of PINs guessed after 30
guesses. However, the scenarios in the treatment appear to
effect the security of 6-digit PINs, with those selected in the
breach and security treatments appearing harder to guess com-
pared to the neutral treatment. For example, when making
up to 30 guesses, a perfect knowledge attacker’s success rate
decreases from 22.5% (4-digit) down to 16.5% (6-digit) in
the breach treatment while in the security treatment, the at-
tacker’s performance reduces from 21.5% (4-digit) to 16.5%
(6-digit) of PINs successfully guessed. This suggests that
security-oriented upgrade messages can improve the security
of user-selected PINs during upgrades.

Interestingly, for a perfect knowledge attacker, we do not
find meaningful security benefits in blocking participants’ 4-
digit PINs appearing as a subsequence in their 6-digit PINs.
The attacker guesses a similar fraction (7.0%) of both 4- and
6-digit PINs after 3 guesses. When making up to 10 guesses,
the attacker’s performance slightly reduces from 14.5% (4-
digit) to 12.0% (6-digit) of PINs successfully guessed, and
from 24.5% (4-digit) to 22.0% (6-digit) when making up to 30
guesses. This attacker also appears to guess more 6-digit PINs
in this treatment compared to all other treatments. However,
it must be noted that 4-digit PINs selected in this treatment
were also more easily guessable compared to other treatments.
Nonetheless, blocking participants’ 4-digit PIN subsequences

in the 6-digit PIN had limited security improvement, some-
times leading to more guessable 6-digit PINs.

The o-guesswork models an attacker unconstrained in the
number of guesses they can make. It measures the amount of
“work” in bits of entropy, required to guess an a fraction of
the PINs in the target dataset (i.e., how difficult it is to guess
a certain fraction of the PINs). A higher entropy means the
attacker requires more guess work and therefore, the PINs
are more secure. Our unthrottled perfect knowledge attacker
results are indicated by G, in Table 5.

Similar to the throttled attacker results, we find that 6-digit
PINSs selected are not meaningfully more secure than the 4-
digit PINs. In the neutral treatment, the attacker needs 7.90
bits to guess half of the 6-digit PINs, a small increase of 0.03
bits in comparison to guessing a similar fraction of 4-digit
PINs. However, we once again find that security-oriented
upgrade messages can be helpful, with this attacker requiring
0.16 more bits in security, and 0.19 more bits in breach to
guess half of the 6-digit PINs compared to 4-digit PINs.

At the same time, it appears that an unthrottled attacker
often requires less “work” to guess 6-digit PINs in the no-
sub treatment compared to all other treatments. Particularly
interesting, this attacker requires less “work” (0.20 bits) to
guess the most common 6-digit PIN (4.64) compared to the
most common 4-digit PIN (4.84) in this treatment. This sug-
gests that blocking subsequences of users’ 4-digit PINs in
their 6-digit PINs does not necessarily increase security of
the selected 6-digit PINs for an unthrottled attacker; in fact,
it may make the 6-digit PINs less secure, particularly if the
4-digit PINs were already reasonably secure. These results
are further confirmed by the simulated attacker below.

Simulated Attacker Figure 4 shows the simulated attacker
results for 4-digit PINs, as well as 6-digit PINs in the neu-
tral treatment (0). Note that all participants selected 4-digit
PINs under the same conditions, and the differentiation by
treatment is only to provide a point of comparison to the up-
graded 6-digit PIN. Figure 4a shows the performance of this
attacker when using the Amitay dataset to guess 4-digit PINs
and RockYou to guess 6-digit PINs while Figure 4b shows the
attacker performance when using RockYou to guess both 4-
and 6-digit PINs. Our results confirm prior work [32, 33] that
has shown that the Amitay dataset performs significantly bet-
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Figure 4: Performance of an untargeted simulated attacker when guessing 4- and 6-digit PINs.

ter at guessing 4-digit PINs. Hence, we base our discussions
on Figure 4a as we assume an attacker would use the best
training material. The untargeted simulated attacker performs
similarly across breach (x), upgrade (' ), and security (L),
but slightly better in no-sub () and neutral (+) treatments.

These results further confirm that 6-digit PINs are not mean-
ingfully more secure than 4-digit PINs, in line with prior
work [32, 33]. In fact, they are sometimes less secure. When
making up to 10 guesses, the simulated attacker can guess
6.0% of 6-digit PINs in the neutral treatment (see Figure 4a),
more than the 5.5% of 4-digit PINs guessed in the same treat-
ment after a similar number of guesses. When making up to
30 guesses, the attacker guesses 10.4% of 6-digit PINs and
14.4% of 4-digit PINs. In other treatments, the performance
of 4-digit PINs is similar to the neutral 6-digit PIN treatment—
recall that the selection of 4-digit PIN is unaffected by the
treatment—where in some cases, the same fraction of 4-digit
PINs are guessed as 6-digit PINs, or even fewer. Note that
even when RockYou is used to guess both 4- and 6-digit PINs
(see Figure 4b), 6-digit PINs still remain insecure.

Similar to the perfect knowledge attacker, the treatments
that involve a security priming, either breach or security, lead
to PINs that are harder to guess, compared to the neutral, de-
vice upgrade, and no-sub treatments (see Figure 6a). After 30
guesses, the simulated attacker guesses 10.4% and 9.0% of 6-
digit PINs in the neutral and upgrade treatments respectively,
but only 4.5% and 4.4% of PINs in the security and breach
treatments respectively. This suggests that security-oriented
upgrade messages can encourage selection of secure PINs.

Strikingly, the no-sub condition leads to the most guessable
6-digit PINs in the untargeted simulated attacker model when
making up to 30 guesses. Likely, as participants could not use
subsequences of 4-digit PINs they were familiar with due to
the blocking, they fell back to less secure 6-digit PIN choices
that were more common in the training dataset. This runs
counter to our intuition about this treatment and indicates that
some interventions, even when well-intentioned, can lead to
unintended side effects.

Neutral | | | |
Breach | | | |
No-sub | ] | I\
Security | | | H

Upgrade | | | |
0%  20%  40%  60%  80%  100%

= Yes @ Somewhat @ No = Prefer not to answer
| -1  — | — | —1

Figure 5: Participants’ responses to question Q7: “Is your
6-digit PIN related to your 4-digit PIN?”

We performed a 2 test to compare guessing 4-digit PINs
using Amitay (see Figure 4a) vs. 6-digit PINs using RockYou
(see 6a) in the untargeted throttled attacker setting for 3, 10,
and 30 guesses. We find no significant differences across all
treatments except in one case: when the attacker is making
30 guesses in the breach treatment, 4-digit PINs were signif-
icantly less secure than 6-digit PINs (y = 36.73, p = 0.02).
When RockYou is used to guess both 4- and 6-digit PINs,
there are no differences except in the neutral treatment. In
this case, significantly less 4-digit PINs are guessed after 10
(x =30.51, p =0.03) and 30 guesses (y = 40.05, p = 0.04).
Still, this suggests that most 6-digit PINs are not significantly
different from 4-digit PINs in terms of their resistance against
untargeted throttled attacks.

5.3 Targeted Attacker

Many participants indicated that their 6-digit PIN was re-
lated to their 4-digit PIN (see Figure 5), except in the no-sub
treatment. Motivated by this relationship, we developed a tar-
geted attacker that assumes knowledge of the victim’s 4-digit
PIN prior to switching to a 6-digit PIN. We first describe
the targeted guessing strategies and the guessing algorithm,
Afterwards, we discuss the performance of this attacker.



Algorithm 1 Targeted guessing for 6-digit PINs.

GuessingOrder < | |
GuessStrategies < Targeted strategies & collected 6-digit PINs with Frequency > 2
UserPINs + List of (4-digit, 6-digit) PINs for each user
while NOT UserPINs == ]| do
BestStrategyCount <— 0
BestStrategy < None
for S in GuessStrategies do
CorrectGuessesS <— Number of correct guesses S could make in UserPINs
if CorrectGuessesS > BestStrategyCount then
BestStrategyCount < CorrectGuessesS
BestStrategy < S
end if
end for
if BestStrategyCount == 0 then
break
else
GuessingOrder.append(BestStrategy)
UserPINs < UserPINs NOT guessed by BestStrategy
end if
end while
RockYou < List of 6-digit PINs from RockYou in descending frequency order
for PIN in RockYou do
if NOT PIN in GuessingOrder then
GuessingOrder.append(PIN)
end if
end for
return GuessingOrder

Targeted Guessing Strategies As a targeted attacker
model is novel in this space, we develop a set of guessing
strategies based on analyzing how participants upgrade from
4- to 6-digit PINs. Importantly, for each strategy, we remove
the example of the victim’s 4-digit and 6-digit PIN pairs to
avoid over-fitting. The attacker, however, is assumed to have
broad knowledge of how users upgrade their PINs and the
distribution of the 6-digit PINs based on the collected sample
data, but not the 6-digit PIN of the victim being targeted.

As shown in Table 4, appending digits to the 4-digit PIN
is the most common strategy for upgrading to a 6-digit PIN,
followed by prepends and insertions. We additionally observe
cases where all the 4 digits from the 4-digit PIN appear in
the 6-digit PIN, but not in order. As such, a targeted attacker
should leverage these patterns in generating 6-digit guesses
from 4-digit PINs. We also observed that only certain digit se-
quences, such as 00, were commonly appended or prepended,
so the attacker does not need to exhaust the space of possible
additions to the 4-digit PIN, but rather just consider the most
common cases. More specifically, we consider the following
strategies when generating our initial guess order:

1. Targeted Appends: The attacker considers the structure
of the 4-digit PIN and assumes the target appended either:
(a) the first two digits, for example, 1234 — 123412
(occurring 45x); (b) the last two digits repeated, for
example, 1234 — 123434 (40x); (c) the last digit twice,
for example, 1234 — 123444 (29x); and, (d) the inner-
two digits, for example, 1234 — 123423 (15x%).

2. Common Appends: The target appends a two-digit se-
quence to their 4-digit PIN. The most popular appends
observed in the data are 00 (occurring 24 x), 69 (21 x),

Table 6: First 30 guesses made by the targeted attacker. If a
strategy generated a duplicate PIN, that PIN was skipped.

Strategy \ Guessing Strategy  Guesses
Append first two digits Targeted Append 45
123456 Collected PINs 21
Append the last digit twice Targeted Append 20
Append 69 Common Append 16
Append 00 Common Append 15
Append the last two digits Targeted Append 13
Append 11 Common Append 9
Append 12 Common Append 8
Append 36 Common Append 8
Append 99 Common Append 8
Append 55 Common Append 7
Append 88 Common Append 6
Append the inner two digits | Targeted Append 5
654321 Collected PINs 5
159357 Collected PINs 5
Prepend 00 Common Prepend 4
123789 Collected PINs 4
134679 Collected PINs 4
Append 13 Common Append 3
666666 Collected PINs 3
121212 Collected PINs 3
987654 Collected PINs 3
888888 Collected PINs 3
456789 Collected PINs 3
147258 Collected PINs 3
147369 Collected PINs 3
147896 Collected PINs 3
867530 Collected PINs 3
222222 Collected PINs 2
696969 Collected PINs 2

11 (13x%),12 (11x), 99 (9%), 36 (9%), 88 (8%), 55 (8x%),
and 13 (8x). Therefore, the attacker appends these se-
quences, for example, 1234 — 123400, 123469, etc.

3. Common Prepends: The target prepends a two-digit
sequence to their 4-digit PIN. The only common
prepending sequence observed was 00, specifically
1234 — 001234 (occurring 8x).

4. Distribution of 6-digit PINs: The attacker knows the
distribution of 6-digit PINs selected by other participants.
Some of the most common 6-digit PINs observed in
our data include 123456 (occurring 21 x), 696969 (7x),
121212 (5x%), 654321 (5x) and 159357 (5x).

While other transformational patterns from 4-digit PINs to
6-digit PINs exist and were observed in the data, such as using
keypad patterns, relying solely on these can lead to extraneous
guesses that are not easily ordered in terms of their likelihood.
Instead, we include the relatively conservative set of strategies
discussed, and it is important to note that these techniques may
represent a lower bound on the ability of a targeted attacker.
There may be strategies that were not considered here that
would be beneficial. However, even these conservative set of
strategies greatly benefit a targeted attacker with just a limited
number of guessing attempts.
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Figure 6: Performance of an untargeted versus a targeted simulated attacker when guessing 6-digit PINs.

Targeted Guessing Algorithm The guessing order should
be optimized to most advantage the attacker. Therefore, we
determined the most optimal order for our initial guesses using
the targeted strategies described earlier. This generated a set
of 6-digit PINs to guess first, and if the PIN of the victim
was not guessed within these set of guesses, we proceeded to
guess using 6-digit PINs obtained from the RockYou dataset.
Note that we excluded the 4- and 6-digit PIN pairs of the
victim from our targeted strategies to avoid over-fitting.

For each of our targeted strategies, we determined the num-
ber of correct guesses that the strategy would make, focusing
on guesses that had not been already made by any of the other
strategies. Thereafter, we selected the strategy that made the
next most correct guesses, breaking ties based on the PINs fre-
quency rank in the RockYou dataset. We iteratively repeated
this process until all the 6-digit PINs had been guessed. If the
PIN could not be guessed using our targeted strategies, we
used 6-digit PINs from the RockYou dataset to make further
guesses. These PINs were ordered in a descending order of
frequency. Algorithm | provides high level pseudocode for
our simulated targeted attacker.

Through this technique, we found that appending the first
two digits of a user’s 4-digit PIN was the most effective guess-
ing strategy for their 6-digit PIN, as it could correctly guess 45
6-digit PINS (4.5% of the total number of the PINs and more
than twice what would have been guessed by an untargeted
attacker with a single guess). Guessing 123456, a common 6-
digit PIN, yielded the next highest number of correct guesses
from the remaining 6-digit PINs, followed by appending the
last digit of the 4-digit PIN repeated. This was followed by
appending 69, 00, the last two digits of the 4-digit PIN, 11,
12, 36, and 99. Table 6 contains the initial 30 guesses made
by the targeted attacker.

For each treatment, there are some PINs that are guessed
relatively faster (see Table 6), greatly benefiting the attacker.
At the same time, some PINs are guessed later in the guessing
order that would have been guessed sooner, disadvantaging
the attacker. However, this has limited impact in the online

attack setting of mobile devices, where the attacker only has a
few (10-30) attempts to guess the PIN. The benefits from cor-
rectly guessing more PINs sooner greatly outweigh guessing
more PINs later, particularly for PINs that would have been
guessed outside the throttled cutoff (over 30 guesses).

Using this analysis, the final targeted guessing algorithm
generates an initial guessing order of 6-digit PINs using the
targeted strategies we have described. The remaining guesses
occur using 6-digit PINs obtained from the RockYou dataset,
guessing in decreasing frequency order similar to the untar-
geted attacker model. In the no-sub treatment, the targeted
attacker guesses using the RockYou dataset but skips 6-digit
PINs that could not have been selected due to the treatment.
It is again important to note that for each target, their 6-digit
PIN is excluded from the training data used to guess possible
6-digit PINs that the target selected to avoid overfitting.

Targeted Guessing Performance Figure 6b shows the suc-
cess rate of the targeted attacker in guessing a fraction of
the 6-digit PINs after a certain number of attempts, and we
observe large differences between treatments. The worst per-
forming treatment is device upgrade, where after only 10
guesses, a targeted attacker is able to guess 26.4% of 6-digit
PINs, compared to 4.5% guessed by an untargeted attacker.
In contrast, this attacker guesses 18.2% of 6-digit PINs in
the breach treatment, 18.0% in security, 15.9% in neutral and
8.8% in no-sub after a similar number of guesses. This is simi-
lar when making up to 30 guesses, with this attacker guessing
30.3% in upgrade, 24.6% in breach, 25.4% in neutral, 25.0%
in security and 16.6% in the no-sub treatment. The attacker’s
performance slightly improves in the no-sub treatment since
the attacker can skip 6-digit PINs that could not be selected
by participants due to being blocked as part of the treatment.

We performed a y? test to compare the guessing perfor-
mance between a targeted and an untargeted attacker for 6-
digit PINs in a throttled setting (3, 10 and 30 guesses). We find
that a targeted attacker performs significantly better across
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Figure 7: Participants’ perception of whether their 4- or 6-digit PIN is more secure, easier to remember, and easier to use.

all treatments except the no-sub treatment. This is not sur-
prising as we prevented participants from selecting 6-digit
PINs with subsequences of their 4-digit PINs in this treatment,
and the slight improvement (see Figure 6) was as a result of
the targeted attacker having knowledge of the distribution of
6-digit PINs. These results are consistent when the targeted
attacker is compared to an untargeted attacker that knows the
distribution of 6-digit PINs selected by other participants.

These results suggest that encouraging upgrades, even
when threats are clearly communicated, can result in 6-digit
PINSs that are easily guessable in the targeted attack setting
(see Figure 6b). While blocking subsequences of the 4-digit
PIN offers protection from targeted attacks, it is also the worst
performing treatment in the untargeted attack model (see Sec-
tion 5.2), and thus may not be a good solution. Instead, these
results suggest that the security benefits of upgrading PINs
from 4- to 6-digits are minimal, similar to the limited security
benefit of policies that require users to change their passwords
often. Users should instead be encouraged to select a secure
PIN once, either 4- or 6-digit, rather than require upgrades.
Where device upgrades are necessary, it is important to en-
courage users to protect their seemingly obsolete 4-digit PIN
as it can leak information about their 6-digit PIN.

6 User Perception and Preference

In this section, we discuss user preferences and perceptions
of their PINs with respect to security, memorability, and ease
of use. The full set of codes is available in Appendix B, and
was developed using the same process outlined in Section 4.

User Perception We asked a set of questions to learn how
users perceive the security, memorability, and ease of use of
their PINs. We did this separately for participants’ 4-digit
(Q10-Q13) and 6-digit PINs (Q15-Q18) as well as in com-
parison to each other (Q22 —Q24).

When asked about the security of their 4-digit PINs, most
participants feel their choice is “secure” or “somewhat se-
cure”, ranging from 54% in the no-sub treatment to 61% in
breach. Interestingly, participants in breach still perceive their
4-digit PIN as secure, despite being informed that someone
else has learned this PIN. When asked to explain this in Q11,

qualitative coding revealed that only a few participants con-
sider that someone else has learned about their PIN. Instead,
most participants believe their PIN is unlikely to be guessed
as it is based on something personal. For example, P83 stated:

“It’s secure because I don’t think most people
would guess that someone would use an old zip
code as their PIN [sic] and that’s minus one zero.”

Participants in the security treatment, who have been explic-
itly told that their 4-digit PIN is insecure, provided more di-
verse reasons; 41% believed that their 4-digit PIN is “insecure”
or “somewhat insecure;” 41% felt it is “somewhat secure” or
“secure,” and 18% were indecisive.

When asked about the security of their 6-digit PINs, par-
ticipants perceived it as more secure, ranging from 62% in
the no-sub to 73% in the breach treatment. Attributing higher
security to 6-digit PINs continues when participants are asked
to directly compare the two PINs. As can be seen in Figure 7,
over 76% of participants in all the treatments felt their 6-digit
PIN is much or slightly more secure than their 4-digit PIN.

For memorability, participants perceive their 4-digit PINs
as more memorable. In response to Q12, 94% and 95% of
participants in neutral and no-sub respectively felt their 4-
digit PIN is “somewhat easy” or “easy to remember”, with
the numbers for security (93%) and upgrade (92%) being
only marginally smaller. When directly comparing the two
PINs, 52% of participants in upgrade to 63% in security per-
ceive their 4-digit PIN as more memorable. The results for
ease of use are similar, with over 60% of participants across
treatments indicating their 4-digit PIN is “much easier” or
“slightly easier to use” compared to their 6-digit PIN.

Our results indicate that users perceive their shorter 4-digit
PINs to be more memorable and easier to use than their 6-
digit PINs. While they perceive their 6-digit PINs to be more
secure, our guessing results indicate that this is not the case,
with 6-digit PINs being sometimes even more insecure.

User Preference Finally, we asked participants which PIN
they are more likely to use and their reasons for that. Figure 8
displays these results, with an overall tendency for partici-
pants in the neutral (54%), no-sub (58%), and upgrade treat-
ment (58%) to prefer their 4-digit PIN. Participants who have



Neutral | | |
Breach | | |
No-sub | | |
|
|

Security | |

Upgrade | |
0% 20% 40% 60% 80% 100%

= The 4-digit PIN I selected in the survey

= The 6-digit PIN I selected in the survey

Figure 8: Participants’ responses to question Q20: “Which of
the following are you more likely to use to secure your
primary smartphone?”’

been warned that their PIN has been breached or that their
4-digit PIN is easily guessable (secure treatment), tend to
prefer their 6-digit PIN (54% in both the breach and security
treatment). This is further confirmed by a % test (p = 0.02),
although the pairwise post-hoc tests did not show significant
differences across treatments.

We qualitatively coded free responses describing the rea-
sons for this preference (Q21), with the resulting codebook
(see Appendix B) revealing that almost all participants who
prefer their 6-digit PIN think it is more secure. For instance,
P11 said “T feel like the longer PIN is more secure just be-
cause it has more digits.” Participants who opt for their 4-digit
PIN, on the other hand, describe usability benefits, such as
being easier or quicker to enter, with P1 saying:

“I would use it [4-digit PIN] over the other [6-digit
PIN] because it is shorter and quicker. I don’t worry
about anyone getting into my phone.”

Some participants also prefer their 4-digit PIN because they
believe that the security it offers is sufficient or they are not
worried, with P43 stating:

“I do not keep secure information on my smart
phone. Therefore, I am not too concerned about
security, and as a result consider the four digit PIN
[sic] easier to remember and to utilize.”

These results highlight the general misconception users
have in terms of 6-digit PINs always offering an increased
level of security in comparison to 4-digit PINs. Often, the rea-
soning users have when deciding against a 4-digit PIN in favor
of a digit 6-PIN may be false. Based on our security analysis,
system designers should carefully consider if the marginal
security benefits of 6-digit PINs over 4-digit PINs outweigh
their usability drawbacks before requiring upgrades.

7 Discussion

In this paper, we analyze the security of “upgraded” 6-digit
PINs from 4-digit PINs for smartphone unlocking. We con-
sider different circumstances of the upgrade and its impact on

6-digit PINs, including, and perhaps most relevantly, when a
smartphone is upgraded with a new authentication policy. We
find that 6-digit PINs are not significantly different from 4-
digit PINs in terms of security, confirming prior work [32, 33],
and that security-oriented “upgrade” messages slightly im-
prove security. However, when an attacker has knowledge of
the 4-digit PIN used prior to the upgrade, the attacker’s perfor-
mance is greatly increased, and the device upgrade scenario
leads to the most easily guessed 6-digit PINs.

In the rest of this section, we discuss the implications of
these results and offer recommendations that can improve the
security of user-selected PINs on mobile devices.

Misconception vs. Preference Similar to prior work on
PINs [32, 33], we find that user-selected 6-digit PINs are not
significantly different from 4-digit PINs in terms of security.
In fact, when a simulated attacker is making up to 10 guesses
(the upper limit after which i0OS devices block further access),
6-digit PINs are often more insecure than 4-digit PINs. A
similar phenomenon is observed for Android unlock patterns
by Aviv et al. [7] where a larger grid size does not necessarily
increase the security of selected patterns. At the same time,
our qualitative results indicate a false sense of security when
using a 6-digit PIN, where some participants believe that a
6-digit PIN is more secure in this context simply because it
is longer. At the same time, though, most participants would
prefer a 4-digit PIN when considering usability criteria, such
as memorability and ease of use.

We believe that it is important to address the misconcep-
tions of longer 6-digit PINs being strictly better than 4-digit
PINs by not solely promoting 6-digit PINs during mobile
device setup. Such efforts could help users better align prior-
ities for usability and security. Moreover, if developers are
reluctant to recommend 4-digit PINs, a relatively small block-
list (just 27 PINs) would be sufficient to ensure selection of
6-digit PINs that are more difficult to guess within the 10-30
attempt range [32, 33]. However, targeted blocklists may lead
to worse security outcomes when selecting 6-digit PINs.

Side Effects of Blocking PIN Subsequences Blocklists
have been shown to improve the security of passwords [28, 42,
44, 53], PINs [14, 30, 33], Android unlock patterns [35], and
LG Knock Codes [39], and as such, we wanted to explore how
blocking subsequences of participants’ 4-digit PINs impacts
the security of 6-digit PINs. Counter intuitively, the 6-digit
PINs selected with the no-sub blocklist led to the most eas-
ily guessable 6-digit PINs, when considering the untargeted
attacker model. While these PINs were more secure against
a targeted attacker, the general insecurity would suggest that
such specific interventions that involve the 4-digit PIN may
result in poor choices, as compared to simply nudging users
with respect to security. Future work can explore how other
blocklists, beyond those that prohibit common choices or sub-
sequences during upgrades impact security and usability.



Security Communication During PIN Selection Prior re-
search on passwords [20] has shown that users select related
passwords across different sites. Similar to studies on pass-
word security [20, 36, 50], we find that a targeted attacker who
knows a user’s previously selected 4-digit PIN can leverage
this knowledge to guess their 6-digit PIN. However, forcing
users to create a 6-digit PIN that is completely unrelated to
their 4-digit PIN is not a solution; we saw that it may cause
frustration and ultimately make users select common, more
insecure 6-digit PINs. What proved to be beneficial is prim-
ing participants to select secure PINs, similar to prior work
showing that clearly communicating risks can increase the
effectiveness of password reset emails [27]. Similar commu-
nication can be used to increase the security of user-selection
of PINs on mobile devices, as recommended by Bailey et
al. [11] for Signal PINs. Specifically, PIN selection messages
could consider informing users about important data on their
devices and how a secure PIN is fundamental for protection
of this data [1]. This is a promising area of future research.

Authentication “Upgrading” Policies Just like password
policies requiring frequent and unnecessary password changes
have proven detrimental to security [18, 25, 42], our results
indicate that forcing users to upgrade from 4- to 6-digit PINs
does not necessarily improve the security, especially in a tar-
geted attack scenario. Thus, policies requiring rotations of
PINs or upgrading of PIN length likely have limited security
benefits. Instead, policies should encourage a single selec-
tion of an authentication, be it a 4-digit or 6-digit PIN, that
is primed for security, rather than unnecessarily forcing an
upgrade. Where upgrades are necessary, users should be en-
couraged to secure their seemingly obsolete 4-digit PINs as
our targeted attacker results indicate that an attacker greatly
benefits from knowledge of a user’s 4-digit PIN when guess-
ing their 6-digit PIN. Moreover, as 4-digit PINs are perceived
as more usable and have similar security to 6-digit PINs in the
throttled attacker setting, encouraging more secure 4-digit PIN
use in policies may lead to much better security outcomes.

8 Conclusion

Through an online user study (n = 1010), we investigated
how users “upgrade” from 4-digit to 6-digit PINs under vari-
ous conditions, and its impact on security. In an online attack
where the attacker is limited in the number of guesses they can
make (10-30), we found that 6-digit PINs only marginally im-
prove security, and are sometimes even more easily guessed
compared to 4-digit PINs (confirming prior work). While
“upgrades” that communicated “security threats” to users
marginally improved the security of 6-digit PINs, we also
found that attackers that know a user’s previously selected
4-digit PIN performed significantly better at guessing their 6-
digit PIN. Our analysis suggests that the small security benefit

of 6-digit PINs may not be worth the usability costs they in-
cur. System designers should therefore carefully consider this
before upgrading users from 4- to 6-digit PINs. If upgrades
occur, users should be encouraged to protect their previous
4-digit PINs as they can be used to predict their 6-digit PINs.
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Appendix

A

Survey Instrument

Agenda

On the next page, you will have a chance to practice entering a 4-digit PIN
before proceeding with the rest of this survey, where we will ask you to select
your own 4-digit PIN that you would use to unlock your primary smartphone.



Enter 4 digits
PIN pad as shown in Figure 1
Instructions
For this survey, you will be asked to create a 4-digit PIN that you would
likely use to unlock your primary smartphone. You will need to recall this
PIN later in the survey, so choose something that is as secure and memorable
as you may use on your primary smartphone. We ask that you DO NOT
write down your PIN or use other aids to help you remember.
I understand that I will be asked to create a 4-digit PIN that I would use to
unlock my primary smartphone.
o I understand these instructions
I understand that I should not write down my 4-digit PIN or use other aids to
assist in the survey.
o T'understand these instructions
Create a 4-digit PIN
A PIN protects your data and is used to unlock your smartphone.
PIN pad as shown in Figure 1
Questions about 4-digit PIN
Q1 Many people have strategies when selecting a PIN. What strategy did
you use to select your 4-digit PIN?
Answer:
Q2 If you were to use a 4-digit PIN on your primary smartphone, would
use the 4-digit PIN you selected in this survey or would you choose a
different one?
o Yes, I would use the 4-digit PIN I created here on my primary
smartphone.
o No, I would not use the 4-digit PIN I created here but instead would
create a new one to use on my primary smartphone.
o Unsure, I may or may not use the 4-digit PIN I created here on my
primary smartphone.
Q3 Please explain why you would or would not use the 4-digit PIN you
selected here on your primary smartphone.
Answer:
Enter Device Information
Q4 What is the operating system of your primary smartphone?
o Android 0 i0S (iPhone) o Other o Prefer not to say
Q5 Do you use any of the following biometrics to unlock your primary
smartphone? (Select all that apply)
O Fingerprint [J Face [ Iris O Other biometric
01 do not use a biometric
If participant indicated they use a biometric in Q5:
Q5a How do you unlock your smartphone, if your biometric fails or when
you reboot your smartphone?
o Pattern o 4-digit PIN o 6-digit PIN o PIN of other length
o Alphanumeric password o Other unlock method o None
If participant indicated they do not to use a biometric in Q5:

Q5b What screen lock do you use to unlock your primary smartphone?

o Pattern o 4-digit PIN o 6-digit PIN o PIN of other length

o Alphanumeric password o Other unlock method o None
Instructions
Neutral/No-sub: To continue the study, now you must select a 6-digit PIN.
Breach: Imagine someone learned your 4-digit PIN and to protect your
smartphone, now you must select a 6-digit PIN.
Security: Research has shown that the 4-digit PIN you selected is insecure
and can be easily guessed. To continue the study, now you must select a
6-digit PIN.
Upgrade: Imagine you are upgrading your smartphone that requires PINs
longer than 4-digits, and so now you must select a 6-digit PIN.

On the next page, you will create a 6-digit PIN that you would likely use
to unlock your primary smartphone. To set your 6-digit PIN, you will first
confirm your 4-digit PIN and then select the 6-digit PIN.

Re-enter your 4-digit PIN

PIN pad as shown in Figure 1

Create a 6-digit PIN

A PIN protects your data and is used to unlock your smartphone.

PIN pad as shown in Figure 3

Questions about 6-digit PIN

Q6 Many people have strategies when selecting a PIN. What strategy did
you use to select your 6-digit PIN?
Answer:
Q7 Is your 6-digit PIN related to your 4-digit PIN?
oYes oSomewhat oNo o Prefernotto answer
Q8 If you were to use a 6-digit PIN on your primary smartphone, would
use the 6-digit PIN you selected in this survey or would you choose a
different one?
o Yes, I would use the 6-digit PIN I created here on my primary
smartphone.
o No, I would not use the 6-digit PIN I created here but instead would
create a new one to use on my primary smartphone.
o Unsure, I may or may not use the 6-digit PIN I created here on my
primary smartphone.
Q9 Please explain why you would or would not use the 6-digit PIN you
selected here on your primary smartphone.
Answer:
If participant indicated their 4- and 6-digit PINs are related in Q7:
Q9a Please explain how your 6-digit PIN and your 4-digit PINs are related.
Answer:
Questions about 4-digit PIN
We now want to ask you a few questions about your selected 4-digit PIN. It
is displayed below for your reference.
4-digit PIN chosen earlier
Q10 I feel the 4-digit PIN I chose is:
o Insecure o Somewhat insecure o Neither secure nor insecure
o Somewhat secure o Secure
Q11 Please explain why you consider the 4-digit PIN you selected as
secure or insecure.
Answer:
Q12 I feel the 4-digit PIN I chose is:
o Hard to remember o Somewhat hard to remember
o Neither easy nor hard to remember
o Somewhat easy to remember o Easy to remember
Q13 I feel the 4-digit PIN I chose is:
o Hard to use o Somewhat hard to use
o Neither easy nor hard to use
o Somewhat easy to use o Easy to use
Q14 Select agree as the answer to this question.
o Strongly disagree o Disagree o Neither agree or disagree
o Agree o Strongly agree
Instructions
On the next page, you will be asked to recall the 6-digit PIN that you selected
earlier in the survey.
Re-enter your 6-digit PIN
PIN pad as shown in Figure 3
Questions about 6-digit PIN
‘We now want to ask you a few questions about your selected 6-digit PIN. It
is displayed below for your reference.
6-digit PIN chosen earlier
Q15 I feel the 6-digit PIN I chose is:
o Insecure o Somewhat insecure o Neither secure nor insecure
o Somewhat secure o Easy to secure
Q16 Please explain why you consider the 6-digit PIN you selected as
secure or insecure.
Answer:
Q17 I feel the 6-digit PIN I chose is:
o Hard to remember o Somewhat hard to remember
o Neither easy nor hard to remember
o Somewhat easy to remember o Easy to remember
Q18 I feel the 6-digit PIN I chose is:
o Hard to use o Somewhat hard to use
o Neither easy nor hard to use
o Somewhat easy to use o Easy to use
Q19 What is the shape of a blue ball?
oRed oBlue o Square o Round
Comparison Questions
Q20 Which of the following are you more likely to use to secure your




Q21

Q22

Q23

Q24

primary smartphone?

o The 4-digit PIN I selected in the survey

o The 6-digit PIN I selected in the survey

Please explain why you would use your preferred choice above to
secure your primary smartphone.

Answer:
Of the two PINs you created, which do you think is more secure?

o My 6-digit PIN is much more secure

o My 6-digit PIN is slighty more secure

o My 4-digit and 6-digit PINs are equally secure

o My 4-digit PIN is slighty more secure

o My 4-digit PIN is much more secure

Of the two PINs you created, which do you think is easier to remem-
ber?

o My 6-digit PIN is much easier to remember

o My 6-digit PIN is slighty easier to remember

o My 4-digit and 6-digit PINs are equally easy to remember

o My 4-digit PIN is slighty easier to remember

o My 4-digit PIN is much easier to remember

Of the two PINs you created, which do you think is easier to use?

o My 6-digit PIN is much easier to use

o My 6-digit PIN is slighty easier to use

o My 4-digit and 6-digit PINs are equally easy to use

o My 4-digit PIN is slighty easier to use

o My 4-digit PIN is much easier to use

Enter Demographic Information

D1 What is your age range?
018-24 02534 03544 045-54 055-64 o065-74
o 75 or older o Prefer not to say

D2 What best describes you?
oMale oFemale o Non-Binary o Prefer to Self-Describe
o Prefer not to say

D3 What is your dominant hand?
o Left handed o Right handed o Ambidextrous o I do not know
o Prefer not to say

D4 What is the highest degree or level of school you have completed?
o Some high school o High school o Some college
o Trade, technical, or vocational training o Associate’s Degree
o Bachelor’s Degree o Master’s Degree o Professional Degree
o Doctorate o Prefer not to say

DS Which of the following best describes your educational background
or job field?
o I have an education in, or work in, the field of computer science,
computer engineering, or IT.
o I do not have an education in, nor do I work in, the field of computer
science, computer engineering, or IT.
o Prefer not to say

One More Thing

Please indicate if you’ve honestly participated in this survey and followed
instructions completely. You will not be penalized/rejected for indicating
‘No’ but your data may not be included in the analysis:

o Yes

B

Using

o No

Qualitative Codes

the method described in Section 4, we coded the answers to questions

Q1,0Q3,0Q6,0Q9,Q9%a, Q11, Q16, and Q21. Below, we list all resulting codes
and subcodes along with their counts.

easy-to-remember (406)

personal (315)

unlikely (85), birthday (36), phone-number (29), easy (28), unknown (16), ad-
dress (13), favorite-number (7), pet (6), name (5), anniversary (5), school (4),
childhood (4), lucky (3), pin (3), combination (3), initials (3), tv (2), zip-code
(2), number (2), word (2), parent (1), drivers-license (1), ssn (1), music (1), atm
(1), favorite-letter (1), hotel-room (1), song (1), likely (1), sports (1), work (1),
credit-card (1), family (1)

more-secure (248)

harder-to-guess (61), harder-to-observe (13)

difficult-to-guess (219)

6digits (1), shoulder-surf (1)

easier (186)

easier-to-remember (86), easier-to-enter (64), easy-for-others (1), pattern (1)
easy-to-guess (174)

shoulder-surf (9)

date (158)

birthday (107), year (12), month-day (6), birth-year (5), day-month (3), year-
year (3), history (2), month-year (2), today (2), anniversary (2), holiday (1),
month-day-year (1), month (1), day-year (1)
random (131)

security (106)

keypad-pattern (104)

non-specific (34), middle (8), corners (8), diagonal (8), vertical (6), line (3),
center (2), right (2), x (2), row (2), non-specific (1), shape (1), tetris (1), across
(1), diamond (1), L-shape (1), y (1), rectangle (1)
personal-info (94)

birthday (35), date (17), phone-number (4), childhood (3), address (1), name
(1), pet (1)

same-numbers (73)

start (24), reverse (7), repetition (4), start-end (3), end (3), date (1), opposite
(1)

quicker-to-enter (73)

more-secure-longer (63)

previously-used (62)

pin (1)

hide-real-pin (55)

easy-to-enter (50)

good-enough (47)

pattern (45)

would-not-use (45)

not-personal (44)

simple (41)

no-reuse (38)

changed-4-digit (31)

append (14), prepend (1)

currently-used (30)

same-as-before (28)

sufficient (27)

same-strategy (26)

humor (1), state (1)

unique (26)

word (26)

name (10)

other-auth-method (24)

repetition (23)

used-to (20)

same-pattern (21)

vertical (2), birthday (1), mirror (1)
too-short (20)

not-worried (19)

not-previously-used (18)

basic (15)

easy-to-use (14)

no-personal-info (14)

unconcerned (14)

longer (12)

unsure (10)

privacy (8)

breach (8)

humor (7)

word (1)

required (7)

shorter (7)

trust (7)

no-change (6)

none (6)

numeric-pattern (6)

same-structure (4)

study-specific (4)

current-pin (3)

number (3)

13(2), 14 (1)

mnemonic (2)

same (2)

words (2)

known-by-others (1)

math (1)

more-familiar (1)

memorize (1)

safety (1)
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