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Abstract

Degradation or failure events in optical backbone networks

affect the service level agreements for cloud services. It is

critical to detect and troubleshoot these events promptly to

minimize their impact. Existing telemetry systems rely on

arcane tools (e.g., SNMP) and vendor-specific controllers to

collect optical data, which affects both the flexibility and scale

of these systems. As a result, they fail to collect the required

data on time to detect and troubleshoot degradation or failure

events in a timely fashion. This paper presents the design

and implementation of OpTel, an optical telemetry system

that uses a centralized vendor-agnostic controller to collect

optical data in a streaming fashion. More specifically, it offers

flexible vendor-agnostic interfaces between the optical de-

vices and the controller and offloads data-management tasks

(e.g., creating a queryable database) from the devices to the

controller. As a result, OpTel enables the collection of fine-

grained optical telemetry data at the one-second granularity.

It has been running in Tencent’s optical backbone network for

the past six months. The fine-grained data collection enables

the detection of short-lived events (i.e., ephemeral events).

Compared to existing telemetry systems, OpTel accurately de-

tects 2× more optical events. It also enables troubleshooting

of these optical events in a few seconds, which is orders of

magnitude faster than the state-of-the-art.

1 Introduction

Cloud service providers, such as Google, Microsoft, and Ten-

cent, have embraced the approach of setting up as many data

centers as possible across metro areas [6, 20, 21, 23, 26, 38].

Such an approach enables cloud providers to physically get

closer to the end-users, which in turn enables a wide range

of applications with diverse bandwidth and latency require-

ments [29, 45]. The optical backbone network that intercon-

nects these geographically distributed data centers is crit-

ical for ensuring reliable exchange of terabits of data ev-

ery day [2, 3, 24, 25, 27]. Under the hood, the optical back-

bone network is composed of optical hardware (e.g., optical

transponders, amplifiers, wavelength (de-)multiplexers), and

fiber cables. Degradation or failure of any of these compo-

nents (i.e., optical events) would degrade the inter-DC con-

nectivity, which in turn affects the service level agreements

(SLAs) for cloud services [5,18,20,49]. Therefore, to improve

the reliability and availability of the optical backbone network,

it is critical to promptly detect and troubleshoot optical events.

Unfortunately, existing telemetry systems are not designed

for such fast-paced detection and troubleshooting of optical

events. More concretely, they collect sampled or aggregated

data from optical devices. Such coarse-grained data is not

suited for either detecting short-lived optical events or trou-

bleshooting related optical events to various stakeholders (i.e.,

application developers, data center tenants, etc.). Figure 1(a)

illustrates the limitations of existing telemetry systems. Here,

when a customer reports degradation in the quality of ex-

perience for video streaming service (e.g., rebuffering), at-

tributable to a short-lived optical event lasting few tens of

seconds. The network operator that looks at the telemetry data

collected by the existing telemetry systems at the 15-minute

granularity cannot detect or troubleshoot such a short-lived

optical event. The current telemetry systems are slow in de-

tecting and troubleshooting the more disruptive persistent

events as well. Network operators need to query data from

multiple vendor-specific controllers to stitch a holistic view

of the underlying network, which is tedious and prone to er-

rors. Our analysis of the trouble tickets dataset shows that

it takes hours to days to troubleshoot the optical hardware

failures. Though we witnessed the development of various

network telemetry systems, such as Sonata [19], Marple [33],

PathDump [42], OmniMon [22], etc., that offer packet-level

network streaming analytics at scale, they are not suited for

diagnosing degradation or failure events in optical networks.

The limitations of the existing telemetry systems are at-

tributable to three key factors. First, the optical backbone

network uses devices from multiple vendors (i.e., vendor-

free optical systems in § 2.1), and the current telemetry sys-

tems develop interfaces for vendor-specific controllers to ac-
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Figure 1: (a) Existing telemetry systems fail to detect

ephemeral events and are slow in detecting and trou-

bleshooting persistent events. (b) OpTel detects and trou-

bleshoots both ephemeral and persistent events promptly

with the one-second granularity data.

cess the optical data. Though vendor diversity is critical for

cloud providers to deter vendor monopolies and avoid concur-

rent failures, fragmented design of existing telemetry systems

is undesirable. It inhibits accessing optical data directly or

extracting a consistent network view. Second, the existing

telemetry systems rely on arcane tool, i.e., SNMP, to collect

data from different devices. SNMP performs various data-

management tasks, such as creating a local MIB database [35],

supporting read and write operations to this database, etc., lo-

cally on the optical devices. Both faster reads (queries) and

writes to this database will cause higher CPU usage. Given

the limited resources at the device, it is not possible to query

this data at higher frequencies with the SNMP protocol. Third,

the vendor-specific controllers run on physical servers with

fixed compute and memory resources. Such inelastic resource

allocation for the existing telemetry pipelines creates multiple

bottlenecks with the increasing number of optical devices or

data-collection frequencies.

In this paper, we present the design and implementation

of OpTel (Figure 1(b)), an optical telemetry system for op-

tical networks. The proposed system offers direct access to

optical data in a vendor-agnostic manner and offloads data-

management tasks from the optical devices to cloud-based

controllers that can easily scale with network size and col-

lection frequency. We highlight the salient feature of the pro-

posed system below.

Vendor-agnostic centralized control. OpTel shunts away

vendor-specific controllers and replaces them with a single

centralized controller that directly interfaces with optical de-

vices in a vendor-agnostic manner. To enable such a vendor-

agnostic design, we develop a standardized model for optical

devices. This device-level model consists of two essential

parts: logic and data model. Here, the logic model identi-

fies key components common across devices from different

vendors and standardizes their workflow. The data model

specifies the configurable parameters for each component.

Streamline telemetry pipeline at optical devices. OpTel

replaces SNMP (pull-based) protocol with a “push-based"

telemetry pipeline. More concretely, it offloads the compute-

intense data-management tasks from the optical devices to

cloud-based controllers, with access to an elastic pool of re-

sources. Such streamlining of the telemetry pipeline offloads

resource-intense operations to the cloud, enabling OpTel to

collect fine-grained optical data at higher frequencies from

resource-constrained optical devices. The telemetry pipeline

at optical devices consists of the following key parts: teleme-

try manager, telemetry agent, cache, and aggregator. Here, the

telemetry manager interfaces with the centralized controller

and is responsible for receiving configurations from the con-

troller and configuring other parts. The telemetry agent reads

data from different modules and stores them into the local

cache. The aggregator is responsible for pushing the data in

the cache to the centralized controller.

The rest of the paper presents the background and moti-

vation in Section 2, details the design and implementation

in Section 3. We demonstrate how OpTel enables collecting

fine-grained telemetry data at the one-second granularity and

how such a dataset empowers network operators to promptly

detect and troubleshoot optical events, both persistent and

ephemeral, in Section 4. We have been running OpTel in Ten-

cent’s optical backbone network for the past six months. We

report our experience of collecting and analyzing the teleme-

try data at scale. Notably, we demonstrate that access to such

fine-grained data enables us to establish temporal relation-

ships between different optical events.

2 Background and Motivation

We first provide an overview of the optical backbone network

(§ 2.1). We then discuss why existing telemetry systems fail

to promptly detect and troubleshoot optical events (§ 2.2).

2.1 Optical Backbone Network

The optical backbone network interconnects different data

center sites, carrying terabytes of traffic each day. Figure 2

zooms-in into a specific link (i.e., an optical transport system)

interconnecting two data center sites. Each link consists of an

optical line system (OLS) and multiple optical transponder

units (OTUs). Each OTU receives the electrical signal from

the data center router (DR), and converts it into a specific

wavelength, called an optical channel, and vice versa. When

router ports have a lower capacity than the optical channel,

the OTU encapsulates and multiplexes multiple router ports

onto the channel.

The OLS contains two optical segments, one for each

direction of network traffic. Each segment carries multi-

ple optical channels, with wavelength division multiplex-

ing/demultiplexing (MUX/DMUX) combining/splitting these

channels and booster amplifier (BA) at the transmitting end

and preamplifier (PA) at the receiving end. Segments also

have in-line amplifiers (LAs) that amplify the signal in the

optical domain to deal with long-haul transmission loss. Each

part of the segment is called a span. As a special case, segment

yields span if the OLS does not have LA. Optical Supervisory





















Table 3: The comparison of the total time of troubleshooting events between OpTel and the existing telemetry system.
Event category Percentage Event type (Detect) Event name (Troubleshoot) Existing telemetry system OpTel

Fiber cable 89.7%
PI Fiber cut 5min~10min 10s

EI / ED Fiber jitter UNK 3s
PD Fiber bent / degradation UNK 10s

Hardware 7.8%
PI / ED Amplifier malfunction / instability hours~days / UNK 2s~60s
PI / ED OSC malfunction / instability hours~days / UNK 2s~60s

PI OTU malfunction hours ~days 2s~60s

Power 2.5%
PI Power outage hours 10s~30s
PI Power down hours 10s~30s

telemetry systems usually offered a coarse-grained view of

the network, collecting aggregated or sampled data from the

network [36, 43, 48]. Systems supporting packet-level analyt-

ics offered limited flexibility as they only supported a limited

set of analytics queries [28, 33, 50, 51]. More recently, hybrid

telemetry systems [19, 22, 42] struck a balance between flex-

ibility and scale, supporting dataflow operators over packet

fields at scale. Though these works enabled packet-level or

flow-level network streaming analytics, they were not suited

for ingesting physical, data link, and network link layer data to

diagnose optical events. Previous works [34, 37] did propose

a telemetry system explicitly designed for optical networks.

However, they evaluated the proposed artifacts in lab envi-

ronments, making it difficult to assess their performance in

production settings. In contrast, OpTel demonstrates the fea-

sibility to collect fine-grained optical telemetry data at higher

frequencies (i.e., one-second granularity) by running in pro-

duction at Tencent’s optical backbone network for six months.

Optical layer control. Several works have studied the control

interface of optical networks. Cox [11] proposed an ultimate

goal of controlling the open optical line system (i.e., vendor-

free optical system) in Microsoft’s optical backbone by a

unified SDN controller and discussed some issues surround-

ing the effort. Filer et al. [15] expressed a long-term goal of

unifying the optical control plane and pointed out the chal-

lenges in properly controlling the plurality of optical source

and line system options. They recognized Yang model [7] and

SNMP [10] as potential starting points for a standard data

model and control interface. In contrast to previous works

which only provided the preliminary idea, we demonstrate

the feasibility of a centralized control of vendor-free optical

networks by designing a standardized model for devices that

abstracts away the vendor-specific details.

Optical layer characterization. Previous work [9,14,46,47]

characterized the dispersion (e.g., polarization mode disper-

sion, chromatic dispersion) of the deployed fiber cable. Our

work complements these efforts by investigating similar phe-

nomenons (and more) for a much larger deployment. Ghobadi

et al. [17] reported a three-month study of Q-factor data from

Microsoft’s optical backbone and evaluated whether fiber

segments can support higher-order modulations to increase

network bandwidth. The following work RADWAN [39] pro-

vided a traffic engineering system that dynamically adapted

link rates according to the SNR to enhance network through-

put and availability. These works took advantage of one

coarsely sampled indicator. In contrast, our work benefits

from the fine-grained data and a centralized controller to sup-

port inter-device analysis to detect and troubleshoot optical

events. We leave correlations of IP layer performance and

optical events to future work.

Diagnosis optical events. Ghobadi et al. [18] studied Q-

factor data from Microsoft’s optical backbone network and

observed that network outages could be predicted based on

the values drops in optical signal quality. RAIL [53] regarded

RxPower as a key indicator of optical layer performance and

found that instances of low Rx power could cause packet

corruption. CorrOpt [52] used an optical layer monitor with

Tx and Rx power to help determine the root cause of packet

corruption in DCNs. These previous works adopted SNMP

optical MIB [35] to poll optical performance indicators span-

ning from 5 minutes to 15 minutes. As a result, their works

were slow in detecting persistent events and not capable of

detecting ephemeral events. In contrast, OpTel is an optical

telemetry system that supports one-second granularity optical

data collection. Meanwhile, based on the signature learned

from such fine-grained data, OpTel is able to detect and trou-

bleshoot optical events in a timely manner.

6 Conclusion

This paper presents OpTel, an optical telemetry system that

uses a centralized vendor-agnostic controller to collect opti-

cal data in a streaming fashion. More specifically, it offers

flexible vendor-agnostic interfaces between the devices and

the controller and offloads data-management tasks from the

devices to the controller. As a result, OpTel enables the collec-

tion of fine-grained optical telemetry data at the one-second

granularity. It has been running in Tencent’s optical backbone

network for the past six months. Compared to existing teleme-

try systems, OpTel accurately detects 2× more optical events,

half of which are ephemeral events. OpTel also enables trou-

bleshooting of these optical events in a few seconds, which is

orders of magnitude faster than the state-of-the-art.

This work does not raise any ethical issues.
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had been saliently described in the trouble tickets. Filtering

out and grouping these tickets requires a lot of effort. We

design a two-layer filtration. Specifically, in the first layer, we

filter out the trouble tickets related to the optical backbone

network by matching keywords, phrases, and regular expres-

sions to get a set of optical trouble tickets. In the second layer,

by manually reviewing the optical trouble tickets, we observe

that the optical events can be categorized into a small number

of classes, i.e., fiber cable, hardware and power event. We

classify these tickets based on matching keywords or phrases.

In some instances, there may be multiple tickets pertaining to

the same failure event. Grouping these multiple tickets into a

single event requires some piece of information to be repeated

in each ticket.

C Data collection point of power event.

Figure 18: Schematic diagram of data collection
The performance data shown in 16(a) is collected from

the top part of Figure 18, and the performance data shown in

16(b) is collected from the bottom part of Figure 18. Note, the

LAs in the site share the electrical power sources.
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