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responses and the responses ( i.e. , matching between the PUF 
image and the PUF responses ) . However , the PUF responses 
are subject to variability or drift relative to the original 
response due to natural effects such as aging , temperature 
changes , bias voltages drifts , or electrostatic interference . 
According to some correction methods , if a PUF does not 
provide enough accuracy , the error rate can be reduced by 
taking out unreliable PUF bits through a process referred to 
as dark bit masking . It has also been suggested to use a 
codeword masking scheme to protect key generation algo 
rithms used for PUFs . This proposed method enables mask 
ing of linear ECC without an impact on their error correction 
capabilities while keeping the overhead low . Also , helper 
data consisting of a code - offset between the secret PUF bits 
can be used , and an ECC codeword is then generated during 
the enrollment phase . This helper data is later used for 
reliable reconstruction of the initial key . To the best of 
knowledge , all these previous approaches focused on 
encryption of data using keys generated from PUFs . Error 
correction schemes for keyless PUF - based encryption is 
needed . Moreover , in conventional methods where helper 
data is transmitted between the communicating parties , 
because the helper data is transmitted separately from the 
encryption message , it may be intercepted , which may make 
an attack on the security of the system easier . 
[ 0007 ] Most cryptographic schemes use keys to encrypt 
the message . These schemes are accompanied with key 
generation , key distribution , and storage of these keys , 
which leads to increased complexity in power - constrained 
networks . These requirements would be particularly chal 
lenging for Internet of Things ( IoT ) networks which consists 
of billions of nodes , some with very low power . Keyless 
encryption is attractive for low - power IoT devices with 
limited memory , as it eliminates the need to store keys , as 
well as the need for the generation and distribution of 
billions of secret keys among these devices . As the need for 
keys to encrypt messages is eliminated , the problems related 
to scalability of keys in key - based methods are automati 
cally mitigated . 

BACKGROUND OF THE INVENTION 

BRIEF SUMMARY 

[ 0003 ] Information is frequently encrypted to protect 
against eavesdropping and unauthorized access . Many 
encryption schemes involve the use of one or more encryp 
tion keys , while others use keyless encryption schemes . 
Encryption schemes are frequently used in conjunction with 
authentication schemes to improve the security of electronic 
systems . 
[ 0004 ] Physical unclonable functions ( PUFs ) are becom 
ing increasingly popular as a security primitives and are 
used in various security applications such as identification , 
authentication , generation of cryptographic keys , and gen 
eration of random numbers . PUF - based security systems use 
a PUF device as an “ electronic fingerprint ” unique to a user 
or device in possession or control of the PUF device . Various 
types of PUFs have been recently utilized in security appli 
cations as ring oscillators , memory structures , SRAM , 
DRAM , Flash , ReRAM , and MRAM . 
[ 0005 ] The output of a PUF , referred to as the response to 
a specific input challenge , is unclonable , random , but gen 
erally repeatable when the PUF is provided the same input 
challenge . Generally , a pair of PUF responses is used for 
encrypted communication between two devices ( e.g. , a 
client - server pair ) . In some systems , one device ( e.g. , a 
user's client device ) contains the PUF itself , and the other 
device ( e.g. , a central server device ) contains an image of the 
PUF , which is data regarding the PUF's previously gener 
ated responses that are stored during an enrollment phase for 
the client device . As used herein , the PUF responses gen 
erated initially from the PUF during the enrollment is called 
the original response , whereas the responses generated dur 
ing access control , encryption or authentication rounds are 
simply referred as responses . In such systems , a server 
device can issue a challenge a client seeking authentication , 
receive a response generated by the client using a PUF 
device , and then compare the received with a stored 
response previously received from the client or derived from 
characteristics of the PUF device and verifying that the two 
responses match . PUF devices ( i.e. , devices in possession of 
the PUF or its image ) may also be used to generate encryp 
tion keys for use with various encryption schemes . 
[ 0006 ] Secure communication using PUF based encryp 
tion methods require correspondence between the original 

[ 0008 ] Exemplary embodiments are directed to improve 
ments in keyless cryptography using PUF - based encryption . 
In certain embodiments , a keyless encryption protocol using 
memristors as PUFs is disclosed , based on the idea that the 
injection of low currents in cells of memristor arrays can 
result in ephemeral conductive paths and stochastic resis 
tances . In this protocol , the plaintext is integrated as a part 
of resistance values obtained from the memristor PUF at a 
particular cell address , where a certain current is injected to 
create a cipher text . However , the memristor PUFs are 
subjected to variations in resistance measurements due to the 
natural drifts of physical parameters with time and environ 
mental conditions ( e.g. , temperature ) which make the key 
less encryption protocol challenging . 
[ 0009 ] Exemplary embodiments include an error correc 
tion mechanism to facilitate the operation of such keyless 
encryption by correcting a portion of the errors caused by the 
noise in PUF responses . Exemplary embodiments are 
directed to an improved protocol for keyless encryption , 
which uses error correction codes ( ECC ) , e.g. , parity bits , 
encoded into plaintext message fragments prior to encryp 
tion . The encoded fragments are then encrypted , using 
measured PUF response data or retrieved PUF image data , 
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and transmitted . The blocks are decrypted by the receiving 
device , again using measured PUF response data or PUF 
image data , and the decrypted , encoded blocks are decoded 
by applying the appropriate ECC decoding routine . The 
results show that , without the inclusion of ECC blocks , the 
decrypted message contains errors . This proposed protocol 
has allowed proper decryption of message when the noise is 
in the range of its correction capability . Even when the noise 
is more than the ECC block can correct , the resulting 
message contain less errors than the one resulting from the 
noisy PUF . 
[ 0010 ] Inventive embodiments include both methods for 
engaging in encryption communication , and in computer 
based systems having programmable microprocessors 
executing computer instructions operable to cause the pro 
cessors to carry out steps of the method . In one aspect , a 
system is described having a processor , and memory 
coupled to the processor , the memory storing device char 
acteristics of a physical - unclonable - function ( “ PUF ” ) array 
belonging to a client device and having a plurality of PUF 
devices , each device characteristic associated with a physi 
cal measurement of a PUF device belonging to the PUF 
array . The memory also stores executable instructions that , 
when executed by the processor , cause the processor to 
receive a message and processing instructions , extract a set 
of addresses and a set of corresponding sequence values 
from the processing instructions ; and generate a transformed 
string . The transformed string is generated by dividing the 
message into message fragments and associating each mes 
sage fragment with an address and its corresponding 
sequence value . The processor encodes each message frag 
ment with error correction codes resulting in encoded mes 
sage fragments . For each encoded message fragment , the 
processor retrieves , from the memory , a corresponding 
device characteristic identified by the associated address , 
generates transformed fragments representing each message 
fragment with a value determined by a function of the value 
of that message fragment and the corresponding device 
characteristic , and concatenates the transformed fragments 
in an order derived from the set of corresponding sequence 
values . 
[ 0011 ] In another aspect , a system is described including 
a processor , a physical - unclonable - function ( “ PUF ” ) array 
of PUF devices , and memory coupled to the processor . The 
memory stores instructions that , upon execution by the 
processor , cause the processor to : receive deciphering 
instructions and a ciphertext , extract , from the deciphering 
instructions , a set of addresses and a corresponding set of 
sequence values , divide the ciphertext into ciphertext frag 
ments , each ciphertext fragment associated with an associ 
ated address and an associated sequence value , each asso 
ciated address identifying a PUF device belonging to the 
PUF array , retrieve a plaintext by performing a deciphering 
procedure . The deciphering procedure includes : measuring , 
for each ciphertext fragment , a characteristic of the associ 
ated PUF device for that ciphertext fragment identified by 
the associated address for that ciphertext fragment , deriving , 
for each ciphertext fragment , a decrypted fragment for using 
the measured characteristic of the associated PUF device , 
applying an error correction code decoding procedure to 
each of the decrypted fragments resulting in decoded frag 
ments ; and concatenating the decoded fragments in an order 
derived from the corresponding set of sequence values 
extracted from the deciphering instructions . 

[ 0012 ] In another aspect , a system is described having a 
processor , a physical - unclonable - function ( “ PUF ” ) array of 
PUF devices , and memory coupled to the processor . The 
memory stores instructions that , upon execution by the 
processor , cause the processor to receive a message and 
processing instructions , extract a set of addresses and a set 
of corresponding sequence values from the processing 
instructions , and generate a transformed string . The trans 
formed string is generated by dividing the message into 
message fragments and associating each message fragment 
with an address and its corresponding sequence value , 
encoding each message fragment with error correction codes 
resulting in encoded message fragments , and for each 
encoded message fragment , identifying and measuring a 
corresponding device characteristic of a device in the array 
of PUF devices having the corresponding address . The 
processor also generates transformed fragments representing 
each message fragment with a value determined by a func 
tion of the value of that message fragment and the corre 
sponding device characteristic and concatenates the trans 
formed fragments in an order derived from the set of corresponding sequence values . 
[ 0013 ] Inventive embodiments have certain advantages . Keyless encryption is generally advantageous because it 
obviates the need for key generation , transmission and 
storage . There has been an increase in side channel attacks 
based on analyzing the differential power dissipated in 
cryptography to extract keys . This type of attack is very 
practical and non - invasive , allowing the hackers to extract 
the keys by analyzing the differential power . As IoT devices 
have a limitation on power and memory for most devices , it 
is harder to implement complex schemes using long secret 
keys and strong cryptographic schemes . Therefore , keyless 
encryption has the potential to be a safer encryption method 
for IoTs . 
[ 0014 ] Moreover , the avoidance of key transmission is 
particularly advantageous because keys may be intercepted 
by hostile actors during transmission . Additionally , inven 
tive embodiments are resistant to other side channel attacks , 
which are more likely to succeed when encryption keys are 
retrieved from device memory and employed to encrypt or 
decrypt messages . 
[ 0015 ] Additionally , by including ECC codes in the mes 
sage itself as part of a keyless encryption scheme , inventive 
embodiments avoid the problem of noisy PUF response data 
being used to generate corrupt encryption keys . In tradi 
tional cryptography the distribution of the keys through 
KEM is a problem , as a single bad bit can make the key 
useless . Using ECC directly in connection with key genera 
tion is generally not helpful since the keys are large , and 
appropriately powerful ECC algorithms for such large mes 
sages will generally require long data helpers . In inventive 
embodiments , this problem is avoided by encoding small 
message fragments , which requires correspondingly small 
numbers of helper ( i.e. , parity ) bits , which reduces process 
ing and storage overhead . 
[ 0016 ) Thus , inventive embodiments enable a keyless 
memristor PUF - based encryption that is insensitive to drift 
or noise in the PUF measurements . These improved proto 
cols have been tested with noisy responses of memristor 
based PUFs and Applicants have demonstrate the successful 
decryption of the encoded message . The above and addi 
tional advantages features and advantages of the present 
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invention will be better understood from the following 
detailed description taken in conjunction with the accom 
panying drawings . 

> 

BRIEF DESCRIPTION OF THE DRAWINGS 

[ 0017 ] The drawings described herein constitute part of 
this specification and includes example embodiments of the 
present invention which may be embodied in various forms . 
It is to be understood that in some instances , various aspects 
of the invention may be shown exaggerated or enlarged to 
facilitate an understanding of the invention . Therefore , 
drawings may not be to scale . 
[ 0018 ] FIG . 1 depicts an enrollment procedure wherein a 
server issues challenges to clients having PUF arrays and 
stores responses to those challenges for use in subsequent 
authentication of the clients , according to one embodiment . 
[ 0019 ] FIG . 2 is a block diagram schematically illustrating 
an enrollment procedure in additional detail . 
[ 0020 ] FIG . 3 is a block diagram of a client device with an 
addressable PUF generator ( APGs ) , interacting with a server 
using a keyless PUF - enabled encryption scheme . 
[ 0021 ] FIG . 4 is a schematic diagram illustrating a proce 
dure used in certain embodiments when generating encryp 
tion instructions from a message digest . 
[ 0022 ] FIG . 5 is a flow diagram depicting an encryption 
procedure that may be practiced using the embodiment of 
FIG . 3 . 
[ 0023 ] FIG . 6 is a flow diagram depicting a decryption 
procedure that may be practiced using the embodiment of 
FIG . 3 . 
[ 0024 ] FIG . 7 is a block diagram of a client device with an 
addressable PUF generator ( APGs ) , interacting with a server 
using a keyless PUF - enabled encryption scheme according 
to another embodiment . 
[ 0025 ] FIG . 8 depicts a flowchart detailing the encryption 
process using a memristor PUF . 
[ 0026 ] FIG . 9 depicts a flowchart detailing the decryption 
process using a memristor PUF . 
[ 0027 ] FIG . 10 depicts a flowchart detailing the extraction 
of address , order , and current arrays from a long message 
digest ( LMD ) . 
[ 0028 ] FIG . 11 depicts a flowchart detailing the improved 
keyless encryption protocol with ECC . 
[ 0029 ] FIG . 12 depicts a flowchart detailing the improved 
keyless decryption protocol with ECC . 
[ 0030 ] FIG . 13 depicts a comparison of bit error ratio 
between the improved protocol with BCH and RS and the 
original protocol . 
[ 0031 ] FIG . 14 depicts a comparison of symbol error ratio 
between the improved protocol with BCH and RS and the 
original protocol . 

that a particular feature , structure , or characteristic described 
in connection with the embodiment is included in at least 
one embodiment . Thus appearances of the phrase “ in one 
embodiment , ” “ in an embodiment , ” and similar language 
throughout this specification may , but do not necessarily , all 
refer to the same embodiment . References to " users ” refer 
generally to individuals accessing a particular computing 
device or resource , to an external computing device access 
ing a particular computing device or resource , or to various 
processes executing in any combination of hardware , soft 
ware , or firmware that access a particular computing device 
or resource . Similarly , references to a “ server ” refer gener 
ally to a computing device acting as a server , or processes 
executing in any combination of hardware , software , or 
firmware that access control access to a particular computing 
device or resource . 
[ 0034 ] Conventional systems and methods for secure 
communication frequently rely upon encryption of messages 
using encryption keys which may be symmetrical or asym 
metrical ( e.g. , in public key encryption schemes ) . Such 
key - based encryption schemes have disadvantages . First 
keys must be generated and stored by various parties , 
introducing the possibility that the keys may be compro 
mised by a malicious party . Additionally , key - based encryp 
tion schemes may be vulnerable to brute force attacks 
wherein a malicious party may discover the key given access 
to a message encrypted with that key . 
[ 0035 ] Accordingly , embodiments disclosed herein 
address these and other shortcomings by using physical 
unclonable function ( PUF ) generators ( APGs ) and applying 
error correction codes to implement a keyless encryption 
scheme where a client with a APG and a server with 
knowledge of device characteristics of the APG communi 
cate using a variable cipher . 
[ 0036 ] In the context of this disclosure , a challenge is any 
information transmitted to an APG to cause production of an 
expected response ( referred to as a “ challenge response " ) 
corresponding to that information . Challenge responses may 
be generated by accessing devices ( or ranges of devices ) in 
an array of PUF devices belonging to the APG . Along these 
lines , a challenge may be input supplied to an APG which is 
used to produce a response having one or more expected 
values which depend upon characteristics ' of the PUF array 
belonging to the APG to which the challenge is issued . The 
appropriate challenge response may be derived from those 
characteristics using instructions stored by the APG or other 
processing circuitry , received by the APG or other process 
ing circuitry and / or additional information supplied to the 
APG or other processing circuitry ( such as a password of a 
user ) . In one simple non - limiting example , a challenge 
might simply be returning the values stored by devices of a 
PUF array at a specified address or range of addresses . In 
other non - limiting examples , a challenge might include 
instructions to perform a mathematical , logical , or other 
operation ( s ) on those values . 
[ 0037 ] Non - limiting examples of measurable physical 
characteristics of devices used in PUF arrays are time delays 
of transistor - based ring oscillators and transistor threshold 
voltages . Additional examples include data stored in SRAM 
or information derived from such data . For instance , in a 
PUF array based on SRAM cells , an example of such 
physical characteristics may be the effective stored data 
values of individual SRAM devices ( i.e. , “ O ” or “ 1 ” ) after 
being subjected to a power - off / power - on cycle . Because the 

4 

DETAILED DESCRIPTION 

[ 0032 ] The described features , advantages , and character 
istics may be combined in any suitable manner in one or 
more embodiments . One skilled in the relevant art will 
recognize that the invention may be practiced without one or 
more of the specific features or advantages of a particular 
embodiment . In other instances , additional features and 
advantages may be recognized in certain embodiments that 
may not be present in all embodiments . 
[ 0033 ] Reference throughout this specification to “ one 
embodiment , ” “ an embodiment , ” or similar language means ? 
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initial state ( or other characteristics ) of an individual PUF 
device may not be perfectly deterministic , statistics pro 
duced by repeated measurements of a device may be used 
instead of single measurements . In the example of an 
SRAM - based PUF device , the device could be power - cycled 
100 times and the frequency of the “ 0 ” or “ 1 ” state could be 
used as a characteristic of that device . Other non - limiting 
examples of suitable characteristics include optical measure 
ments . For instance , a PUF device may be an optical PUF 
device which , when illuminated by a light source such as a 
laser , produces a unique image . This image may be digitized 
and the pixels may be used as an addressable PUF array . A 
good PUF should be predictable , and subsequent responses 
to the same challenge should be similar to each other ( and 
preferably identical ) . 
[ 0038 ] Additional non - limiting examples of non - limiting 
examples of measurable physical characteristics of devices 
used in PUF arrays are currents induced by an applied input 
voltage or current , voltages of various circuit elements 
during operation of a PUF device in response to an input or 
other stimulus . Further non - limiting examples may include 
derived quantities such as resistance , conductance , capaci 
tance , inductance , and so on . In certain embodiments , such 
characteristics of a device may be functions of an input or 
stimulus level of the device . For example , a current - voltage 
characteristics of memristors and other devices may be 
non - linear . Thus , the measured resistance of a memristor 
will depend on a current or voltage level applied during the 
measurement process . If a memristor or device with similar 
characteristics is operated within a non - hysteretic regime , 
the measured resistance may be a predictable function of the 
input stimulus ( e.g. , an input current supplied by a current 
source ) . Thus the relationship between applied current and 
voltage measured across a memristor ( or between applied 
voltage and current measured through the memristor ) is one 
example of a non - linear transfer function which can be 
exploited to produce multiple discrete or continuous char 
acteristic values using a single PUF device . 
[ 0039 ] In certain embodiments , the keyless , error cor 
rected encryption schemes described below use Memristor 
PUFs , although this should not be considered limiting . A 
memristor acts as a circuit element that operates as both a 
memory and a transistor . The device is initialized or formed 
by a passing a short burst of high current through the device , 
which forms a network of conductive filaments . These 
filaments can be broken or reformed to set the memory state 
of the device in either a high or low resistance state . One 
example of a memristor based device is the Resistive 
Random - Access Memory ( ReRAM ) . The ReRAM has 
shown great potential as one of the most efficient memory 
technologies with the unique features such as high density , 
low - power , and non - volatility . 
[ 0040 ] ReRAM devices can be used as PUFs because the 
current - voltage characteristics of individual ReRAM cells 
vary and are non - linear . Thus , the measured resistance of a 
memristor will depend on a current or voltage level applied 
during the measurement process . Thus the relationship 
between applied current and voltage measured across a 
memristor ( or between applied voltage and current measured 
through the memristor ) is one example of a non - linear 
transfer function which can be exploited to produce multiple 
discrete or continuous characteristic values using a single 
PUF device . Indeed , because the I - V characteristics of 
memristors are non - linear , a memristor array provides a near 

infinite space of discrete , but repeatable , physical charac 
teristic measurements that can form the basis of the key 
generation techniques described herein . The randomness 
and the stability of ReRAM PUFs have been measured and 
demonstrate the significant robustness of the ReRAM PUF 
against spatial - temporal variations ( close to 50 % ) . The use 
of ReRAM based APGs is described generally in co - pending 
U.S. patent application Ser . No. 17 / 221,180 , published on 
Oct. 7 , 2021 , which is incorporated herein in its entirety . 
[ 0041 ] According to various embodiments , an encryption 
protocol enabled by PUFs includes the following stages : ( 1 ) 
Enrollment , ( 2 ) Handshaking , ( 3 ) Ciphertext generation , and 
( 4 ) Ciphertext Decryption . In the improved keyless encryp 
tion arrangements described below , the ciphertext genera 
tion step includes a pre - processing step where ECC such as 
an error control block is appended to a message , or to 
fragments thereof , prior to encryption . These stages are 
described below , beginning with reference to FIG . 1 illus 
trating an example environment 100 in which embodiments 
disclosed herein may be practiced . The environment 100 
includes a server 102 and client devices , hereinafter clients 
105 ( represented by clients 105a , 105j , and 105n ) . The 
server 102 manages a database 104 which may be stored in 
memory of the server 102. The database 104 stores charac 
teristics of the PUF arrays 160 of each client ( i.e. , “ images ” 
of each PUF array 160 ) , which may be generated in response 
to challenges issued by the server 102 to the clients 105 , 
each of which may respond to the challenges by accessing 
a respective PUF array 160 represented by the PUF arrays 
160a , 160j , and 160n belonging to clients 105a , 105j , and 
105n . Alternatively , the server 102 may be otherwise pro 
vided with information suitable to generate the initial chal 
lenge responses 130 . 
[ 0042 ] A PUF array 160 may form parts of an addressable 
PUF generator ( APG ) , described further below , which may 
contain additional processing circuitry and execute instruc 
tions for generating challenge responses . Enrollment is 
performed for each client 105 in a secure environment . After 
enrollment , the constellation of clients 105 may operate in 
an insecure environment and communicate with each other 
over public networks . Secure information needs to be 
encrypted . 
[ 0043 ] As stated above , inventive embodiments make use 
of one or more of addressable PUF generators ( APG ) to 
generate PUF responses , which are compared , or are used to 
generate data that is compared , to previously generated 
responses that are elicited and stored during an enrollment 
process . Such a process is schematically illustrated in FIG . 
2 , which schematically illustrates an APG with an address able PUF . As shown in FIG . 2 , a PUF challenge is generated , 
e.g. , a set of address values ‘ x ’ and ‘ y ' . The challenge may 
additional specify measurement conditions under which the 
response is to be generated . In the case of a ReRAM PUF , 
this may include current levels being used to measure cell 
resistance . The challenge is passed to the APG with locates 
the corresponding address in the PUF . The PUF's response 
for the received challenge is generated , and may be passed 
to another device , or may generate a message digest that is 
passed to another device , where it is compared to a response 
generated by examining the corresponding address of a PUF 
image . In a keyless encryption arrangement , the same PUF 
challenges at both devices ( e.g. , a communicating client 
device and a server device ) are generated in parallel , so that 
the same responses can be retrieved from both the PUF and 
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the previously stored PUF image . In one example , this is 
accomplished by generating the challenge with a shared 
( e.g. , known by both parties in advance ) password and a 
random number that is shared or independently generated by 
both parties . In one embodiment , a client and server device 
may each have a clock - synchronized random number gen 
erator , each of which generates the same random number at 
the same or nearly the same time . In other embodiments , the 
random number is shared between the server and client 
using handshake mechanisms and the password is already 
known to both the client and server . Therefore , this allows 
both parties to arrive at the same PUF address . From that 
particular cell address , the required number of PUF bits can 
be extracted . The value of the cell's response is a function 
of the PUF type . For example , the response of SRAM cells 
are binary digits , whereas ReRAM cells gives resistance 
values . 
[ 0044 ] Inventive embodiments directed keyless 
encryption using APGs , which in turn , use arrays of Mem 
ristors as PUFs . Interest in developing encryption techniques 
without using keys is rising . The advantage of keyless 
encryption techniques , shared by the inventive embodiments 
described below , is that the distribution , generation , and 
storage of data analogous to encryption keys is all internal 
to the communicating devices . This obviates certain attack paths usable against key - based encryption . Targeting key 
extraction is a common attack in key - based cryptographic 
methods , for example , attacks based on differential power 
analysis . This kind of attack is practical and non - invasive ; 
the information is leaked to hackers by analyzing power 
consumption to extract secret keys from a wide range of 
devices . The keyless protocols described below eliminate 
the need to generate and store cryptographic keys and can 
mitigate attacks based on differential power analysis . 
[ 0045 ] Inventive embodiments described below employ 
memristor PUF - based keyless encryption protocols . Under 
such methods , a message is directly encrypted using the 
modulation of currents driving ReRAM cells at low power . 
The main idea is that without the use of cryptographic keys , 
the plaintexts to be encrypted are cut into blocks and are 
directly converted into ciphers utilizing the features of 
memristor arrays . This protocol uses multi - factor authenti 
cation and approaches like APGs to extract PUF response 
which is integrated with the plaintext to generate a cipher 
text . Suitable memristor and ReRAM - based keyless encryp 
tion arrangements improvable with the additional error 
correction schemes described herein are disclosed in co 
pending U.S. patent applicant Ser . No. 16 / 724,739 , pub 
lished on Jul . 2 , 2022 , which is incorporated herein by 
reference in its entirety . 
[ 0046 ] FIG . 3 shows an example embodiment 300 in 
which a server 302 communicates securely with a client 305 
using a keyless encryption scheme enabled by the use of 
PUFs according to an embodiment . In this scheme , the 
server 302 stores an image 361 of a PUF array 360 belong 
ing to ( or otherwise controlled by or associated with ) the 
client 305. In the embodiment shown , the server 302 issues 
a challenge 322 to the client 302. The challenge 322 may be 
converted into a message digest 324 generated from the 
challenge 322 using the hashing function 321 , for example . 
Instructions 325 may be extracted from the message digest 
324 by either the server 302 or the client 305 , as appropriate . 
For example , the client 305 may use measurements of the 
PUF array 360 to generate a ciphertext 340 from a message 

330 using the instructions 325 , as described further below , 
and transmit the ciphertext 340 to the server 302. The server 
302 may then decrypt the ciphertext 340 using device 
characteristics stored in the image 361 of the PUF array 360 
using the instructions 325 to recover the message 330. The 
server 302 may also encrypt the message 330 using the 
image 361 of the PUF array 360 to form the ciphertext 340 . 
In this instance , the client 302 may use the instructions 
extracted from the message digest 324 to recover the mes 
sage 330. In some embodiments , the server 302 and client 
305 may access a shared random number generator or have 
synchronized random number generators . In such embodi 
ments , the challenge 322 may be a random number gener 
ated by the shared random number generator or indepen 
dently generated by the server 302 and the client 305. In 
such embodiments , the server 302 may not need to send the 
challenge 322 to the client 305. In other embodiments , the 
client 305 may generate the ciphertext 340 and transmit the 
challenge to the server 302 , thereby allowing the server to 
recover the message 330 . 
[ 0047 ] Images of addressable PUFs associated with client 
devices are stored by the server and contain data obtained 
during enrollment of the client devices as previously 
described . For use with keyless schemes such as the scheme 
represented by FIG . 3 , the initial readings of the initial 
measurement of the PUF devices need to be comprehensive . 
For example , each device ( or “ cell ” ) may characterized 
using as many as 1,000 successive measurements under 
different electrical conditions ( e.g. , with varying currents 
and voltages . ) For example , in experiments performed by 
the inventors , the resistances of cells of memristor - based 
PUF arrays were measured 51 times at five different current 
levels : 10 nA , 50 nA , 100 nA , 200 nA , and 400 nA . For each 
cell , the average value of the resistance at each current was 
stored in a lookup table . An APG such as the APG 310 may 
also include additional circuitry to allow measurement of 
temperature at or near individual PUF devices . In such 
instances , a PUF image may also contain device character 
istics measured at different temperatures or information 
from which the temperature - dependent behavior of device 
characteristics may be predicted . 
[ 0048 ] The message digest 324 may be divided into a set 
of addresses { a ... an } that identify locations of particular 
PUF devices in the PUF array 360 ( or locations of data 
associated with those devices in the image 361 of the PUF 
array 360 ) and a corresponding set of numbers { bo ... b } 
or other sequencing information used to determine a 
sequence or ordering , as described further below . Generally , 
in certain embodiments , the client 305 may divide the 
message 330 into fragments and express those fragments as 
binary numbers . For each fragment , the client device may 
associate that fragment with one of the addresses and a 
corresponding number belonging to the sequencing infor 
mation . The client device 305 may then access a PUF device 
belonging to the PUF array 360 at the address associated 
with that fragment and measure a characteristic of that PUF 
device . The client 305 may then encode each message 
fragment using a transformation based on a value of that 
message fragment ( e.g. , the binary representation of that 
message fragment ) and the measured characteristic of the 
associated PUF device . Finally , the client 305 may concat 
enate the message fragments in a scrambled sequence deter 
mined using the set of sequencing numbers { bo ... bn } , as 
described further below . Because only the server 302 and the 
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client 305 can measure ( or retrieve ) characteristics of the 
PUF devices belonging to the PUF array 360 , only the server 
302 can decrypt messages encrypted by the client 305 . 
Similarly , only the client 305 can decrypt messages 
encrypted by the client 302 using characteristics of the PUF 
array 360 of the client 305. For increased security , the 
message 330 may be segmented into multiple segments ( i.e. , 
blocks ) and a new randomly generated challenge 322 may 
be used to determine the cipher scheme for each segment of 
the message 330. The number of addresses in the set of 
addresses and the set of sequencing numbers may also be 
adjusted to allow the encryption of messages of various 
lengths . Further details are discussed below . 
[ 0049 ] In an example , the challenge 322 is used to gen 
erate the message digest 324 using a standard hashing 
function ( experimental validation was performed using 
SHA - 3 , for example ) . Other suitable hashing functions are 
MDA , SHA - 1 , and SHA - 2 , as non - limiting examples . A 
message may be subdivided into multiple bitstreams , col 
lectively used to form the addresses { a ... an } and 
" sequencing numbers ” { bo ... bn } . In some embodiments , 
it may be desirable to specify a large number of addresses 
( and / or a number of long address ) and sequencing numbers 
using a single message digest derived from a single chal 
lenge 322. A method 400 of generating sets of addresses and 
sequencing numbers having many more bits than the mes 
sage digest 324 is illustrated by FIG . 4 . 
[ 0050 ] As shown in FIG . 4 , an SHA - 3 message digest is 
512 bits long . This digest may be used to derive instructions 
( e.g. , the instructions 325 ) that are collectively much longer 
than 512 bits . First , the original message digest is segmented 
into 16 - bit chunks . The bits of the message digest A are 
denoted by A , K , where the index i indicates which chunk the 
bit belongs to and the index k indicates the bit's overall 
position in the digest . Thus the first chunk ( i = 1 ) contains bits 
1-16 , the second chunk ( i = 2 ) contains bits 17-32 , and so on 
until the final chunk ( i = 32 ) , which contains bits 496-512 : 

addresses required to address each cell directly , required at 
least a 20 - bit address length . If a block cipher using 256 PUF 
measurements is chosen , an 8,192 - bit - long string can be 
used to provide 256 20 - bit addresses along with the 8 - bits 
required to provide a sequencing number with 256 possible 
values ( i.e. , an 8 - bit number ) corresponding to each address . 
It is not necessary that every address be unique , nor that 
every sequencing number be unique . In particular , a non 
limiting simplified example of a procedure to accommodate 
repeated sequencing values within one block is as follows : 
( 1 ) the sequencing numbers { bo ... bn } are ranked from 
smallest to highest value . ( 2 ) The lowest ranked number is 
assigned the first position in the sequence . ( 3 ) if duplicate 
numbers exist , the first duplicate encountered is assigned to 
the next available position and subsequent duplicate num 
bers are again assigned to the next available position in the 
sequence , as illustrated by the example below for a set of 
nine sequencing numbers . The index i indicates the order in 
which the numbers b ; are encountered . O , indicates the 
position in the sequence assigned for that number b ;: 

i 

i 1 2 3 4 5 6 7 8 9 

4 6 8 b? 
O ; 

5 
2 

3 
0 

8 
7 

?? ??? 
5 
3 

5 
4 

7 
6 1 5 8 

2 0 

2 

496 | A , ' ... A1,161 JA , 17 · A , 321 | A32 · A325127 

N 1 

[ 0051 ] As a non - limiting example , the original digest A 
may be expanded by concatenating additional unique strings 
generated by permuting the bits of the digest A in any 
acceptable manner . One such method comprises cyclically 
permuting bits belonging to the chunks in A , thereby shifting 
the position of each bit in a chunk one position to the left ( or 
right ) . For instance , if a left cyclical permutation is used , a 
second bitstream ( chunks 33-64 ) is formed having the 
arrangement : 

[ 0054 ] FIG . 5 illustrates an example encryption procedure 
500 according to certain embodiments . At this point of the 
scheme , N + 1 addresses ( ao , ... , an ) , and N + 1 sequence 
values ( bo , ... , b » ) that are re - ordered as ( Oo , ... , Ox ) , 
which have been independently generated by the server and 
the client device , are transmitted to their respective encryp 
tion / decryption modules . Various quantities are shown with 
the subscript w in FIG . 5 to indicate that they apply for a 
given Handshake w ( i.e. , a particular challenge sent as part 
of that Handshake communication ) . In some embodiments , 
a message is broken into multiple segments , each of which 
is encrypted and decrypting based on an additional chal 
lenge . 
[ 0055 ] A message M ( e.g. , the message 330 ) to encrypt is 
a stream of 4xN bits that are fragmented into 4 - bit message 
fragments . In this example , M = ( m1,01m1,1 | m1,21m | 1,3 ) ... 
( m ; , olm ,, 1 m ; , 2 m ; , 3 ) ... ( mn , olmy , ilmy , z / mp , 3 ) . Each frag 
ment ( i.e. , the i - th fragment ) may be represented by a natural 
number Q ; € { 0 , 15 } yielding a set of numbers { Q? , ... Qis 

Qv } with ic { 1 , N } . For each i - th message fragment the 
resistance R , may be read by the server ( e.g. , the server 302 ) 
from a look - up table ( e.g. , the image 361 of the PUF array 
360 ) , or measured by the client using the PUF array belong 
ing to the client ( e.g. , the PUF array 360 of the client 305 ) . 
The PUF device used to obtain R , is identified by the address 
a ; associated with the i - th message fragment . Given the 
resistance values of the PUF devices associated with the 
message fragments , encoded message fragments C " are 
computed as follows by measuring characteristics of the 
PUF devices wherein the measurement conditions of each 
measurement are determined by the corresponding message 
fragment value . For instance , each memristor of the PUF 
array may have been characterized at one of 16 input levels . 
Due to the nonlinear current - voltage characteristics of the 
memristors , each of the 16 input levels will produce a 
different resistance level when measured ( in contrast to a 
conventional resistor which has constant resistance over an 
extremely wide range of measurement conditions ) . The 

a 

18 497 | A33 
A33 

| A34 16 A33 32 \ A34 
| A64 
A64 | A64 17 512 496 A34 

[ 0052 ] The cyclical permutation described above can be 
performed a total of 15 times before the original digest is 
reproduced . Thus , using this example method , a 512 - bit 
digest can be transformed into in an 8,192 - bit - long without 
duplication of the original 16 - bit chunks by concatenating 
the original digest with 15 additional strings generated as 
described above . 
[ 0053 ] If an example PUF array such as the PUF array 360 
is a 2D array of 1024x1024 cells , there will be 1,048,576 a 
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check bits , parity bits or other information generated and 
utilized according to suitable error - correcting codes or other 
error - correction schemes . 
[ 0060 ] The table below is a simplified example of an 
encryption process according to one embodiment using a 
32 - bit long message for illustration . The message is frag 
mented into 8 4 - bit message fragments corresponding to 
index values ie { 1,8 } . As above , an additional fragment for 
the reference value described above is included ( i = 0 ) . 

i 0 1 2 3 4 5 6 7 8 

M ; 
Qi 
Ri 

0110 0101 0100 1011 0001 0110 1001 0110 
6 5 4 11 1 6 9 7 
2.5 2.9 2.1 1.2 2.2 1.9 2.6 2.0 

C'o = Ro ( 1 + 7.5K ) ; Ci = R ( 1 + KQ :) K 
1.7 

= = 0.2 

C'i 3.84 7.28 i 4.25 
5 
2 

5.5 
3 
0 

4.18 
8 5 

5.8 
8 
7 
4.25 

3.78 
4 
1 
3.84 

?? ???? 

2.64 
6 
5 
2.64 

4.8 
7 
6 
4.18 

8 

C ; 5.5 3.78 7.28 4.8 5.8 

variation in resistances between the individual memristor 
devices means that an attacker cannot determine the encoded 
scheme without access to the device characteristics . 
[ 0056 ] First , a reference value R , is encoded as C ' ;. This 
reference value is not related to the message itself and is 
instead used to calibrate the resistance values used to encode 
the message fragments . In this example , C'o = R . ( 1 + 7.5K ) . 
R , is read at an address a , generated from the message digest 
as described above . The reason that the value is multiplied 
by ( 1 + 7.5K ) , is to make the result as neutral as possible 
when compared with the other values . On average all other 
values are also multiplied by the same factor , 7.5 as is the 
average value of Qi , with values varying from 0 to 15. In this 
example , the parameter K can take arbitrary values typically 
from 0.2 to 2 , as long as the communicating parties use the 
same number . The factor K may arbitrary number , large 
enough to differentiate the resulting C ' ; to minimize the error 
rate during decryption . K should be much larger than the 
intra - cell standard variation of the resistance measured at a 
given current / temperature . Intra - cell variations have been 
observed in the 0.1-1 % range , so K = 0.2 gives enough 
margin to design the encrypting device . 
[ 0057 ] Next , values for the encoded message fragments 
are determined by C ' ; = R / ( 1 + K * Q :) where R , is read at the 
address a ; associated with each i - th message fragment . The 
resulting encoded data stream C = { C . , C'1 , ... , C'ia ... 
C'n } is generated . In this particular example , a memristor 
based PUF array is used and the message fragment values 
determine measurement conditions . For example , if Q ; = 0 , 
the resistance of the appropriate memristor may be measured 
at a minimum input current value whereas if Q = 15 , the 
highest input current value may be used . Due to the non 
linear current - voltage transfer function of each memristor , 
the measured resistance will vary widely depending on the 
input current level used for the measurement . 
[ 0058 ] Finally , the sequencing numbers are used to 
scramble the ordering of the encoded data C ' as described 
above , yielding a ciphertext derived from the original mes 
sage and measurements of the PUF array . The sequencing 
numbers are needed to finalize the encryption and permute 
the encoded fragments of C ' into the final ordered ciphertext 
C according to the order O = { 0o , 01 , ... , 0,1 , ... , Ox } . Thus 
C = { Co , C1 , ... , Cky ... , C'n } where Cx = C'0 , -C ' ; and ke { 0 , 
N } . The block cipher has thereby been permuted by the 
orders generated by the message digests . 
[ 0059 ] The encryption scheme described can be aug 
mented with the use of additional nonce and random num 
bers to enhance entropy and make frequency analysis dif 
ficult . As non - limiting examples , randomly - generated 
strings or individual bits may be inserted at positions known 
to the sender and receiver . In some embodiments , such 
random information is included in the message prior to 
fragmentation and the random information is scrambled 
along with the original message data as described above . In 
such embodiments , just as certain fragments may be 
reserved for reference values ( e.g. , the reference resistance 
described above ) , certain fragments may be used for random 
information or other information . In some embodiments , 
error correction information may be included using similar 
methods ( i.e. , insertion at fixed locations in the message or 
resulting ciphertext , or at locations determined by instruc 
tions extracted from the message digest ) . The error correc 
tion information may include , as non - limiting examples , 

z 

? 

[ 0061 ] The message 
M = 01100101010010110001011010010111 is broken into 
the fragments M , shown . Each fragment M , is converted into 
a natural number Qi . The resistances of the corresponding 
PUF devices are measured . In this example , the encoded 
fragment C ' ; for each message fragment is determined using 
the transformation shown which depends on the value of Qi . 
In some embodiments , Q ; is used to determine a parameter 
of the resistance measurement ( e.g. , an input current level 
associated with the measurement ) as described above , in 
which case the encoded fragment may depend only on the 
appropriately measured resistance value . In other embodi 
ments , measurement instructions may be extracted from the 
message digest analogously to the addresses and sequencing 
instructions as illustrated by FIG . 7 and described below . 
The values of the resistance , in M - ohm at the 9 cells selected 
by the set of addresses a shown in the table are then ordered 
using the sequencing numbers b ; and ordered in the sequence 
specified by re - ordering O , as described previously . Finally , 
the cipher C is converted into a digital stream and transmit 
ted to the receiving party . 
[ 0062 ] FIG . 6 illustrates an analogous decryption proce 
dure which operates according to similar principles as the 
encryption procedure described above with the exception 
that the transformation between the message fragments and 
the encoded fragments of FIG . 5 as described above is 
inverse to the decoding transformation of FIG . 6 ( i.e. , 
multiplication instead of division in this example ) . The 
server may decrypt a ciphertext received from the client 
using the appropriate challenge and device characteristics 
retrieved from a lookup table accessed by the server . Alter 
natively , a client may decrypt a ciphertext sent by the server 
using the same challenge and actively measuring the appro 
priate device characteristics . 
[ 0063 ] As mentioned above , some characteristics of suit 
able PUF devices ( e.g. , memristor resistances , transistor 
channel resistances , and other characteristics ) may be tem 
perature dependent . Furthermore , there may be no guarantee 
that subsequent measurements of a given PUF device will 
occur at the same temperature as measurement values stored 
in an image of a PUF array accessed by a server . Accord 
ingly , FIG . 6 shows a comparison between a reference value 
of a device characteristic ( a resistance ) included in a cipher 

a 
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text generated by a client device , denoted R ' , and the 
corresponding value R , measured previously . The freshly 
measured resistance values extracted from the ciphertext 
may be transformed using the ratio of R ' , to R , to compen 
sate for temperature effects when the resistances measure 
vary linearly with temperature or another suitable transfor 
mation may be applied given knowledge of the temperature 
dependent behaviors of a particular PUF technology . 
[ 0064 ] FIG . 7 shows an embodiment 700 related to the 
embodiment of FIG . 3 in which a server 702 communicates 
with client 705. The server may issue a challenge 722 
( represented by the random number Tw for a particular 
Handshaking instance ) . Random number Ty is preferably a 
true random number ( TRN ) generated by a TRN generator 
( RNG ) . The RNG may be located at the server , as shown , or 
a pair of synchronized RNGs may be located at the server 
and client respectively , which obviates the need for trans 
mission of the TRN as part of the handshake . 
[ 0065 ] Using the same hashing function 721 ( e.g. , one of 
the hashing functions described above in reference to FIG . 
3 ) , the server 702 and client 705 generate the instructions 
725 in the form of a message digest MD which may be used 
for encryption or decryption as previously described using 
measurements of characteristics of the devices belonging to 
the PUF array 760 or the previously - measured characteris 
tics stored in the image 761 of the PUF array 760 accessed 
by the server 702. The server 702 or client 705 may use the 
instructions 725 to encrypt a message 730 or decrypt a 
ciphertext 740 to retrieve the message 730 as previously 
described . The instructions 725 of embodiment 700 differ 
from the instructions 325 of embodiment 300 in that , in 
addition to addresses { ao ... an } and sequencing values { bo 
... bn } , the instructions 725 include an additional set of 
measurement parameters , { do ... dn } ( represented in FIG . 7 
as input current levels used for measurements of memristor 
devices of the PUF array 760 ) . Just as the addresses identify 
the PUF devices to measure and the sequence values are 
used to determine how to arrange portions of the ciphertext 
740 derived from those PUF devices and the message 730 , 
the measurement parameters identify the measurement con 
ditions the client 705 will use for the corresponding PUF 
device . The measurement parameters similarly identify 
which measurements of a given PUF device the sever 702 
will retrieve from the image 761 of the PUF array 760 
storing previous measurements of each PUF devices con 
ducted under various conditions ( e.g. , a set of resistance 
values for each PUF device where each resistance values 
corresponds to particular input current level ) . 
[ 0066 ] FIG . 8 illustrates steps of a method for keyless 
encryption using the arrangement of FIG . 7. Generally 
speaking , a hash function output is divided to three chunks 
of the addresses , orders , and currents . The addresses and 
currents are used to determine a particular cell and to 
measure ( or retrieve from an imaged PUF ) the resistance of 
memristors specified in the addresses . The orders the orders 
are used to reorder the cipher text . The plaintext ( i.e. , the 
message ) is split into several message symbols and these 
symbols are encrypted using memristors resistance values to 
generate the final cipher text . 
[ 0067 ] Walking through the protocol of FIG . 8 in more 
detail , a password ( PW ) and random number ( RN ) are 
accessed by a device , e.g. , a client device that is to encrypt 
a message . As illustrated in FIG . 7 , it is contemplated that 
the PW will be independently accessible to each of the 

communicating devices , and the RN will be transmitted 
from one device to the other as part of the handshake 
procedure , or will be independently generated in parallel , as 
with synchronized RNGs . The PW and RN are XORed and 
then hashed to get a message digest ( MD ) . An expanded 
long message digest ( LMD ) is generated from the MD . One 
method for accomplishing this is set forth above in relation 
to FIG . 4. Alternatively , the MD may be circularly shifted 
and sent to the hash function multiple times , and the results 
concatenated to act as an extended output function ( XOF ) to 
generate the long message digest ( LMD ) . This LMD is 
divided into address , current and order arrays . For encrypt 
ing , the plaintext in ASCII is divided into 4 - bit symbols , 
whose decimal equivalent ranges from 0 to 15. Each symbol 
is combined with a resistance value extracted from the 
original response at a particular cell ( or measured from the 
PUF , in the case of client side encryption ) when a certain 
current is injected , according to the values extracted from 
the LMD ( address and current ) . This combination occurs by 
application of the formula shown in FIG . 8 : C'1 = R / ( 1 + kQ :) . 
The order array is used to shuffle the resulting cipher ( C ' ; ) 
obtained from different symbols to add another layer of 
confusion for the hacker . 
[ 0068 ] FIG . 9 shows the steps of a method of decrypting 
a message encrypted according to the method shown in FIG . 
8. In the decryption method , a receiving device ( the client or 
the server ) generates the same message digest according to 
the same process steps as the sending device by hashing a 
TRN and the shared password . The TRN may have been 
shared with the receiving device as part of the handshake 
procedure , or it may be independently generated in parallel . 
The receiving device produces the same expanded LMD 
according the methods disclosed above , and divides the 
LMD into address , current and order arrays or blocks , 
according to the same methods described above . Thus , the 
receiving device the same blocks for addresses , orders , and 
currents that were used to generate the ciphertext . The 
receiving device and has the cipher text and knows which 
resistance should be used to retrieve the blocks of plaintext . 
The receiving device uses this information to extract mem 
ristor resistance values ( either by measuring the PUF or by 
retrieving the previously measured values from the image 
depending on whether the device is the “ server ” or the 
“ client ” as shown in FIG . 3 ) . 
[ 0069 ] The receiving device also uses the order blocks 
from the LMD to correctly reorder blocks of the received 
cipher text message . This is done according to the procedure 
shown in FIG . 9. The receiving device receives the 
encrypted ciphertext , creates an index array for the received 
ciphertext C , sorts the index array based on the Order Array 
generated from the order information in the LMD ( e.g. , in 
ascending order ) , and then sorts the blocks of ciphertext C 
on the basis of the Order Array . 
[ 0070 ] Once the ciphertext has been correctly ordered , the 
measured or received resistance values are used to decrypt 
the ciphertext according to the formula shown in FIG . 9. The 
resulting ordered , decrypted blocks are then concatenated 
and converted to ASCII to result in plaintext . 
[ 0071 ] As was discussed above , a preferred PUF used in 
the above embodiments is a memristor - based ReRAM PUF . 
As PUFs are sensitive to environmental factors like tem 
perature , the response of the memristor may change over 
time or when measured under conditions ( e.g. , temperatures ) 
different from those at which the PUF was originally char 

a 
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acterized during enrollment . Generally , memory - based 
PUFs may have cell - to - cell and array - to - array variations of 
the resistances and current values due to changes in the 
temperature . Under different temperatures , the same cells 
under the same currents give different resistances . Also , 
reading the cell resistance alone will be different when the 
same cell is read with a group of cells . Having any error 
from reading the memristors may cause failure to retrieve 
the blocks of plaintext . 
[ 0072 ] These changes or drift may be conceived of as 
noise added to measurements of a PUF response . This means 
that if the message is encrypted using the PUF image i.e. , the 
original PUF response ( as shown in FIG . 8 ) , the keyless 
protocol may not be able to extract the plaintext from the 
cipher using noisy PUF measurements , that is , measure 
ments of a PUF taken under different conditions . The 
converse problem may also occur , a device in possession of 
the PUF image may not be able to decrypt a message 
encrypted with noisy PUF measurement data . To address 
these problems , error correction codes such as Reed Solo 
mon RS or BCH codes may be used with the methods 
herebefore described . 
[ 0073 ] ECC may be used to correct a received message 
which travels through a communication channel . For this 
purpose , parity bits are added as extra information to the 
message bits and then transmitted along the communication 
channel . With the advancement of time , many ECC have 
been introduced which are able to correct long messages 
with greater efficiency . These schemes are generally com 
plex end require more power and advanced hardware . These 
mechanisms are also efficient when they are utilized with a 
larger number of message bits . When used for short blocks 
of message they tend to not deliver desirable results . As an 
alternative to such ECC , inventive embodiments use simpler 
error correction mechanisms such as Reed Solomon and 
BCH codes for the protocols described herein . These simple 
mechanisms are less hardware intensive and are better 
suitable for short message blocks . 
[ 0074 ] Reed Solomon codes are a group of error correc 
tion codes that operate on a block of data treated as a set of 
finite field elements called symbols . Reed - Solomon codes 
can detect and correct multiple symbol errors . By adding t 
check symbols to the data , a Reed - Solomon code can detect 
( but not correct ) any combination of up to and including t 
erroneous symbols or locate and correct up to and including 

a 

cyclic error - correcting codes that are constructed using 
polynomials over a Galois field . Cyclic error - correcting 
codes means that a block code , where the circular shifts of 
each codeword gives another word that belongs to the code . 
[ 0076 ] ECCs may be used , according to certain embodi 
ments , to correct the errors introduced during either the 
encryption or decryption phase of the protocols described 
above . Dealing with errors induced during the decryption 
phase will first be described . For the purposes of this 
discussion , the response of a memristor , which may be noisy 
due to temperature , drift and the other effects described 
above , is used to decrypt a message that has been encrypted 
using data stored in a PUF image . In these cases , as above , 
the message or plaintext is encrypted using to its ASCII 
equivalent divided into 4 - bit symbols , Qi , and converted into 
its decimal format whose values ranging between 0 to 15 . 
Initially , these values were directly used in Equation 1 , along 
with address , current and order arrays , to extract a cipher 
text . As discussed previously , the PUF responses are noisy , 
leading to a noisy decrypted message . Here , ECCs are used 
to detect and correct the erroneous message . 

C? = R ; ( 1 + K + Q :) ( Equation 1 ) 

a 

[ 0077 ] Using the concepts of APGs , the message digest is 
initially calculated as shown in Step 1 and 2 of FIG . 10. In 
this protocol , a random number is XORed with a password 
which is shared information between the client and the 
server . The output is sent to a SHA - 512 function to extract 
a message digest . 
[ 0078 ] The extraction of long message digest ( LMD ) from 
the message digest extracted in Steps 1 and 2 is shown in 
Step 3 of FIG . 9. A circular shift mechanism is employed to 
the message digest n times and the first n bytes of the circular 
shifted output is hashed with a SHA - 512 to extract 512 * n = N 
bits of the long message digest . 
[ 0079 ] In FIG . 10 , Step 4 shows the conversion of the 
LMD into address , current , and order block arrays . N bits are 
divided into blocks of 16 bits in length . The first 7 bits of 
each block refer to the address of the cell in the PUF from 
which the parameter ( resistance ) is to be read . The next 3 
bits refer to the current applied at the chosen cell to read the 
parameter and applying Equation 1. These bits ( address and 
current ) are used to extract the PUF measurement data ( i.e. , 
resistance values ) used in Equation 1 from either the PUF 
itself ( by contemporaneous measurement ) or the PUF image 
( previous measurements ) depending on which device is 
encrypting the message . The next 6 bits refer to the order of 
the cell . This order value is taken for all message symbols 
and reordered in ascending order of the order array extracted 
from LMD . 
[ 0080 ] Referring now to FIG . 11 , there is shown a method 
for inclusion of ECC in a message during encryption . In Step 
1 of FIG . 11 , the plaintext is first divided into 4 - bit symbols 
S ; from its ASCII equivalent . These message symbols are 
then optionally converted into Gray code format before 
encoding them using ECC . The message symbols are 
encoded using block encoding techniques of an ECC 
encoder to add parity message bits to each message block 
( collection of symbols ) as shown in Step 2 of FIG . 6. The 
ECC block allows extraction of the message when noise is 
introduced in the decryption phase of the protocol . This 
encoded message acts like the plaintext which is then 
encrypted as normal the keyless protocol . 

a 
erroneous symbols at unknown locations . As an erasure 
code , RS can correct up to and including t erasures at 
locations that are known and provided to the algorithm , or 
it can detect and correct combinations of errors and erasures . 
Reed Solomon codes are also suitable as multiple - burst 
bit - error correcting codes since a sequence of b + 1 consecu 
tive bit errors can affect at most two symbols of size b . The 
choice oft is up to the designer of the code and may be 
selected within wide limits . 
[ 0075 ] There are two basic types of RS codes , original 
view and Bose Chaudhuri Hocquenghem codes ( BCH ) view , 
with BCH view being the most common as BCH view 
decoders are faster and require less working storage than 
original view decoders . The BCH codes form a class of 
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[ 0081 ] Still referring to FIG . 11 , Step 3 shows the encap 
sulation of the message with the PUF resistance data ( in this 
case , resistance data retrieved from the PUF image , as when 
the server device of FIG . 3 is encrypting the message ) to 
generate a cipher text . Here , Qi refers to each encoded 
message symbol whereas R , refers to the resistance extracted 
from a cell address ( A ) at a current ( Cr ; ) ( FIG . 11 , Step 4 ) . 
K is a constant number so Equation 1 can be applied to 
obtain Transit Ciphers , C ' ;. After extracting transit cipher 
from each message block , they are reordered based on the 
order of the block in ascending order and sent to the client 
as final cipher , as shown in FIG . 11 , Step 6 . 
[ 0082 ] FIG . 12 shows the decryption phase of the message 
from the received cipher by the client device . Recall , the 
password and random number are shared information in 
independently generated information ) and the client has 
access to the PUF device . Using the APG protocol , a 
message digest is extracted from which LMD is obtained . 
The address , current , and order arrays are derived from the 
long message digest by dividing it into blocks of length 
16 - bits . Also , in decryption Steps 1 and 2 , the final cipher C ; 
is de - shuffled to obtain back the transit cipher C using the 

2 

order array 
[ 0083 ] The resistance value R from the PUF device is 
extracted at a certain cell address ( A ) when a particular 
current ( Cr ; ) is applied for the ReRAM cell “ i ” . These 
extracted resistance values may be noisier versions of the 
resistances extracted on the server end from where the 
message was transmitted . Using the decryption formula 
Equation 2 ( below ) , the encoded message Qi is extracted 
( FIG . 12 , Steps 3 and 4 ) . 

i 

assuming a Gaussian distribution for noise . Based on the 
resistance value of 128 cells at a current , the mean and 
variance were calculated when the noise is added to the 
resistance values . This experiment was repeated 1,000 
times , and the noise was randomly selected each time based 
on the SNR . 
[ 0087 ) The disclosed protocol was followed to start the 
encryption . Once a LMD of 8192 bits was extracted , it was 
divided into current , address , and order arrays of 3 , 7 , 6 bits , 
respectively . These numbers were selected based on the data 
extracted . Specifically , 3 bits were used to address the 8 
different current values , and 7 bits were used to address the 
128 different cells . To allow equal number of bits for every 
block without padding , 6 bits were used to get an order 
number to shuffle the bits . It is anticipated that these 
numbers would change depending on the value of cell 
resistances , but this will not affect the results of the protocol . 
Reed Solomon codes were used initially in the testing . A 
21 - symbol message was encoded using blocks coding tech 
niques and added parity symbols for every block of symbols . 
A RS ( N = 15 , K = 7 ) was used which has a capability to 
correct 4 symbols as the ECC block . Therefore , for every 7 
message symbols in a block , 15 symbols of encoded mes 
sage block were extracted , totaling 45 encoded symbols for 
21 message symbols . These 45 encoded symbols were then 
encrypted using Equation 1. A cipher consisting of 45 C , was 
sent to the receiver . 
[ 0088 ] On the receiver end , the 45 C ; was used in the 
keyless decryption protocol . The decrypted 45 C ; gave 45 Qi 
These decrypted Qi was sent to a RS ( N = 15 , K = 7 ) decoder , 
where each 15 Qi symbols extracted 7 message symbols , 
thereby extracting 21 message symbols in total from the 45 
Q :. 
[ 0089 ] The RS codes were able to correct all the message 
errors when they were in the correction capability of the RS 
codes . When the number of errors is higher than the codes 
capability , the symbol error ratio ( SER ) follows the trend 
where the SER decreases with the increase in SNR ( noise 
injected decreases as SNR increases ) . With the optional 
inclusion of Gray codes , a considerable improvement may 
be obtained in the bit error rate . 
[ 0090 ] The same protocol was also implemented using 
BCH ( N = 63 bits / 16 symbols , K = 30 bits / 7 symbols ) code to 
test the performance of BCH in a Keyless Protocol setting . 
We had to pad the message bits to match the BCH message 
length logistics . The data for the aforementioned tests plot 
ted in FIGS . 13 and 14 , which show BER and SER , 
respectively , for various combinations of encoded data . 
[ 0091 ] Reference throughout this specification to " one 
embodiment , ” “ an embodiment , ” or similar language means 
that a particular feature , structure , or characteristic described 
in connection with the embodiment is included in at least 
one embodiment . Thus , appearances of the phrase " in one 
embodiment , ” “ in an embodiment , ” and similar language 
throughout this specification may , but do not necessarily , all 
refer to the same embodiment . 
[ 0092 ] The exemplary structures disclosed herein are for 
illustrative purposes and are not to be construed as limiting . 
In addition , variations and modifications can be made on the 
aforementioned structures without departing from the con 
cepts of the present invention and such concepts are 
intended to be covered by the following claims unless these 
claims by their language expressly state otherwise . 

( Equation 2 ) 
Qi C - R ; 

KR ; 

[ 0084 ] The extracted encoded blocks are noisy versions of 
the encoded message , conceptually similar to a message sent 
through a noise communication channel . These noisy 
encoded blocks , lis are applied to an error correction 
decoder to extract S ; which is used obtain the plaintext 
message . 
[ 0085 ] In the examples set forth in FIGS . 11 and 12 , the 
encrypting device is described as the server device , which 
has access to the PUF image , and the PUF image data is used 
to encrypt the ECC encoded message fragments . The 
decrypting device is described as the client device , which 
uses contemporaneously measured response data from the 
PUF itself to decrypt the message , and then apply ECC 
decoding to the fragments . But this arrangement is not a 
requirement . The reverse arrangement , where the encrypting 
device is the client device , which encrypts on the basis of 
measured PUF responses and the decrypting device is the 
server , which decrypts on the basis of PUF image data is 
allow possible and fully within the scope of the invention . 
[ 0086 ] The protocol described above has been imple 
mented using one real data set of resistance measured from 
128 cells of a ReRAM at 8 different currents ( 100 nA ; 200 
nA , 800 nA ) which were augmented with induced Additive 
White Gaussian Noise with different power resulting in 
different signal to noise ratios ( SNRs ) to simulate different 
responses of the ReRAM PUF under various environmental 
conditions . With access to only a single read of the same cell 
of ReRAM at different currents , the noise was simulated by 



US 2022/0217003 A1 Jul . 7. 2022 
11 

a 

The invention claimed is : 
1. A system , comprising a processor , and memory coupled 

to the processor , the memory storing : 
( a ) device characteristics of a physical - unclonable - func 

tion ( “ PUF ” ) array belonging to a client device and 
having a plurality of PUF devices , each device char 
acteristic associated with a physical measurement of a 
PUF device belonging to the PUF array ; 

( b ) executable instructions that , when executed by the 
processor , cause the processor to : 
receive a message and processing instructions ; 
extract a set of addresses and a set of corresponding 

sequence values from the processing instructions ; 
and 

generate a transformed string by : 
dividing the message into message fragments and 

associating each message fragment with an 
address and its corresponding sequence value ; 

encoding each message fragment with error correc 
tion codes resulting in encoded message frag 
ments ; 

for each encoded message fragment , retrieving , from 
the memory , a corresponding device characteristic 
identified by the associated address ; 

generating transformed fragments representing each 
message fragment with a value determined by a 
function of the value of that message fragment and 
the corresponding device characteristic ; and 

concatenating the transformed fragments in an order 
derived from the set of corresponding sequence 
values . 

2. The system of claim 1 , wherein the memory stores 
further instructions that , when executed by the processor , 
cause the processor to : 

transmit a seed value to a client device ; 
generate the processing instructions by converting the 

seed value into a message digest using a hashing 
function ; 

receive , as the message , a ciphertext from the client 
device . 

3. The system of claim 2 , wherein the seed value includes 
a random number . 

4. The system of claim 3 , wherein converting the seed 
value into a message digest using a hashing function com 
prises hashing the random number and a password . 

5. The system of claim 1 , wherein retrieving the corre 
sponding device characteristic for each message fragment 
comprises selecting a measurement of the corresponding 
device characteristic associated with a measurement condi 
tion determined by the value of that message fragment . 

6. The system of claim 1 , wherein encoding each message 
fragment with error correction codes resulting in encoded message fragments comprising encoding each message frag 
ment in accordance with one of RS or BCH encoding . A 
system , comprising : 

a processor , a physical - unclonable - function ( “ PUF ” ) 
array of PUF devices , and memory coupled to the 
processor , the memory storing instructions that , upon 
execution by the processor , cause the processor to : 

receive deciphering instructions and a ciphertext ; 
extract , from the deciphering instructions , a set of 

addresses and a corresponding set of sequence values ; 
divide the ciphertext into ciphertext fragments , each 

ciphertext fragment associated with an associated 

address and an associated sequence value , each asso 
ciated address identifying a PUF device belonging to 
the PUF array ; 

retrieve a plaintext by performing a deciphering proce 
dure that comprises : 

measuring , for each ciphertext fragment , a characteristic 
of the associated PUF device for that ciphertext frag 
ment identified by the associated address for that 
ciphertext fragment ; 

deriving , for each ciphertext fragment , a decrypted frag 
ment for using the measured characteristic of the asso 
ciated PUF device ; 

applying an error correction code decoding procedure to 
each of the decrypted fragments resulting in decoded 
fragments ; and 

concatenating the decoded fragments in an order derived 
from the corresponding set of sequence values 
extracted from the deciphering instructions . 

8. The system of claim 7 , wherein each PUF device 
belonging to the array of PUF devices has a non - linear 
transfer function relating inputs to the device to outputs of 
the device ; and wherein measuring the characteristic of the 
associated PUF device for each ciphertext fragment com 
prises measuring a value of the non - linear transfer function 
of the associated PUF device for that ciphertext fragment ; 
and 

wherein deriving the decrypted fragment for each cipher 
text fragment comprises applying a mathematical func 
tion to characteristic of the associated PUF device for 
that ciphertext measured at an input level determined 
by a value of that ciphertext fragment . 

9. The system of claim 8 , wherein the non - linear transfer 
function of the corresponding PUF device comprises mea 
suring at least one the following of the corresponding PUF 
at a selected input level : 

an electrical resistance ; 
a capacitance ; 
an inductance ; 
a current ; and 
a voltage . 
10. The system of claim 7 , wherein the memory stores 

instructions that , upon execution by the processor , cause the 
processor to : 

extract , from the deciphering instructions , a set of mea 
surement conditions under which to measure a charac 
teristic of the associated PUF device for that ciphertext 
fragment identified by the associated address for that 
ciphertext fragment . 

11. The system of claim 10 , wherein set of measurement 
conditions is a set of measurement currents . 

12. The system of claim 7 , wherein applying an error 
correction code decoding procedure to each of the decrypted 
fragments resulting in decoded fragments comprises decod 
ing each of the decrypted fragments in accordance with one 
of RS or BCH decoding . 

13. The system of claim 7 , wherein the deciphering 
instructions include a random number . 

14. The system of claim 13 , wherein extracting , from the 
deciphering instructions , a set of addresses and a corre 
sponding set of sequence values includes hashing the ran 
dom number and a password . 

15. A system , comprising : 
a processor , a physical - unclonable - function ( “ PUF ” ) 

array of PUF devices , and memory coupled to the 
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processor , the memory storing instructions that , upon 
execution by the processor , cause the processor to : 
receive a message and processing instructions ; 
extract a set of addresses and a set of corresponding 

sequence values from the processing instructions ; 
and 

generate a transformed string by : 
dividing the message into message fragments and asso 

ciating each message fragment with an address and 
its corresponding sequence value ; 

encoding each message fragment with error correction 
codes resulting in encoded message fragments ; 

for each encoded message fragment , measuring a device 
characteristic in a device in the array of PUF devices 
having the associated address ; 

generating transformed fragments representing each mes 
sage fragment with a value determined by a function of 
the value of that message fragment and the correspond 
ing device characteristic ; and 

concatenating the transformed fragments in an order 
derived from the set of corresponding sequence values . 

16. The system of claim 7 , wherein each PUF device 
belonging to the array of PUF devices has a non - linear 
transfer function relating inputs to the device to outputs of 
the device ; and 

wherein measuring the characteristic of the associated 
PUF device for each ciphertext fragment comprises 
measuring a value of the non - linear transfer function of 
the associated PUF device for that ciphertext fragment ; 
and 

wherein deriving the decrypted fragment for each cipher 
text fragment comprises applying a mathematical func 
tion to characteristic of the associated PUF device for 
that ciphertext measured at an input level determined 
by a value of that ciphertext fragment . 

17. The system of claim 8 , wherein the non - linear transfer 
function of the corresponding PUF device comprises mea 
suring at least one the following of the corresponding PUF 
at a selected input level : 

an electrical resistance ; 
a capacitance ; 
an inductance ; 
a current ; and 
a voltage . 
18. The system of claim 15 , wherein the memory stores 

instructions that , upon execution by the processor , cause the 
processor to : 

extract , from the deciphering instructions , a set of mea 
surement conditions under which to measure a charac 
teristic of the associated PUF device for that ciphertext 
fragment identified by the associated address for that 
ciphertext fragment , wherein set of measurement con 
ditions is a set of measurement currents . 

19. The system of claim , wherein encoding each message 
fragment with error correction codes comprises encoding 
each of the message fragments in accordance with one of RS 
or BCH encoding . 
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