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Abstract. Recent works have made exciting progress on the construc-
tion of round optimal, two-round, Multi-Party Computation (MPC) pro-
tocols. However, most proposals so far are still complex and inefficient.
In this work, we improve the simplicity and efficiency of two-round MPC
in the setting with dishonest majority and malicious security. Our pro-
tocols make use of the Random Oracle (RO) and a generalization of the
Oblivious Linear Evaluation (OLE) correlated randomness, called tensor

OLE, over a finite field F, and achieve the following:

— MPC for Boolean Clircuits: Our two-round, maliciously secure MPC
protocols for computing Boolean circuits, has overall (asymptotic)
computational cost O(S-n>-log |F|), where S is the size of the circuit
computed, n the number of parties, and F a field of characteristic
two. The protocols also make black-box calls to a Pseudo-Random
Function (PRF).

— MPC for Arithmetic Branching Programs (ABPs): Our two-round,
information theoretically and maliciously secure protocols for com-
puting ABPs over a general field F has overall computational cost
O(S"*® -n? . log |F|), where S is the size of ABP computed.

Both protocols achieve security levels inverse proportional to the size of
the field |F|.

Our construction is built upon the simple two-round MPC protocols
of [Lin-Liu-Wee TCC’20], which are only semi-honest secure. Our main
technical contribution lies in ensuring malicious security using simple
and lightweight checks, which incur only a constant overhead over the
complexity of the protocols by Lin, Liu, and Wee. In particular, in the
case of computing Boolean circuits, our malicious MPC protocols have
the same complexity (up to a constant overhead) as (insecurely) com-
puting Yao’s garbled circuits in a distributed fashion.

Finally, as an additional contribution, we show how to efficiently gen-
erate tensor OLE correlation in fields of characteristic two using OT.

Introduction

Improving efficiency is a central theme in the design of cryptographic protocols.

Two important aspects are computational efficiency and round efficiency. In the
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context of secure Multi-Party Computation (MPC) protocols, since the seminal
works in the 80s [Yao82, GMW87,BGWS88,CCD88], remarkable improvements
have been made on both fronts.

— In the past decade, innovative design and implementation improvements have
drastically reduced the computational cost of MPC, leading to efficient pro-
tocols more and more applicable to practical situations (e.g., the SPDZ pro-
tocols [DPSZ12] and its followup works).

— Another long line of researches on minimizing the round complexity of MPC
recently culminated at the construction of two-round MPC protocols based on
the (minimal) assumption of two-round Oblivious Transfer (OT) in the Com-
mon Reference String (CRS) model [BL18, GS18]. Two rounds are optimal even
for achieving only semi-honest security and with trusted setups [FKN94,TK97].

However, so far, most two-round MPC protocols are complex and inefficient,
especially those achieving malicious security (even in correlated randomness
and/or trusted setup model). Encouraged by the efficiency improvement in the
realm of many-round MPC in the past decade, this work strives to improve
the simplicity and efficiency of two-round MPC in the malicious setting with
dishonest majority. Existing techniques can be broadly classified as follows:

— Round Collapsing: Introduced by [GGHR14] and initially relying on strong
primitives such as indistinguishability obfuscation (i0) or witness encryption
[GP15,CGP15,DKR15, GLS15], the round collapsing approach was improved
in [GS17,BL18,GS18,GIS18, BLPV18] to rely on just malicious 2-round OT.
The complexity of this approach stems from applying the garbling technique
(e.g., [Yao82,ATK04]) to the next step function of a many-round MPC pro-
tocol to collapse the number of rounds to two. The non-black-box use of the
underlying MPC protocol hurts both asymptotic and concrete efficiency.

— Using Generic Non-Interactive Zero Knowledge (NIZK): This approach starts
with designing two-round MPC that are semi-maliciously secure!, and then
transform them to maliciously secure ones by applying generic NIZK to detect
deviation from the protocol specification. Two round semi-malicious protocols
can be built either via the above round collapsing approach or using primi-
tives supporting homomorphic computation, such as, multi-key fully homo-
morphic encryption [AJL4+12,MW16,CM15,BP16,PS16,AJJM20] or homo-
morphic secret sharing [BGI16,BGI17,BGI+18, BGMM20]. Using NIZK to
prove about the execution of the semi-malicious MPC protocols is inefficient
and leads to non-black-box use of underlying assumptions.

— MPC-in-the-Head [IKOS07,IPS08,IKSS21]: Another generic method for
strengthening weak security to strong security is the “MPC-in-the-head” trans-
formations [IKOS07,IPS08]. The recent work by [IKSS21] showed how to per-
form such transformations in just two rounds. To obtain a two-round mali-
ciously secure protocol, the transformation uses a two-round protocol with

! These are protocols secure against corrupted parties who follow the protocol speci-
fication but may choose its input and randomness arbitrarily.
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(enhanced) semi-honest security [GIS18,LLW20], to emulate the execution of
another two-round protocol that is maliciously secure in the honest major-
ity setting [IKP10,Pas12]. The overall complexity is the (multiplicative) com-
pound complexity of both protocols.

We observe that existing designs of two-round malicious MPC all apply generic
transformations — using garbling or NIZK or MPC — to some underlying
MPC, which often leads to non-black-box constructions (with exceptions [GIS18,
IKSS21]) and inefficient protocols. To improve the state-of-affairs, we consider pro-
tocols that use the Random Oracle (RO) and simple correlated randomness that
can be efficiently generated in an offline phase, and aim for either information theo-
retic security or computational security with black-box use of simple cryptographic
tools like Pseudo-Random Functions (PRFs). As seen in the literature, both the
random oracle and the online-offline model are extremely successful settings for
designing efficient cryptographic protocols.

Our Results: We present a ligitweight construction of 2-round malicious MPC
protocols, using RO and an enhanced version of the Oblivious Linear Evaluation
(OLE) correlation, called tensor OLE. The OLE correlation is the arithmetic
generalization of the OT correlation over a finite field F. It distributes to one
party (a1, b;) and another (ag,bs) which are random elements in F subject to
satisfying the equation ajas = by + be?. The tensor OLE correlation further
generalizes the OLE correlation to higher dimension: For dimension k;y X ko,

P; holds: a; € F*| By e FFxkz P, holds: ay € F*2| B, e FFixke

where aj,as, B1, B are random, subject to alag =B; +Bs.

In our protocols, we will use pairwise tensor OLE correlation, with only small con-
stant dimension, concretely 4 x 4 and 1 x 11. Such correlation can be generated
efficiently in an offline phase using off-the-shelf OLE protocols [BCGI18, CDI+19).
We also show how to efficiently generate tensor OLE correlation for fields of char-
acteristic two using OT, which in turn can be generated with good concrete effi-
ciency [IKNP03,BCG+19]. We can further rely on pseudorandom correlation,
which can be efficiently generated in using techniques described in [BCG+20].

Using tensor OLE correlation and RO, we obtain the following protocols, in
the setting of static corruption and security with abort.

MPC rOrR BOOLEAN CircuITS: Our first result is a construction of efficient
two-round maliciously secure MPC protocols for general Boolean circuits. The
protocols make use of RO and tensor OLE over a finite field F of characteristic
two, as well as black-box calls to a PRF. (Note that we choose to not instantiate
the PRF with RO, because the latter is used for a different purpose. To obtain
standard-model protocols, we will employ the random oracle heuristic to replace
RO with a real-life hash function. By separating PRF from RO, we reduce the
use of heuristic.) When computing an n-ary circuit C, the overall computational
costs of all parties is O(|C|-n3-logIF). The security level of the protocol is inverse

2 When the field is GF(2), OLE correlation coincides with the OT correlation.
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proportional to the field size |F|~!; thus, log |F| can be viewed as the effective
security parameter. More formally,

Theorem 1 (MPC for Boolean Circuits, informal). Let F be a finite
field of characteristic two. Let C' an n-ary Boolean circuit C : {0,1}% x --- x
{0,1} — {0,1}*. Assume the existence of a PRF F with security level 2~
where X is the seed length.

There ezists a two-round MPC protocol II that securely computes C, using
RO and tensor OLE correlated randomness, making black-box calls to the PRF,
and achieving

— overall complexity O(I'logF) for I' :=n? - |C|, and
— e-computational, malicious security with selective abort, against up to n — 1
- - _ O(I'+n*-Qro) | O(nC)) :
corruption, where the security level € = 7 + Setog ey s and Qro s

the number of random oracle queries that the adversary makes.

More specifically, parties in our protocols communicate in total O(I") elements
in F, perform in total O(I") arithmetic operations in F, use in total O(I") pairs
of tensor OLE correlated randomness of constant dimensions, and make in total
O(I') random oracle calls and O(|C|-n) PRF calls. In addition, we can enhance
the protocol to have security with unanimous abort at the cost of increasing the
complexity by an additive poly(n, A) overhead.

Our construction follows the technique in [BMR90,DI05,LPSY15] devel-
oped in the context of constructing constant-round MPC. They showed that
to securely computing a Boolean circuit C, it suffices to securely compute Yao’s
garbling of the circuit [Yao82]. Furthermore, the latter can be computed by a
degree three polynomial f over a finite filed F of characteristic 2 — we call them
the distributed-Yao polynomials. Therefore, designing 2-round protocols for
general circuits boils down to designing 2-round protocols for computing the
degree three distributed-Yao polynomials. This is indeed the approach taken
by [LLW20]; however, they achieve only semi-honest security. In this work, we
further achieve malicious security (see Lemma 1 below), and like [LLW20], our
protocols incur only constant overheads — their overall asymptotically complexity
is the same as the complexity of distributed-Yao polynomials.

We give slightly more detail on distributed-Yao polynomials. They com-
pute Yao s garbled circuits in a special way: First, labels for a wire u has form

Lyp = su b|| ||s7(fg, where ss’)b € F is a PRF key sampled by party P;. Next,
the garbled table for a gate g with input wire u,v and output wire o contains
entries of the form £, 4, 5 ® (D, Ve ®(6,Y, Zb)) where Y,\*) and Y(b) are pseu-

dorandom one-time-pads generated via PRF using party P;’s keys s,(L )a and sil)b

respectively (evaluating on different inputs). Hence, the output label is hidden as
long as one of the PRF keys is hidden. These entries are additionally permuted
using mask bits k,,, k, which are additively shared among all parties. The impor-
tant point made by [BMR90,DI05,LPSY15] is that the PRF evaluations can be
done locally by each party, and given the PRF outputs as inputs to f, such a gar-
bled circuit can be computed in just degree 3 in F. Analyzing the distributed-Yao
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polynomial for a circuit C reveals that it contains O(I") = O(|C|-n?) monomials
over F. In comparison, our MPC protocol implementing C' has overall complexity
O(|C| - n® - log |F|) incurring only a constant-overhead over distributed-Yao.

MPC FOR ARITHMETIC BRANCHING PROGRAMS (ABPS): Using similar app-

roach, we obtain efficient, two-round, MPC protocols for ABPs over field F.
Here, we compute instead the distributed version of the degree three ran-
domized encoding of Applebaum, Ishai, and Kushilevitz (AIK) [AIKO04] for
ABPs. More precisely, for an ABP ¢, we shall compute the n-ary polynomial
f((x1,r1), 5 (Xn,rn)) = AlKg((X1, - Xn); Xigpnrs), where the randomness
used for computing the AIK encoding is additively shared among all n parties.
We refer to this polynomial the distributed-AIK polynomial. The complex-
ity of the resulting MPC protocol is determined by the number of monomials
in this polynomial, which is O(I') = O(|g|*®n?). However, different from the
case for circuits, our two-round protocols now incur a factor O(n) overhead.
Constant-overhead can be retained by adding one more round. More formally,

Theorem 2 (MPC for ABPs, informal). Let F be a finite field. Let g be an
n-ary arithmetic branching program over F, g : F1 x ... x Fl» — F. Denote by
lg| the size of the matriz My(-) describing g s.t. det(M,y(z)) = g(z) for any x.

There exists a two-round MPC protocol I that securely computes f, using
RO and tensor OLE correlated randomness and achieving

— overall complexity O(I" - n -log|F|) for I' = |g|*-°n? and

— e-statistical, malicious security with abort, against up to n — 1 corruption
where the statistical simulation error is € = %’f@m and Qro is the
number of random oracle queries that the adversary makes.

Furthermore, there is a three-round protocol achieving the same as above, but
with overall complexity O(I - log |F|).

More specifically, parties of the 3-round protocols communicate in total O(I")
elements in F, perform in total O(I") arithmetic operations in I, and use in total
O(T") pairs of tensor OLE correlated randomness of constant dimensions.

MPC FOR DEGREE THREE POLYNOMIALS: The key that enables above theorems
is our construction of, two-round, MPC protocols for computing degree three
polynomials over an (arbitrary) sufficiently large finite field F. Importantly, the
protocol has constant overhead — when computing polynomials with 1" mono-
mials over F, our protocols have overall complexity O(I"-log |F|). Furthermore,
the protocol makes only black-box use to the underlying field F.

In order to achieve constant overhead, we only require these protocols to
achieve a weaker malicious security, called security with output substitution. Intu-
itively, the protocol ensures the usual privacy guarantee of honest parties inputs
— that nothing about honest parties’ inputs are revealed beyond the output
y = f(x1, -+ ,Xy). But the honest party may (unanimously) receive incorrect
output — the adversary always learn y, and can replace it with another output
y’ of its choice without honest parties noticing.
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Lemma 1 (MPC for degree 3 polynomials, Informal). Let F be a finite
field. Let f be an n-ary degree three polynomial over F, f : Fa x ... x Fén — F¢;
denote by |f| the number of monomials in f.

There exists a two-round MPC protocol Il that securely computes f, using
RO and tensor OLE correlated randomness and achieving the following:

— overall complexity O(|f|), and
— e-statistical, malicious security with output substitution, against up to n — 1

O(lf|+n*Qro)
[F

corruption, where the statistical simulation error is € = i and

Qro is the number of random oracle queries that the adversary makes.

Our construction easily generalizes to computing constant degree polynomials
with constant overhead, which might be of independent interests.

Using the above protocols to compute the distributed-Yao or distributed-AIK
polynomials gives 2-round protocols for circuits or ABPs respectively, but achiev-
ing only security with output substitution. We complement this by a generic
transformation that enhances security with output substitution to security with
abort. Essentially, the transformation computes a related circuit (or ABP resp.)
that computes not only the output, but also authenticates of the output using
partys’ private keys (supplied as part of the input). Since security with output
substitution ensures the privacy of honest parties’ keys, the adversary can no
longer substitute the output without being detected. This transformation incurs
only a small additive overhead in the case of circuits, but a multiplicative over-
head O(n) in the case of ABPs. That’s why our two-round ABP protocols do not
achieve constant overhead over the complexity of distributed-AIK. We show a
different transformation that uses one more round to recover constant overhead.

TENSOR OLE ovER GF(2*) FROM OT: As a final contribution, we construct an
efficient 4-round protocol for generating the tensor OLE correlation over GF(2*).

Theorem 3 (Tensor OLE over GF(2*) from OT, Informal). There is a 4-
round, statistically and maliciously secure two party computation protocol for
sampling tensor OLE correlations, in the OT hybrid model.

Our protocol is simple and efficient; in particular, it does not use any generic 2PC
techniques such as garbling and zero-knowledge protocols. Thus, parties can run
this efficient protocol to generate tensor OLE correlations in an offline stage using
OT, which in turn can be generated with concrete efficiency [IKNP03,BCG+19].

Comparison with Prior Two-Round MPC. As discussed before, prior 2-
round MPC constructions can be categorized into three types depending on their
main technique: 1) round collapsing, 2) using NIZK, and 3) MPC-in-the-head.
Almost all protocols using round collapsing and all protocols using NIZK make
non-black-box use of underlying cryptographic primitive (e.g., MPC and MKFHE
etc.), and many of them have poor asymptotic efficiency (e.g., [BL18,GS18]). The
only black-box constructions are [GIS18,TKSS21], which as we discuss below are
less efficient than our protocols.

The construction of [GIS18] is in the OT correlation model and uses the round
collapsing technique. To compute a Boolean circuit f, parties need to garble the
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next step functions of an information theoretically and maliciously secure MPC
protocol IT for f making black-box calls to OT (e.g. [IPS08]). Let Cpr be the
circuit induced by IT with depth dpy and size |Cpz|. The overall communication
complexity is at least (dz|Crr|n®A?), where A is the security parameter. Since
dp is at least the depth d of f, and |Cp| at least the size of f. This leads to a
dependency on d - | f|, which is worse than our complexity.

The construction of [IKSS21] following the MPC-in-the-head approach uses a
two-round protocol with (enhanced) semi-honest security such as [GIS18, LLW20],
to emulate the execution of another two-round protocol that is maliciously secure
in the honest majority setting [[KP10,Pas12]. Consider for instance, the complex-
ity of [LLW20] is already £2(|f|n3)) and a loose lower bound of the complexity
of [IKP10] is £2(Sn°)\). The overall complexity is at least 2(Sn®\?).

Effective-degree-2
semi-malicious MPRE Maliciously secure w/ output substitution
for degree-3 polynomials MPC for effective-degree-2 functions
Sec. 4 Deferred to full version

N ¥

Maliciously secure w/ output substitution
MPC for degree-3 polynomials

All are secure against
+ Randomized Encoding + Distributed Yao _ . )
[1K00,IK02] / \ [BMR90,DI05] up to n—1 corruptions.
IT MPC for NC' MPC for P /poly All use tensor-OLE
\ / correlated randomness.

Simple transformation
from security w/ output substitution
to security w/ unanimous abort
Deferred to full version

All MPC use RO.

Implementing TOLE
& J over GF(2*) from OT
Final protocols Deferred to full version
Sec. 5

Fig. 1. Our roadmap

2 Technical Overview

Our construction follows the overall structure of the semi-honest 2-round MPC
protocols of [LLW20], which uses OLE correlated randomness. However, to make
LLW maliciously secure, we face two challenges:

Challenge 1: Design simple and efficient checks to detect malicious behaviours.
To beat previous works, we avoid any generic transformation, such as, using
generic NIZK, or even cryptographic operations. Our core protocol will be
information-theoretic secure, only use black-box operations over the field.
Thus the detection of malicious moves can only rely on arithmetic methods.
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Challenge 2: An adversary may lie about the correlated randomness it received.
Such malicious behavior can hardly be caught even if we allow generic NIZK
proof. This is because no party can write “using proper correlated random-
ness” as a NP-statement, and such statement naturally involves at least 2
parties who jointly hold the correlated randomness.

To deal with these challenges, we use tensor OLE correlated randomness
instead of the scalar version, so that we have more room to play with. We also
use random oracle to generate challenges in the Fiat-Shamir style, so that our
arithmetic proofs become non-interactive. We start with security with output
substitution, and later transform to security with (unanimous) abort.

In the rest of the overview, we will walk through our constructions. We follow
the successful paradigm of [ITK00,1K02, ABT18, ABT19, LLW20]: reduce the task
of securely computing a function f to the task of securely computing a simpler
function f . Such reduction is captured by MPRE. Section 2.1 revisits the definition
of MPRE. Section 2.2 briefly presents our new MPRE, which reduces the task of
computing general functions to the task of computing so-called “effective-degree-
2” functions. Section 2.3 outlines 2-round malicious MPC protocols for computing
effective-degree-2 functions. Composing them yields a 2-round MPC for general
functions, but it only satisfies a weak notion of security. Section 2.4 outlines how
to lift the security by a simple transformation. Our new constructions of MPRE
and MPC are based on tensor OLE correlated randomness. In Sect. 2.5, we show
how to generate such correlated randomness from OT. See Fig. 1 for a summary of
the technical components and their sections in the technical body.

2.1 Multi-party Randomized Encoding

For a n-party function f, an MPRE of f consists of n preprocessing functions
hi,...,hy,, an encoding function f, and a decoding function Dec, such that,

DeCOde(f(hl(Xla ry, rll)v T vhn(xnarna riz))) = f(le e aXn) .

where the preprocessing function h; is computed locally by party P; on its input
x;, randomness r;, and correlated randomness r;. A semi-honest or malicious
MPRE guarantees that to securely compute f, it suffices to securely compute f
against semi-honest or malicious parties. That is, the following canonical protocol
computing f in the f—hybrid world is semi-honestly (resp. maliciously) secure.?

The canonical protocol for MPRE Party P; has input x; and correlated
randomness r;, samples local randomness r;, computes X; = h;(x;,r;,r}) and
feeds x; to the functionality Ff computing f, so that every party learns

9 := f(%X1,...,%y,). Then every party outputs y = Dec(9).

3 An equivalent definition of semi-honest MPRE can be found in [ABT18], in which
it is just called “MPRE”. In [ABT19], malicious MPRE is called “non-interactive
reduction” and the canonical protocol of a MPRE is called “ f—oracle—aided protocol”.
Both [ABT18] and [ABT19] consider the honest majority setting, so they only require
the canonical protocol to be secure against a bounded number of corruptions.
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In other words, MPRE is a non-interactive reduction between MPC tasks.
Thanks to the composition of MPC protocols, MPRE schemes naturally com-
poses: Given an MPRE for f as described above, and another MPRE scheme for
f with preprocessing functions b/, ..., h’ , the encoding function f’, their com-
position gives an MPRE for f with encoding function f’ and preprocessing func-
tions hjohy,- -+, hl ohy,. As such, as demonstrated in [ABT18, ABT19, LLW20],
MPRE enables a modular approach for designing round-optimal MPC: To con-
struct a round-optimal MPC protocol II¢ for computing f, the construction
of [LLW20] proceeds in three steps:

— Step 1: Degree 3 MPRE for circuits. First, obtain a malicious MPRE for
circuits, whose encoding function g has degree 3. It turns out that the classical
degree 3 (centralized) randomized encoding, given by Yao’s garbled circuits, is
such a MPRE, where no local preprocessing is needed (i.e., h; is the identity
function). This has been implicitly observed and leveraged in many prior
works, e.g., [BMR90,1K00,IK02,DI05, LLW20].

— Step 2: Effective degree 2 MPRE for degree 3 Polynomials. Then, design a MPRE
of g whose encoding function g has degree 2. In this step, the preprocessing
functions are non-trivial and such MPRE is said to have effective degree 2.

— Step 3: 2-round MPC for degree 2 polynomials. Finally, design a round-
optimal MPC protocol Il for computing g.

Composing the MPRE schemes from the first two steps gives an MPRE for
circuit f with encoding function §. The desired protocol Iy is then obtained by
instantiating the g-oracle in the canonical protocol with I1;. Note that II; has the
same communication complexity and round complexity as II;. The contribution
of [LLW20] lies in giving efficient instantiation of Step 2 and 3 in the OLE
correlated randomness model over a field F of characteristic 2, and their final
protocol Il has complexity O(|f|n3log|F|). The main drawback is that their
protocols are only semi-honest secure.

Semi-Malicious MPRE. Our construction improves upon [LLW20] to achieve
malicious security. Towards this, we introduce semi-malicious MPRE. As the
name suggested, a MPRE of f is semi-maliciously secure if its canonical proto-
col is semi-maliciously secure, i.e., against adversaries who may choose arbitrary
local randomness r; and correlated randomness r, of corrupted parties, but com-
putes the preprocessing functions correctly. Equivalently, semi-malicious MPRE
means the following protocol is maliciously secure in the f o h-hybrid world.

The canonical protocol for semi-malicious MPRE Party P; has input
x;, samples local randomness r;, and receives t;, where (f1,...,T,) is the
correlated randomness. Every P; feeds (x;, r;, ;) to an oracle computing f oh,
so that every party learns

:‘] = (f © h)(xlarlvf‘la s ,xn,rn,f'n) = f(hl(xlarlaf‘l)v e '7hn(xn7rnaf'n)) .

Then every party outputs y = Dec(9).
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Now, in order to construct 2-round malicious MPC protocol for general circuits,
we modify the second and third steps above to the following

— Step 2: Semi-malicious Effective degree 2 MPRE for degree 3 Polynomials.
Design a semi-malicious MPRE for any degree-3 function f, whose encoding
function f has degree 2;

— Step 3: 2-round MPC for effective degree 2 polynomials. Construct 2-round
malicious MPC for computing f o h, which is an effective-degree-2 function.

Composing the above two steps gives a round-optimal maliciously secure MPC
protocol for degree 3 functions (Lemma 1); using it to compute the degree 3 mali-
ciously secure MPRE for circuit f from Step 1 gives a round-optimal maliciously
secure MPC protocol for f.

Next, we outline our instantiation for Step 2 in Sect. 2.2 and that for Step 3
in Sect. 2.3. The entire roadmap is illustrated in Fig. 1.

2.2 Semi-Malicious Effective-Degree-2 MPRE

This section will outline the construction of semi-malicious effective-degree-2
MPRE for any degree-3 function. We start by “canonicalizing” the degree-3
function. A degree-3 polynomial can always be written as the sum of monomials
Zt CtT¢1%4 2Tt 3, Where ¢; is the constant coefficient of the t-th monomial. Let
the party holding x¢ ; also sample random z; ;, then

(xt,ll‘t,ﬂt,s + 21 + 2,2 + 2,3 for each t, ZtCt(Zm + 20+ Zz,3)>, (1)

is (the encoding function of) a malicious MPRE for ), ;124 224,3, as shown
in [BGI418,GIS18,LLW20]. So it suffices to construct semi-malicious effective-
degree-2 MPRE for (1). Here (1) is in what we call canonical form: Every coor-
dinate of f either linear, or looks like x1xox3 4+ 21 + 29 + 23.

As we are constructing semi-malicious MPRE, it is fine to construct MPRE
for each coordinate of (1) separately then simply concatenate them together.
That is, it suffices to consider the complete 3-party functionality

3MultPlus((x1, 21), (z2, 22), (3, 23)) := T1T2T3 + 21 + 22 + 23 .

3MultPlus has a semi-honest effective-degree-2 MPRE (Fig.2), which will be
recalled in Sect. 4.1. For the overview, what matters is that

— This MPRE uses scalar OLE correlated randomness. That is, party P;
receives ai,b; € F, party P» receives as, by such that aq,as, b1, by are ran-
dom subject to ajas = by + bo.

— This MPRE has perfect semi-honest security.

Our roadmap requires a semi-malicious effective-degree-2 MPRE for 3Mult-
Plus. Semi-malicious security means the corrupted parties may arbitrarily choose
their local randomness or modify the correlated randomness they received.
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Party P, Party P» Party Ps

Input: sl 2l T2, 22 T3, 23

Local Randomness:  as,1,as,1 Qa4,2,05,2 as
Correlated Randomness: a1, b1 az, ba

o azri+ajxs bixz+bosxztaszr;—ajas+

O 1 ai ( —ajaz—aq ) ( agro—agag+2z1+29+23 )
utPUt' —1 xr3 — as a2r3 — as
-1 T2 — a2

where a4 := a4,1 + as,3 and as := as,2 + as,3.

Fig. 2. Semi-honest MPRE for 3MultPlus [LLW20)]

In standard model, semi-malicious security is implied by perfect semi-honest
security, because conditional on any choice of corrupted parties’ local random-
ness, the adversary has no advantage. But in the correlated randomness model,
the semi-malicious adversary may lie about correlated randomness.

— For example, say Py, P> are corrupted. If they feed a1, by, as, bs as correlated
randomness such that ajas = by + bo, then the privacy still follows from
the perfect semi-honest security. But if Py, P, choose a1, by, as,bs such that
ayas # by + by, the privacy is lost (as we will show in Sect. 4.2).

— For another example, say P; is corrupted. If corrupted P; does not modify
the portion of correlated randomness (a1, b2) it received, then the privacy still
follows from the perfect semi-honest security. But if P; lies about (a1, b2), then
with overwhelming probability ajas # by + be, and the privacy is lost (as we
will show in Sect. 4.2).

In either case, if honest P35 want to protect its privacy, it needs (and suffices) to
ensure that ajas # by + bs.

Our solution against this privacy threat is called conditional disclosure of
secrets (CDS) encoding. Let party Ps locally sample a random mask s. CDS
encoding is a sub-module (of the final MPRE) that reveals s if and only if
aias # by + by. Then a candidate MPRE consists of two parts:

i) the semi-honest MPRE for 2MultPlus one-time padded by s;
ii) CDS encoding, which reveals s if and only if ajas = by + bs.

But the CDS encoding resolves P5’s privacy concern at a cost: The adversary
will learn a linear function in (a1, b1, ag, b2) if P is corrupted. To overcome it, we
have to replace the scalar OLE correlated randomness in the semi-honest MPRE
by tensor OLE correlated randomness. That is, party P; receives vector aj,
matrix By; party P» receives vector as, matrix Bo; such that a;, B1,as, By are
random subject to ajal = B; + Bl. We abuse the notation and let a1, b1, az, be
denote the first coordinate of a;, By, as, Bo respectively. Then a1, by, as, bo are
random subject to ajas = by +bs, i.e., their distribution is scalar OLE correlated
randomness.

The next candidate MPRE is made up of:



364 H. Lin and T. Liu

Input:

Local Randomness:

Correlated Randomness:

Output includes:

Party Py Party P>
X1, 21 T2, 22
a4,1,05,1 a4,2,05,2
S1 S2
ai, B ag, B,
[LLW20] MPRE o e

for 3MultPlus

Party Ps
I3, z3
as

53

CDS Encoding
reveals s if

CDS Encoding
reveals so if

CDS Encoding
reveals s3 if

aial

B, + Bl ||aia]

B, + Bl ||aial

B, +B]

Fig. 3. Semi-Malicious MPRE for 3MultPlus

i) the semi-honest MPRE for 2MultPlus one-time padded by s;
ii) CDS encoding, which reveals s if and only if a;al = B, + BJ.

Additionally, CDS encoding will let the adversary learn a linear leakage func-
tion in (a;,Bi,a2,B2) if Ps is corrupted. But due to our careful design of
CDS encoding, the leakage is one-time padded by the remaining coordinates
of a1, as, By, Bs, so that no information about a1, by, as, by is revealed.

So far we focus on the security concern of Ps;. Party P;, P, have similar
concern. So in the actual semi-malicious MPRE for 3MultPlus (shown in Fig. 3),
every party P; locally sample random mask s;, The final MPRE consists of:

i) the semi-honest MPRE for 2MultPlus one-time padded by s1 + s3 + s3;
ii) (for each i € {1,2,3}) CDS encoding that reveals s; iff a;al = By + BJ.

Of course, the three instances of CDS encoding are carefully designed, so that
their leakages jointly reveal no information about a1, b1, as, bs.

In the rest of the section, we explain how CDS encoding works. W.l.o.g., we
assume the secret mask is sampled by Ps.

By our discussion so far, it seems that Ps has to sample a random matrix
s3 in order to one-time pad the [LLW20] MPRE. But as we will discover in the
technical body, it is sufficient to one-time pad only the top right coordinate of
the [LLW20] MPRE. So s3 is a random scalar sampled by Ps.

We start with a simpler task, Ps; only want to verify if Py, P5 use legit tensor
OLE correlation. Here “legit” means in the support of the distribution. A simple
encoding is to let P5 additionally sample random vectors q1, q2, and the encoding

outputs
p3 = (B1+BJ,q:q]) . (2)

Then P3 can check whether pyps = ps. If ajal = By + BJ, then pips = p3
always holds. Otherwise, p1ps # ps with overwhelming probability. Note that
the encoding in (2) is of effective degree 2, because P can locally compute q1q3.

p1 = (a1, q1), p2 = (az,q2),
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In the CDS encoding, party P3 additionally samples random 71, r3. The CDS
encoding outputs

1 p2||m 0
, , , and c:= + .
P b2 b3 L?l PJ L‘Q] LJ

If aja] # By + B] then [, £2] has full-rank with overwhelming probability,
and c is one-time padded by (r1,72), thus no information about s is revealed.
Otherwise when ajal = By + BJ, it is easy to verify that ((—p1,1),¢) = s.
Note that CDS encoding is of effective degree 2, because it is a linear function
in a;,as, By, Bo, whose coefficient can be locally computed by Ps.

If P; is corrupted, the adversary chooses qi,qo and learns py, pa, ps (defined
by (2)) as leakage. By enforcing some constraints on qi,qs (will be discussed in
the main body), the leakage will not reveal any information about ag, b1, as, b.

2.3 MPC for Effective-Degree-2 Functions

Given an effective-degree-2 function g = foh
g(X1, ... Xp) = f(h1(x1),. .., hn(xn)),
we can assume w.l.o.g. that each coordinate of f has the canonical form?*

Je(X1, ..., %Xn) = 2MultPlus((z1, 21), (22, 22)) = 122 + 21 + 22
~—— N~

owned by P;, owned by Pj,

where 1, 21 are two coordinates of X;, and x3, 29 are two coordinates of X;,.

As presented by [LLW20], there is a 2-round semi-honest MPC protocol for
2MultPlus that uses scalar OLE correlated randomness (Fig. 4). Via parallel rep-
etition, it implies 2-round semi-honest MPC for any effective-degree-2 functions
that uses scalar OLE correlated randomness.

Towards malicious security, the starting point is the observation that the
protocol for 2MultPlus in Fig. 4 is maliciously secure with output substitution.
Security with output substitution means the adversary, after learning the output
y, may adaptively choose y’ so that all honest parties (unanimously) output y’.

A natural idea is to compute all ft using parallel sessions of the protocol in
Fig. 4. Each session computes one coordinate. But parallelization does not meet
the security requirement, because of the following two issues:

Consistency. Say two coordinates of f equal 2122 + 21 + 22 and z123 + 24 + 23
respectively, where party P; owns 1, 21, 2], party P owns xo, 29, party Ps
owns I3, z3. We have to check whether P; feeds the same z; to the two
corresponding sessions.

4 Section 2.2 outlines how to canonicalize f Formally, canonical form allows some
coordinates to be linear instead of 2MultPlus. The linear coordinates are easier to
handle. We ignore them in the overview.
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P1 has 1,21 scalar OLE PQ has T2, 22

ai, by «———————— correlated randomness —————— > @ s bo
araz = by + ba

Round 1 c1:=x1+ a1 o Co = X2 + ag
Round 2 mi = xi1c2 + b1 + 21 . mai=2aa ba + 22
Output m1 + mz — CiC2

which equals 125 + 21 + 22 in an honest execution

Fig. 4. 2-round semi-honest MPC for 2MultPlus

Sender has vector OLE Receiver has
a, b<«— correlated randomness ———8 > a,’7 b’
a -a=b+Db’
Commit to x c:=x+a -
Prove L(x) =y m = L(b) Accept if

Y

7+ L(b)) = '(L(c) — y)

Fig. 5. commit-and-prove-linear

Well-Formedness. We have to check whether P; computes X; = h;(x;) cor-
rectly. Note that we can also assume the preprocessing functions h; is a small
arithmetic circuit that only contains multiplication gates, because such prop-
erty is satisfied by our MPRE.

To resolve the well formedness issue, we introduce a commit-and-prove-linear
scheme which uses vector OLE correlated randomness. It enables the sender to
commit to a vector x, then later prove L(x) = y for any linear function L.

As shown in Fig.5, the scheme uses vector OLE correlated randomness
between the sender and the receiver. That is, the sender receives random vectors
a, b, the receiver recovers random a’, b’ subject to a’a = b +b’. To commit to a
vector x, the sender simply sends ¢ := x+a to the receiver. Later, for any linear
function L, the sender can prove L(x) = y by sending 7 := L(b) to the receiver;
and the receiver accepts the proof iff 7+ L(b’) = a/(L(c) — y). Such scheme has

Completeness An honest proof 7 := L(b) will always be accepted because
7+ L(b') = L(b) + L(b') = a' - L(a) = '(L(c) — L(x)) = a'(L(c) — y).

Statistical Soundness If L(x) # y, any proof will be reject with overwhelming
probability due to the randomness of a’.

Zero-knowledge No information about x, other than L(x), will be revealed to
receiver, since the receiver can predict 7 from c, L, y.

Reusability Given a commitment c, the sender can prove multiple adaptively
chosen linear statements Li(x) = y1,...,Li(x) = y; about the underlying
message x. The statistical soundness error is O(t/|F|). No information about
x other than L;(x),..., L:(x) will be revealed.
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Then, inspired by a linear PCP scheme from [BCI+13], the sender can gener-
ate zero-knowledge proofs of more complex arithmetic statements. A particular
interesting statement for ours is multiplication. Say the sender will commit to
message X = (x1,Z2,3,...), and then prove zixy = x3 to the receiver. We
design ProveProd sub-protocol for such demand:

1. In order to prove zi1x2 = x3, the sender samples random g1, g5 and extends
its message into

x = (1,91, %2, 92, T3, T192, T291, 9192 - - - ) -

The dimension of the correlated randomness should be extended correspond-
ingly. The sender commits to the extended x instead.

Random challenges ¢, g2 are sampled.

3. The sender proves to the receiver that

((q1, 1), (X[l]}X[Q]» =p1, ((g2,1), (X[3]7TX[4])> = P2,
(z1,91) (z2,92)

(192,01, g2, 1), (X[5]7 X[G]}X[7]7X[8])> =Dp3-

(z3,T192,2291,9192)

o

The receiver accepts if p1ps = p3. T @ x3

Similar to the discussion in our CDS encoding, if xﬁl] : xﬁB] # xf5]7 then p1ps # p3
with overwhelming probability due to the randomness of ¢;¢2. No information
about x1,x9,x3 are leaked if the sender is proving a true statement, as the
leakage p1,po are one-time padded by g1, g2, and p3 is determined by ps = p1ps.

If the random challenges ¢1,¢> are sampled by the receiver, the proof will
have 1/|F| soundness error. To make the proof non-interactive, the challenges
can be sampled by the random oracle, so that the soundness error becomes the
number of adversary’s query to random oracle divided by |F|.

So far we can prove multiplication relation for 3 values behind a commitment.
This will resolve the concern of well-formedness. To resolve the concern of consis-
tency, we need to prove that values behind different commitments are the same.
That is, say the sender will commit to messages x1 = (21,...), X2 = (z2,...),
and want to convince the receiver that r1 = x5. We design ProveSame sub-
protocol for such proof:

1. In order to prove 1 = 9, the sender samples random g and extends its
message into
X1:($17g7"')7 X2:<.'L'2,g,..-).
The sender commits to the extended x1, x5 instead.

2. A random challenge ¢ is sampled.
3. The sender proves to the receiver that

<(Q7 1)7 (Xl [H}Xl [2])> = D1, <(Q7 1)7 (X2[1]’ X2 [2])> =Pp2-
(z1,9) (w2,9)

The receiver accepts if p; = po.
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B1 ag B2

ai
scalar OLE correlated randomness

that is used by 2-round LLW MPC
computing 2MultPlus = x1z2 + 21 + 22

vector OLE correlated randomness
that allows P to commit to (z1,91)
. m and to prove a linear statement to P
vector OLE correlated randomness
that allows P> to commit to (2, g2)

and to prove a linear statement to Py

Fig. 6. Multiple roles of a;, B1, a2, B2

{L’l 5132

Similarly, when xl[ | # xz[ ], the probability p; = po is no more than 1/|F|, due
to the randomness of challenge ¢. No information about x1,xo are leaked if the
sender is proving a true statement, as the leakage p; is one-time padded by g,
and po is determined by ps = p1

Putting Pieces Together. We develop the natural idea of using parallel ses-
sions of the protocol for 2MultPlus. Each coordinate of f will be computed by a
modified version of the 2-round LLW protocol for 2MultPlus (Fig.4).

In the first round of the LLW protocol for 2MultPlus, party P; sends
c1 = x1 + a1, party Ps sends ¢y := x5 + as, where x1, 9 are their inputs, and
a1, a9 are parts of the scalar OLE correlated randomness. Here ¢; is essentially
a commitment to x;.

In the modified LLW protocol for 2MultPlus, the two parties use 3 x 3 tensor
OLE correlated randomness. That is, party P, receives a; € F3,B; € F3%3,
party P, receives ap € F3, By € F3%3, where a;, By, ap, By are random subject
to aja) = By + BI.5 In the first round, P; broadcasts

C1 = (Z‘l,gl) —|— 31[122}7

where a;[1:2] denotes the first two coordinates of a;. The choice of g1 will be
discussed later. Symmetrically, party P, broadcasts co := (2, g2) + as[1:2]. The
two commitments cq, co will have multiple roles:

Compute 2MultPlus. Their first coordinates ¢4 [1], c2[1] are of the same form as
the first message in the original LLW protocol. In the second round, Pi, P
will proceed with the original LLW protocol by taking c4[1], co[1] as the first
round messages.

P, proves consistency. Party P, may need to prove that the same z; is used
across different sessions. Note that ¢ can be viewed as a commitment in

5 Note the transpose of Bjy. This makes the equation remains unchanged upon
exchanging subscripts.
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the commit-and-prove-linear scheme. P; takes a;[1:2], B1[1:2, 3] and P, takes
az[3], B2[3, 1:2] as the vector OLE correlated randomness (as shown in Fig. 6).
Then the ProveSame sub-protocol can prove P is using a consistent value.
P sets g1 according to the sub-protocol.

P, proves consistency. Symmetric to the above.

To resolve the well-formedness concern, every party has to prove that it
honestly evaluates the preprocessing function. Since the preprocessing function
only has multiplication gates, a party can prove well-formedness by using the
ProveProd sub-protocol. (Together with ProveSame sub-protocol. Because once
a party proves x1x2 = x3 using ProveProd, it also need to prove that the “x;”
in ProveProd is the same the “z1” it uses in 2MultPlus sessions.)

2.4 Lift Security with Output Substitution

Security with output substitution is a weak notion of security. The adversary,
after learning the function output y, may adaptively choose 3’ so that all honest
parties (unanimously) output y’. Once we constructed MPC for P /poly that
is secure with output substitution against malicious corruptions, we can lift its
security to the standard notion of security with (unanimous) abort, with the
help of consensus MAC, which will be introduced in the full version. We claim
that the following protocol is secure with abort.

1. Party P; has input z;, and samples MAC key k;.
2. Using a protocol that is secure with output substitution to compute

(y,0) :== f(w1,...,20),Sign,  p (f(z1,.. . 20)).
3. Party P; outputs y if 7 is a valid signature on y w.r.t. key k;; aborts otherwise.

As the protocol suggested, consensus MAC has i) a signing algorithm Sign,
which takes a message, n keys, generates a signature; and ii) a verification algo-
rithm Verify, which takes a message, a signature and a key, outputs “accept” or
“reject”.

In the protocol, the adversary, after learning (y, o), may adaptively replace
the output by (3/, ') # (y, o). In order to achieve security with unanimous abort,
all honest parties should reject (y’, o). This hints how to define consensus MAC:
the adversary wins the following game with negligible probability.

1. The adversary chooses the set of corrupted parties C' C [n], and chooses key
k; for each corrupted party P; € C. Every honest party P; ¢ C samples k;.
The adversary chooses message y and learns m = Signy,, ;. (y).

The adversary adaptively chooses (y/, ) # (y, 7).

4. The adversary wins if Verify, (y',7") — accept for some honest party P; ¢ C.

W

Here is a simple consensus MAC scheme, whose security will be proven in the
full version. Party P; samples two random number a;, b; and let key k; := (a;, b;).
The signature Signy, ;. (y) is the degree-n polynomial 7 such that

7(0) =y, w(a1)=0b1, ..., w(ap)=Dby.
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The verification accepts a message-signature pair (y, 7) w.r.t. key k; = (a;, b;) if
and only if 7(0) = y and 7(a;) = b;.

2.5 Tensor OLE Correlated Randomness Generation from OT

We require tensor OLE correlated randomness over a large boolean extension
field F = GF(2*), where X is the security parameter. To generate OLE correlated
randomness, it suffices to implement a protocol computing tensor OLE

TOLE((a,B),x) :=ax" + B

or random tensor OLE, and later randomize the input-output tuple.

The starting point is a semi-honest protocol [Gil99]. Say the sender has vector
a, matrix B; the receiver has vector x and should learn Y = axT + B. Note that
axT 4 B, as a function in x, is affine over GF(2). That is, if we let subscript (5
denote bit representations, there exists a binary matrix M, such that (Y)2) =
(ax™ + B)2) = Ma - (x)(2) + (B)(2). Thus the receiver can learn Y from OT.

Such protocol is not secure against a malicious sender, who can choose an
arbitrary M; and let the receiver learn (Y)(2) = M - (x)2) + (B)(2) . To detect
malicious behaviour, the receiver samples a random matrix Ys'2d°" and let the
sender learn Bshadow — axT 4 yshadow Eormally, the sender learns

(Bshadow>(2) — M2 . (a)(Z) + (Yshadow>(2)

from OT, where My = My if the receiver is honest. The receiver samples a
random matrix H over GF(2), sends H to the sender as a challenge, and asks
the sender to guess H - (Y + YShadOW)(Q). Note that, if both parties are honest,
H - (Y 4 Yshadow) o — [T . (B 4 Bshadow) ) If the sender is corrupted,

H- (Y +Yshadow) ) = [ . <M1 (%) 2) + (B)(2) + Ma - (x)(2) + (BShadow)(z))
=H - (M + Ma) - (x)2) + H - (B+B™%)5) .

Thus the sender will not be caught if and only if he can guess H-(M;+Ma)-(X)(2)
correctly. Let H has A rows and assume w.l.o.g. that the receiver samples x
at random. Then the sender will be caught will overwhelming probability if
rank(M; + M,) > A Because in such case, H - (M; 4 Ma) - (x)(2) has large
entropy conditioning on the sender’s knowledge.

If rank(M; + Ma) < A, say we give (M; + Ma) - (X)(2) to the corrupted
sender, this may only help the adversary. The corrupted sender can compute
(B')(2) = (M1 + M) - (x)(2) + (B)(2). (Honest sender simply let B’ = B.) Note
that Y = axT + B’. The sender and receiver output (a, B’), (x,Y) respectively.

Such a protocol is insecure, for two reasons.

— If the sender is corrupted, he additionally knows (M; + M) - (x)(2), which
is an at most A-bit leakage of x. If the receiver is corrupted, she additionally

knows
H- - (B+ BShadOW)(z) = H - (My+ My) - (a)(2),
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which is an at most A-bit leakage of a. The leakage can be removed by using
randomness extractor and left-over hash lemma.

— The corrupted sender (resp. receiver) can arbitrarily choose a,B (resp. x).
To ensure randomness, an additional re-randomization step is needed.

3 Definition of Multi-Party Randomized Encoding

Definition 1 (Multi-Party Randomized Encoding). Let f : X} X -+ x
X, — Y be some n-party function. A multi-party randomized encoding (MPRE)

of [ is specified by

Local randomness space R; for i € [n]. Correlated randomness space Ry %
- X Rl together with a distribution D over it.

— Local preprocessing functzon hi: X x Ri x Rl — X;.

— Encoding function f XXX Xy — ).

Decoding function Dec : y— y.

Such that for any input (x1,...,x,), the encoding

9= f(hl(xl,rl,rll)7...,hn(xn,rmr;)) (3)

represents y = f(x1,...,%,) in the following sense:
Correctness For any input (21,...,2,) € X1 X .-+ X X,, randomness
(riy...,r) € Ry X -+ X Ry, and correlated randomness (r},...,r}) in

the support of D, the corresponding encoding § defined by (3) satisfies that
f(xla cee 73371) = Dec(gj)

Semi-Malicious Security We say MPRE is computationally (resp. statisti-
cally) semi-malicious secure with output substitution, if the following canon-
ical protocol computationally (resp. statistically) securely implements Fye:

— The protocol assumes ideal functionality ]:]‘;Zh

- On input x;, party P, samples r; «— R; locally, receives v} where
(ri,...,rh) is sampled from D, then inputs (x;,1;,7}) to the ideal func-
tionality }"OS Note that a corrupted party may adaptively modify its

input of .7: o
- Upon recewmg g from }""5 , party decodes y = Dec(y), and outputs y.

Malicious Security We say MPRE is computationally (resp. statistically) mali-
cious secure with output substitution, if the following canonical protocol com-
putationally (resp. statistically) securely implements Fge

— The protocol assumes ideal functionality f}’s.

- On input x;, party P; samples r; «— R; locally, receives v} where

(rl,y...,m) is sampled from D, and locally computes T; = hi(x;,7i,7})

r'n

then inputs Z; to the ideal functionality ]—'}35.
— Upon receiving § from f}Es, party decodes y = Dec(3), and outputs y.
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The Real Execution Execc,4,z(1*, II) The Ideal Execution Idealc a,s,z (1%, %)

1. The adversary A receives the cor- 1. The simulator S receives the corrupted

rupted parties’ portions of corre-
lated randomness {r; }icc.

The environment Z chooses the in-
put z; for each honest party P; ¢
C. Every honest P; samples local
randomness r;, receives his portion
of correlated randomness r; and

parties’ portions of correlated random-
ness {r}}icc, and forwards them to A.

. The environment Z chooses the input

z; for each honest party P; ¢ C. Every
honest dummy P; directly inputs x; to
F5.

. Any corrupted party’s input to f}ih is

sends (z;,75,7;) to f;ih. hijacked by S. The simulator S extracts

3. A corrupted party P; € C' may in- input x; for each ¢ € C, and sends z;
put any (Z;,7:,7;) to f«fm. to F$° on behalf of dummy P;.

4. f‘;‘lh sends the output g to A. The 4. F7 sends the output y to S, who gen-
adversary A chooses and sends ¢’ erates and sends ¢ to A. The adversary
bagk, A chooses and sends §’ back to S, who

sends y' = Dec(§’) to Fy.

5. Every honest party receives ¢ from
Every honest dummy party receives y’

F% . and output y’ = Dec(§') to °-
Z{COh from F%*, and output y’ to Z.

Fig. 7. The Security Game of Semi-Malicious MPRE.

We expand the definition of semi-malicious MPRE in more detail by describ-
ing the ideal world and real world of the security game of the canonical protocol
(Fig. 7). Apparently, the adversary and the environment learn no information
during the last two steps in the security game.

Effective Degree. By definition, the task of computing f against malicious
corruptions is reduced to the task of computing f, if MPRE is maliciously secure.
To minimize the round complexity for computing f , the classical approach is to
reduce the arithmetic degree of f . The degree of f is called the effective degree
of this MPRE.

Formally, let F be a finite field. Let

(f:/?l><~~~></'€'n—>:)>,h1,...,hn)

be a MPRE for f, such that Xy,...,X,,Y are vector spaces over field F. The
arithmetic degree of f over F is called the effective degree of the MPRE.

Arithmetic Preprocessing. By definition, the task of computing f against
malicious corruptions is reduced to computing f ok if MPRE is semi-maliciously
secure. To minimize the round complexity for computing f o h, besides reduc-
ing the degree of f , we also need the preprocessing functions hq,...,h, to be
computable by poly-size arithmetic circuits.

Formally, let ( fiha,..., hy) be a MPRE for f, who has low effective degree
over a field F. The MPRE has arithmetic preprocessing if its input spaces, local
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randomness spaces and correlated randomness spaces are vector spaces over
F, and the local preprocessing functions hq, ..., h, are computed by poly-size
arithmetic circuits over F.

If a MPRE has effective degree 2 and arithmetic preprocessing over F, we
say fo g is an effective-degree-2 function over F.

Definition 2 (Effective-Degree-2 Function). A functiong: X;x-- XX, —
Y is of effective degree 2 over a field F, if X1, ..., X,,Y are vector spaces over F
and there exist

= hit X — /’\?i, an arithmetic circuit over IF, for each i < n.

- A x - XX, = Y, a degree-2 arithmetic function over F.

such that for all (x1,...,2,) € X1 X -+ X Xy,

fha(zr), .. hn(zn)) = g1, ..., 20).

4 MPRE for Degree-3 Functions

Let A\ be the security parameter. All objects implicitly depend on A. Most objects
in this section is arithmetic over a finite field F = F()\), such that |F| = 2(2*).

Canonical Form Polynomials. Before we construct MPRE for degree-3 func-
tions, we observe that it is w.l.o.g. to assume the degree-3 function f is of the
following canonical form.

For any canonical degree-3 function f : F/t x --- x Ff» — F* there is an
index set Z C [¢], such that for each t € [¢],

— If t ¢ Z, the t-th coordinate of f, denoted by f;, is of degree at most 2.
— Ift € Z, then f; = z1xow3 + 21 + 22 + 23 where z;, z; are from the same party.
More formally, let x; € F% denote the i-th input of f, then

fe(x1s e %n) = X, el X, o [e2] X, 5 [es] 4%, 0 0011 4%i,, [ 2] %6, 5102 5]
for some iy1,t2,7t,3 € [n] and ji1, 571 € (i, ]s -5 Je.3,J0.3 € [y s)-

We assume w.l.o.g. that f is a canonical degree-3 function. It is known
in the literature that (e.g. shown by [BGI+18,GIS18,LLW20]) every degree-3
function f has a semi-honest MPRE whose encoding function is canonical. The
MPRE does not use correlated randomness, and is perfectly secure, thus it is also
semi-maliciously secure. The MPRE does not has preprocessing (preprocessing
functions are identity functions), thus semi-malicious security implies malicious
security.

Moreover, such canonicalization does not increase complexity. Remind that
the complexity measure we care about is its total number of monomials mc(f). It
is not difficult to show that mc(f) = O(mc(f)), where f is the encoding function
of the MPRE for f we just discussed.
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4.1 Background: Semi-honest MPRE for Degree-3 Functions

Due to canonicalization, it is sufficient to consider the minimal complete function
3Mu|tP|us((m1, z1), (z2, 22), (z3, 23)) = X1T223 + 21 + 22 + 23.

It only involves three parties Py, P», P3. Party P; has input z;, z; € F. The output
can also be presented as a F-modular branching program:

€1 21+ 29 + 23
T1XTox3 + 21 + 29 + 23 =det | —1 x3

—1 €T9

As shown by AIK, it has a degree-3 random encoding

1lai ay X 21+ 29 + 23 1 as as
1 - -1 I3 . 1 a
1 -1 To 1
azr1 + a1 a1a2x3 |+ asry — ajas +
_ —ai1a3 — as A4x2 — A204 + 21 + 22 + 23
-1 Tr3 — as a2T3 — as ’
-1 To — a2
where aq,...,a5 € F are the randomness of the encoding.

Notice that the randomized encoding only has one degree-3 monomial term
ayasxs (highlighted by a box). Assume aq,as are sampled from scalar OLE cor-
related randomness, that is, a1, b1, as, bs € F are randomly sampled conditioning
on ajag = by + by, then ajaszs = (by +be)xs becomes degree-2. This observation
is formalized by [LLW20], there is an effective-degree-2 semi-honest MPRE for
3MultPlus using OLE correlated randomness, as presented in Fig. 8.

4.2 CDS Encoding

We observe that the MPRE presented in Fig. 8 is not semi-maliciously secure.
Semi-malicious security does not follow automatically from perfect semi-honest
security because of the correlated randomness. Party P, or P, can locally modify
its portion of the correlated randomness. For example, if corrupted P; replaces
b1 by b1 4+ 1, the decoding will output z1xox3 + T3 + 21 + 22 + 23. Similarly, if
P, replaces a1 by a; + 1, the decoding will output x1x2x3 — asxs + 21 + 22 + 23.
In either case, privacy is lost.

To prevent such attacks, we will invent a tool called conditional disclosure
of secret (CDS) encoding, which reveals a secret only if a1, as, by, be satisfy the
OLE relation ajas = by + bs.

We start with protecting Ps’s privacy, the cases of protecting P; or P» are
similar. Party P; has a1,b; € F. Party P, has ag,bs € F. Party P; has a secret
s € F. We would like to construct a CDS encoding that achieves three goals:
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Input: P; has x;,z; € F.

Local Randomness: P; samples as;1 € F; P, samples as2 € F; P; samples
as, a4,3,05,3 € F.

Correlated Randomness: ai,b1,a2,b2 € F are randomly sampled under con-
straint ajas = b1 + ba. Pi receives (ai1,b1). P> receives (az2,b2). P3 has no
correlated randomness.

Preprocessing: None. L.e., the preprocessing functions are identity functions.

Encoding Function: Outputs the following matrix

3MU|tP|U5(((E1,Z1),a4,1,(a1,b1));((%-,Zz)@s,z;(azybz))»((13>Z3)7(a3;a4,3;a5,3)a1—))
<G3I1 I a1m3) (b1$3 + baxs + asx1 — a1as +>
X1 — ai

—aiasz — a4 4Tz — Q204 + 21 + 22 + 23
=1 T3 —as a2x3 — as

-1 o — a2

(4)

where a4 := a4,1 + a4,3 and as := as,2 + as 3.
Decoding Function: Outputs the determinant of the encoding.

Fig. 8. The Effective-Degree-2 Semi-Honest MPRE for3MultPlus

To disclose s if ajas = by + bs.

— To hide s if ajas # by + bo.

— To reveal nothing about aq, as, b1, bs except whether ajas = by + bs.
The encoding function is quadratic.

We stress that the CDS encoding we are going to build is not a MPRE for
any function, since it does not follow the same syntax. For example, the security
of CDS encoding will rely on the fact that (aj,as,b1,bs) is sampled from OLE
correlated randomness. The CDS encoding will be used as a sub-module of the
semi-maliciously secure MPRE in Sect. 4.3, where CDS encoding is carefully
aligned with the rest of the MPRE.

It turns out that, towards building CDS encoding, we need to replace scalar
OLE correlated randomness with tensor OLE correlated randomness. Let P
receive random a; € F?2, B; € F?*2 and let P receive random as € F?, By €
F2%2  such that aja] = By + B]. Party Pi, P, use the first coordinates of the
tensor-OLE correlated randomness as the original scalar OLE correlated ran-
domness. That is, let (a1, b1, a2, b2) := (a1[1], B1[1], a2[1], B2[1]). The remaining
coordinates will be used to hide ay, b1, as, bs.

The CDS encoding is formally described in Fig.9. As we emphasized, CDS
encoding is not a MPRE. For correctness, the secret s can be decoded if a;a] =
B; +BI. For privacy, the encoding can be simulated given the corrupted parties’
input and the following information:

— The secret s if aja] = By + BJ.

— p1 = (a1, q1), p2 = (az,q2), p3 = (B1 + Bl,qiql), where q1 = (¢1,1),q2 =
(g2,1) are sampled by party Ps. (If the adversary corrupts Ps, it can adap-
tively choose ¢1,¢2.)



376 H. Lin and T. Liu

The outer MPRE specifies 3 parties, denoted by Pi, P, Ps

Input: Party Ps receives as input s € F. Party P; receives random a; € F2, B, €
F2%2, Party P» receives random ap € ]FQ,BQ c F?*2, (a1,a2,B1,B2) is sup-
posed to be sampled from tensor-OLE correlated randomness.

Randomness: In addition, Ps samples g1, g2, 71,72 € F.

Preprocessing: Ps locally computes r1q1,72q2, ¢1q2,72q1, r2q1G2.

Encoding Function: Define q1 = (g1, 1),q2 = (g2, 1). The functionality outputs
p1 = (a1, qi), p2 = (a2,qz), ps = (B1 + BJ, q1q}) and

o o ko) (-1
(a1,q1) (B1 +BJ,quaj)| |[r2 8
Decoding Function: Check if p1p2 = ps. If so, output (c, (—p1,1)). Otherwise,
output L.

Fig. 9. CDS Encoding

Let us convey some intuitions why the three goals of CDS encoding in Fig. 9
are achieved.

— For disclosing s: If (a1, as, B1,B3) is in the support of tensor-OLE correlated
randomness, then pips = ps, thus the matrix [ p11 P2] is not full-rank. The
secret s can still be recovered from c.

— For hiding s: If ajas # by + by, it means (a;,as, B, Bs) is not tensor-OLE
correlation. Then pyps # p3 with high probability due to the randomness of
41, ¢2. Since matrix | pll P21 is full-rank, the secret s is perfectly masked by
(r1,72).

— The encoding also leaks information about a;, By, as, Bo, but as we will show,
a1,b1,az,be remain hidden. p;,ps are one-time padded by a;[2],az[2]. We
leave the analysis of p3 to the next section.

— The encoding function outputs p; = (a1, q1), p2 = (a2, d2),

1+ (az, ["3%])

= (B, +BI,["2"]), c= - T2q1q2 T2q1
ps=(Bi+ By [N 1)) (an, [754]) + (By + BE, [ 7201 720 )

g2

has degree 2 after r1q1, 7292, 192, 72q1, T72q1q2 are locally computed by Ps.

4.3 Semi-Malicious MPRE for Degree-3 Functions

Based on the CDS encoding (Fig.9) we discussed in Sect. 4.2, we construct a
semi-maliciously secure MPRE (Fig. 10) for canonical degree-3 functions. The
MPRE has effective degree 2.

The idea is simple: Three parties Pj, Py, P} need to compute x1x223 + 21 +
zo + z3. Every party P/ samples a random mask s;, one-time pads the output by
si, and reveals s; if and only if P| and Py use legit OLE correlated randomness.
The last operation is allowed by our CDS encoding.
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Function Input: P; has x; € Fé

Function: A canonical degree-3 function f. By definition, there exists an index
set Z. For each t &€ 7, the degree of f: is at most 2. For each t € Z, f; equals
Xiy o [Jea] - Xip 5 lde2) - Xiy 5 [Ges] + %, 0] + X, 5 [5,2] + X6, 5[d2,3] for some
it,1,%¢,2,1t,3 € [n] and jt,i,jz,i € [4;].

As long as t is clear in the context, we refer to P;, ,, Py, ,, Pi, 5 as P{, P35, P§
resp. and refer to xi, , [je1], Xi, 5 [Jr.2], Xi, 5 [e.s], X1 [0 %3, 2 12 2], X, 5 3]
as ri,x2,xs3, 21,22, 23 resp.

Randomness: For each t € Z, P{ samples St1,0t41 € T, P} samples St,2,
at5,2 € F, Ps samples st 3,at3,0t,4,3,0at,53 € F. They also sample additional
randomness according to the sub-module of CDS encoding (Fig. 9).

We will omit ¢ in subscript, if there is no confusion.

Correlated Randomness: For each t € Z, P; receives a;1 € F* By, € F¥*4,
P receives a; 0 € F*, B € F4*4 where (at,1,a¢,2,B¢,1,Bt,2) is sampled from
4 x 4 tensor OLE correlated randomness.

We will omit ¢ from the subscript, if there is no confusion.
Preprocessing: Required by the sub-module of CDS encoding (Fig. 9).
Encoding Function: For each t ¢ Z, output f.

For each t € Z, output

M, = 3M®us(((x1, 21+ s1),a4,1, (a1,b1)),
((z2,22 + 82), 05,2, (a2,b2)), ((x3,23 + s3), (a3, a4,3,05,3), 1))

where a1 := ai[1], a2 := az[1],b1 := B1[1, 1], b2 := By[1,1].
Py, P;, P{ use CDS encoding to disclose s1, conditioning on

]' Bg[l, 1] B2[1,3
1| 7 |B2[3,1] B2[3,3]]

[a[1]] [az[1]]" B1[17 1] Ba[L, N

1,3
la1[3]] |a2[3]] — [B1[3,1] B4[3,3
P{, P;, P; use CDS encoding to disclose s2, conditioning on

[a1[1]] [a2[1]]T _ [B1[1,1] B1[1,4]]

[B2[1,1] Bo[1,4]]"
a4]] |asf4]] = |Bifa,1] Bifa,4]] T 1

1
_B2[47 } B2[47 4]_
P{, P;, P; use CDS encoding to disclose s3, conditioning on

[a1[1]] [a2[1]]T  [Bi[1,1] B1[1,2]]

a1(2]] |a2(2]] T |Bi21]Bi[2,2)] T

[B2[1,1] B2[1,2]]"
|B2[2,1] B»[2,2])

Decoding Function: For each t ¢ Z, output f.
For each t € Z, decode the CDS encoding to recover s1, s2, s3. If s1, 2, 53 are
recovered, output det M; — s1 — s2 — s3. Otherwise, output L.

Fig. 10. The Semi-Malicious MPRE For Degree-3 Functions

Lemma 2. Figure 10 presents a semi-maliciously secure MPRE for degree-3
function f, whose effective degree is 2.

The proof and the efficiency analysis are deferred to the full version.
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(-size ABP {-gate circuit
complexity| statistical security complexity
2-round, security 2,1.5 n2015 1n2. 3
O(n*'?) | O(*————50) O(ne)

w/ output substitution
3-round, security
w/ unanimous abort
2-round, security
w/ selective abort
2-round, security
w/ unanimous abort

Complexity is measure by the number of field elements communicated.

O(’I’L3€1'5) O(nsﬁl'SET2‘QRO)

poly(n, €) |O(22:850) O(n0) + poly(n, A)

Fig. 11. The final MPC protocols

5 Putting Pieces Together

MPC Protocols for Degree-3 Functions. Let f be a degree-3 function. By
Lemma 2, there is an effective-degree-2 semi-malicious MPRE that has arith-
metic preprocessing and uses tensor-OLE correlated randomness. In the full
version, we present 2-round maliciously secure MPC protocol for computing any
effective-degree-2 function using tensor-OLE correlated randomness (outlined in
Sect. 2.3). Their composition is a 2-round statistically maliciously secure MPC
protocol for computing f.

MPC Protocols for Circuits. Let f be a function that is computed by a
Boolean circuit of ¢ gates. In the full version, we recall the reduction from
P/poly to degree-3. So the tasking of computing f can be reduced to com-
puting a degree-3 function f . Therefore, there is a 2-round MPC protocol that is
maliciously secure with output substitution. The protocol makes black-bow calls
to PRF. The security of the protocol can be lifted by the technique presented in
the full version (outlined in Sect. 2.4). So, there are, as shown in Fig. 11,

— A 3-round MPC protocol that is maliciously secure with unanimous abort
and has the same complexity.

— A 2-round MPC protocol that is maliciously secure with selective abort and
has the same complexity.

— A 2-round MPC protocol that is maliciously secure with unanimous abort
and has an additive polynomial growth on the complexity.

MPC for Arithmetic Branching Programs. Let f be an arithmetic NC*
function. As we recall in the full version, there is a reduction from NC! to
degree-3. So the task of computing f can be reduced to computing a degree-3
function f . Therefore, there is a 2-round MPC protocol that is maliciously secure
with output substitution.

Similar to the case of Boolean circuits, the security can be lifted to security
with selective/unanimous abort, at various costs, as shown in Fig. 11.
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