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Abstract

We study the problem of (e, §)-differentially private learning of linear predic-
tors with convex losses. We provide results for two subclasses of loss functions.
The first case is when the loss is smooth and non-negative but not necessar-

ily Lipschitz (such as the squared loss). For this case, we establish an upper

bound on the excess population risk of O (% + min { (\LU;)QH/Q? 7 %}),

where n is the number of samples, d is the dimension of the problem, and
w* is the minimizer of the population risk. Apart from the dependence on
|lw*||, our bound is essentially tight in all parameters. In particular, we show

a lower bound of (ﬁ + min {%, %

viously studied case of Lipschitz losses [SSTT20]. For this case, we close the
gap in the existing work and show that the optimal rate is (up to log factors)
© (”L\EH + min { %, 7”‘"221““}) , Where rank is the rank of the design ma-
trix. This improves over existing work in the high privacy regime. Finally, our

algorithms involve a private model selection approach that we develop to enable
attaining the stated rates without a-priori knowledge of ||w*||.

. We also revisit the pre-

1 Introduction

Ensuring privacy of users’ data in machine learning algorithms is an important desideratum for
multiple domains, such as social and medical sciences. Differential privacy (DP) has become the gold
standard of privacy-preserving data analysis as it offers formal and quantitative privacy guarantees
and enjoys many attractive properties from an algorithmic design perspective [DRT 14]. However,
for various basic machine learning tasks, the known risk guarantees are potentially sub-optimal and
pessimistic.
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Table 1: Summary of Rates. Parameters: d: dimension, n: sample size, H: smoothness parameter, w™:
minimum norm population risk minimizer, ||X'||: bound on feature vectors, ||)||: bound on loss at zero, G:
Lipschitzness parameter, rank: expected rank of the design matrix, e: privacy parameter (§ factors omitted). The
actual private excess risk bounds are the sum of the expressions shown in the DP rows and their non-private
counterparts. Details on non-private lower bounds in Appendix E.

In this work, we make progress towards resolving one of the most basic machine learning problems
under differential privacy: learning linear predictors with convex losses.

1.1 Related Work

Differentially private machine learning has been thoroughly studied for over a decade. In the Lipschitz-
convex setting, tight rates are known for both the empirical and population risk [BST14, BFTGT19].
Specifically, it was shown that in the constrained setting, dependence on the dimension in the form

of Q(%) is unavoidable even for generalized linear models (GLM) (see Section 2 for a formal
definition). By contrast, in the unconstrained setting, it has been shown that dimension independent
rates are possible for GLMs [JT14]. In this setting, assuming prior knowledge of ||w*||, the best

Iwll 4 Jlw"|] Vrank
n ne

known rate is O ( T ) [SSTT20], where rank is the expected rank of the design matrix.

However, without prior knowledge of ||w*||, these methods exhibit quadratic dependence on ||w
Furthermore, these results crucially rely on the assumption that the loss is Lipschitz to bound the
sensitivity. Although gradient clipping has been proposed to remedy this problem [SSTT20, CWH20],
it is known that the solution obtained by clipping may not coincide with the one of the original model.

il

Without Lipschitzness, work on differentially private GLMs has largely been limited to linear
regression [Wanl18, CWZ21]. Here, dimension independent rates have only been obtained under
certain sparsity assumptions.

More generally, smooth non-negative losses have been studied in the non-private setting by [SST10],
where it was shown such functions can obtain risk guarantees with linear dependence on the minimizer
norm (as in the Lipschitz case). This work also established a lower bound of Q(ﬁ) on the excess

population risk for this class of loss functions. [Shal5] additionally establishes a lower bound of
* 12 *
Q {min {W, % }} on the excess population risk by way of linear regression’.

1.2  Our Contributions

Smooth nonegative GLMs. Our primary contribution is a new and nearly optimal rate for the
problem of differentially private learning of smooth GLMs. In this setting, we focus on characterizing
the excess risk in terms of n, d, € and ||w*||. Specifically, we show that it is possible to achieve a rate
~ * * |12
of O (Ll 4 min { Lok,
interesting low/high dimensional transition at d ~ (||w* || ne)?/3. First, in the low dimensional regime,
we develop a novel analysis of noisy gradient decent (GD) inspired by techniques from [SST10]. In
particular, we show that Noisy GD gives an improved rate for non-negative smooth functions (not
necessarily GLMs). This is based on an average stability analysis of Noisy GD. As we elaborate in

Vd|w*|? h lation risk. O hibi
e on the excess population risk. Our new rates exhibit an

'The [SST10] bound assumes || V||, H, || X || = ©(1). The bounds of [Shal5] were originally stated for the
constrained setting, but can easily be converted. More details in Appendix E.



Section 3.1, a straightforward application of uniform stability leads to sub-optimal bounds and hence a
new analysis is required. We note in passing that this upper bound works for (unconstrained) DP-SCO
with smooth (non-Lipschitz) losses, which is of independent interest. For the high dimensional regime,
we perform random projections of the data (specifically, the Johnson-Lindenstrauss transform) for
dimensionality reduction, roughly reducing the problem to its low dimensional counterpart. We also

develop a lower bound for the excess risk under DP of Q (min { [ }) We note that

(ne)2/3 ne

non-privately a lower bound of Q (ﬁ + min {W, % }) is known on the excess population

risk [SST10, Shal5]. We note that these private and non-private lower bounds imply that our bound
is optimal up to factors of ||w*|| (see Table 1).

Lipschitz GLMs. For the Lipschitz case, we close a subtle but important gap in existing rates. In
this setting, it has been shown that one can characterize the excess risk in terms of the expected
rank of the design matrix, rank, instead of d [SSTT20]. In this setting, the best known rate was

9] (—”\“fﬁ” + 7“2!1”* I ) We show an improved rate of O (”w—\/;” + min {w % }) This

ne ’
llw” ||

improves in the high privacy regime where ¢ < % In fact, the upper bound O ( —

) for this

rate can be obtained with only minor adjustments to the regularization method of [JT14]. Our
second contribution in this setting is extending the lower bound of [SSTT20] to hold for all values
of |Jw*|| > 0 and rank € [n]. This is in contrast to the original lower bound which only holds for

problem instances where [|w*||> = rank and rank € [n].

Model selection. As part of our methods, we develop a differentially private model selection
approach which eliminates the need for a-priori knowledge of ||w*||. Although such methods are
well established in the non-private case, (see e.g. [SSBD14]), in the private case no such methods
have been established. Our method, as in the non-private case, performs a grid search over estimates
of |jw*|| and picks the best model based on the loss. However, in the private setting we must account
for the fact the the loss evaluation must be privatized. This is non-trivial in the non-Lipschitz smooth
case as the loss at a point w may grow quadratically with ||w]|.

Lower bounds for Non-Euclidean DP-SCO. Our lower bound construction generalizes to Non-
Euclidean ¢, /¢, variants of DP-SCO with Lipschitz convex losses [BGN21]. Herein, we assume that
the loss function is G4-Lipschitz with respect to £, norm, and radius of the constraint set is bounded

in £, norm by B,,. For this setting, we give a lower bound of {2 (Gqu min ( L Kl )) on

(ne)l/ P ne
excess empirical/population risk of any (potentially unconstrained) (¢, )-DP algorithm; see Corollary
4 in Appendix B.4 for a formal statement and proof. For p = oo and p > 2, d < ne, this matches the
best known upper bounds in [BGN21].

Non-private settings. As by-products, we give the following new results for the non-private setting.
For details on the parameters used below we refer to Table 1.

1. We show that gradient descent, when run on convex non-negative H smooth functions (not

necessarily GLMs), it achieves the optimal rate of O(@) (see Corollary 1). This is done

via an average-stability analysis of gradient descent. This result is interesting as it also shows GD
only needs n iterations, which is known not to work for non-smooth SCO [BFGT20, ACKL21,
AKL21].

2. In Section D, we give a procedure to boost the confidence of algorithms for risk minimization with
convex non-negative H smooth functions (not necessarily GLMs). The standard boosting analysis
based on Hoeffding’s inequality does not give a bound with a linear dependence on the parameters
(lw* |, IX1l, I1V]), and hence a tighter analysis is required.

1.3 Techniques

Upper bounds. We give two algorithms for both the smooth and Lispschitz cases. The first method
is simple and has two main steps. First, optimize the regularized empirical risk over the constraint
set {w : [Jw|| < B} for some B > ||w*||. Then output a perturbation of the regularized minimizer



with Gaussian noise (which is not requried to be in the constraint set). This method is akin to that of
[JT14] with the modification that the regularized minimizer is constrained to a ball. We elaborate on
this key difference shortly.

The second method is based on dimensionality reduction. We use smaller dimensional data-oblivious
embeddings of the feature vectors. A linear JL transform suffices to give embeddings with the
required properties. We then run a constrained DP-SCO method (Noisy GD) in the embedded space,
and use the transpose of the JL transform to get a d dimensional model. In this method, the embedding
dimension required is roughly the threshold on dimension at which the rates switch from dimension
dependent to independent bounds. We also remark that [NéUZ20] applied a similar technique to
provide dimension independent classification error guarantees for privately learning support vector
machines under hard margin conditions.

We note that a crucial part in all of these methods is the use of constrained optimization as a subroutine,
where the constraint set is a ball of radius ||w*||. This is in stark contrast to the Lipschitz case where
existing methods such as those presented by [JT14, SSTT20] rely on the fact that projection is not
required. In the smooth case however, constrained optimization helps ensure that the norm of the
gradient is roughly bounded by the diameter of the constraint set. We note that in the high dimensional
regime, the property that the final output of the algorithm can have large norm is still crucial to the
success of our algorithms.

Lower bounds. For our lower bounds in the smooth case we rely on the connection between
stability and privacy. Specifically, we will utilize a lemma from [CH12] which bounds the accuracy
of one-dimensional differentially private algorithms. We then combine this with packing arguments
to obtain stronger lower bounds for high dimensional problems. For the Lipschitz case, we adapt the
method of [SSTT20].

2 Preliminaries
In the following we detail several concepts needed for the presentation of this paper.

Risk minimization. Let X C R be the domain of features, and )V C R be the domain of responses.
A linear predictor is any w € R?. Let £ : R? x (X x V) — R be a loss function. Given some

unknown distribution D over (X x }), we define the population loss L(w; D) = ( IE;Z ’ [0(w; (z,9))]-
z,y)n~

Given some dataset S € (X x ))™ drawn i.i.d. from D, the objective is to obtain w € R4
which minimizes the excess population risk, L(w; D) — min {L(w; D)}. Given a population risk
weR

minimization problem, we will denote w* to be a minimum norm solution to this problem. We

define the empirical risk as Z(w, S)=21 % l(w;(z,y)). We define the following quantities

(z,y)€S
for notational convenience: £k (w) = L(w; D) — L(w*; D), €erm(w) = E(w; S) — E(w*; S), and
Egen(w) = L(w; D) — L(w; S). We define Bj to be the Euclidean ball of radius B on R

Generalized linear models. We will more specifically be interested in the problem of learning
generalized linear models, where there exists some function ¢ : R x ) — R such that the loss function
can be written as £(w; (z,y)) = ¢((w, z) ,y). We define parameter bounds | X'|| = max,cx ||z||
and | Y||* = maxycy |¢(0,y)|. Note that for many common loss functions, the latter condition is the
moral equivalent of assuming labels bounded by ||)||. For ease of notation, we write ¢({w, x) ,y) as
¢y ((w, z)) and denote function ¢,, : z — ¢(z,y). We say that the loss function is G-Lipschitz GLM
ifally € ), ¢, : R — R is G-Lipschitz. We similarly define //-smooth GLM.

Differential privacy [DKM™106]. We restrict our investigation to the class of algorithms which
minimize the excess population risk under the constraint of differential privacy. A randomized
algorithm A is said to be (¢, d) differentially private (i.e., (¢, §)-DP) if for any pair of datasets S and
S’ differing in one point and any event £ in the range of A it holds that

PLA(S) € €] < ePLA(S') € &] + 6.

For our lower bounds, we will make use of the following Lemma from [CH12].



Lemma 1. Let Z be a data domain and let S and S’ be two datasets each in Z'™ that differ in at
most A entries, and let A : Z™ — R be any (€, )-DP algorithm. Forall T € R, if A < w
and § < (1 —e7°), then E [JA(S) — 7| + |A(S") — 7] > {7 — 7.

Finally, we introduce the Johnson-Lindenstrauss (JL) transform to perform random projections.

Definition 1 ((«, 3)-JL property). A distribution over matrices R¥*? satisfies (cv, 3)-JL property if
for any u,v € RY, P[|{Pu, v) — (u,v)| > o |lu] [v]] < B.

It is well known that several such “data-oblivious” (i.e. independent of u,v) distributions exist with
k=0 (log&#) [Nelll]. We note that the JL property is typically described as approximation of

norms (or distances), but it is easy to deduce the above dot product preservation property from it; for
completeness we give this as Lemma 12. Finally, we use ®D to denote the push-forward measure of
the distribution D under the map @ : (z,y) — (Pz,y). Similarly, given a data set S' = {(x;, ;) };,
we define S := {(Px;,y;:);}

3 Smooth Non-negative GLMs

For smooth non-negative GLMs, we present new upper and lower bounds on the excess risk. For
our upper bounds, we here assume that the algorithm is given access to some upper bound on ||w*||,
that we denote by B. We later show in Section 5 how to obtain such a rate without prior knowledge
of ||w*||. We also emphasize that the privacy of these algorithms holds regardless of whether or not
B = [w*].

3.1 Upper Bounds

Before presenting our algorithms, we highlight some key ideas underlying all our methods. A crucial
property of non-negative smooth loss functions which allows one to bound sensitivity, and thus
ensure privacy, is the self-bounding property (e.g. Sec. 12.1.3 in [SSBD14]), which states that for an

H-smooth non-negative function f and u € dom(f), ||V f(u)| < \/4H f(u).

This property implies that the gradient grows at most linearly with ||w||. More precisely, we have the
following.

Lemma 2. Let { be an H-smooth non-negative GLM. Then for any w € Bp and (z,y) € (X x ))
we have ||V0(w, (z,y))|| < 2| V| VH|X| +2HB|| X |

In order to leverage this property, all our algorithms in this setting utilize constrained optimization
as a subroutine, where the constraint set is B3 and the Lipschitz constant is G' = 2 || V|| VH||X || +
2H B||X||?. This, in conjunction with the self-bounding property ensures reasonable bounds on
sensitivity. In turn, this allows us to ensure privacy without excessive levels of noise.

Finally, we note that our upper bounds for smooth GLMs distinguish low and high dimensional

2
regimes, transitioning at d = min ( (%) 3, 1) (ne)§

3.1.1 Low dimensional regime

We start with the low dimensional setting where we use techniques developed for constrained DP-
SCO for Lipschitz losses (not necessarily GLMs). Existing private algorithms for DP-SCO (e.g.,

[BFTGT19, FKT20]) lead to excess risk bounds that scale with H—T. On the other hand, the optimal

NG
non-private rate [SST10] scales with @nB, which may indicate that the private rate implied by the

known methods is sub-optimal. We show that this gap can be closed by a novel analysis of private
GD.

A standard proof of excess risk of (noisy) gradient descent for smooth convex functions is based on
uniform stability [HRS15, BFTGT19]. However, this still leads to sub-optimal rates. Hence we turn
to an average stability based analysis of GD, yielding the following result.



Theorem 1. Let { be a non-negative, convex, H-smooth loss function, bounded at zero by ||||°. Let

B,n>0ny= ﬁ,—?‘z, G=2|Y|Vv H + 2HB. Then, for any €,0 > 0, Algorithm | invoked with

W= By, T = n, o2 — 8¢°Tlos(1/6). :mm( B ,%)is €0
B n2e? n \/Tmax(\/EHyHJ\/E) AH ( )

private. Further, given a dataset S of n > nyq i.i.d samples from an unknown distribution D, the
excess risk of output of Algorithm 1 is bounded as,

Ele ()] < o(@%ﬂyn .\ Gsz;igT/é)).

-differentially

We note that since H-smooth GLMs satisfy the Theorem condition with parameter H < H||X||2, we
obtain results for GLMs as a direct corollary.

Non-private risk bound: As a corollary (see Corollary 1 in Appendix A.3.1), with no privacy
constraint, the above result (setting ¢ — oo and § = 1) shows that gradient descent achieves the
optimal excess risk bound, previously shown to be achievable by regularized ERM and one-pass SGD
[SST10]. The lower bound, ng, simply means that the trivial solution “zero" has larger excess risk.

Proof sketch of Theorem 1. The privacy proof simply follows from [BST14] since the loss function
is G-Lipschitz in the constraint set. For utility, we first introduce two concepts used in the proof.
Let S be a dataset of n i.i.d samples {(z;,yi)}i— ;> S() be the dataset where the i-th data point is
replaced by an i.i.d. point (z’,y’). Let A be an algorithm which takes a dataset as input and outputs
A(S). The average argument stability of A, denoted as £,y —_stab(\A) is defined as

Eav—stab(A)? = Eg ;. (2.4 [A(S) — A(SD)2.

The average regret of gradient descent (Algorithm 1) with iterates {wt}thl is
* T T T *
ereg(A;w") = 7 3251 E[L(w;; §) — L(w*; ).

The key arguments are as follows: we first bound the generalization error, or on-average stability, in
terms of average argument stability and excess empirical risk (Lemma 4). We then bound average
argument stability in terms of average regret (Lemma 5). Finally, in Lemma 6, we provide bounds on
excess empirical risk and average regret of noisy gradient descent. Substituting these in the excess
risk decomposition gives the claimed bound. The full proof with the above lemmas is deferred to
Appendix A.3.1.

Algorithm 1 Noisy GD

Input: Dataset S, loss function ¢, constraint set W, steps 7', learning rate 7, noise scale o?
1: wo = 0
2: fort =1to7 —1do
33 &~ N(0,0%)
4w =y (wt -7 (L(wt; S) + 5))
where IIyy is the Euclidean projection on to VW

5. end for .
Output: @ = 7>, , w;

3.1.2 High dimensional regime

In the high dimensional setting, we present two techniques.

JL method. In the JL method, Algorithm 2, we use a data-oblivious JL map ® to embed all feature
vectors in dataset S to k < d dimensions. Let dataset S = {(®x;,y;)};—,. We then run projected
Noisy GD method (Algorithm 1) on the loss with dataset S and the diameter of the constraint set as
2B. Finally, we map the returned output @ back to d dimensions using ® " to get @ = ® "w. We

note that no projection is performed on w and thus the output may have large norm due to re-scaling
induced by ® .



Algorithm 2 JL Method

Input: Dataset S = {(21,%1), ..., (¥, Yn)}, loss function ¢, k, B,n, T, o
1: Sample JL matrix ® € R¥*d

2 S ={(®x1,51), (P2, 92) -, (P20, yn) }

3: w = NoisyGD(S, ¢, Bop, T, 1, 0?)
Output: @ =o' w

Algorithm 3 Regularized Output Perturbation

Input: Dataset S = {(x1,%1), ..., (T, Yn)}, loss function £, \, B, o2

: @ = arg min {L(w; S)+ % ||w||2}
weEBp
2: gNN(O,O'ZId)
Output: @ =w + &

2/3
Theorem 2. Let k = O(iﬁ%l@%ﬁ@ﬁ) , W = Bg, T = n, 02 = %,

2 : _HBAP . _
N W (TR 4H”X”2> and ng = T Algorithm 2 satisfies (e, d)

differential privacy. Given a dataset S of n > nq i.i.d samples, of the output @ is bounded by

VHB | X| |1V . (\/HB [B3 IIyII)% + (\/EB|X||)2>
NG .

(ne)?

n:min(

IE[Erisk (ﬂ)\)] S 6 (

Proof sketch of Theorem 2. From the JL property, with & = O(log (n/d) /a?), w.h.p. norms of
all feature vectors and w*, as well as inner products between are preserved upto an « tolerance (see
Definition 1). The preservation of norms of feature vectors implies the gradient norms are preserved,
and thus privacy guarantee of sub-routine, Algorithm 1, suffices to establish DP. For the utility proof,
from our analysis of Noisy GD (Theorem 1) and using the JL property, the excess risk of w under D
w.r.t. the risk of ®w™ under ®D is bounded as,

VEIX[BIY] (VENX W]+ H|X|2B) Bm>
\/ﬁ ne :

From smoothness and JL property, the, “JL error” is:

E[L(%; D) — L(®w*; ®D)] < o(

~ (HB?||X|]?
E[L(®w*; D)) — L(w*;D)] < O (“) .
The above is optimized for the value of k prescribed in Theorem 2, substituting which gives the
claimed bound.

Constrained regularized ERM + output perturbation. Our second technique is constrained
regularized ERM with output perturbation (Algorithm 3). A similar technique for the Lipschitz case
was seen in [JT14], however we note that the addition of the constraint set By is crucial in bounding
the sensitivity in the smooth case.

IY11°+H?B?||X||*) log(1/5)
iz

Theorem 3. Let ng = w. Then Algorithm 3 run with 0> = O <( S

|VII+HB|X|*)VH| X
and A\ = <( B )

2/3
> (log (1/6))1/3 satisfies (e, d)-differential privacy. Given a

dataset S of n > ng i.i.d samples, the excess risk of its output W is bounded as

VAB|X| Y]+ Y] (vEB ||9€||)4/3 1917 + (VEB ||X||>2>

Eleisk(w)] < 6( Jn (ne)?/3



We note that we can use the same technique in the low dimensional setting too, yielding a rate
of YHEBIX[IXI+Y]?
vn

+ GBE‘/E However, in contrast to Theorem 1 and 2, these results have an

additional \|\yﬁ|\ term (in both regimes). Thus, in the regime when ||| < v/ HB||X||, the two upper
bounds are of the same order.

Proof sketch of Theorem 3. The privacy proof follows the Gaussian mechamsm guarantee together
with the fact that the /5-sensitivity of constrained regularized ERM is O ( ) [BEO2]. For utility, we
use the Rademacher complexity based result of [SST10] to bound the generahzatlon error of w. The
other term, error from noise, E[L(@; D) — L(w; D)] < O(Ho?||X||?) from smoothness of GLM.
Combining these two and optimizing for A gives the claimed result.

3.2 Lower Bounds

The proof technique for our lower bound relies on the connection between differential privacy and
sensitivity shown in [CH12]. The underlying mechanisms behind the proof is also similar in nature
to the method seen in [SU17]. We note that although we present the following theorem for empirical
risk, a reduction found in [BFTGT19] implies the following result holds for population risk as well
(up to log factors).

Theorem 4. Let ¢ € [1/n,1], § < {=(1 — e~°). For any (e, 8)-DP algorithm, A, there exists a
dataset S with empirical minimizer of norm B such that the excess empirical risk of A is lower

boundedbyg{min{‘|y“27 (BlIx D" (Y| fBuxuuynf}}

(ne)2/3

The problem instance used in the proof is the squared loss function, and thus this result holds
additionally for the more specific case of linear regression. We also note this lower bound implies
our upper bound is optimal whenever B||X|| < |||, which is a commonly studied regime in linear
regression [SST10, KL15]. We here provide a proof sketch and defer the full proof to Appendix A.7.

Proof sketch of Theorem 4 Define F'(w;S) = %Z(Ly)es(@u, z) —y)% Letd < min{n,d}

and b, p € [0, 1] be parameters to be chosen later. For any o € {:I:l} ¢ deﬁne the dataset S, which
consists of the union of d’ subdatasets, S1, ..., Sg given as follows. Set v " of the feature vectors in
S; as | X||e; (the rescaled j’th standard basis Vector) and the rest as the zero vector. Set £ (1 + b) of
the labels as o;{|)|| and 55 (1 — b) labels as —o;(|)||. Let w” = arg min,, cga { F(w; S5)} be the

ERM minimizer of F(-; S, ). Following from Lemma 2 of [Shal5] we have that for any w € R? that

d’

2
F(5:5p) ~ F7:5,) > 1]

(D

™
|
S
9

Jj=1

We will now show lower bounds on the per-coordinate error. Consider any o and o’ which differ only
atindex j for some j € [d']. Note that the datasets Se and S, differin A = Z2[(1+0) — (1-b)] =

2d’
cLet7T =wi = lm\b and 7’ = w] = —‘ll‘yTHHb (i.e. the 7 components of the empirical
. 2/3
minimizers for S and S} respectively). Note that [wg — w" | = Q‘B;Hb Setting d’ = (2 ”AH{)”;ﬁ =) /

2/3 .
and b = (” y‘\)l(\ﬂ%) / ensures A < 1 < and thus Lemma 1 can be used to obtain

: LIIPe? B3y
o2 o2 =
B[4GS — g P+ 1A~ ] 2 35 = pemare:

One can now show via a packing argument that

(X1 B)*2|IY|[**p"/?
128(ne)?/3 ’

s {E[F(A(S,)) - F(w)]} >

oe{£1}¥

The result then follows from setting p = min {1, d;”/;l‘”); Ie‘ }



4 Lipschitz GLMs

In the Lipschitz case, we close a subtle gap in existing rates. We recall that in this setting a more
precise characterization in terms of the expected rank of the design matrix is possible (as opposed to

using d). The best known upper bound is 9] ( % ra“k)

was shown to be optimal when e > rank/n and |w*|| = v/rank [SSTT20].

We first show that in the high privacy regime where ¢ < rank/n, an improved rate is possible.
Specifically, we show that in this regime constrained regularized ERM with output perturbation and
achieves the optimal rate. In fact, we note that the method of [JT14] (i.e. unconstrained regularized
ERM with output perturbation), can obtain this rate when e = O(1) if the regularization parameter
is set differently. We present the constrained version in order to leverage Rademacher complexity
arguments and provide a slightly cleaner bound that holds for all € > 0.

/
Theorem 5. Algorithm 3 run with parameters c? = % and \ = %\/%/6))14

satisfies (e, 8)-DP. Given a dataset of n i.i.d. samples from D, its output has excess risk E [esk (@)] =

5 (GBIXI , GBIX|
O( Vi T e )

assuming knowledge of ||w*||. This bound

We also state and prove a similar bound using the JL technique in Appendix B.

Next, we generalize the lower bound of [SSTT20] to show this new bound is optimal for all settings
of B, rank, and €. We now show that a modification of the lower bound present in [SSTT20] shows
our upper bound is tight. We note that their lower bound only held for problem instances where
rank = ||w*||* and e < rank/n. By contrast, the upper bound O(imz!w*”)
rank and [|w*||.

Theorem 6. Let G, ||V, ||X||,B > 0, e < 1.2 and § < e. For any (¢,6)-DP algorithm A, there
exists a G-Lipschitz GLM loss bounded at zero by ||Y|| and a distribution D with lw*|| < B such

that the output of A on S ~ D" satisfies Elesk(A(S))] = Q(GBHXH min ( , \/7, —%‘2""))

holds for any values of

All proofs for this section are deferred to Appendix B.

5 Adapting to ||w*|

Our method for privately adapting to ||w*|| is given in Algorithm 4. We start by giving a high level
overview and defining some necessary preliminaries. The algorithm works in the following manner.
First we define a number of “guesses” K for ||w*|, Bi, ..., Bx where B; = 27 : Vj € [K]. Then
given black box access to a DP optimization algorithm, A, Algorithm 4 generates K candidate
vectors wy, ..., Wx using A, training set S; € (X x y)”/‘{ and the guesses B, ..., Bg. We assume
A satisfies the following accuracy assumption for some confidence parameter 5 > 0.

Assumption 1. There exists a function ERR : RT +— RT such that for any B € RY, when-

ever B > ||w*||, w.p. at least 1 — % under the randomness of Sy ~ D3 and A it holds that
erisk(A(S1, B); D) < ERR(B).

After generating the candidate vectors, the goal is to pick guess with the smallest excess population
risk in a differentially private manner using a validation set S;. The following assumption on A
allows us both to ensure the privacy of the model selection algorithm and verify that L(w;; S2)
provides a tight estimate of L(w;; D).

Assumption 2. There exist a function A : Rt +— R such that for any dataset Sy € (X x J)"/?

and B >0
min {4, 8}
4K

Specifically, our strategy will be to use the Generalized Exponential Mechanism, GenExpMech, of
[RS15] in conjunction with a penalized score function. Roughly, this score function penalty ensures
the looser guarantees on the population loss estimate when B is large do not interfere with the loss
estimates at smaller values of B. We provide the relevant details for GenExpMech in Appendix C.1.
We now state our result.

BBE(z.y) € Sz = [((A(Sy, B); (,9))] =2 A(B)] <



Algorithm 4 Private Grid Search

Input: Dataset S € (X x V)", grid parameter K € R, optimization algorithm: A : (X' x))" xR —
R4, privacy parameters (e, §)

I: Partition S into two disjoint sets, S1 and S, of size

2: wo = 0

3: for j € [K] do

4: Bj =27

5: w; = A(Sl, Bj)

6: Zj — E(wj;Sg) 4+ AB;)log(K/B) [AIY||2 log(K/B)

7: end for

8: Set j* as the output of GenExpMech run with privacy parameter 5, confidence parameter 5

~ Z’
and sensitivity/score pairs (0, | V||?), (A(B1), L1)..., (A(Bk), Lk),
9: Output w;«

Theorem 7. Let { : R? x (X x ))) be a smooth non-negative loss function such that £(0, (z,y)) <
| V|12 for any x,y € (X x V). Let€,6,3 € [0,1]. Let K > 0 satisfy ERR(2X) > || V||%. Let A be
an (5%, %)-DP algorithm satisfying Assumption 2. Then Algorithm 4 is (€, )-DP. Further, if A
satisfies Assumption | and Sy ~ D™? then Algorithm 4 outputs @ s.t. with probability at least 1 — 3,

o D) < i {7, ERR (2 (] 1) + L
We note that we develop a generic confidence boosting approach to obtain high probability guarantees
from our previously described algorithms in Section 5, and thus obtaining algorithms which satisfy 1
is straightforward. We provide more details on how our algorithms satisfy Assumption 2 in Appendix
C.4. The following Theorem details the guarantees implied by this method for output perturbation
with boosting (see Theorems 13,15). Full details are in Appendix C.3.

Theorem 8. Let K,¢,6,8 > 0 and A be the algorithm formed by running 3 with boost-
; . !/ __ € /7 4 . .
ing and privacy parameters € = +, 0' = . Then there exists a setting of K such that

K =06 (log (max { ||\B€}|I\‘\/\/%’ |D\’/|%(””;)|;/3 })) and Algorithm 4 run with A and K is (e,6)-DP

and when given S ~ D", satisfies the following w.p. at least 1 — (3 (letting B* = 2max {||jw*||,1})

4/3 2
e (vEB ) IR+ (VEB® X))
ersi(B) = O mm{|\y||7 PRE
| VEB X max (V] 1+ [VI° V1P + HEB ) }>,
Vn ne

Confidence Boosting: We give an algorithm to boost the confidence of unconstrained, smooth
DP-SCO (with possibly non-Lipschitz losses). We split the dataset .S into m + 1 chunks and run an
(e, 9)-DP algorithm over the m chunks to get m models, and then use Report Noisy Max mechanism
to select a model with approximately the least empirical risk. We show that this achieves the optimal

rate of O (%) whereas the previous high probability result of [SST10] had an additional

Vn
smoothness and loss bounded at zero, all together enable strong bounds on the variance of the loss,
and consequently give stronger concentration bounds. The details are deferred to Appendix D.

9] <M) term, which was also limited to only GLMs. The key idea is that non-negativity, convexity,
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A Missing Proofs from Section 3.1 (Smooth GLMs)
A.1 Utility Lemmas

Fact 1. [SSBDI4] For a H-smooth non-negative function f, and for any u € dom(f), we have
IVf @) < /4H f(u).

A.2 Proof of Lemma 2

From the self-bounding property (Fact 1), the ||)||? bound on loss at zero, and smoothness, we have
the following bound on the gradient:

192w (@)l < [V0; (2,9) | + 9w () = VEO; (2,))]
< 2VH |l2] €(0; (2,9) + H |l2]* o]
<2 (VA |YIllle] + H ll2)* ] ) @)

Lemma 3. For any w € Bp and any (z,y) € (X x Y) it holds that {(w; (z,y)) < 3(|V|* +
HB?||X|?).

Proof. Using the fact that the loss function is G = ||V||vH||X|| + BH| X||*-Lipschitz in the
constraint set (Lemma 2) we have

U(w; (z,y)) < 0; (2,9)) + [€(w; (z,y)) — £0; (2,9))]
< YI? + G [|wl]
<|VIP+ IVIVEB| x| + HB?| x|
<3 (|VIP + HB?||X|)
where the last step follow from AM-GM inequality. [

A.3 Low Dimension

Before presenting the proof of Theorem 1, we provide formal statements of its Corollaries.

Corollary 1, stated below, gives an upper bound on excess risk of gradient descent in the non-private

setting.

Corollary 1. Let  be a non-negative convex H smooth loss function, bounded at zero by || Y||>. Let
HB? . B 1 . ..

ng = =, W = Bg, T = n, and n = min (7~ —~) Given a dataset S of n > ng i.i.d

samples from an unknown distribution D, the excess risk of output of Algorithm 1 with o = 0 is

bounded as,

N . VEB|Y|
E[L(w; D) — L(w*; D)} < O <\/ﬁ> .

Corollary 2 below gives an upper bound on excess risk of noisy gradient descent for non-negative
smooth GLMs.

_ HIxPPB: ( B 1 ) - 2 _

Corollary 2. Let ng = 0 = min VT max (V| X[V vd) " HHIZT )’ W = Bp, 0° =
2

%‘E(l/é) and T = n. Let { be a non-negative convex H smooth GLM, bounded at zero by | V||>.

Algorithm 1 satisfies (e, §)-differential privacy. Given a dataset S ~ D™, n > ny, then the excess
risk of output of Algorithm 1 is bounded as,

VAXBIYI (VENX Y|+ H|X|?B?) By/dlog (1/5) )

E[L(w; D) — L(w*; D)] = O( Jn ne
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A.3.1 Proof of Theorem 1

Since Algorithm 1 uses a projection step, the iterates always lie in the constraint set {w : ||w| < B}.
Hence, the function over this constraint set is G-Lipschitz. From the analysis of Noisy (S)GD in
[BST14, BFTGT19], we have that the setting of noise variance o2 ensures that the algorithm satisfies

(e,9)-DP

We now move to the utility part. We start with the decomposition of excess risk as
E[L(@; D) ~ L(w"; D)] = E[L(@; D) ~ L(@; 5)] + E[L(@; §) - Lw™:5)] ()

The key arguments are as follows: we first bound generalization gap, or on-average stability (first
term in the right hand side above), in terms of average argument stability and excess empirical risk
(Lemma 4). We then bound average argument stability in terms of average regret (Lemma 5). Finally,
in Lemma 6, we provide bounds on excess empirical risk and average regret of gradient descent.
Substituting these in the above equation gives the claimed bound. We now fill in the details.

We start with Lemma 4 which gives the following bound on the generalization gap:

VHB oV Hnl|Y)|
NaIM B

VHB|Y|

E[L(A(S); D) — L(@; )] < 7

Eavfstab(~A)2 +
4)

(BIL@:S) - Lw's9)]) +

Substituting the bound on €,y _stap(A) from Lemma 5, the second term becomes,

oV Fn||Y| W6H 0TIV L s ir s on s,
5 T;ZE[“W’S*L(W’S”*

16V HB 1 - ~ 16V HB
< E[L(w;: S) — L(w*; 8)] + —~’
A Z (w53 8) = LW O+ ~75)

16V HB
Vol

16H/ 22T V)|

Eav—stab(A)Q < \/’EB

j=1

IN

% ZE[E(wj; ) — L(w*; S)] +

Substituting the above in Eqn. (4) and using the fact that VB < 1 from the lower bound on n, we

VRl
get:
T
BIL(A(S);D) - L@ )] < (BIE@:8) — L 8)]) + - | S B[B(w;s8) - L(w'sS)
+17\/§B||y||
—

From the excess empirical risk guarantee (Lemma 6), the terms excess empirical risk E[ (w; S) —
L(w*; S)] and average regret - (ZT, JE[L(wj7 S) — L(w* ,S)]) are both bounded by the same

=1
quantity. Thus, substituting the above in Eqn. (3) and substituting the bound from 6, we have,
-~ T 17V HB|Y)|
E[L(@; D) — L(w* ZE (wj; S) — L(w*; S)] + —

Vn ne

Substituting the value of G' completes the proof.

<0 <¢FB||y|| | VdGB 1og<1/5>) .

~ -
Lemma 4. Let n > %. Let { be a non-negative H smooth convex loss function. Let S be a

dataset of n i.i.d. samples from an unknown distribution D, and w* denote the optimal population
risk minimizer. The generalization gap of algorithm A is bounded as,
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ﬂﬁn (EIL(AS): $) — L(w";9)]) +

L VHB|Y]
2,

E[L(A(S); D) — L(A(S); 8)] < Eav—stab(A)?

2V Hn|Y)|
B

Proof. Let w := A(S), S() be the dataset where the i-th data point is replaced by an i.i.d. point
(2',%) and let @(*) be the corresponding output of A.

A standard fact (see [SSBD14]) is that generalization gap is equal to on-average stability:
E[L(@; D) — L(w; 8)] = E[((@; (24, y:)) — U(@; (i, i)

From smoothness and self-bounding property, we have,

2

(@05 (i, i) — 3 (i, y:) < IV (i, p) | | @ — @ 7 — )
— . (12
< o/ He(@; (w1, 3)) H@*@(Z) z H@fm)

Taking expectation, using Cauchy-Schwarz inequality and substituting average argument stability, we
get,

E [0@9; (21, 90)) — 0@ (e, )]

<2\/HE (4,9:)) \/IE ‘w W H + E[H — @

— — 2
< 2\/ HE[L(@; S)]ay—stab (A) + w

o VHBEL(@:S) | VY] fav-san(AP | sl A
- fllyll B 2
\/73 T/~ T/ x \/ﬁ”y”f:avfsta (A)Q ﬁgavfsta (A)2
< =i (]E[L(w;S)—L(w ;5)])+ Sl =
\FB
nyH

< LB (5li(5:5) - 20755)) +

VHB| Y|
_— 6
+ n (6)
where the th1rd inequality follows from AM-GM inequality, and last follows since w™ is the optimal

solution: IE[ (w S)] = L(w*; D) < L(0; D) < || V|| Finally, using the lower bound on n, we
have % < VHn|Y|

5 » substituting which gives the claimed bound. O

2
} ®)

E[L(w*; S)]

V|| )
) < 2 ) Eav— stab(A)

Lemma 5. The average argument stability for noisy GD (Algorithm 1) run for T iterations with step
sizen < % is bounded as

SHPT 1 o~ ~ ~
~N"E[L(w;; S) — L(w*;
- > E[L(w;; S) — L(w*; S)] +

j=1

8Hn*T|Y||?
—

€av—stab (-A)2 <

n

Proof. The uniform argument stability analysis for (Noisy) (S)GD is limited to the Lipschitz setting
[HRS15, BFTGT19, BFGT20] and therefore not directly applicable. We therefore need to modify
the arguments to give an average stability analysis in smooth (non-Lipschitz) case.
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Let @ := A(S), S be the dataset where the i-th data point is replaced by an i.i.d. point (2’,y’)
and let w(*) be the corresponding output of A. Moroever, let w; denote the iterate of noisy SGD on

dataset S and similarly @l@ for dataset S(*).

We simply couple the Gaussian noise sampled at each iteration to be equal on both datasets. Using
the fact the the updates are non-expansive, we have

n IV (wes (i, ya) | + [[VE(wy; (2"59)1)

1Yy (IVe(w;s (i, y:) | + || VE(w); @5y

(wy; (w4, 9:))|l) < 2/ HE(wj; (4, 9:)))- Therefore,

> (Ble(wy; (w3, 90)) + £(wls (2, y))))

j=1

IN

[wesr = wipq || < we —will +

From the self-bounding property (Fact 1), (
we get,

4H*T
n2

IN

Elfwe —wiI"]

For the average iterate,

P sﬁn2T EN
e ||o- a0 <7 TZEHwt wf ) < L S B(L s )
j=1
SHNT 1 o~ N 8SH*T _ ~ .
< S LB wsi8) - K]+ S BiE s S)
SHIPPT 1 o~ ~ ~ SH2T|| V|2
< 3T LS Bl wy5) - E(w; 8) + S LIV

n n

where the last inequality follows since w* is the population risk minimizer: ]E[E(w*,S)] =
L(w*; D)} < L(0;D) < |[V|]* =

2 .
L |, g2 = 8¢ Tlos(1/0) g —
n2e

Lemma 6. Letn > 2B p = min B =
Hynz N ﬁmax<\/§‘|yl"g\/3)’4H

We have,

T

(@:8) - L(w*; 9)| < ,};E [E(ws;8) - Lw";9)| <0 <‘/ﬁ\fﬁ”3’| N ﬂGlf(Ué)) .

=

E

where w* is the (minimum norm) population risk minimizer.

Proof. From standard analysis of (S)GD,

B (o~ ulF] < 8 e - (VEws) +6) -

2
w*

<E ||w —w"| } +n’E {H (we; S H } +n%0%d — 2nE {E(wt;S) L(w*; S)}

<E [|Jw, — w*| ] + 4y HE[L(wi; S)] + n*0*d — 2nE [E(wt; S) — L(w*; S)}

17



where the last inequality follows from self-bounding property (Fact 1). Rearranging, and using the
fact that E[L(w*; S) = L(w*; D)] < L(0; D) < || V||* we get,

E e = w|* = flwess —w ]

(1208 E [L(ws; S) - L(w';8)] < + 20 (H|Y|? + o2d)

2n
From the choice of 1, we have (1 — 217];7 ) > % Averaging over 7' iterations, we get that the average
regret is,
1 — B2
7 T 77 2 2
=Y E [L(wj; S) - L(w ;S)} < gt (H||y|| to d) .

Jj=1

B 1
VT max (VY ova) 4

Setting = min , we get

I [+ o 2wl .~ (VHB|Y|  BVde HB?
T;E{L(wj,S)—L(w,S)]—O< N k. Sh T).

2
Finally, substituting 02 = 867'7;12705;2(1/6)’ T = n and using the lower bound on n gives the claimed

bound on average regret. Applying convexity to lower bound average regret by excess empirical risk
of w gives the same bound on excess empirical risk. O

A.4 High Dimension

Proof of Theorem 2. Let o < 1 be a parameter to be set later. From the JL property with k& =
0 (W), with probability at least 1 — 6/2, for all data points x;, || Px;|| < (1 + ) ||z
21 and [|w* |* < 2 uw*||® < 2B2.

IA

Further, by Lemma 2, for any w in the embedding space with ||w||®> < B, with probability at least

1 — §/2, the loss is G Lipschitz where G = 2 ||)|| VH || X|| + 2H B || X||>. The privacy guarantee
now follows from the privacy of Noisy SGD and post-processing.

For the utility guarantee, let L(w; ®D) and Z(w; ®S) denote population and empirical risk (resp)
where test and training feature vectors (resp) are mapped using ®. The excess risk can be decomposed
as:

E [L(®"@; D) — L(w*; D)] = E[L(@; ®D) — L(dw*; dD)] + E [L(dw*; D) — L(w*; D)].
(7)

The first term in Eqn. (7) is bounded by the utility guarantee of the DP-SCO method. In particular,
from Lemma 7 (below), we have

VE|X|BIY] (VEIX|I1V]+ HI|X|?B2) By/klog (1/5)

E[L(w; D) — L(dw*; ®D)] = O n ne

The second term in Eqn. (7) is bounded by the JL property together with smoothness and the fact that
w™ is the optimal solution thus V L(w*; D) = 0. This gives us

E[L(®w*; ®D)] — L(w"; D)] < gﬂz [l(@wr, @2) — (w*, 2)?] < H”w;” X" - 5 (HBX”> .

<
<0 3

Combining, we get,

VH|X H||X|?B) B+y/klog (1/6 20 112
& [L(@" D) - L(w"D)] <0 \/ﬁn%anu( XX+ llm ) \/W+HBIL|X|
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Setting k = O (wy/s completes the proof.

O
Lemma 7. Let ® € R¥* be a data-oblivious JL matrix. Let S = {(x;,vy;)};—, of n i.i.d data
points and let ®S := {(Px;,y;)};_,. Let w € R¥ be the average iterate returned by Algorithm 1
with 02 = O (%W) on dataset S. For k = Q (log (n)), the excess risk of W on ®D is

bounded as,

VEBIX|IY] (VAN + 2 X|*B) By/Flog(1/5)

E[L(w; ®D) — L(®w"; #D)] < O NG ne

Proof. Let S be the dataset where the i-th data point is replaced by an i.i.d. point (z’,3’) and
let @) be the corresponding output of Noisy-SGD on ®S(*). Define S := {S,(2/,7')} and
let H(®,S) denote an upper bound on the smoothness parameter of the family of loss function
{(w; (2239))} (4 4)e5-
Wi : 2H|X|>B?

e want to apply Theorem 1, but the theorem requires that n > I In the proof below, we
will use it to bound H(®, S) < %3}2”2. We use the JL property to get this. Let o < 1 be a parameter
to be set later. Note that H(®,5) < Hsup, .5 [|®z|* < H(1+a)|X|* < 2H |X|* with

probability at least 1 — § for k = O (1"@*‘(57;’/‘”). Thus, if we assume n > %, then w.h.p.

H(®,S) < "”Bijz. Also from the JL property, ||®w*| < 2B.

Decomposing excess risk and writing generalization gap as on-average stability, we have

Eg s|L(W; D) — L(dw*; ®D)] = Eg¢ s[L(® @; D) — L(® " w; S)] + Eg s[L(® T @; )] — L(dw*; BS))]
= Eg o [((@7; (D2, :)) — (@ (P25, :)) + L(® @ 5) — L(@w"; 5)].

We now fix the randomness of S and bound the terms in high probability w.r.t. the random ®. Let

IAS(S,4) = H@ — o™ || denote the instance argument stability. Repeating the analysis in Theorem
1, from Eqn. (5), the first term is bounded as,

) H(®, S)B ~
(B D; (@i, i) — U3 (Bai, 1)) < 5ﬁy) (e@: (@i, ) — L@w'; 09))
H@ Y| H@®,5) o o V@SB
5 + TAS(S,4)* + T
< LA (10 (i)~ s 09))
- w IAS(S,1)% + 2H?|g””)(” ®)

where the last inequality holds from application of JL property: with probability at least 1 — §,
J— 2 —
H(®,S5) < "%” (from the lower bound on n) and H(®, S) < 2H||X||2.
As in the proof of Lemma 5, TAS(S, 7) is bounded as,
TAS(S,i)?
8H(®,5)P*T 1 -
< (»7”7% > E[l(wj; (D, ) + Lw); (2, y')) — 2L(Pw*; BS5))

Jj=1

| SH(®S)PTIYP

n n

< 16H || X||?n?T

n

16H || X|*p* T ||
n

T
%Z E[l(w;; (P, y:)) + L(w]; (P2’ y')) — 2L(dw*; ©S)] +

Jj=1
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Substituting the above in equation 8, taking expectation with respect to S and from manipulations as
in the proof of Theorem 1, we get that with probability at least 1 — J, we have

Es[L(®"@; D) — L(® @ 5)] < 2 (E[L(@; #S) - L(dw"; 85)))

T ~
32 ~ ~ 34V HB|Y|
+— ZE[L(wj; OS) — L(w*;29)] | + —
Let G(®,5) = G = 2||Y||\/H(®,S) + 2H(®, S) ||®w*|| denote the Lispchitzness parameter of
the family of loss functions {¢(w; (®z,y)}, , c5- From the analysis in Lemma 6, the average regret
and excess empirical risk terms are both bounded by the following quantity with high probability.

VH(@,S)BIYI  VEG(®, S)log (1/5) VHB|Y| = VkGlog(1/6)
NZD * ne =0 vn + ne '

This gives the following high probability bound,

VABIXIYI (VEIXNIY] + H|X|?B) B\/klog (1/5)

E[L(w; D) — L(®w™; ®D)] < O Jn ne

For the in-expectation bound, note that in the above proof the JL property was used for: with proba-
bility at least 1 — 4, sup,, 5 ||| < (1 + Vlg,j"””) 1 and [|@w*|| < (1 + 1%5””’) B.
All these quantities appear in the numerator in the above bound. Therefore the excess risk random
variable w.r.t ® has a tail with a poly <V10gk(n/§)> term. This is a (non-centered) sub-Weibull
random variable and from equivalence of tail and moments bounds (e.g. Theorem 3.1 in [VGNA20])

and % < O(1), we get the claimed expectation bound.
O

A.5 Constrained Regularized ERM with Output Perturbation

We here state a key result from [SST10]. Let R,,(B, || X||) denote the expected Rademacher com-
plexity of linear predictors with norm bound by B, with n datapoints and norm of each point bounded
by [|].

Theorem 9. [[SST10]] Let { be an H-smooth GLM and let R be a bound on the loss function. For a
dataset S of n i.i.d samples, with probability at least 1 — j3, for all w such that ||w| < B, we have

L(w;D) < E(w;5)+o<\/m <¢Elog1~5(n)mn(3, X0 + Rl"gn(l/ﬂ)>

+ H1og(m)9% (B, | X]) + ngn“/m) ©

Corollary 3. Let w = argmin {z(w; S)} andn > %. Then with probability at least 1 — (3
weBR
under the randomness of S we have

L(@:D) - L(@:5) = (W B/, ||y||21\c}gﬁl/ﬂ>>

Further, in expectation under the randomness of S it holds that

E[L(@;D) - L@ )] = O (m||y||3 £ ||y||2> |

vn vn
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Proof. In our application, w will be the output of regularized ERM w, thus Z(@; S) < L A(0;9) <
[R%[

From Lemma 3 we have that R < 3(|V||? + HB?||X||?). Also, R,.(B,|X]|) < O (B\H/%f\|>
[SSBD14]. We now plug in the quantities into the above theorem to get that with probability at least

1-5,
L(w; D) — L(w; S)

VHB|X| VHB|X|
- o{ 51 (1 1)

(M+WBM01%WMW+@w+ﬁwwol%wm>

v Ve
VAB|X| Y]V (175) | IV log (1/5)
Vi Vi

where the last follows by simplifications using the lower bound on n.

For the in expectation result, observe that the above Eqn (9) is a tail bound for a sub-Gamma

\/HBHXHH))H) 1v1°
vn n

random variable with variance parameter O ( and scale parameter O ( ) From

the equivalence of tail and moment bounds of sub-Gamma random variables, [BLM13] we get the
claimed in-expectation bound. O

A.6 Proof of Theorem 3

Proof. Recall from Lemma 2 that the (un-regularized) loss is G-Lipschitz on the constraint set with

|w|| < B, where G := (\/HH))H + HB ||XH) |X]|. Note that from a standard analysis [BE02],

we get that /5 sensitivity (or uniform argument stability) is O ( ) hence 02 = O (%)
ensures (e, §)-DP.

For the utility analysis, the excess risk can be decomposed as follows,

E[L(; D) — L(w"; D)] = E[L(#; D) — L(w; §)] + E[L(@; S) — L(w*; S)] + E[L(® + & D) — L(@; D)].
The first term is bounded by the Rademacher complexity result (Corollary 3).
The second term is simply bounded by 3 @|® < < 2 B? since w lies in the constraint set. The third

term is bounded using smoothness as follows:
E[L(w+&D) - L(w; D)) = E¢y (w0 + & 7)) — ¢y ((w, )]

N H 2
<E[6}(@.a) (€.0) + 5 6.0}
ggaﬂxw_o(Hy“”l%“”U

A2n2e2
where the last inequality follows since B¢ = 0 and (£,2) ~ N(0,02 ||z]|*). We now plug in
2/3
A= (22 (os1/8) and G = (VI |9+ HB X)) %] w0 get,

(77,6)2/3

E[L(w; D) — L(w*; D)} < 5( NG (ne)?/3

O
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A.7 Proof of Theorem 4
Proof. Define F(w;S) = %Z(:c,y)es“wv@ —y)% Letd < min{n,d} and b,p € [0,1] be

parameters to be chosen later. For any o € {:l:l} deﬁne the dataset S, which consists of the
union of d’ subdatasets, S1, ..., S¢ given as follows. Set &7 of the feature vectors in S; as [|X||e;
(the rescaled j’th standard ba51s vector) and the rest as the zero vector. Set £ Z(1+0) of the labels
as a||V|| and Z5(1 — b) labels as —o;[|V||. Let w® = argmin,,cga {F%w So)} be the ERM

minimizer of F(-; S, ). Following from Lemma 2 of [Shal5] we have that for any w € R that

x|z &
F(w; Sg) — F(w%; Sy) > pHQd,” > (wj —w?)?. (10)

Jj=1

We will now show lower bounds on the per-coordinate error. Consider any o and o’ which differ only
at indexj for some j € [d']. Note that the datasets So and S, differin A = 2% [(14b) — (1-0)] =

~ I and = e — LI

pbn [
J (11l J 11

(i.e. the 7 components of the empirical

minimizers for S and S respectively). Note that \w - w" | = 2\|y\|‘b We thus have by Lemma 1

that for a certain b = b(e n,d, B,p, ||Y]]), A must satisfy

. Letm = w?

L[[Y][6

[|A< o); — S|+ |A(Ser); — w U']—4||X||

(1)

Since we need A < =, we must set b < -2—. Furthermore, if we are interested in problems with

X||B
minimizer norm at most B, we need b < |\”y||U/? to ensure the norm of the minimizer is bounded

by B. Balancing these two restrictions, we set d’ = (%)2/3 which yields b = (H)\}lﬁ(\ﬂ%)w?

Assuming such settings of b and d’ are possible (e.g. b € [0, 1]) we can apply Jensen’s inequality and
the fact that (a + b)? < 2(a? + b?) to Eqn. (11) to obtain

, B4/3||y||2/3
E Sy)i — wo|? Ser)i —w? 2| > —— 20

We will now show this implies there exists a o € {:l:l}d/ such that FI(A(Ss)) — F(w?) =

/ / ,
Q(UlXHB);n:)HQ/;QZ/SPI ’ ). To prove this, we have the following analysis. Let U = {1} and let

o _; denote the vector o with its j’th component negated. We have

sup {E[FA(S,) = Fu”)] | > 3 BIFAS,) - F”)]

ocU
pl ] o
= 2 2 Bl —wf P

jeld'] o€l

X|? o
:p(|i|/|U|| Yoo > E[AS,); —wl?+1A(S, ) — w7 ]

jE[d'|oeU:o;=1

o (IXIBY 2| 2pt?
- 128(ne)?/3

We recall this bound holds providing the settings of d’ and b fall into the range [1, min {n, d}] and
[0, 1] respectively. First note b > 0 always. Furthermore, d’ < min {n,d} and b < 1 whenever

|x|2B? (@)
I 1= <p< 1, ———— &, 12
PEne =P =™ 5 AT Bne (12)

In the following, assume B < W. Note this is no loss of generality as we can
obtain problem instances with arbitrarily large B by adding a dummy point with x = ¢’e4 11 and
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where ¢ is arbitrarily small so that the minimizer norm is B. Under this assumption
on B, using the restrictions on p, it can be verified that d > 1 whenever ¢ > %L Thus we
have b € [0,1] and d’ € [1, min {n, d}] as required. Furthermore this assumption on B implies

|| x]|2B? . 32| . . . . . .
< min«1, and thus a valid setting of p is possible. We now turn to setting p in a

[YVIPne = X[ Bne
way which satisfies (12). We consider two cases, the high and low dimensional regimes.
2/3
Case 1: d > (%) . Setting p = 1 gives a lower bound of
/ / /
Q(min{”)ﬂ”{%}), where the min with ||Y||?> from the upper bound on
B. 2
Case 2: d < ( ”2;,” ) . Setting p = dB3\|/jc”||3:LLI we obtain a bound of

Q (min{||))||2 fBHXHHyH }) which we note is no larger than the bound from Case 1 in

the low dimensional reglme and no smaller than the bound from Case 1 in the high dimensional
regime. Thus we can write the total bound as the minimum of these two bounds. The ||)||? term
again comes from the restriction on B.

To obtain results for arbitrary H, we can set F'(w; S) = Ii (Ly)es«wv x)— \/Lﬁy)Q. This satisfies

H-smoothness and loss bounded at zero by [|)||2. Then substituting ||| in the previous expressions
for 2||)||/v/'H and multiplying through by H /2 one obtains the claimed bound. O

B Missing Proofs from Section 4 (Lipschitz GLMs)

B.1 Proof of Theorem 5

Proof. Note that from a standard analysis [BEO2], we get that {5 sensitivity of the regularized

~ . (2G||X 4G?|| x| log(1/§
minimizer @ is (%), hence 02 = % ensures (¢, )-DP.

For the utility analysis, the excess risk can be decomposed as follows,

E[L(@; D) — L(w*; D)] = E[L(@; D) — L(@; )] + E[L(@; S) — L(w*; S)] + E[L(@ + & D) —

The first term is bounded as O (%) from Rademacher complexity results on bounded linear
predictors [SSBD14].

The second term is simply bounded by % |@]® < 2 2 B? since w is the regularized ERM. The third
term is bounded via the following

E[L(w +& D) — L(w; D)] = E[py ((w + £, 2)) — ¢y (w, 2))]
<E[G| (& 2) ]

4G?||x||*y/log (1/5
< Go x| < I VBT
ne

where the last inequality follows since E¢ = 0 and (£,2) ~ N(0, 0> ||x||2) Now plugging in
A\ = G|l X || (log(1/8))"/*

B/ne obtains the following result

E[L(@:D) — L(w*:D)] = O (BG||X|| . BG||X||10g(1/5)1/4> |

vn Ve

B.2 Upper Bound using JL. Method

8TG?|| X|* log(2/6) , _
n2e2 Y T]

Theorem 10. Let k = O (log (2n/d ,o02 = = B
‘ (log (2n/é)ne) & G||x|\<1+4@>713/4

and T = n?. Algorithm 2 satisfies (¢, )-differential privacy. Given a dataset S of n i.i.d samples,
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the excess risk of its output w is bounded as

()] = 0 (CEL 4 COIMY

Proof. Let a < 1 be a parameter to be set later. From the JL property, with &k = O (l%(j#)

with probability at least 1 — 3, for feature vectors have ||®z;|| < (1+ a)|[lz;|| < 2|X]|. and

[®w*||* < 2 |lw*||* < 2B2. Thus, gradient of loss for data point (z,y) in S at any w is bounded
as [[{(w; (Pz,y)|| = ¢}, ((w, ®z)) ||@x| < 2G ||X||. The privacy guarantee thus follows from the
privacy of DP-SCO and post-processing.

For the utility guarantee, we decompose excess risk as:

E[L(w; D) — L(w*;D)] = E[L(w; D) — L(dw*; ®S)] + E[L(Pw™*; ®S) — L(w*;D)]. (13)

The first term in Eqn. (13) is bounded by the utility guarantee of the DP-SCO method. In particular,
from Lemma 8 (below), we have

E [L(w; ®D) — L(dw*; ®S)] < GB| | +0 (GWHB\/E) .

NG

ne

For the second term in Eqn (13), we use JL-property and Lipschitzness of GLM:

E [L(®w*; ®S) — L(w*; D)] < GE [[{(Dz, Pw™) — (x, w™)|]
< aG || X [lw"]]

_o <G||XIIBW>
v |

Combining, we get,

5D Ll 5(GlIXIB | GIX|BVE  G|X|B
E[L(w; D) — L( ,D)]gO( NG + s + T >

Balancing parameters by setting k = 6(716) gives the claimed bound. O
Lemma 8. Let & € R¥F be a data-oblivious JL matrix. Let S = {(z;,v;)};—, of n i.i.d data points
and let S = {(®z;,y;)}i—,. Let w € R¥ be the average iterate returned noisy SGD procedure

with Gaussian noise variance o = O (W) on dataset ®S. For k = Q (log (n)), the

excess risk of w on ®D is bounded as,

Eg.s[L(@; ®D) — L(dw"; dD)] < O (GB”X” | GBI anz log(1/5)> L1

NG

Proof. The proof uses the analysis for excess risk bound for Noisy SGD in [BFGT20] with the
JL transform. Let S( be the dataset where the i-th data point is replaced by an i.i.d. point
(z',y') and let @*) be the corresponding output of Noisy-SGD on ®S¥). Define S := {S, (2/,¢')}
and let G(®, S) denote an upper bound Lipschitzness parameter of the family of loss functions

{(w; (2239))} (445

We decompose the excess risk as:

Eg 5[L(W; ®D) — L(®w*; ®D)] = Eg¢ 5[L(® @; D) — L(® " @; S)] + Ea s[L(® " @; S)] — L(Pw*; BS)].
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A well-known fact (see [SSBD14]) is that generalization gap is equal to on-average-stability:
Eq,s[L(®"@;D) — L(®"@; 5)] = Eg o [0(@ T 0 (25, y:)) — €@ @ (w3, 95))]
= Eg o [0(@"; (D1, :)) — (@3 (i, i)].

From the analysis in Theorem 3.3 from [BFGT20], it follows that

~ |l ~6)  ~ - T
;@1 0) ~ (5 (Ba0)) < Gi@:5) [~ | < 0 (@i (wT+ 1) ).
n
15)
where the last equality follows from the GLM structure of the loss function.

From analysis of Noisy-SGD [BST14], the other term (excess empirical risk) can be bounded as

. q %12
L(w; ®5)] - L(uw*; ®5) < O (n <G<<I>;S)2 + kG((I)’Sn);;zog(l/ 5)> + ”‘I)}”n” ) (16)

We now take expectation with respect to @. Note that G(®,9) =
SUD(, )5 SUPy |9 ({(w, D)) , where g, is the an element of the sub-differential of

¢, at (w,z). By the Lipschitzness assumption |g,((w,®z))| < G and from the JL prop-
erty, with probability at least 1 — 4, sup, , .5 [[Pz| < <1 + Vloi("/‘s)) |X]||.  Similarly,

||(I)TU)*

< <1 + ”logk(n/é)) B. Observe that the tail is that of a (non-centered) sub-Gaussian

random variable with variance parameter O (l) Using the equivalence of tail and moment bounds

of sub-Gaussian random variables [BLM13] and the fact that log(" < O(1), we get the following
bounds for Eqn. (15) and (16):

Eq V({;,(i); (Bas, 1)) — U(a@; (@z,;,yi)] <0 <G2 [B45 (77‘/:F+ ZT))

Es [ (; 5)] — L(dw*; @S)} <0 (77 (Gz 122 + EG? ||X7L|261§g (1/5)) N ?;) '

Fmally, as in [BFGTZO] taking expectatlon with respect S in the two inequalities above, setting
and T' = n? and combining gives the claimed bound. O
G\|X\|<1+7V"1ii“/‘5)Ts/4 g8

B.3 Proof of Theorem 6

The proof follows from the more general Theorem 11 stated below. Instantiating Theorem 11 with
p = q = 2 satisfies all the requirements of our Theorem 6. Finally, let w* be the population risk
minimizer of the hard instance in Theorem 11. We then have,

E[L(A(S); D) = min L(w; D)} = E[L(A(S); P) — L(w"; D)]

> E[L(A(S); D) — i L(w; D)
> E[L(w; D) — L(w; D)

=Q (GB||X||min (1, L ”a“k>> .

This completes the proof.
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B.4 Lower bound for Non-Euclidean DP-GLM

Theorem 11. Ler G, ||V, ||X]|,B >0, € < 1.2,§ < eand p,q > 1. For any (¢,0)-DP algorithm
A, there exists sets X and Y such that for any x € X, xHq < 1, a distribution D over X X ), a
G-Lipschitz GLM loss bounded at zero by ||Y|| and a w with |||, < B such that the output of A on
S ~ D" satisfies

E[L(A(S); D) — L(w; D)] = Q <GB|X|| min (1’ : 1 (rank)(p_l)/p>> |

6)1/1” ne

Proof. The construction below is from [SSTT20] with some changes. We provide the complete proof
below. Consider the following 1-Lipschitz loss function:

Uw; (z,y)) = [y — (w, x)].

Firstly, we argue that we can assume ||)/|| = oo. This is because for any arbitrarily large value of
y we can translate the above function below so that the the loss is bounded by ||)||. However, this
translation doesn’t change the excess risk. Also, as in [BST14], it suffices to consider G = 1, since
we can simply scale the 1-Lipschitz loss function and get a factor of the G in the lower bound. Let
d" < min (rank, ne), 0 < o < 1 and S > 0 be parameters to be set later. Since d’ < rank, without
loss of generality, we will represent the features x as d’ dimensional vectors.

Consider a distribution D, where z = ¢y := 0 with probability 1 — «, and with probability «,
x ~ Unif ({||X]] ei}?;l). Note that [|z||, < [|X|| and for any ¢ > 1 for = € supp(D,) where D,
denotes the marginal of D w.r.t. the x variable. This implies the loss w — £(w; (z,y)) is || X]|-
Lipschitz in ¢,-norm, when = € supp(D,,) and for all y. Let the fingerprinting code z € {0, l}d/ be
drawn from a product distribution with mean y € [0, 1]‘1/ where each co-ordinate p; ~ Beta(f3, ).
Finally we have y = (d/)il/zﬂ (z,2). Let S = {(z;,y;)};—, be n i.id. samples drawn from D. Define

w= (d,)il/pu; note that [|wl|, < B.

Let A be any (e, 0)-DP algorithm, which given S outputs @. Its excess risk with respect to w can be
lower bounded as,

E[L(w; D) = L(w; D)] = Elly — (@, z)| = |y — (w, z)]]

2 El[(w —w, z)| = 2|y — (w, )]. (17)
The last term above is upper bounded as:
_ B Blx| a &
Elly — =—+7F — = — > El|z — uil-
Iy = {@2)l] = - Ellene) — alll = G DBl
By direct computation,
2
Elz; — pil = E (|1 — pil pi + =il (T — pi)| = 2Ep; (1 — p) = :
|20 = pal = BT — pil i+ [—pal (1 = )] il =) = 155
This gives us that
~ 2a8B || X||
Elly - (@,2)]] < e (18)
(1+28)(d')
The first term in the right hand side Inequality (17) is,
I B (@) Bl X @)
E[(@ — fi,2)| = ——7-E F— 0= )| = /(p+1)/p1EZ S0 = |- (19)
(d') (d) =1
;o ()"
Define v € R? with v; = ~——5—. Note that,
d’ 1/p
()" - .
@ — | = llo = plly > o = plly > 17 = ully > 1 = a3
j=1
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where the first inequality above follows from relationship between ¢; and ¢ norm, the second follows
from projection property and ' denotes the projection of v onto [0, 1]%, and the last inequality follows
from boundedness of coordinates of U — .

The key step now is application of the fingerprinting lemma (simplified below, see Lemma B.1
in [SSTT20] for complete statement) from [SU17] which roughly speaking, “relates the error to

correlation”; for any ¥ € [0, 1]%, we have

|5 — ul; > m 5ZE B,z — i) - (20)

As in [SSTT20], the correlation simplifies as

a
E (7,2 — ZE 0,z — p) |z = e;]Pz; = || Xle] = ZE[D; (25 — p); |zi = [ X 5]

d/

where the last equality follows since ¥ only depends on the coordinate of z; for which z; = 1.
Now, let 7~* denotes the solution obtained if z; were replaced by an independent sample. From

boundedness,

Uj (2 — ) JH < 1. Using differential privacy, we have,
E[D; (2 — ), loi = |1 Xleg) < (e = DE |57 (2 = )| los = 1 ¥lles] +8 < (e = 1) +6 < 3¢

where the last inequality uses the assumption that € < 1.2 and § < e. Plugging this in Eqn. (20), we
get

U

d
E |0 — pl? > ————— — 3ane.
HU Ill/||2 = 4(1 _’_2ﬂ) ane
Plugging the above in Eqn. (19), we get

PO B||X||« d
E[|<w_w’x>|2d/(p+l)/p 4(1+2ﬁ)—30zn6 :

Using the above, and the bound in Eqn. (17), we get that,
B|x d' 208B || X
E[L(@; D) — L(@ D)) > '”a( mm><wﬂ
d/(P"rl)/P 4(1+2ﬂ) (1+2ﬂ) (d,)l/p
B[ X 1 3a(l+28)ne
= 1/ e — 2,6 .
(1+28) (d)""

4 d

Now, we set 8 = % When rank < 48ne we set d = rank and o = min ( 1). The

dl
48(14-28)ne?
. . ’ . .
minimum term becomes ———% —— and obtain an excess risk lower bound of,
48(1+2B)ne

A . Bl|x|| (@)D"
E|L(w; D) — L(w; D)] > .
[L(@; D) = L(@; D)) = =~ 57

On the other hand, when rank > 48ne, set « = 1 and d’ = |48ne] (so that it is at least 1) to get an
excess risk lower bound of,

E[L(@: D) — L(i: D)] > min (%,B ||x> .

Finally, note that we can arbitrarily increase the rank of the construction beyond 48ne by adding

datapoints with orthogonal feature vectors of small enough magnitude and arbitrary labels. Combining
the two lower bounds obtains the claimed bound. O
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Corollary 4. Let G,B >0, ¢ < 1.2,6 < eandp,q > 1. Let W C R4 such that for any w € W,
[wl|, < B. For any (e, §)-DP algorithm A, there exists a set Z, a distribution D over Z and a loss

function w — {(w; z), which is convex, G-Lipschitz w.r.t. £, norm for w € W, for all z € Z such
that the output of A on S ~ D™ (which may not lie in V), satisfies

1 de=1/p
EA s[E.upl(A(S); 2) — min E,.pl(w;2)] = Q (GB min (1, (7 )) .
ne

weW )1/1” ne

Using generalization properties of differential privacy, we get the same bound as above for excess
empirical risk; see Corollary B.4 in [SSTT20] for details.

C Missing Details for Section 5 (Adapting to ||w*||)

C.1 Generalized Exponential Mechanism

Theorem 12. [RSI5] Let K > 0 and S € Z™. Let ¢1,...,qx be functions s.t. for any adja-
cent datasets S, S’ it holds that |q;(S) — q;(S")| < ~; : Vj € [K]. There exists an Algorithm,
GenExpMech, such that when given sensitivity-score pairs (v1,q1(S)), ..., (Y, g¢n(S)), privacy
parameter ¢ > 0 and confidence parameter 3 > 0, outputs j € [N| such that with probability at

least 1 — j3 satisfies q;(S) < m[il{}] {qj(S) + M}.
Jje

C.2 Proof of Theorem 7

Note that by assumptions on .4, the process of generating w1, ..., wk is (¢/2, 6 /2)— D P. Furthermore,
by Assumption 2 with probability at least §/2 the sensitivity values passed to GenExpMech bound
sensitivity. Thus by the privacy guarantees of GenExpMech and composition we have that the entire
algorithm is (e, §)-DP.

‘We now prove accuracy. In order to do so, we first prove that with high probability every Zj is an upper

bound on the true population loss of w;. Specifically, define 7; = =(52) k;g(uq £) o/ A 1c§(41{/ A)
(i.e. the term added to each L(w,; S2) in Algorithm 4). Note it suffices to prove

B
5

P[3j € [K] : [L(w;; S2) — L(w;; D)| = 7] < 21

Fix some j € [K]. Note that the non-negativity of the loss implies that /(w%; (z,y)?) > 0.

The excess risk assumption then implies that ( I};: - [6(wj; (z,y))?] < 4]|Y||% which in turn
T,Y)~

bounds the variance. Further, with probability at least 1 — % it holds that for all (x,y) € S, that
lw, (z,y)) < Ag + A(B). Thus by Bernstein’s inequality we have

B
1K

t2 2
P[|L(w; Sy) = L(w; D)| > #] < exp (_A(Bv)tniﬁlnny”z) i
J

Thus it suffices to set ¢ = w + \/w to ensure

P[|L(w; S2) — L(w; D)| > t] < % Taking a union bound over all j € K establishes
(21). We now condition on this event for the rest of the proof.
Now consider the case where j* # 0 and ||w*|| < 2. Note that the unconstrained minimizer

w* is the constrained minimizer with respect to any B, for r > ||w*||. With this in mind, let

3= m[in] {j : w* € By} (i.e. the index of the smallest ball containing w™*). In the following we
JjEIK

condition on the event that Vj € [K], j > j’, the parameter vector w; satisfies excess population risk
at most ERR(27). We note by Assumption 2 that this (in addition to the event given in (21)) happens
with probability at least 1 — %. By the guarantees of GenExpMech, with probability at least 1 — /3
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we (additionally) have

L(wj: D) < L(wj+; ) + 7j- < min {L(wj;sz) tr, 4 2A(B;) log MK/B)}
JEIK] TE

< L(wj/; 52) + 70 + e
< L(w;; D) + 27y + 4A(Bj/)f§ UK/P) .

Since 27" < max {2 ||w*||,1} we have

4A(By) log (4K/5)

L(w;~; D) — L(w*; D) < L(w;; D) — L(w*; D) + 275 +

ne
< ERR(2max { "], 1}) + 27, + 20X 2T 1) los (R/5)
< ERR(2max {0, 1}) + wnazn? o8 (AK/3) | 5Amax (211wl 1) 1og (45/5)

where the second inequality comes from the fact the assumption that ||w*|| < ||||?. Now note that
by the assumption that ERR(2%) > || V||, whenever ||w*|| > 2% it holds that || Y||? < ERR(||w*|)).
However since the sensitivity-score pair (0, || )||?) is passed to GenExpMech, the excess risk of the
output is bounded by at most ||)||? by the guarantees of GenExpMech).

C.3 Proof of Theorem 8

Let w denote the output of the regularized output perturbation method with boosting and noise and
privacy parameters ¢ = & and 0’ = % We have by Theorem 15 that with probability at least

B
1 — 4% that

(Vs an) ™ e + (v )

2
L(#:D) - L{w*sD) = 5(\@9 I+ I91°

Vn (ne)?/3
(12 + mpxp)  (I1+VABA|)
+ — + = .
Note that this is no smaller than ||)||?> when B = (max { Hi\j“ll‘/\/%, H)\}/lg(lﬁ)lff }) and thus it
2 2/3
suffices to set K = © (1og (max { \‘Il?Jf; H:{%, ‘D\;/Hﬁ(l\n?;)l\; })) to satisfy the condition of the Theorem

statement.

Let o; denote the level noise used for when the guess for ||w*| is B;. To establish As-
sumption 2, by Lemma 10 we have that this assumption is satisfies with A(B) = [|V|]? +
H||X|]?0Flog (K/min {,0})) + HB?||X||*. In particular, we note for the setting of o; implied
by Theorem 15 and the setting of K we have for all j € [K] that H||X||*s3 = O(||Y||*). Thus
A(B) = O (|Y||> + HB?||X||?). The result then follows from Theorem 7.

C.4 Stability Results for Assumption 2

Lemma 9. Algorithm | run with constraint set Bp satisfies Assumption 2 with A(B) = ||V||?> +
HB?|| x|

The proof is straightforward using Lemma 3 (provided in the Appendix). For the output perturbation
method, we can obtain similar guarantees. Here however, we must account for the fact that the output
may not lie in the constraint set. We also remark that the JL-based method (Algorithm 2) can also
enjoy this same bound. However, in this case one must apply the norm adaptation method to the
intermediate vector w, as ® " @ may have large norm.
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Lemma 10. Algorithm 3 run with parameter B and o satisfies Assumption 2 with A(B) = || V||* +
H||X|[*0%log (K/d)) + HB?||X|/*

Proof. Note that since S and S’ differ in only one point, it suffices to show that for any (z, y), (', y")
that £(@; (z,y)) < | V> + HB?||X||* + H| X||*? log (K /6) and similarly for {(, (', y')). Let
w € Bp and let @ = w + b where b ~ N(0,150%). We have by previous analysis E( (x y)) <

|V||2 + HB2||X||2 + H (b, z)°. Since (b, z) is distributed as a zero mean Gaussian with variance at
most || X]|202, we have P[| (b, z) | > 1] < exp (W) . Setting ¢ = ||.X||o log (K /8) we obtain

P[| (b, z)|?> > || X]]?0? log (K/(S); < §/K. Thus with probability at least 1 — §/K it holds that
0(@; (x,y)) < | VI + HB?| X [[* + H||X|20% log (K /5). O

D Missing Details for Boosting

Algorithm 5 Boosting

Input: Dataset S, loss function ¢, Algorithm A, o privacy parameters €, §
1: Split the dataset S into equally sized chunks {S; }m+1
2: Foreachi € [m+1], @, = A(S;,5,9)
30t = argmaxg (fi(@,;; Spt1) + Lap(0, &))

Output: w;-

We state the result of the boosting procedure in a general enough setup so as apply to our proposed
algorithms. This leads to additional conditions on the base algorithm since our proposed methods
may not produce the output in the constrained set.

Theorem 13. Let ¢ be a non-negative, H smooth, convex loss function. Let €,0 > 0. Let A :
(S,€,8) = A(S,€,0) be an algorithm such that

1. A satisfies (€,0)-DP
2. For any fixed S, A(S) is v? sub-Gaussian [Ver18]:

sup E [exp ((A(S),u)2 /72” <2

flull=1

3. For any fixed S, P(, ) [((A(S); (x,y)) > A(v,8)] < B
4. Given a dataset S of n i.i.d. points, E[L(A(S); D) — minyep, L(w;D)] < ERR (n,¢€,7)

_ 1672 log®(4/B)H

2 =2 2
AUVITHHT XD g no = ——yrE Algorithm 5 with Algorithm A as input

Let 52 = s
satisfies (€, 9)-DP. Given a dataset S of n > ng samples, with probability at least 1 — 3, the excess
risk of its output Ww;+ is bounded as,

B
. % ~ n € 2A(v,8/2) 24 ('7’ %)
HD) = M) < O(ERR (mgtmmra) + T s

329V H 16 128 HA?
L AVHYL 16 7>.

Vn vn n
We first establish the following concentration bound for convex H smooth non-negative functions.

Lemma 11. Let { be a convex H smooth non-negative function. Let S be a dataset of n i.i.d. samples.
Let w be a random variable which is v? sub-Gaussian and independent of S and let A (v, 3) be such
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that P, [0(w; (x,y)) > A (v, B)] < B. Then, with probability at least 1 — f3,

L(w; S) < (1+ T(n, ) L(w; D) + U(n, B)
L(w; D) < (1+T(n, B)) L(w; S) + V(n, §)

where T'(n, ) := 74710‘%&'/\5%\/5, U(n,B) = 4’Y1°g(4/\?”y“\/§ Bl V\I/oﬁg@/ﬁ) and

V(n,B) = 4vlog<4/\//3%\/§nyu + QA(%%)Iog 2/8) Wllx/log@/ﬁ | 48Ay" log’ (4/6)

Proof. With probability at least 1 — g, for each (z,y) € S, (w; (z,y)) < A (7, %) We condition

on this event and apply Bernstein inequality to the random variable L(w; D) — E(w, S):

3nt?

6nIE[(L(w; D) — L(w; S))Q] +2A (fy, g) ¢

P HL(w;D) — z(w;S)‘ > t} <exp | -

This gives us that

A (7.4 ) 10g(2/8)

n

[L(ws D) - L(w: 5)| < B (LwiD) - L) os(2/) @)
The term E[(L(w; D) — E(ws8)) = FBI(0(w; (r,) ~ Elé(ws (2,))] < FBI(Aw (2,)))°)
Now,
E[(0(ws (2,9)))?] < 2B{(E(w: (2.9) — £0: (2,9))?] + 2B[(£(0: (.9))?
< 2B[((Ve(ws (2,9)),w)*] + 2V

where the last step follows from convexity. We now use the fact that w is y2-sub-Gaussian, therefore

(Vl(w; (x,y ) < vy/log (4/8) || Ve(w; (z,y))| with probability at least 1 — 5/4. We now use
self—boundmg property of non-negative smooth functions to get,

E[(£(w; (2,)))?] < 2E[||Ve(w; (z,y))]* +*log (4/8) + 2| V|*
< SHE[((w; (z,y))]y* log (4/8) + 2| V|*
= 8H L(w; D)y*log (4/8) + 2||V||>

Plugging the above in Eqn (22) gives us,

LwsD) - D(w: )| < 2l ﬁllog — J (F7L i D)2 log (4/8) + 1Y) 108 (1/)
- () CIO) [ HL@D) g s MM

(23)

A simple application of AM-GM inequality gives,

F o Nlog(YBVHY | dylog (4/8) IVIVE | [Y]/log (2/5)
L(w,S)§<1+ lva )L( ;D) + \F T
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This proves the first part of the lemma. For the second part, we use the following fact about
non-negative numbers A, B, C' [BBLO03] (see after proof of Theorem 7)

A<B+CVA = A<B+C?+VBC

Thus, from Eqn. (23),

L(w; D) < L(w; S) + 8 (1) s 219 L IV /) | 16712 10g(4/8)

n Vn n
L los VI e A ()28 [yl/ieE/B)
Vi | n v
o aylog(4/9) JHDws) A (74) 18 (2/B) y| /o 2/8)
< L(w; S) + T + - + 7
i o ays) IS (1 4) 1082 WA a2/
+ n * n + n3/4
oAV 7 o s /B IVIVE A (1 5) 08(2/0)
S(” Viva )L(“”S” # "
_ 7 B8 10g3/2
PIVIEEE) 16832 ogags) 1Y A (0 4) log” "4/
M vn + n * n
L o HI] o8 2/8)
n3/4

where the last inequality follows from AM-GM inequality. Simplifying the expressions yields the
claimed bound. O

Proof of Theorem 13. Since the models {@;}; , are trained on disjoint datasets by parallel compo-
sition {@;}}", satisfies (5, 3)-DP. We know that probability at least 1 — 3, £(w; (z,)) < A (7, 3).

Thus conditioning on this event, from the guarantee of the report noisy max procedure, we have that
it satisfies (5)—DP. The privacy proof thus follows from absorbing the failure probability into ¢ part
and adaptive composition.

We proceed to the utility part. Let w be the model among {); }; m _4 with minimum empirical error on
the set S, 1. The excess risk of each w; is bounded as,

~ n €
.. _ *. < _ _
E[L(@;; D)] — L(w*; D) < ERR ( -, 277)

From Markov’s inequality, with probability at least 3/4, L(w;; D) < L(w*; D) + 4ERR (m+1 , g)
From independence of {w; }.~,, with probability at least 1 — 1/4™ =1 — Z’ there exists one model,

say @, such L(@i-; D) < L(w*; D) + 4ERR (m+1’ 2)

Also, from the guarantee of Report-Noisy-Max, we have that with probability at least 1 — 3/4

A(y, 8/4)(m + 1) log® (4m/5)

no < .
L('wv Sm+1) = L(w, Serl) + e

Now, we apply Lemma 11. From a union bound, with probability at least 1 — g all {w; }" , satisfy

the inequalities in Lemma 11 with 5 substituted as 2
m”°
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Thus, for the output w, probability at least 1 — g,

(e ) e[ )
<1+T< n B))L(@;Sm+1)+<1+T( n 5)) A(y, 8/4)(m + 1) log® (4m/9)

m-+1"2m m+1"2m ne

(o m)
(ier(i ))L(wi*;SmHH2Aw/4><m+1>log2<4m/a>W( )

m+1"2m ne (m+1)" 2m

+

where in the above we use that T ( < 1 given the lower bound on n and the setting of

m+1
m. Furthermore, the last 1nequahty follows because w has lowest empirical risk on S, 1. Let

2A 4)(m+1) log? (4m/§
W(n,m,B) = (,8/4)( :6) g” (4m/d) | v/ ((m+1)7 L
Lemma 11 and the fact that w;- has small excess risk. With probability at least 1 — §/2,

L(@; D)

(e ) e o )0 () s
S ) w* D+4ERR< ot ;)
+8T( n+1 om ) ( ) U( n+1 Qﬂ)+W(”mB)

(

Let X(n,m,f) = 4ERR(:2;,5) + 8T (527, 2 ) 4ERR (385.5) + 2U (85, ) +

W (n,m, 3). Note that m = 4log (4/3) and T <m+1’ an) < %. Substituting this

and using the fact that, L(w*; D) < L(0; D) < || V||, we get that with probability at least 1 — 4,
16y1log" (2/8) VH||Y|| n
Vvn
Substituting and simplifying the X (n,4log (4/85) , 5) we have that
X(n,4log (2/8),5)

) We now apply the other guarantee in

< L(w*;D) + 2T (

L(w; D) < L(w™; D) + X(n,4log (2/8), )

n_ e Al 5/4) 108 (4/8)log (2/5) 25 (79 log" (8/5)
< 12ERR (4log (4/8)° 277) * ne N n
| 16v1og* (8/8) VH|Y L 16V og*(8/8) 128 H~2 log(8/)
NG vn n
Hence, with probability at least 1 — £,
L(w; D)
3 2A (7, £ ) log* (8/8)

< Ll D)+ 12ERR (i £ ) + 2L o8 (/N os 2)5) (2 21
| 32ylog* (8/8) VA|YI | 16]¥]log’(8/8) , 128H~* log'(8/)
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D.1 Boosting the JL. Method

Theorem 14. The boosting procedure (Algorithm 5) using the JL method (Algorithm 2) as Algorithm
A satisfies (e, 0)-DP, and with probability at least 1 — [, its output W;» has excess risk,

((vasan) " i+ (vis ) )

7 oy < 5 YEBIXI Y]
L<wi*;D)—L(w;D><O< Jn (ne)?/3
(12 +mB2jxpe) (IV+ mann))
* ne + \/ﬁ

Proof. For the JL method, we consider the boosting procedure in the k& dimension space — this is only
for the sake of analysis and the algorithm remains the same. In particular, consider the distribution to
®D which, when sampled from, gives the data point (®x,y) where (x,y) ~ D.

Suppose the boosting procedure gives the following k& dimensional models: w, - - - Wy, ; note that
the norm of all these are bounded by 2B. Let w* € arg min,,|<2p L(w; ®D). Since the outputs
satisfy ||w;|| < 2B, the sub-Gaussian parameter v = O(B). We now compute the other parameter
A(7, ), which is the high probability bound on loss. Note that for a fixed data point (®z,y), an
H smooth, non-negative, bounded at zero loss, at any point w s.t. ||w|| < 2B is upper bounded by

2 <||:))||2 +4B*H H<I>x||2) From the JL guarantee, with the given k, the term ||®x||> < 2|X|| with
probability at least 1 — 3/4. This gives us A(2B, ) = 2 (Hyuz +16]x)? B?).

We now invoke 13 substituting A, v and H = H||X||? to get that with probability at least 1 — g
output satisfies,

L(wW;; ®D) < L(@*; ®D) + 1283\/17”)(%” g (8/8) , , <4log (728/6))’ ;,23)
128 (1Y + HB2||X|?) log* (8/8) . 128 (WI\ + \/EBIIXII) log" (8/8)

ne vn

+

ne

Define W :: 12SB\/ﬁ|\Xwﬁy|\log4(8/B) L 1S(YIPHIBRX) log! (8/6)

128(|VII+VHB| X|) log* (8/8)
7 .

The excess risk of the final output w;- = & T @+ is bounded
as,

L(w;~; D) — L(w*; D) = L(w;~; D) — L(w*; D)

gL(w*;ch)+a< 6,23) +W — L(w*; D)

4log (8/8)" 2
n €
4log (8/8) 2

n € H 2
< e i ®\ *
_a(4log(8/5)’2’23>+w+ 5 [(Dx, dw™) — (x,w™)|

where the last inequality follows from smoothness and that VL(w*; D) = 0. Finally, from the JL
property, with probability at least 1 — 2, |[(®x, ®w*) — (z, w*)|> < o2 |jw*||* || X||>. Combining

SL(éw*;CI)D)—i—oz( ,23) +W — L(w*; D)

and substituting the values of o and « (m, %) from Theorem 2 gives the claimed result. [

D.2 Boosting Output Perturbation Method

Theorem 15. The boosting procedure (Algorithm 5) using the output perturbation method (Algorithm
3) as input Algorithm A satisfies (e, 0)-DP, and with probability at least 1 — B, its output W;~ has
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excess risk,

4/ 2
VAB XY+ 1P, ((ﬁB”"') WP (VEB X)) )
Vn (ne)?/3

IVI? + HB2|X]?) (Hyll + \/EB||X||) )

L(@#; D) — L(w*; D) < 6(

L

ne N

Proof. Firstly, note that H = H||.X||2. We now compute v and A to invoke Theorem 13. Since
the algorithm simply adds Gaussian noise of variance o2, to a vector w where ||w| < B, we
have that v2 < B? + ¢2. For the bound on loss parameter A, by direct computation, A(y, 3) <

2(IVIP + H (@ +€2)°) < 200 + 208 | X + 20 (6,2)° < 2|V + 2HB | |* +

2Ho?log (1//3) where the last inequality follows since (£, z) ~ N(0, ||z||?). Plugging these and the
value of o> from Theorem 3 into Theorem 13 gives the claimed bound. O

E Non-private Lower Bounds

We first note a simple one-dimensional lower bound.

Theorem 16. (Implicit in [SST10]) Let || X|| > 1 and H > 2. For any Algorithm A, there exists
a 1-dimensional H-smooth non-negative GLM, { : R x (X x )) — R, and a distribution D over
(X x V) with ||w*|| = ©(min {|| V||, B} such that the excess population risk of the output of A when

run on S ~ D" is lower bounded as () (%\}BIWH})

n

We remark that this requires a slight modification of the example used in [SST10]. Specifically,
therein the loss function is defined as

_ [w—y)? =yl <
Uw, (,y)) = {w—yl —1/4 |w—vy|>

NN |—

with y € {£1} and x = 1. Our statement is obtained by setting the domain of labels as
{£min {B,|Y||}}. A reduction in [Shal5] enables lower bounds from problem instances with
general ||X|| and ||w*|| = R to instances with | X|| = 1 to ||w*|| = R||X||.

We now show that the lower bounds presented in [Shal5] to the unconstrained setting. We start by
stating the original bound from [Shal5] which holds for squared loss.

Theorem 17. Let ((w, (z,y)) = 1((w,z) — y)? be the squared loss function and B > 0. Then
for any algorithm, A, there exists a distribution D over (X x V) and a constant C' such that for

S ~ D" it holds that E [L(A(S); D) — L(w}; D)] > C’min{Hy||27 BUXHIVIE B }

n

where w}; = argmin {L(w; D)}.
wEBR

We now make three observations. First we note that this Theorem holds even for A(S) ¢ Bpg. Second

we note that the construction of the distribution in the above Theorem is such that mig {L(w;D)} =
w*ebp

min {L(w;D)}. Finally, note that 4 ((w,z) — 2=)? = 3(VH (w,) — y)*. This gives the

following corollary.

Corollary 5. Let B > 0. Then for any algorithm, A, there exists a distribution D over (X X )) and
an H-smooth non-negative GLM, { : R? x (X x Y) + R, with minimizer w* = arg min { L(w; D)}
weRd

such that ||w*|| = B and for S ~ D" it holds that

£ [L(A(S): D) — L(u"; D)] = {min{y|2 HBAXE+ AV VHBIYY] }}
9 ) 5 n y \/ﬁ .
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F Additional Results

Lemma 12. Let & € R¥** be a random matrix such that for any v € RY, with probability at least
1—=8,(1—0a)|ul® <||®ul®* < (1+ ) ||ul|>. Then for any u,v, with probability at least 1 — 28,
[(Pu, Pv) — (u, )] < alul [|v].

Proof. Firstly, note that it suffices to prove the result for unit vectors v and v. From the norm
preservation result, with probability at least 1 — 23, we have that,

(1= a)Jut o]’ < [[@u+o)] < (1+a)|uto
(1= a)lu—of* < [@(u—0v)] < (1+a)|u—o]

Therefore, we have

1 2 2
(@u, @0) = £ (|2 (w+v)|* = @ (u—v)||°)
1 2 2
< (@+a)futof® =1 -a)flu—v|?)
<A(u,v) + @
This gives us that (Pu, Pv) < (u,v) + a. The other inequality follows in the same way. O
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