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Abstract—The U.S. National Science Foundation (NSF) has
invested heavily in research computing, including funding the eX-
treme Digital (XD) program, to make computing infrastructure
available to researchers, and sponsoring the Science Gateways
Community Institute (SGCI), to support the integration of
supercomputers with science gateways. XD Metrics on Demand
(XDMoD), an NSF-funded tool that collects and presents detailed
data about computing resources, was developed to manage just
such varied computational resources. XDMoD metrics incorpo-
rate accounting and performance data for computational jobs,
and include resources consumed (computation, memory, disk,
network, etc.), wait times, and quality of service. In recent years,
XDMoD has been enhanced to provide monitoring for cloud
computing and storage, and metrics such as power consumption
and GPU support. As the use of science gateways becomes more
prominent in research computing, the influence of these user-
friendly portals grows. New features under development now
in XDMoD will serve the gateways community. In this short
paper, we outline our plans to introduce new gateways monitoring
functionality that integrates with existing monitoring and metrics.

Index Terms—science gateways, high-performance computing,
monitoring

I. INTRODUCTION

XDMoD is a comprehensive tool designed to facilitate the
management of computational resources. To do this, XDMoD
gathers data from many different data sources. This includes
accounting information about HPC jobs from resource man-
agers, performance data from cluster monitoring software,
allocation data from resource allocation databases, and vir-
tual machine (VM) provisioning data from cloud computing
platforms. Examples of XDMoD metrics include accounting
and performance data for computational jobs such as resource
usage, wait times, power consumption, [1] and quality of
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Fig. 1. The XDMoD web interface enables users to plot and explore numerous
metrics. This summary page displays the efficiency of recent jobs, the health
of the computing center, cluster status, current usage charts, and so forth,
tailored to the role of the logged-in user.

service. XDMoD can provide information on individual jobs
as well as data aggregated over an ensemble of jobs. Its web
interface offers charting, exploration, and reporting of these
metrics, for user-selected time ranges, and across all resources;
refer to Figure 1.

Science gateway administrators and end users can use
XDMoD to view detailed accounting and performance metrics
about HPC jobs. However, while XDMoD provides detailed
information about jobs from the point of view of the HPC
resource, the current version of the tool does not incorporate
comprehensive gateway-specific accounting information. The
XDMoD team is actively integrating gateway job metadata
into the tool to enhance the experience of gateway end users,
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gateway administrators, and resource administrators alike.

In this paper, we describe prior work on HPC and research
computing monitoring (Section II); provide an overview of
science gateways and their monitoring (Section III); explain
the rationale for the present work, including current caveats
(Section IV); describe the proposed features of expanded sci-
ence gateways monitoring (Section V); and mention potential
future work (Section VI).

II. PRIOR WORK

The XDMoD tool is designed to facilitate the management
of high-performance computing (HPC) systems and associated
cloud computing resources, storage resources, and more. For
ten years, the evolving XDMoD [2] tool has been used
to monitor NSF’s XSEDE portfolio; it is also available in
an open-source version for monitoring of any computing
resource, public or private [3]. The tool offers support for
job accounting metrics, as well as collection and charting of
job-level performance data [4] and quality-of-service metrics
known as application kernels [5], [6]. XDMoD has a modular
architecture, and supports federation of multiple instances [7].
In addition to assisting with the management of computing
resources, this tool has also been used to perform major
workload analyses [8], [9], and studies of node sharing on
HPC clusters [10] and HPC usage patterns [11]. Additionally,
XDMoD already offers numerous features useful to the Gate-
ways community; their use has been discussed elsewhere [12].

The monitoring of HPC systems is a topic of great interest
in research computing circles. Many tools exist for monitoring
job performance and tracking job-level activity on HPC clus-
ters including Ganglia [13], Lightweight Distributed Metric
Service (LDMS) [14], [15], Performance Co-Pilot (PCP) [16],
TACC_stats [17], and XALT [18]. These tools work primarily
by tracking hardware and OS performance counters on the
compute nodes. XDMoD is able to ingest data from such
performance monitoring tools. Performance data from PCP
and TACC_Stats are actively supported by the XDMoD de-
velopment team, while LDMS data have also been used as
a data source for XDMoD [8]. The XDMoD tool combines
data originating in different organizations and administrative
domains. Grid platforms such as Globus Toolkit [19], Open
Science Grid [20], and BOINC [21], among others, have
confronted this challenge since the mid 1990s. Overall, one of
XDMoD’s strengths lies in its modular design, which allows
integration of additional data sources and configuration for use
on different systems, and provides extensible views tailored to
a range of user roles. As architectures and practices evolve,
XDMoD will adapt to track new metrics and offer new analysis
tools.

III. OVERVIEW

Science gateways are not usually computational resources
in themselves, but rather portals to these resources. They typ-
ically offer a web-based user interface that permits a specific
research community to access a set of curated applications
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Fig. 2. This XDMoD plot displays the annual count of gateways jobs (blue
bars) run on XSEDE resources between 2015 and 2019. Also shown are the
annual count of single-core gateway jobs (red circles), indicating that the rapid
growth in gateways jobs was due to single-core submissions.

tailored to its needs. Science gateways provide a straightfor-
ward way for users, especially those in disciplines that are
not traditionally heavily computational, to access and easily
utilize high performance and cloud computing [22]. As non-
traditional fields turn more to high performance computing
(HPC), the use of gateways for submission of HPC jobs has
increased substantially as a fraction of all research computing.
A recent workload analysis of XSEDE indicated that science
gateways usage increased fivefold between 2011 and 2017, and
continues to grow [23]. To illustrate this, Figure 2 shows the
growth in XSEDE job submissions by all gateways between
2015 and 2019. Blue bars show the annual counts of gateways
jobs submitted to XSEDE resources. Red circles show the
annual count of single-core jobs submitted to these resources
over the same timeframe. The plot indicates that gateways
submitted 5 times more jobs to these resources, and nearly 70
times more single-core jobs, in 2019 than in 2015.

Science gateways help make computing accessible to end
user communities, but involve complexity under the hood.
Typically, gateways run computing jobs on external computing
resources. In order to do so, gateways must stage and trans-
fer data, queue and run remote computations, then collect,
transfer, and represent the results for the gateway end user to
collect. Tracking and associating the different parts of this
process, which can take place on computational resources
located in multiple computing centers, time zones, or regions,
makes gateway usage tracking a challenge. However, given
the substantial recent gains in gateway utilization, a complete
understanding of the usage of flagship and national compute
resources should also incorporate usage by gateways.

High-level monitoring of gateways is important for ensuring
access to gateways and the underlying computing resources,
planning for future acquisition, and other concerns. Some
support already exists for monitoring gateways. In particular,
our NSF-funded project, XDMoD, provides limited support
for monitoring gateways-initiated jobs that are run on HPC
resources. In a previous presentation we described how the
existing features of XDMoD enable examination of gateways
jobs, including such metrics as counts, sizes, durations, and



resource consumption of gateway jobs submitted to differ-
ent computing resources. The application also supports, for
XSEDE resources only, limited reporting on counts of new
and unique gateway end users [12].

However, access to the gateways metrics may not be obvious
to the casual XDMoD user, and gateways jobs can be difficult
to locate using the search and reporting functions. Gateway
end users may not have accounts on XDMoD, and thus lack
access to the data describing their jobs. Furthermore, XDMoD
user accounts are not linked to gateway end user names,
meaning that gateways end users lack access to advanced met-
rics, such as performance metrics describing their individual
jobs. With this presentation we describe XDMoD development
in progress now that will put gateways data, monitoring,
and metrics on a more equal footing with those from other
computational jobs.

IV. RATIONALE

Gateways are frequently used to implement scientific work-
flows, which execute a series of computational or data manip-
ulation steps. Workflows may consist of automated software
pipelines, or of loosely associated tasks executed one after the
other. Workflows typically entail the use of widely distributed
computing resources ranging from storage to compute nodes.
These may enable the processing and analysis of data from
large-scale scientific experiments. Workflows can help to orga-
nize, streamline, and document the scientific process, and can
be shared along with datasets, contributing to reproducibility,
research transparency, and dissemination of research results
and methods. Gateways assist in these ends by providing
locations where scientific communities stage and perform
workflow computations and share datasets. [24]

Furthermore, web-based science gateways are frequently
examples of workflows. An example: On the I-TASSER
(Zhanglab) Gateway [25], the process begins when a user
accesses the Zhanglab webserver to submit input data, which is
validated and then copied over a network for further processing
on a compute cluster. Next, the dataset is prepared and
submitted with an HPC job to the XSEDE Comet resource.
Once the HPC job is complete, the results are copied back
to the gateway, where the final workflow output is prepared.
Finally, the user is sent an informational email, and can then
access the webserver and download the results. Each of these
steps consists of multiple computational and data processing
tasks. Each must be linked back to the submitted workflow
job and to the originating gateway.

XDMoD is instrumented to collect metrics on many aspects
of high-performance computing, but it does not comprehen-
sively collect data on science gateways. One of the obstacles is
that any individual gateway may perform many disparate tasks
on a variety of resources (or contain workflows that do the
same). Each such task must be tracked and associated with the
others that form the gateway submission; when job metadata
and origin data are missing, these associations cannot be made.

For example, numerous jobs submitted by XSEDE gateways
lack metadata that could associate them to their gateway end
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Fig. 3. This XDMoD plot displays the count of gateways jobs run on
the SDSC Comet resource in 2019, by gateway name. Gateways shown are
Zhanglab (blue, 958,661 jobs), Cipres (red, 261,933 jobs), and Lddmmproc,
or Computational Anatomy gateway (grey, 16,373 jobs). All other gateways
combined submitted 47,281 jobs to the resource.

users. In the case of monitoring bare metal cloud computing
usage, tracing the resources consumed and the details of the
job executed can be challenging, since cloud instances are
not typically instrumented for such data collection. Resource
usage by gateways on computational infrastructure such as
webservers and databases is also difficult to acquire. However,
even the gateway jobs data from traditional HPC resources
are often acquired asynchronously, or associated with an
unexpected resource username, so that the association to a
gateways job can be missed.

Another obstacle has to do with user membership. Science
gateways are useful portals to HPC and other computing
resources, but gateway end users do not map one-to-one with
usernames active on those resources. Gateway usage on these
HPC resources can be traced in part because gateways tend
to use a dedicated proxy user for submitting all their jobs
to computing resources. That single system username is then
used to run all jobs for a given gateway. When it comes
time for gateway end users to review the metrics describing
their jobs, they may have difficulty identifying the exact jobs
they submitted, and even gaining access to the job details.
The acquisition and linking of job metadata indicating which
jobs are tied to gateway usage, and which gateway end users
and applications are involved, is necessary to connect these
dots. We are presently undertaking to improve these metadata
pipelines, correct existing associations with gateways users,
resources, and jobs, accommodate asynchronous data arrivals,
and thus improve the gateways data we collect and the metrics
we offer.

V. PROPOSED FEATURES

XDMoD already provides limited support for monitoring
gateways-initiated jobs run on HPC resources. This infor-
mation can be found in the application’s Jobs realm, where
gateway job counts, job sizes, and resource utilization by
gateway can be monitored. An example is shown in Figure 3,
which shows the total number of jobs run by science gateways
on the SDSC Comet resource in all of 2019. For the XSEDE



resource portfolio, additional gateway metrics can be found
in the Custom Queries, which allow scrutiny of the counts
of new and unique gateway end users, among others. Refer
to our previous presentation for further details about these
features [12].

However, there are substantial gaps in XDMoD’s metrics
offerings for gateways. For example, filtering and searching
by gateway end user is not yet possible, and additionally,
gateway end users lack access to data about the performance
of their own individual jobs. Errors in our metadata processing
pipeline have contributed to miscounts among the Custom
Queries for gateways. Furthermore, access to many of the
gateways-focused metrics is not obvious, and the gateway
metrics in the Custom Queries do not offer the same flexibility
as those in other parts of the system. Therefore, we are now
developing a set of gateways-specific metrics in a prominent
location within XDMoD, and revisiting our processing of
gateways metadata. This will enable us to correctly monitor
gateways’ use of remote resources (cloud, HPC) in an easily
accessible way.

We are working on several enhancements that address
these shortcomings directly. Expanding the gateways metadata
collected by XDMoD is central to this work. For instance,
we are undertaking improved tracking of jobs that gateways
submit to HPC resources; introducing new gateway-focused
metrics, such as CPU Hours by Gateway; and offering the
ability to search and monitor jobs by gateway end user. As a
part of this work, existing gateways data will be reinterpreted
and re-aggregated to provide correct historical totals.

This gateway support will be added to both the XSEDE
and open source versions of XDMoD. The XSEDE version
of XDMoD presently pulls accounting data from XSEDE’s
accounting database. This already includes metadata provided
by various gateways and cross referenced to the corresponding
HPC jobs. The open source XDMoD version must obtain gate-
way accounting information directly from the gateways. Since
it is impractical for XDMoD to directly support the many
hundreds of different gateway implementations, the approach
we will take is to define a standard set of information and a
standard data interchange format. We plan to provide reference
implementations for some common gateway software, and
will provide support for gateway software developers, en-
abling them to produce gateway accounting information in the
standard format. The gateway accounting logs must provide
sufficient information to allow XDMoD to correctly associate
the gateway-specific metadata with the corresponding HPC
job. The job metadata we require from gateways, much as
XSEDE requires from its member gateways, is as follows [26]:

e gateway proxy user’s username

« gateway end user’s username

¢ local gateway job id

e resource manager job id

o numeric id of gateway end user

« name of submitted script or executable

o cluster or resource name

o submission time and timezone

Gateway managers, when associated to their gateway as a
Principal Investigator (PI), can already use XDMoD to monitor
submitted gateway jobs, even down to performance details.
However, this fact is largely hidden by the user interface.
Simple enhancements to the user interface are planned that
will present gateway-oriented XDMoD users with a collection
of the relevant metrics as well as summaries of recent activity.
Refer to Figure 1, which displays a user dashboard tailored
to a HPC center staff role. Such a dashboard for a gateway
manager could include usage metric charts pertinent to the
gateway; information about the efficiency of recent gateway
jobs; resource utilization by top gateway end user consumers;
application usage; and the current status of the computing
resources used by the gateway.

VI. FUTURE WORK

Several desirable features for gateways will not be im-
plemented in the current revision of XDMoD. For example,
enabling gateway end users access to the performance data for
their own jobs will be added in the future.

On-gateway metric support is another. Though substantial
gateways usage is submitted to off-gateway resources for
processing, gateways also host computational tools that are
run directly on the gateway. Most gateway platorms (HUBzero,
Apache Airavata, Tapis, etc.) accumulate usage statistics for
on-gateway user activity. [27]-[29] Centralized tracking of this
on-gateway usage within XDMoD would involve the ingestion
and standardization of on-gateway statistics, including user
counts, CPU hours, job counts, individual tool, script, and
executable use, and so forth.

Additional metrics could further enhance our picture of
the infrastructure used and resources consumed by gateways.
In particular, network usage incurred by transferring large
data sets; better characterization of gateways workflows; on-
gateway resource, tool, and computing usage; and resource
usage on non-HPC computational infrastructure, such as web-
servers, cloud resources, and databases; would further describe
gateways job submissions.

VII. CONCLUSION

XDMoD is a tool that mines log files from computational
resources to provide a multitude of job metrics describing re-
source usage and performance, including number of jobs, CPU
hours, wall times, wait times, power consumption, FLOPS and
job sizes. These metrics may be examined for a single job or
aggregated over any desired time frame, in order to monitor
and report collective job activity on a resource. XDMoD
supports functions such as filtering, grouping and drill-down
for these data, and reporting capabilities that include charting,
data export, and custom report generation.

In this paper we have discussed the existing XDMoD
support for gateways and indicated some areas where im-
provements are required. We have outlined enhancements to
the XDMoD data acquisition pipeline, user interface, and
metrics, and indicated the direction that future development



will take to support improved monitoring for the science
gateway community.
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