


DINR 2021 submission, October 2021, Virutal Event Heidemann, Moura, Hardaker

REFERENCES

[1] B-Root. B-root begins service from Singapore, Virginia, and Ams-

terdam. blog post https://b.root-servers.org/news/2020/01/28/new-

sites.html, January 2020.

[2] B-Root. B-root optimizes routing. Personal communication from the

B-Root operators, 2020.

[3] Matt Calder, Ashley Flavel, Ethan Katz-Bassett, Ratul Mahajan, and

Jitendra Padhye. Analyzing the performance of an anycast CDN. In

Proceedings of the ACM Internet Measurement Conference, pages 531–

537, Tokyo, Japan, October 2015. ACM.

[4] Danilo Cicalese and Dario Rossi. A longitudinal study of IP anycast.

ACM Computer Communication Review, 48(1):10–18, January 2018.

[5] Thomas Koch, Ke Li, Calvin Ardi, Ethan Katz-Bassett, Matt Calder,

and John Heidemann. Anycast in context: A tale of two systems. In

Proceedings of the ACM SIGCOMM Conference, Virtual, August 2021.

ACM.

[6] Zhihao Li, Dave Levin, Neil Spring, and Bobby Bhattacharjee. Internet

anycast: Performance, problems, and potential. In Proceedings of the

ACM SIGCOMM Conference, pages 59–73, Budapest, Hungary, August

2018. ACM.

[7] Jinjin Liang, Jian Jiang Haixin Duan Kang Li, and Jianping Wu. Mea-

suring query latency of top level DNS servers. In Proceedings of the

Passive and Active Measurement Conference, Hong Kong, China, March

2013. Springer.

[8] Moritz Müller, Giovane C. M. Moura, Ricardo de O. Schmidt, and John

Heidemann. Recursives in the wild: Engineering authoritative DNS

servers. In Proceedings of the ACM Internet Measurement Conference,

pages 489–495, London, UK, 2017. ACM.

[9] Root Operators. http://www.root-servers.org, April 2016.

[10] Ricardo de O. Schmidt, John Heidemann, and Jan Harm Kuipers. Any-

cast latency: How many sites are enough? In Proceedings of the Passive

and Active Measurement Conference, pages 188–200, Sydney, Australia,

March 2017. Springer.

[11] The H Root Operators. The U.S. Army Research Laboratory DNS root

server. website https://h.root-servers.org, 2020.

[12] Duane Wessles. Rssac002-data. Github respository https://github.com

/rssac-caucus/RSSAC002-data/, May 2017.

[13] Yingdi Yu, Duane Wessels, Matt Larson, and Lixia Zhang. Authority

server selection of DNS caching resolvers. ACM Computer Communi-

cation Review, 42(2):80–86, April 2012.



12/11/2021

1

Do You Really Like Me?

Anycast Latency and Root DNS Popularity

John Heidemann1,2, Giovane C. M. Moura3, Wes Hardaker1

1U. of Southern California / Information Sciences Institute and 2CS Dept. and 3SIDN Labs

DINR Workshop,   2021-11-16

This research is sponsored by NSF -1925737 (DIINER) and DHS HSHQDC-17-R-B0004-TTA.02-006-I (PAADDOS). The views herein are those of the 

authors and do not necessarily represent those of DHS or the U.S. Gov’t.

Copyright © 2021 by John Heidemann
Release terms: CC-BY-NC 4.0 international

2
What IP Addresses Show / 2021-07-20

DNS recursive resolvers often favor the fastest response
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…does this matter

to authoritative servers?

(not all resolver software favors,

and for software that favors,

it’s not for every query,

and sometimes routing is strange)
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DNS Recursives Like Fast

• code: Yu et al, “Authority Server Selection”, ACM CCR 2012

– and look at BIND, nsd, knot resolver, source

• experiments from RIPE Atlas:  Müller et al., “Recursives in the 
Wild”, IMC 2017

these were from the client side

• even though “fast” doesn’t really matter to people for root DNS

– Koch et al., “Anycast in Context…”, SIGCOMM 2021
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Us: What About at the Authoritatives?

• if 

• “fast” matters, 

we should see unbalanced traffic

across different NS instances for a given service

what about the authoritative server side?

• can we see differences?

• do they matter?
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Methodology: Study Root DNS

• use public RSSAC-002 data

– daily query counts

• for the root server system

– 13 different anycast services (RSOs)

– each with different footprints and changes

• here: 6 months (2019-11 to 2020-05)

• compare to public statements about service change
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Query Counts Over Time
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3.8%.....4.8%

7.7%

(1/13)

4.0%  ...  6.5%

public changes:

B-Root 2020-01-28 + 3 sites

=> +1% of traffic

H-Root 2020-03-22 + 1 site

-0404 + 3 sites

⇒+2.5% of traffic

(missing data:

G before 2020-05-04,

I after 2019-12-01)
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Implications

• changes in traffic may indicate changes in service deployment

– or the effectiveness of new deployments

• root traffic is skewed

– 1/13th is 7.7%

– but truth is 3.5% to 18% (1/2 to 2.4x “expected”)

– => RSSAC data can help renormalize

– (for example, if you’re studying DITL and one RSO is missing)
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Conclusions

• researchers should consider RSO skew in DITL analysis

• RSO: yes, improvements are appreciated
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More Details
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