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Abstract

Cryptographic deniability allows a sender to deny authoring

a message. However, it requires social and legal acceptance

to be effective. Although popular secure messaging apps sup-

port deniability, security experts are divided on whether it

should be the default property for these applications. This pa-

per presents a multi-perspective, multi-methods study of user

perceptions and expectations of deniability. The methodology

includes (1) qualitative analysis of expert opinions obtained

from a public forum on deniability, (2) qualitative analysis of

semi-structured interviews of US participants, (3) quantita-

tive analysis of a survey (n=664) of US participants, and (4)

qualitative and quantitative analysis of US court cases with

help from a legal expert to understand the legal standpoint of

deniability. The results show that deniability is not socially

accepted, and most users prefer non-repudiation. We found

no US court cases involving WhatApp that consider denia-

bility. Significant human-centered research is needed before

deniability can adequately protect vulnerable users.

1 Introduction

Cryptographic deniability allows the sender of a message to

deny they sent it with no cryptographic evidence to refute

their claim. Deniability
1

mimics face-to-face communication,

where a person can later deny they said something. Off-the-

record (OTR) messaging [2] first introduced cryptographic

deniability to instant messaging, and Signal and WhatsApp

provide it by default.

Deniability on popular messaging apps seems promising;

users can freely communicate their thoughts and later deny

any leaks that have potentially adverse consequences. But on

the other hand, deniability is a liability for users that need

to hold a message sender accountable. In a recent controver-

sial case in Romania, a celebrity was arrested on allegations

1
In this paper, we use cryptographic deniability and deniability inter-

changeably.

Figure 1: Venn diagram showing the relationship between

application support, social acceptance, and legal acceptance

for deniability. If any is missing, users are at risk of harm.

of human trafficking and rape [14]. The court is investigat-

ing WhatsApp chats in which the person allegedly lured the

woman into trafficking. It is imperative for the woman that

the messaging app provides non-repudiation. In contrast, de-

niability is crucial for the suspect.

This case shows how a sender and recipient may want con-

tradictory properties (deniability and non-repudiation
2
) on

the same message. However, providing both properties simul-

taneously for the same message is infeasible. Even among

security experts, there is no consensus on whether deniability

should exist as the default property for Internet communica-

tion [9] (e.g., over instant messaging apps). Thus, we must

study users’ needs and preferences as we chart a path forward.

Deniability requires social and legal acceptance to be effec-

tive. Senders unaware of whether a system supports deniabil-

ity will be unable to use it. Moreover, users aware that an app

supports deniability may have a false sense of security if they

do not understand deniability’s social or legal acceptance.

There are three necessary components that, synergistically,

should make deniability practical and harmless: (1) in-app

2
Non-repudiation assures the integrity and origin of data in such a way

that the integrity and origin can be verified and validated by a third party as

having originated from a specific entity in possession of the private key [15].



support of deniability, (2) social acceptance of deniability,

and (3) legal acceptance. In-app support means that all the

messages generated from the IM apps are cryptographically

deniable. Social acceptance means users think that messages

in the app are deniable and, therefore, will assume they cannot

use messages as evidence in society or court. Finally, legal

acceptance means that the courts accept deniability and may

not consider messages as evidence.

As shown in Figure 1, the following three harms are pos-

sible if an app supports deniability but lacks social or legal

acceptance. Harm 1: deniability is not accepted socially or

legally, so an attacker can forge a message that will be trusted

socially and legally. Harm 2: deniability is accepted socially

but not legally, so users assume they can deny a message

in court when they cannot. Harm 3: deniability is accepted

legally but not socially, so users assume a message can be

used as evidence in court when it cannot.

Similarly, Harms 4, 5, and 6 are possible if an app does

not support deniability but has social or legal acceptance. For

example, if deniability is accepted socially but not legally,

users may assume they can always deny a message, but the

courts will accept it as evidence.

We conducted a mixed method multi-perspective study on

users’ perceptions and expectations of deniability for their on-

line communication. Given the limited research on deniability

from a user’s perspective, we began with a (1) qualitative

analysis of expert opinions obtained from a public forum [9]

where experts discussed the advantages and challenges of de-

niability. From this, we identified the following four research

questions:

RQ1: What is the social acceptability of denying an actual

WhatsApp chat by a sender to a third party? How differ-

ent is it from denying oral communication, and why?

RQ2: What is the user’s understanding of deniability in se-

cure messaging after reading the standard definition

from the OTR home page?

RQ3: What authentication properties (i.e., deniability, non-

repudiation, anonymity ) do users want across various

Internet applications, and why?

RQ4: How credible is a WhatsApp chat as evidence in a

legal setting?

To address RQ 1±3, we (2) completed a qualitative analy-

sis of semi-structured interviews to identify various themes

across these topics (e.g., a user as recipient denying the com-

munication). To quantify our observations about the identified

themes on a larger scale, we (3) performed a quantitative anal-

ysis of a survey (n=664) of US participants. Finally, to explore

the legal acceptance of deniability (RQ4), we (4) performed a

qualitative and quantitative analysis of US court cases where

WhatsApp chats were potentially used as evidence.

The key takeaways from our research are:

• Deniability is not socially accepted If deniability is so-

cially accepted, the users’ trust in oral and in-app claims

should ideally be the same. But our analysis reveals

that users trust in-app chats significantly more than oral

claims from a participant in a conversation. The trust

depends on the claimant’s relationship with the user and

the other party in the conversation. The most significant

difference between oral vs. in-app trust was for an un-

trusted claimant, which makes users vulnerable to social

engineering attacks that leverage deniability.

• OTR’s deniability definition leads to a false sense of

security or a lack of trust in an application Only 0.6%

of participants interpreted OTR’s deniability definition

accurately. Around 64.8% of users thought they under-

stood the definition but did not. 32% of participants be-

lieved that the deniability definition is self-contradictory.

• Most users prefer non-repudiation for their Inter-

net communications, including messaging apps When

asked what property they want, 60.2% of users desire

only non-repudiation, whereas 12.7% and 4.5% desire

only deniability or anonymity, respectively. The remain-

der (22.6%) want some combination of the three proper-

ties. When asked for an example of when they needed

to use the properties, 98% of participants required non-

repudiation at some point, and 82% of participants said it

was very important to them. Whereas 60.94% of partici-

pants required deniability, only 23.18% mentioned that

deniability was very important to them when needed.

• Cryptographic deniability has not been considered by

the courts when considering WhatsApp chat as evi-

dence We analyzed 228 US court cases where WhatsApp

chats were part of the evidence. None of the cases pre-

sented an argument for cryptographic deniability. Even

though some defendants claimed it was possible to forge

messages, judges demanded evidence rather than accept-

ing those claims at face value. We need court cases that

present valid technical arguments for deniability in real-

world instances to determine whether deniability will

be legally accepted. Since we found no US court cases

involving WhatApp that consider deniability, users are

vulnerable to Harm 1 for apps that support deniability

(e.g., WhatsApp).

All the participants in the study were from the US and the

legal analysis includes only US court cases. The preferences

and expectations may differ substantially in other regions.

2 Background and Related Work

Systems provide different authentication properties.

(1) Non-Repudiation: A message has the sender’s identity

cryptographically bound to it so a third party has proof of who



sent it. A digital signature is a common method to achieve

non-repudiation (e.g., PGP [26], S/MIME [17]).

(2) Anonymity: The sender’s identity is not bound to a mes-

sage; the recipient has no evidence who sent it (e.g., Tor [22]).

(3) Deniability: The recipient of a message can verify it

came from the sender. However, the sender’s identity is not

cryptographically bound to the message, so the recipient can-

not prove who sent the message to any third party.

In secure communication, the OTR protocol [2] first in-

troduced cryptographic deniability using Deniable Authen-

ticated Key Exchange (DAKE) [4]. Later Unger and Gold-

berg [23] improved DAKE to provide strong deniability for

secure messaging (i.e., IM apps). Other research formally an-

alyzes deniability in Signal [24] and adds deniability to group

messaging [20]. Besides secure messaging, research has ex-

plored deniability in other applications (e.g., file systems [11],

anonymous communication [12], document recommender

system [25] and privacy-preserving data synthesis [1]). The

lacuna in deniability research is understanding how users (and

society at large) perceive deniability. Unawareness can lead

to social engineering attacks (e.g., see Section 5.2.1).

We are aware of only one other recent study besides ours

that explores user understanding of deniability. Reitinger et

al. [18] surveyed users to understand how they can be made

more aware of deniability. The survey explored how different

types of evidence affect deniability perception. The survey

instructed participants to assume they were part of a jury

in a court case where a hypothetical politician was accused

of accepting bribes. The evidence for the accusation was a

screenshot of the politician’s messaging history.

Like ours, the study seeks to understand whether users

accept the deniability provided by IM apps. Both studies show

that participants do not accept deniability when presented with

a screenshot of a conversation. We saw the same behavior

even when we asked about specific contexts for a conversation

(e.g., close friend, untrusted acquaintance).

Our study differs in several ways from Reitinger et al. They

used a courtroom setting to understand how users might per-

ceive deniability while we focus on the issue in their personal

lives. Our study considers different ªcontextsº that could sig-

nificantly impact the acceptability of the claim. For instance,

the relationship between the claimant and the recipient, screen-

shots of the chats versus showing messages directly in-app,

etc. Also, our goal was to understand the users’ current percep-

tion of deniability and what users expect from their Internet

communication in daily life. To shed light on the legality of

deniability, we studied actual US court cases. At a high level,

our approach can be summarized in Figure 2.

3 Expert Opinion Analysis

To help formulate our research questions, we analyzed a

thread [9] from moderncrypto.orgÐpublic forums for dis-

cussing modern cryptographic practice. The thread had 81

Expert Opinion
Analysis

Semi-structured
Interviews

Legal
Analysis

Survey
Large-scale
validation

Legal
acceptance 

(RQ4)

Social
acceptance

(RQ1--3)

Figure 2: Overview of our approach.

messages sent December 10±14, 2014, between 19 cryptog-

raphy and usable security experts discussing the value of

deniability in OTR-like protocols. Using participants’ names

and email addresses, we consulted their public web pages to

determine their expertise.

3.1 Methodology

We used open coding to identify the topics discussed in the

thread, followed by thematic analysis. Two researchers coded

the discussion thread together and discussed and reconciled

any discrepancies. Our intent was not to draw generalizable

conclusions about the prevalence of specific issues. Instead,

our analysis helped us determine the pros and cons of denia-

bility. This understanding helped us formulate our research

and design questions for our semi-structured interviews.

3.2 Results

Our analysis categorized expert opinions as (1) advocating

deniability and (2) having reservations about its use and ef-

fectiveness. Both groups provided the reasoning for their

positions. Experts in favor of deniability argued that:

E1: It mimics the expectations of in-person private conversa-

tion over a digital medium.

E2: It aligns with users’ expectations because, in the past,

unencrypted applications were deniable.

E3: It gives the sender a strong sense of security; the recip-

ient cannot provide proof to any third party who sent

the message. This property holds great significance for

journalists and whistleblowers.

In contrast, experts not in favor of deniability argued that:

E4: Often, peers must prove to a third party that a conver-

sation occurred between them. For instance, IM apps

are used extensively in business and social life. Thus,

non-deniable IM chats serve as proof of a business deal.



E5: In practice, it is challenging for ordinary users to forge

messages in IM apps. Thus even if deniability were

available to the users, they would be reticent to deny

they sent a message because they doubt others will view

a claim that the recipient forged a message as credible.

E6: Since users are largely unaware of deniability and its

benefits, there is no social and legal acceptance. Lawyers

who are unaware do not make strong arguments about

the forgeability of messages (due to deniability) when

courts consider chats as evidence.

Some experts suggested raising user awareness to achieve

social (and legal) acceptance, such as providing an interface

for users to forge messages easily. Others felt increasing cog-

nitive load could negatively impact the user experience and

lead to errors. Some experts believed in providing deniabil-

ity without making users aware to minimize cognitive load,

similar to current support for perfect forward secrecy. How-

ever, the effectiveness of deniability depends on the sender’s

awareness and the third party’s acceptance. Therefore, users

must be involved for deniability to benefit users. Teaching

users about deniability is challenging. An expert reported:

ªThe way the OTR home page presents deniability is indeed

confusing to users and can lead them to think they have some

sort of extra protection in court when they don’t.º

4 Semi-structured Interviews

The results of our expert analysis led to the development of our

four research questions. We conducted online semi-structured

interviews (N=12) to explore answers to RQ1±RQ3. Partic-

ipants were from the United States. Each interview lasted

between 40±60 minutes, and participants were compensated

the equivalent of 13 USD per hour for their time.

4.1 Methodology

We designed our semi-structured interviews to contain the

following three sets of questions:

RQ1ÐSocial acceptance Some experts mentioned that de-

niability is essential to mimic in-person oral communication

where a listener cannot prove to a third party what the speaker

said. We asked questions to assess participants’ trust in claims

made through oral communication and messaging app chat.

We asked questions from two perspectives: (1) participants as

the recipient or listener of a message and (2) participants as

third parties. For the first perspective, we asked participants

whether they could prove to others that a message originated

from a given sender. If so, how and why? For the second per-

spective, we asked participants if and why they trust a claim

made by a recipient or listener.

We also asked participants to draw a diagram (while think-

ing aloud) showing all the entities involved when a message

flows from a sender to a recipient. We used these diagrams to

analyze whether participants’ understanding of message flow

correlates with their trust level in messaging apps.

RQ2ÐUser understanding We showed participants the fol-

lowing OTR deniability definition and asked them to explain

it and suggest use cases. The messages you send do not have

digital signatures that are checkable by a third party. Anyone

can forge messages after a conversation to make them look

like they came from you. However, during a conversation,

your correspondent is assured the messages he sees are au-

thentic and unmodified. We used the definition because OTR

was the first protocol to introduce deniability, OTR was the

only messaging application with a deniability definition on

its webpage, and an expert in the forum thread mentioned the

definition could give users a false sense of security.

RQ3ÐAuthentication property preferences We asked par-

ticipants for their preferences regarding authentication prop-

erties (deniability, non-repudiation, and anonymity) for their

Internet communication. To help ensure users understood

the properties, we gave them an example use case for each

property and encouraged them to ask questions.

We explained that deniability might be valuable to vulnera-

ble groups (e.g., whistle-blowers and journalists) and asked

participants about their views on the importance of deniability

for these groups. Also, we asked participants whether they

wanted to use only one property or a combination (e.g., non-

repudiation for some messages and anonymity for others). Do

they want these properties enabled system-wide or specific to

just some apps?

Pilot study We conducted pilot interviews to (1) help us

refine and gain experience with interview questions, (2) see

how long an interview takes, and (3) improve the interview

script and procedure, such as how to send them the OTR

definition, how to explain deniability, etc.

Recruitment Participants were recruited using Prolific [3].

For ease of communication, we selected participants from the

US who spoke English fluently. Also, we limited our study

to participants who had used a messaging app (WhatsApp

or Signal) and email service. To obtain diverse opinions, we

tried to balance males (n=5, 42%) and females (n=7, 58%).

Participant age ranges were fairly diverse: 21±30 (n=4), 31±40

(n=5), 41±50 (n=1), and 51±80 (n=2).

Data analysis We first transcribed the interviews using

otter.ai [13]. One researcher read all the transcripts to

fix transcription errors. Then, we analyzed the responses us-

ing inductive coding and content analysis [6, 10] by using

the Quirkos tool [16]. To ensure inter-rater reliability, both

researchers together coded all the interviews and discussed

and reconciled all coding discrepancies. The complete code-

book is available at https://bitbucket.org/isrlauth/

deniability/src/master/codebook.csv. We conducted

the interviews until we reached saturation.



4.2 Results

4.2.1 RQ1ÐSocial acceptance

Participant as recipients When asked how they would prove

to a third party that person A sent them a message, partic-

ipants mentioned three alternatives: (1) show a screenshot,

(2) forward the message, and (3) show the chat on the phone.

Option 3 is preferred when the third party is untrustworthy,

but otherwise, Option 1 had the most support (10/12).

We asked participants how their approach might change if

the third party is a court. Eight agreed that chat messages in

the app could be presented as evidence, two reported screen-

shots or video recordings of the messages are enough to be

presented as evidence, and two mentioned the messages would

only be circumstantial evidence. However, some felt courts

must take additional steps to confirm the authenticity of the

chat before submitting it as evidence, such as (1) subpoena

WhatsApp company for a chat transcript, (2) getting a chat

transcript from an ISP, and (3) forensic analysis of the chat.

Participants as the third party We presented participants

with a scenario: friend A claims that friend B was talking badly

about them (the participant). Would they believe friend A? No

participant trusted the claim unconditionally. Six participants

did not trust A because, ideally, A should have challenged B

directly. The other participants said trust in A’s claim would

be based on the context of the claim, past experience, and A

and B’s motivations.

Next, we changed the scenario to assume friend A shows

the chat on the phone (in person) to the participant. Nine

participants completely trusted A’s claim even if A has a

history of lying and B is a close friend or family member

(trustworthy). The high trust in the revised scenario is due

to the participants’ belief that (1) WhatsApp is secure due

to robust encryption, so it is impossible to forge messages,

and (2) A is not smart enough or has no motivation to put the

significant technical effort required to forge the messages.

P6: ªEven if friend A had a history of making stuff up,

or not being the most trustworthy, she’s showing me the

texts on her phone what friend B said, then I’d be like,

Okay this is legitimate.º

The interview results show that participants’ expectations

of messaging apps differ significantly from oral communica-

tion, contrary to claim E1. Participants have high trust in the

integrity of the WhatsApp chat. Awareness of IM apps led par-

ticipants to believe it was hard to forge messaging, contrary

to claim E2. The results support claim E5 that deniability will

only be effective if messaging apps provide a way to allow

users to forge messages easily.

Perception about Instant Messaging communication Par-

ticipants have a different understanding of where messages

flow from the sender to the receiver. They think messages can

flow through (1) a centralized server, (2) a WhatsApp server,

(3) a decentralized path, and (4) a direct connection.

Participants who believed there is a direct communica-

tion path between sender and receiver expect no one can

read/modify their messages. However, some mentioned that

government is an exception (see Figure 3). Overall, users’

perception of WhatsApp as a secure E2EE app leads them to

trust the messages more as a third party, which hinders the

social acceptance of deniability.

Figure 3: P11’s diagram for the flow of messages from a

sender to a recipient on WhatsApp.

4.2.2 RQ2ÐUser understanding

Only two participants correctly interpreted OTR’s definition

of deniability. The rest were confused or misunderstood it.

P2: ªWell, I think this definition is saying two things

that contradict...º

P3: ªWell, none of it makes senseº

Two participants felt deniability prevents sender identity

verification.

P9: ªIt looks like there’s nothing to confirm in any way

that the person you’re talking to is a person you think

you’re talking to. To make it even worse, this can be

altered...º

4.2.3 RQ3ÐAuthentication property preferences

When asked if they preferred deniability, non-repudiation, or

anonymity, almost all participants (11/12) responded that they

want non-repudiation because it provides deterrence against

spam messages/misinformation and messages can be used as

strong proof in court, e.g., business deals over WhatsApp. Five

participants believed anonymity was undesirable and had very

strong views against it. Even after explaining that deniability

could benefit vulnerable groups, participants preferred that

non-repudiation should be the default property of all IM apps,

and deniability could be optional. One participant stressed

that they would feel insecure if deniability was the default,

and another mentioned that:

P12: ªI do like that there are ways to communicate

online anonymously and disputably. I think that it can be

a really good thing for some people, but I feel like a lot

of where this country is, it’s partially because of the lack

of any control and any fact-checking online. So I would

go with indisputable to help combat this problem...º



Combination (and nuanced features) of the authentication

properties Participants exhibited a wide range of preferences

when asked about using combinations of properties.

1. Person-based: The property depends on the contact. For

instance, when Bob sends messages to Alice, they would

be non-repudiable, but when the recipient is Carol, mes-

sages would be deniable.

2. Message-based: Irrespective of the recipient, some select

messages could be deniable and some not. For instance,

if Bob is messaging Alice, Bob can selectively decide

to send some messages that are deniable and some that

are not. Importantly, participants who suggested this

property wanted non-repudiation as the default property

default but other properties (e.g., deniable, anonymity)

as optional.

3. App-based: the property depends on the app being

used (e.g., Gmail communication could be deniable, and

WhatsApp messages could be non-repudiable).

4. Time-based: For a specified time (e.g., one hour), mes-

sages sent by the participant would hold a particular

authentication property. E.g., the messages are non-

repudiable for one hour, and then they will become deni-

able.

5. Duration-based: For a specified duration, any message

from the participant would have a specified property.

For example, for the next two hours, all messages from a

user will be non-repudiable (and they will always remain

non-repudiable). But after two hours, the messages will

be sent with a different authentication property.

5 Survey

We conducted a survey (n=664) of users recruited via the

Prolific platform. Our goal was to quantify how users perceive

messaging app communication when given different contexts

for the conversation and what authentication properties they

expect from their Internet communication applications.

5.1 Methodology

A total of 931 participants attempted the survey and 731 fin-

ished it. We discarded 67 responses that failed the concentra-

tion check, leaving 664 responses in the final analysis.

To personalize the survey questions, we asked the partic-

ipants to enter the names of people belonging to different

categories based on trust (a close friend, an untrustworthy per-

son etc.). Later during the survey, we asked the participants to

correctly categorize the name they initially provided. If they

failed, we discarded their responses due to a lack of concen-

tration. Because of our strict concentration check, we paid all

Metric Percent

Gender

Male 46

Female 45

Age

18-29 years 30.3

30-39 years 34

40-49 years 17.2

50-59 years 11.2

60+ years 7

Student status

Student 20.7

Non Student 54.6

Metric Percent

Ethnicity

White 57.3

Asian 12.2

Black 10.4

Mixed 5.7

Employment

Status

Full-time 42.7

Part-time 10.9

Unemployed 7.1

Unpaid work 4.9

Table 1: Survey participant demographics. Percentages may

not add to 100% because we do not include ªOtherº or ªPrefer

not to answerº percentages for brevity.

731 participants (including those who failed the concentration

check). We compensated participants at the rate of $13.46

per hour. The medium time to complete the survey was 13

minutes and 40 seconds, and we paid each participant $3.05.

Table 1 summarizes our participants’ demographics. We

had a gender-balanced distribution; our participants’ age and

ethnicity distribution was similar to that of the US population.

We conducted the pilot study in two phases to improve

our survey questions: Phase 1 (n=13)Ðfriends, family, and

co-workers and phase 2 (n=29)ÐIRB-approved survey on

Prolific. We asked participants to think aloud while answer-

ing questions to ensure they interpreted our questions cor-

rectly. Participants correctly interpreted our questions. They

understood our description of non-repudiation and deniability

definitions presented in the pilot survey.

After the pilot survey, we revised our survey questions to

conduct the survey with n=664 participants. The complete

survey is available at https://bitbucket.org/isrlauth/

deniability/src/master/survey.pdf.

RQ1ÐSocial acceptance To measure participants’ percep-

tions of deniability in messaging applications, we devised

three distinct scenarios representing different roles and formu-

lated questions for each scenario. Additionally, we inquired

about participants’ beliefs regarding the forgeability of mes-

sages to explore any potential correlation between their per-

ception of deniability and their beliefs about message forge-

ability.

Participant as a third party: Alice (a recipient of a mes-

sage or listener) claims to the participant that Bob (sender or

speaker) was talking badly about the participant. We asked

participants to provide trust scores (1= no trust, 10 = com-

plete trust) for a different combination of the following fac-

tors: (1) Alice’s relationships with the participant: a trustwor-

thy person (e.g., family member, close friend), an acquain-

tance, or an untrustworthy person, (2) Bob’s relationships



I am sure John
sent this message

Nash, see John
sent this message

Indeed John sent
you this message Bob!

John Bob

Bob Nash

(a) Non-repudiation (Indisputable)

I am sure John
 sent this message

Nash, see John
sent this message

I cannot verify that John
sent you this message Bob.

Disputability allows you
to forge the messages!

John Bob

Bob Nash

(b) Deniability (Disputable)

I am not sure
who sent the

message!

John Bob

(c) Anonymity

Figure 4: Different Authentication Properties.

with the participant (same as aforementioned), and (3) how

Alice makes their claim: orally, by showing a screenshot of

the chat, or by showing the chat in the messaging application.

Participant as the receiver: First, we asked participants a

scenario-based question to identify whether they, as a receiver,

consider a messaging application chat as evidence. The sce-

nario asked participants if they could use a message from their

landlord as evidence. Second, we verified if deniability can

be exploited to deceive participants into believing something

they never said. We presented participants with a scenario

where Mallory claims that the participant owes Mallory $50

from dinner, but the participant does not remember. We asked

participants to provide trust scores (1= no trust, 10 = complete

trust) for a different combination of the following factors: (1)

Mallory’s relationships with the participant and (2) how Mal-

lory makes their claim (orally, showing a screenshot, or in-app

chat).

Participant as the sender: We asked participants how the

receiver could prove to a third party that the participant had

sent them a message.

Participant beliefs regarding message forgery: We asked

participants about their beliefs on how hard it is to forge a

screenshot and a chat in a messaging app.

RQ2ÐUser understanding We presented participants with

OTR’s deniability definition verbatim and asked them to

choose among several statements about deniability, including

incorrect interpretations from interview participants.

RQ3ÐAuthentication property preferences We asked par-

ticipants direct questions about authentication properties they

expect for their Internet communication. To make it easier for

participants to contrast between non-repudiation and deniabil-

ity, we used the terms ªindisputableº and ªdisputableº with

our own explanations. We also displayed diagrams for each

of these properties to help them understand (see Figure 4).

In our pilot surveys, all participants correctly understood our

explanations.

To indirectly infer the need for these properties in partici-

pants’ lives, we asked them to describe instances where they

needed non-repudiation and deniability. If they ever needed

these properties, we asked them to rate the importance of

achieving the corresponding property in each scenario.

5.2 Results

5.2.1 RQ1ÐSocial acceptance

Participants as third party As previously explained, we

provided participants with a scenario where Alice tells them

that Bob was talking badly about the participant behind their

back. We analyzed the change in the participants’ trust scores

across three factors:

• Participant’s relationship with Alice (i.e., recipient/

claimant): Alice is (1) a trustworthy person ‘T’, e.g.,

a close friend, (2) an acquaintance ‘A’, or (3) an untrust-

worthy person ‘U’, e.g., a person with a bad history.

• Participant’s relationship with Bob (i.e., sender about

whom Alice makes a claim). Same as described above.

• Medium through which Alice claims to the participant

(i.e., third party): orally, by showing a screenshot of

the chat, or by showing the chat in the app. These are

represented as ‘O’, ‘S’, and ‘I’, respectively.

Figure 5 represents the participants’ mean trust score on

the Y axis and different combinations of factors on the X axis.

Each point on the X-axis is a three-tuple value <Participant’s

relationship with Alice, Participant’s relationship with Bob,

medium through which Alice conveys the claim to the partic-

ipant>. For example, tuple <T-T-O> represents that Alice is

trustworthy (T), Bob is also trustworthy (T), and Alice orally

(O) tells the participant that Bob spoke badly about the partic-

ipant. In this case, the mean trust score on the claim by our

participants (as a third party) was 7.31.

Medium of communication impacts deniability When both

Alice and Bob are trustworthy, how Alice makes their claim to



Figure 5: Third-party trust in a recipient’s claim for differ-

ent combinations of human relationships and mediums of

communication.

the participant impacts the trust score. Overall, when a claim

is made by showing a screenshot, the mean score increases

to 8.79, and when Alice shows the messages in the app, it

reaches 9.13. The trust score is highest when a claim is made

by showing a chat in the app, and this pattern also holds for

all other relationships. Moreover, there was a significant trust

change from oral to screenshot (1.78) and a relatively smaller

trust change from screenshot to in-app (0.50), showing that

people’s trust in screenshots is close to in-app.

The results show that third parties trust screenshots and

in-app chats significantly more than oral claims, raising ques-

tions about whether those who want to use deniability in

messaging apps can do so successfully.

However, 4.2% (28) participants trusted oral claims more

than screenshots or in-app. It appears these participants

doubted a claimant if they make an inordinate effort to prove

their claim, as mentioned by a participant in our interviews.

On the other hand, there was no difference in trust between

oral, screenshot, and in-app claims for 9.2% (61) participants.

Future in-depth studies are needed to explore the mental

model of these participants and what led them to accept deni-

ability on WhatsApp (un)intentionally.

Human relationships impact deniability For tuple

<T-U-O>, the trust score is 8.68, whereas, for <T-T-O>, it

is 7.31. This difference shows that if a trustworthy person

makes an oral claim about an untrustworthy person, partic-

ipants find the claim more convincing than a claim about

another trustworthy person. A similar pattern also holds for

other mediums, suggesting that human relationships impact a

third party’s acceptability of the claim.

The interplay of human relationships and medium of

communication The change in trust score between different

relationships varies depending on the underlying medium. For

example, consider all the cases of trustworthy Alice (the three

green lines) and untrustworthy Alice (the three red lines).

We first computed the difference between when trustworthy

Alice orally claims to the participant and when untrustworthy

Alice orally makes the same. To ignore the effect of Bob’s

relationship, we computed the trust score difference for the

same Bob’s relationship (<T-T-O>− <U-T-O>, <T-A-O>−

<U-A-O>, <T-U-O>−<U-U-O>.) We calculated the mean of

the differences, giving us the mean trust score difference

(4.34) when trustworthy and untrustworthy Alice make the

oral claim.

Next, following a similar procedure, we computed the dif-

ference between when (1) trustworthy Alice claims showing

an in-app chat to the participant and (2) untrustworthy Alice

makes the same claim showing an in-app chat. This difference

is 2.67, which indicates that change in human relationships

has a relatively lesser impact when the claim is made in-app

than orally. A paired sample t-test shows a significant dif-

ference between a change of trust based on a relationship

orally (M=4.34; SD=2.69) and in-app (M = 2.67; SD=2.65);

[t(660)=16.881, p<0.001].

We previously established that the way the claim is made

to a third party significantly impacts the acceptability of the

claim. But Alice’s relationship also plays a role in the accept-

ability of the claim. The highest increase in trust between

oral and in-app occurs when an untrustworthy person claims

about a trustworthy person ( <U-T-O> and <U-T-I>). For the

oral claim, the trust score is 2.89, and it changed to 6.19 when

the claim was made by showing in-app messages. The drastic

increase in trust scores on an untrustworthy person makes

users vulnerable to social engineering attacks, as untrustwor-

thy people are more likely to launch the attacks.

Through our multi-perspective scenarios, we observed that

different factors, like human relationships and how the claim

is made to a third party, affect the acceptability of the claim

and, in turn, the deniability. We found that people’s trust

scores on claims made in-app are significantly higher than

those made orally.

Statistical analysis To determine whether the change in

trust scores is statistically significant, we performed repeated

measures two-way ANOVA test. It allows us to see an interac-

tion between two independent variables, the medium and the

third party’s relationship with the claimant. Due to the viola-

tion of the assumption of sphericity, tested by Mauchly’s test

(χ
2
(9) = 1173.114, p < .001), we used Greenhouse-Geisser

correction. We did not check the normality assumption be-

cause with large enough sample sizes (> 30 or 40), the vio-

lation of the normality assumption should not cause major

problems [7]. A two-way ANOVA revealed that there was

a statistically significant interaction between the effects of

the medium and the relationship with the claimant (F(2.207,

1454.157) = 166.236, p<.001).

To determine whether there was a simple main effect for the

medium or relationship, we ran two repeated measures one-

way ANOVA on each relationship and medium. As shown

in Table 2, there was a statistically significant difference

within the mediums and also within the relationships. Next,

we examined pairwise comparison as shown in Table 3. We

found that there was a statistically significant difference in



Table 2: Repeated measures ANOVA on each relationship and

medium ± Participants as a third party.

Mean trust score

Relation I S O df F Sig. η
2

T 9.33 9.06 7.94 1.31, 865.015 277.76 <0.001 0.297

A 8.31 7.80 5.93 1.43, 950.96 665.13 <0.001 0.502

U 6.65 5.93 3.60 1.47, 966.750 755.879 <0.001 0.534

Medium T A U df F Sig. η
2

I 9.33 8.31 6.65 1.52, 1005.017 515.81 <0.001 0.439

S 9.06 7.80 5.93 1.58,1041.75 683.56 <0.001 0.509

O 7.94 5.93 3.60 1.79, 1181.82 1164.53 <0.001 0.638

T = Trustworthy, A = Acquaintance, U = Untrustworthy

I = InApp, S = Screenshot, O = Oral

Table 3: Pairwise comparisons from one-way ANOVA on

medium and relationship.

Mean Std. Adj. Lower Upper

Comparison Difference Error Sig Bound Bound

InApp-Oral 2.276 0.073 <0.001 2.101 2.452

Screenshot-Oral 1.775 0.063 <0.001 1.624 1.925

InApp-Screenshot 0.502 0.039 < 0.001 0.408 0.596

Trustworthy-Untrustworthy 3.379 0.093 <0.001 3.157 3.601

Acquaintance-Untrustworthy 1.947 0.074 <0.001 1.77 2.123

Trustworthy-Acquaintance 1.432 0.062 <0.001 1.283 1.582

the trust score between all pairs of mediums and all pairs of

relationships: (1) in-app > screenshot > oral, and (2) trustwor-

thy > acquaintance > untrustworthy. Note that we used the

Bonferroni correction for multiple tests.

Participants as receiver To understand the participants’

perception as recipients, we presented a scenario where, as

recipients, they could believe that WhatsApp chat is sufficient

evidence to prove that a sender sent them a message. 32.7%

agreed that WhatsApp chat is sufficient to use as evidence.

The interviews revealed an interesting case where an at-

tacker deceives a person by claiming the person sent the at-

tacker a message. To determine the likelihood of this threat,

we asked a scenario-based question where Mallory claims

to the participant that the participant owes them $50. Mal-

lory makes this claim orally, showing a screenshot (where the

participant acknowledged owing $50) and an in-app message

(acknowledging the same).

Figure 6 shows that trust in a claimant and how they make

a claim significantly impacts how the receiver perceives the

claim. Following the same notation used earlier, the mean

trust score of the participants always increases when an oral

claim is accompanied by a chat shown in the app.

Statistical analysis To determine whether the change in

trust scores is statistically significant, we performed repeated

measures two-way ANOVA Test, which allows us to see

the interaction between two independent variables (Chan-

nel, Relationship with the claimant). Due to the violation

of the assumption of sphericity, tested by Mauchly’s test

(χ
2
(9) = 1064.775, p < .001), we used Greenhouse-Geisser

Figure 6: Users’ trust in deceiving claims where an attacker

convinces users that they made some statements in the past.

The graph shows the impact of different human relationships

and mediums of communication on trust scores.

Table 4: Repeated measures ANOVA on relationships and

mediumsÐTrust score for false claims with chat evidence of

a past statement.

Mean trust score

Relation I S O df F Sig. η
2

T 9.63 9.46 8.70 1.23, 853.304 153.102 <0.001 0.189

A 9.00 8.63 7.13 1.37, 896.69 422.36 <0.001 0.391

U 7.67 6.97 4.48 1.46, 961.52 690.212 <0.001 0.512

Medium T A U df F Sig. η
2

I 9.63 9.00 7.68 1.42, 932.83 290.62 <0.001 0.306

S 9.46 8.63 6.97 1.46, 957.76 414.31 <0.001 0.386

O 8.70 7.14 4.47 1.74, 1150.18 915.83 <0.001 0.581

T = Trustworthy, A = Acquaintance, U = Untrustworthy

I = InApp, S = Screenshot, O = Oral

correction. A two-way ANOVA revealed that there was a

statistically significant interaction between the effects of

the channel and the relationship with the claimant (F(2.388,

1569.017) = 247.117, p < .001).

To determine whether there was a simple main effect for

the relationship, we ran repeated measures one-way ANOVA

on each channel. As shown in Table 4, there was a statistically

significant effect of the relationship on trust for each channel.

By examining the pairwise comparisons using one-way

ANOVA, see Table 5, we found a statistically significant dif-

ference in the trust score between all pairs of mediums and

all pairs of relationships: (1) in-app > screenshot > oral, and

Table 5: One-way ANOVA pairwise comparisons of chan-

nels and relationshipsÐTrust score for false claims with chat

evidence of a past statement.

Mean Std. Adj. Lower Upper

Comparison Difference Error Sig Bound Bound

InApp-Oral 1.996 0.072 <0.001 1.824 2.168

Screenshot-Oral 1.587 0.062 <0.001 1.438 1.735

InApp-Screenshot 0.409 0.036 < 0.001 0.322 0.496

Trustworthy-Untrustworthy 2.890 0.098 <0.001 2.655 3.124

Acquaintance-Untrustworthy 1.875 0.075 <0.001 1.694 2.056

Trustworthy-Acquaintance 1.014 0.059 <0.001 0.872 1.156



(2) trustworthy > acquaintance > untrustworthy. Note that we

used the Bonferroni correction for multiple tests.

Participants as sender Our survey asked a scenario-based

question inquiring if participants, as senders, think that they

can use WhatsApp messages as evidence that they sent to a

particular receiver. 63.25% of all participants agreed that they

could use WhatsApp chat as proof of the conversation.

Participants’ belief on forging the message We asked par-

ticipants to indicate how easy they believe it is to forge (1) a

screenshot of a chat and (2) a message within the application.

Figure 7 shows that most participants believe forging a mes-

sage within the app is much harder than forging a screenshot.

Figure 7: Forging the screenshot vs. chat in the app itself.

To measure the correlation between a change in trust score

and participants’ belief about the difficulty of forging an in-

app message (or a screenshot), we computed the Pearson

correlation coefficient (r). We found the trust score change

between oral and in-app and participant’s belief about forging

messages to be weakly correlated i.e., r(664) = 0.114, p =

0.003. Weak correlation shows that even if users believe a

screenshot and chat are easy to forge, they trust them signifi-

cantly more than oral claims. Increased trust could be due to

users assuming they are unlikely to suffer a forgery attack.

Summary: Participants as a third party tended to have sig-

nificantly more trust (2.28) in in-app chats than oral claims,

raising questions about the feasibility of successfully utilizing

deniability in messaging apps. As a recipient, 32.7% believed

they could use a received message as proof. Whereas as a

sender, 63.25% believed they could use chat as evidence of a

conversation.

5.2.2 RQ2ÐUser understanding

Because the interview participants completely misunderstood

OTR’s deniability definition, we sought to quantify these mis-

understandings through our survey. Therefore, we gave the

survey participants the OTR definition verbatim and provided

some statements regarding message authenticity. We asked

the participants to indicate which statements were true based

on the definition (see Figure 8). There was only one cor-

rect statement; the rest were common misunderstandings we

observed during our interviews. Figure 8 shows that most par-

ticipants marked all the statements as true; only 0.6% of the

participants selected only the correct statement (i.e., second

statement).

Figure 8: Users’ understanding about deniability property.

Interestingly, around 70% of the participants thought they

understood the definition but did not. This gap could lead to a

false sense of security or a bad reputation for deniability. For

example, suppose a user thinks they understood the definition

to imply a messaging app cannot track the sender, so they

falsely believe they cannot be held responsible for what they

say in the app. In addition, if a user thinks an attacker can

forge a message from their friend, they might refuse to use

apps supporting deniability.

5.2.3 RQ3ÐAuthentication property preferences

Figure 9 shows that more than 60% of users solely desire

non-repudiation, 12.7% desire deniability, and 4.5% desire

anonymity. For participants who desire some combination

of properties (22.6%), we asked them for their preferred ap-

proach from the choices identified during our interviews (See

Section 4.2). Figure 10 shows the most popular approaches are

application-based (42%), message-based (32%) and person-

based (23%). Only 2% prefer time-based.

Figure 9: Percentage of users preferring a different combina-

tion of authentication properties.

The interviews revealed that some users prefer different

authentication properties for different applications. Therefore,

we asked participants to select their most preferred property



Figure 10: Users’ preferred approach to combining authenti-

cation properties.

for three application categories. The majority (> 60%) se-

lected non-repudiation for each category (see Figure 11).

Figure 11: Users’ expectations regarding authentication prop-

erties for different messaging apps.

Our analysis further revealed that some participants want a

single property across all three application categories: 45.9%

non-repudiation; 8.1% deniability, 1.7% anonymity, and just

3% are unsure what property they want. The remaining partic-

ipants (41.3%) desire different properties for different applica-

tion categories, but there is no consensus on the combination

of properties they want. Each of these combinations was pre-

ferred by less than 3.2% of participants.

To measure the practical need for deniability and non-

repudiation, we asked participants to describe a real-life sce-

nario for each property and how important it was for them

to have it; 39.1% of participants had never needed deniabil-

ity, whereas only 2.2% had never needed non-repudiation.

Figure 12 shows that 82% of the respondents reported that

non-repudiation was very important for their scenario. In con-

trast, only 23.2% reported that deniability was very important

for the scenario. These results show that non-repudiation is

very important to more people than deniability.

Figure 12: Importance of non-repudiation and deniability for

the participants.

However, 18.9% of participants mentioned that deniabil-

ity was somewhat important (if not very important) for their

scenarios. In total, 42% of participants consider deniability

at least somewhat valuable. Interestingly, our findings show

more participants i.e., 42% needed deniability than those who

preferred it i.e., 29.6% (see Figure 9). These results align

with an expert’s opinion from the public forum [9] that some

users might not know what they need.

6 Legal AnalysisÐRQ4

To understand the legal acceptance of deniability, we ana-

lyzed US court cases where WhatsApp chat was considered

evidence. At the recommendation of several law professors,

we hired a senior law student from the BYU Law School

who had already completed suitable courses for our study viz.

evidence and contract. She helped us retrieve relevant court

cases and interpret them accurately.

6.1 Methodology

Data gathering We used Westlaw [19], an online legal re-

search service and proprietary database for lawyers and le-

gal professionals, to retrieve candidate court cases (judicial

opinions). Our goal was to study cases where IM apps were

brought up as evidence. We focused on WhatsApp because

of its popularity in the US [5]. When we directly searched

for the term ªWhatsAppº on the Westlaw search portal, in

most of the results, WhatsApp was not taken up as evidence.

Instead, it was just mentioned for other reasons e.g., Whats-

App was used to notify the parties involved in a lawsuit. To

exclude irrelevant cases, we created search queries that return

the cases where WhatsApp chat was considered admissible

evidence and where it was rejected as evidence. To ensure that

we obtained almost all cases, we consulted our legal expert

and Westlaw support center when constructing the queries.

Please refer to Appendix A.1 for our Westlaw search queries.

We retrieved a total 228 unique court cases for analysis.

Data analysis We performed a qualitative and quantitative

analysis of the 228 court cases. First, two researchers and the

legal expert independently studied all the cases and classified

them into one of the following four categories based on the

importance of chat as evidence. Then, they discussed and

resolved any conflicts to reach a consensus.

• Major evidence: WhatsApp chat that could make or

break one side’s case if it was the only evidence pre-

sented.

• Minor evidence: Circumstantial evidence that cannot

lead to the win (or loss) of the parties involved. This

evidence assists in the corroboration of the story but

could not result in a decision for either side on its own.

• Rejected evidence: WhatsApp was brought up as evi-

dence but rejected by a judge because of potential forge-

ability and deniability claims.



• N/A: WhatsApp is mentioned for purposes other than

evidence, such as notifying the parties in a lawsuit.

Next, researchers performed a qualitative analysis of cases

where WhatsApp chat was considered major or minor evi-

dence. Two researchers together read all these cases and made

a broad list of topics around WhatsApp as evidence. They

finalized the list into themes to understand why WhatsApp is

considered significant evidence even after it offers deniabil-

ity property. Notably, our goal in analyzing these cases was

not to draw generalizable conclusions about the prevalence

of specific issues but to identify the reasons for considering

WhatsApp as the evidence.

6.2 Results

Total Evidence Categories

cases Major Minor Rejected N/A

228 79 (34.6%) 76 (33.6%) 0 73 (31.8%)

Table 6: Evidence categories for WhatsApp chat court cases.

Table 6 provides our classification of the 228 cases into

evidence categories of major, minor, and N/A (not mentioned

as evidence). From our qualitative analysis, WhatsApp chat

was never rejected as evidence because of deniability (or the

possibility of a forged chat), but was considered major evi-

dence in many cases. In one of the cases, the court concluded

that:

Hulsh v. Hulsh: ªJeremy’s central piece of evidence of

Svarinsky’s sexually inappropriate behavior is a Whats-

App message thread between Viera and Svarinsky...º

In another case, the recipient’s testimony and the messages

were enough to convict a person of robbery.

United States v. Rivas Nunez: ªGiven Castillo Vallejo’s

testimony, the call log, and the contents of the WhatsApp

messages, there was sufficient proof to enable a jury to

determine by a preponderance of the evidence that Rivas

Nunez was involved in a conspiracy to rob AT&T with

Castillo Vallejo and Rodriguez Nunez.º

Forgery claims ignored Surprisingly, even when a sender

claimed a WhatsApp chat was untrustworthy, it was consid-

ered primary evidence. In one criminal case, the defendant

argued, ªmany of the messages are incomplete and cannot

be authenticated, and WhatsApp messages generally are un-

reliable due to hacking vulnerabilities.º Moreover, due to

unauthenticated messages, they filed a ‘Motion in Limine’ to

not present the WhatsApp chat as evidence in front of the jury.

The court rejected the request; verifying the authenticity of

the chats was left to the jury.

United States v. Ojimba: ªDefendant’s objection that

the text messages, in this case, are unreliable is made

without any persuasive evidence and is thus overruled...

The court explained that Mr. Ojimba could attack the

reliability of the messages at trial, but that reliability

was ultimately a matter for the jury.º

In these cases, the lack of the defendant’s (sender’s) aware-

ness of the deniability property in WhatsApp makes it harder

for them to make a persuasive argument in court regarding

the non-authenticity of messages in the app (i.e., the recipient

could have forged the messages). In the case of a jury trial,

the lack of social acceptance of deniability among the jurors

may influence their verdicts.

Prior history impacts deniability In some cases, a person’s

history (including job, character, etc.) impacts deniability.

In one case, the judge mentioned that unrelated acts/history

can be used for proving ªmotive, opportunity, intent, prepa-

ration, plan, knowledge, identity, absence of mistake, or lack

of accident.º Thus, using a person’s past makes the utility of

deniability harder in legal proceedings, even if it is socially

acceptable. For instance, if a journalist denies they sent a mes-

sage describing a scandal, the court may doubt the claim if

the journalist has a history of exposing scandals.

Interestingly, the court even allowed using WhatsApp mes-

sages from the past to set up intent to convict people for

different cases. The following quote shows the judge’s re-

sponse when the defendant asked to remove WhatsApp chat

as evidence as it was unrelated to the case in consideration.

United States v. Ramirez-Frechel: ªBecause the mes-

sages showed William was engaged in the business of

dealing in firearms with the purpose of making a liveli-

hood and profit, the district judge did not abuse his dis-

cretion in admitting the WhatsApp messages that hap-

pened in the month after March 23rd as intrinsic evi-

dence of the charged gun-dealing crime.º

Screenshots as evidence In some cases, even a screenshot

was acceptable as long as the chain of custody confirms the

screenshot was taken directly from WhatsApp.

United States v. Avenatti: ªMs. Clifford provided limited

consent for the Government to screenshot in her pres-

ence certain portions of [her] WhatsApp text messages

with the defendant, and an Investigative Analyst with

the United States Attorney’s Office did so. The Govern-

ment’s understanding is that the export was generated

automatically using an electronic feature that compiles

the entirety of a WhatsApp conversation into a printable

and shareable electronic file.º

None of the analyzed cases employed digital signatures,

and courts did not rely on them to establish message authentic-

ity. Malicious individuals could exploit this potential loophole

to fabricate false evidence through systems that provide de-

niability. In high-value criminal cases, defendants could call

upon expert witnesses to testify and address deniability prop-

erties. However, in more minor civil cases, defendants or their



legal representation may lack the knowledge or resources to

enlist such experts.

Deleted messages as evidence In some cases involving

WhatsApp, the recipient showed screenshots of messages

on their phone while the sender deleted them and claimed

the screenshots were forged. Forensic analysts retrieved the

messages on the sender’s phone as evidence.

United States v. Ozbirn: ªThe analyst extracted mes-

sages Appellant sent to and received from Febes and

Jodie via WhatsApp...The WhatsApp messages taken

from Appellant’s phone are nearly identical to the screen-

shots of Febes’s and Jodie’s phones...º

Encryption implies criminal wrongdoing In one case, using

WhatsApp raised suspicion because it supports encryption. A

search warrant was requested for further investigation.

United States v. Ciuca: ªThe agent’s affidavit to support

the search warrant of the subject email account describes

the WhatsApp chats found on Bitere’s phone. The agent

indicates that WhatsApp is frequently used by individuals

engaging in crime due to its strong encryption.º

7 Limitations

Our research has the following limitations:

Demographics Although the demographic attributes of

the participant group are close to the US average, Prolific

participants do not reflect the general population. Also, all

of our participants are from the US and may have different

perspectives about deniability compared to other regions.

Human bias Our study may be susceptible to participants’

bias as our scenarios were abstract, and participants were

asked to imagine themselves in situations they may not have

encountered. Despite these limitations, presenting multiple

scenarios to participants allowed us to explore situations that

might not currently happen but are similar to situations that

could happen in the future.

Priming bias The findings on authentication preferences

(RQ3) may be influenced by priming bias. Early in the in-

terview, participants considered scenarios where they had to

verify the sender’s identity rather than conceal their identity.

This may have biased later responses regarding their prefer-

ence for authentication properties. Although we presented

an example illustrating the usefulness of deniability before

asking for their preference, more than a single example may

have been needed to fully convey the benefits of anonymity

or deniability to the participants.

Misinterpretations In our study, participants may have

misinterpreted our deniability and non-repudiation definitions.

Since our interviews revealed that participants did not under-

stand OTR’s deniability definition, we created definitions and

showed them with an illustrative diagram during the pilot

study (see Figure 4). The pilot showed that participants un-

derstood them, but a large-scale study would help to confirm

the definitions are understandable.

Legal analysis We hired a senior student from the BYU

Law School as an expert to help categorize court cases based

on the WhatsApp weight of evidence. A professional, experi-

enced lawyer’s opinion might differ from our expert’s opinion

on the weight of evidence category. To minimize this limita-

tion, we were conservative in our analysis. When in doubt,

we placed the evidence in a lower category. Moreover, since

our study had participants and legal cases from the US, our

inferences and conclusions are not generalizable.

8 Discussion

Deniability is ineffective Although we did not study vulnera-

ble populations (e.g., whistleblowers), our results are highly

relevant to them since deniability works only if it is accepted

by society and the courts. Participants in social scenarios

trusted in-app evidence significantly more than oral claims,

implying chat conversations may be far less deniable. In legal

scenarios, judges rely on WhatsApp chats as evidence and

show no inclination to support deniability. Also, jurors may

reflect the bias that they trust chats more than oral claims. The

lack of acceptance in social and legal scenarios by default

makes deniability ineffective for people who may need it.

Deniability is hard to achieve in legal cases Even if denia-

bility is socially accepted, it appears much harder to achieve

legal acceptance. A sender may deny sending a message in

court, but it may still be on their phone as evidence. If they

delete messages and deny sending them, a forensic analyst

might still retrieve them (see Section 6.2). Other evidence

outside the user’s control can limit deniability, such as an ISP

furnishing proof that Alice sent a message to Bob on a given

date and time. Currently, users lack reliable information on

what they should do if they want to deny sending a message.

Simply deleting a message after sending it is not enough.

Users are vulnerable to social engineering when unaware

of deniability Our results show a lack of social and legal

acceptance of deniability for WhatsApp, even though it sup-

ports deniability. As a result, users are vulnerable to social

engineering attacks (Harm 1), as shown in Figure 1. An

attacker can forge a message to appear as if they received

it. Third parties will trust it socially and legally. In general,

a trustworthy person has more potential to deceive a user

than someone untrustworthy. However, our results show that

the largest increase in trust scores comparing oral to in-app

occurred when an untrustworthy person made a claim. The

more trust increases for in-app claims than oral claims, the

more vulnerable users are to social engineering attacks from

untrustworthy persons who exploit the deniability property.

Deniability has a bad reputation Participants believed bad

actors would use an app to spread fake news and misinforma-



tion if it supports deniability. The misuse of deniability could

overshadow its advantages. Thus, an area for future research

is minimizing the risks associated with deniability.

Even a screenshot is not deniable Trust scores increased

three times more from oral to screenshot than from screenshot

to in-app. Users trust screenshots over oral claims despite

believing they are easy to forge. Future research could explore

why. Users treat screenshots like written content, which they

trust more than oral claimsÐunderstanding why may lead us

closer to the social acceptance of deniability in-app.

Takeaways for different stakeholders Application develop-

ers may need to revisit default behavior. Defaulting to deni-

ability may be unsuitable and cause adverse effects due to

a lack of user understanding. It prevents holding message

senders accountable. Over 80% of the participants wanted

non-repudiation, and 98% gave examples of needing it in

practice. But, despite the majority preference, some users de-

sire and require deniability. Future research can explore the

coexistence of authentication properties in apps for diverse

needs.

More user-friendly definitions of deniability are needed.

Currently, OTR’s definition leads to a false sense of security

and a loss of app reputation.

Only 2% of participants preferred time-based deniability,

challenging the suggestion to publish email providers’ DKIM

secret keys at regular intervals [8,21]. More study is needed to

test different combinations or properties and their use cases.

We need to raise awareness with legal stakeholders that

deniability allows bad actors to forge messages and use them

in court since courts accept WhatsApp chat as evidence.

Combinations of authentication properties Even though

participants preferred different authentication properties,

there are challenges to providing alternatives. These include

increased cognitive load, conflicting preferences between

senders and receivers, attacks coercing non-experts to make

choices that harm them, and increased complexity for appli-

cation developers.

Future work Future studies can include participants from

different countries and cultures. Since legal systems vary

between countries, future studies should involve legal experts

from the respective countries. Court cases can be searched to

see if deniability has ever been supported in other jurisdictions.

If results vary across countries, it leaves people vulnerable

to different attacks described in Figure 1 than the risks we

identified in the US.

Our results open up new research avenues for deniability,

such as (1) raising awareness, (2) identifying and communi-

cating positive use cases, and (3) increasing social acceptance

to benefit vulnerable populations. Since vulnerable popula-

tions are most likely to benefit from deniability, a future study

could focus on their perceptions of deniability.

Ethics We received IRB approval for the interview and survey

studies. We asked survey participants for a pair of names from

each relationship category to personalize the questions and

encourage consistent responses across different questions. To

minimize harm, we asked participants to enter only nicknames

and permanently deleted names after the survey. We collected

no personally identifiable information during the study. The

IRB determined our analysis of expert opinions on a public

forum did not require their approval.

9 Conclusion

We conducted a multi-perspective study of deniability, includ-

ing an analysis of expert opinion, user interviews and surveys,

and an analysis of court cases. The results show that denia-

bility is not socially accepted in the US. It still needs to be

determined whether deniability can be legally accepted since

we found no US court cases where the defense made a case

for deniability. The result is that deniability is ineffective for

the people who may need it.

The potential for forensic evidence on a user’s phone or

ISP raises questions about whether cryptographic deniability

will actually lead to the complete deniability of messages in

legal settings. This is an interesting direction to explore.

Our survey shows that most users prefer non-repudiation

over deniability, but some users think both are important. This

raises the question of whether both can be supported to fill

different user needs.

Our research illuminates the need for human-centered re-

search in deniability supporting user choice in authentication

properties.
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A Appendix

A.1 Westlaw case queries

In Section 6, we mentioned that we use Westlaw [19], an

online legal research service and proprietary database for

lawyers and legal professionals, to retrieve court cases (judi-

cial opinions). We now provide details on how we created



Westlaw search queries that return the cases where Whats-

App chat was potentially considered admissible evidence and

where it was potentially rejected as evidence.

Heuristics to find court cases where WhatsApp is poten-

tially accepted as evidence:

• The word "WhatsApp" is in the same paragraph as one

of the following words: evidence, admissib!, foundation,

authenticat!, relevan!, accept! or support!. Here ! searches

for words with multiple endings.

• There exists a paragraph where the word "hearsay" is less

than five words away from either of the following words

"no," "not," and "exception." Also, this paragraph has the

word "WhatsApp" somewhere in it.

• Exclude court cases where "WhatsApp Inc." is in the title.

WhatsApp potentially accepted as evidence: WhatsApp

/p evidence admissib! (no not exception /5 hearsay)

foundation authenticat! relevan! accept! support! %

TI(WhatsApp Inc.)

Heuristic to find court cases where WhatsApp is potentially

rejected as evidence:

• The word "WhatsApp" is in the same paragraph as at least

one of the following words: forge, deny, spoliation, fail,

neglect, invalid, deniab!, inadmissib!, unaccept!. Here !

searches for words with multiple endings.

• There exists a paragraph where one of these words (no,

not, lack!, fail!, neglect!) is less than five words away from

either of the following words (admissib!, foundation, au-

thenticat!, relevan!, evidence) Also, this paragraph has the

word "WhatsApp" somewhere in it.

• There exists a paragraph where one of these words (limine,

object!, exclud!) is less than five words away from either of

the following words (grant!, evidence). Also, this paragraph

has the word "WhatsApp" somewhere in it.

• Exclude court cases where "WhatsApp Inc." is in the title.

WhatsApp potentially rejected as evidence: WhatsApp

/p forge deny spoliation deniab! fail neglect inadmissib!

unaccept! invalid (no not lack! fail! neglect! /5 admis-

sib! foundation authenticat! relevan! evidence) (limine

object! exclud! /5 grant! evidence) % TI(WhatsApp Inc.)

A.2 Semi-Structured Interview Script

Thank you for participating in our interview today. Before we

get started we will need you to read through a consent form

and confirm that you are willing to participate in our study. I

am sending you a link to the form in the chat. Let me know

when you finish reading and are ready to proceed.

This interview aims to know your views, opinions, and un-

derstanding regarding Internet communication (e.g., email, in-

stant messaging apps). While answering our questions, please

keep in mind that there is no single correct answer to these

questions. Please answer the questions based on your knowl-

edge and experiences.

Understanding of digital communication

• What type of Internet applications do you use to com-

municate with other people over the Internet?

• I’m going to ask you to explain your perceptions and

ideas about communication between two people over

the Internet. This is a drawing exercise. Assume you

receive a message over Email. Draw a diagram showing

the entities involved and the message’s path from the

sender to you. Please talk aloud and explain your thought

processes while you are drawing. Ask about who can

read or modify the messages during transit.

• Repeat the process for messaging applications such as

Facebook Messenger, Signal app, and WhatsApp.

• Repeat the process for text messaging.

Verification of the sender’s identity Assume you receive a mes-

sage over email, Facebook, or another messaging application.

How do you confirm the sender’s identity?

Proving the sender’s identity to others

• Assume you receive a message over email, Facebook,

or another messaging application. How can you use this

message to prove to others that the sender sent you this

message?

• Will your answer vary if you have to prove the sender’s

identity to (1) your family, (2) friends, (3) social media

connections, or (4) in a court?

• Will your answer vary if the message you need to prove

is from (1) your family, (2) friends, (3) social media

connections, or (4) in a court?

Verifying the claim from others

• Imagine you have two friends who are also friends with

each other. If friend A tells you that friend B was talk-

ing bad about you behind your back, would you believe

them? Why or why not? What would you do if you

wanted to verify it? How would it affect your relation-

ship with friends A or B?

• Assume the same situation, but now friend A also shows

you messages from friend B that say bad things about

you. How would your reaction be different from the

previous scenario?

• How would your answer vary based on different scenar-

ios such as the content of the message, your relationship

with person A who is claiming, and your relationship

with person B? (1) Person A/B connection: friend, fam-

ily, social media connection, acquaintance, stranger.(2)

Content of the message: bad things about you, bad things

about other friends, bad things about himself (person B),

etc.

Understanding of OTR’s deniability definition

• Now I will present a definition of a feature that any online

communication application such as email or Facebook

messenger could provide. Please explain your under-

standing of this definition and what you get from this



feature as a user. The messages you send do not have digi-

tal signatures that are checkable by a third party. Anyone

can forge messages after a conversation to make them

look like they came from you. However, during a conver-

sation, your correspondent is assured the messages he

sees are authentic and unmodified.

• To your knowledge, are there any apps or websites that

already provide this feature?

• If yes, do you think it’s beneficial, or do you find some

pitfalls in this?

If not, do you think it would be beneficial if some apps

incorporate this?

Preference for authentication properties

• Now I am going to send you definition of three differ-

ent features that can be implemented by any applica-

tion/website that allows you to communicate with peo-

ple, such as email or messaging apps. Choose among

these three features that you would like to use for your

internet apps or websites. Also, provide reasoning for

your choice?

± Indisputable: Every message sent (or received)

over the Internet would have the sender’s (or re-

ceiver’s) identity bound to it. Thus, the recipient of

your messages can prove to anyone else that you

sent the message.

± Disputable: Any message sent or received over the

Internet would not have the sender’s identity bound

to the message. However, the recipient of your mes-

sages can still verify that the message came from

you but cannot prove to anyone else that you sent

the message.

± Anonymity: Any message sent or received over the

Internet would not have the sender’s identity bound

to the message. But in this case, even the recipient

of a message does not know the sender’s identity.

• Assume you can have a combination of the above fea-

tures based on various scenarios. Would you choose only

one feature for all scenarios and applications or a combi-

nation of these properties? What combination you would

like to have for your Internet communication?

A.3 Survey Questions

The exact representation of questions is available at

https://bitbucket.org/isrlauth/deniability/src/

master/survey.pdf.

Please enter the first name or nicknames of people you

know for each category below. We will use these names to

personalize the survey questions for you.

Please ensure you remember the category for each person

you enter. We will be using the names you enter to ask further

questions.

The responses to this question are only used to personalize

your survey. We ensure that only researchers have access to

the dataset. Your responses to this question will be deleted

within three weeks after the survey. Participants see a 3 rows

x 2 cols table, with the following rows: Family/ Close friends

(most trusted), Acquaintances (somewhat trusted), Less trust-

worthy persons, and with following columns Name 1, Name

2.

Question 1 Assume three scenarios where person A tells you

that person B was talking bad about you behind your back.

Scenario 1: Person A tells you verbally.

Scenario 2: Person A shows you a screenshot of the conver-

sation with person B that happened in their messaging app

(e.g., WhatsApp). In the screenshot, person B was talking bad

about you.

Scenario 3: Person A shows you messages from person B in

their messaging app (e.g., WhatsApp) in person. In the chat,

person B was talking bad about you.

How much do you trust person A’s claim? Fill out your trust

level on a scale of 1 to 10, where 1 is no trust and 10 is com-

plete trust.

participants see a 9 rows x 3 cols table, where each row

represents a combination of Name 1 and Name 2, such as

ªName1 tells you that Name2 was talking bad about you behind

your back.º. The columns were Verbal, Shows you Screenshot,

Shows Chat in messaging app. Participants need to fill in trust

for all 9x3 boxes.

Question 2: Assume you went for dinner with a group last

month. From that group, Person A tells you that you owe

them $50 for dinner. However, you don’t remember whether

they paid for your dinner. Assuming three possible scenarios

(1): Person A tells you verbally that you owe them $50.

(2): Person A shows you a screenshot of the conversation in

their messaging app. In the chat, you acknowledged that you

owed them $50.

(3): Person A shows you the messaging app’s chat in person.

In the chat, you acknowledged that you owed them $50.

How likely will you trust their claim in each scenario and

give them the $50? Fill out your trust level on a scale of 1 to

10, where 1 is no trust and 10 is complete trust. participants

see a 3 rows x 3 cols table, where each row represents each

of Name 1. The columns were Verbal, Shows you Screenshot,

Shows Chat in messaging app. Participants need to fill in trust

for all 3x3 boxes.

Question 2b: Please select in which category each person

exists. Participants see all 6 names from name 1 and Name 2

categories and they need to identify the correct category for

each of the names from (1) Family/ close friend, (2)Acquain-

tance, and (3) Less trustworthy person.

Question 3: You recently contacted a landlord about renting

an apartment. They offer you a $200 Amazon coupon if you

sign the contract within two days. If you want this coupon,

which of the following option(s) would you agree to:

• You will sign the contract the same day and trust the

landlord to deliver the coupon as promised.



• You will sign the contract the same day after the landlord

sends you the offer details on the messaging application,

assuming you can later use the chat as evidence (in case

of any disputes).

• You will first ask the landlord to add the offer to the

contract. Then, you will wait to sign until they add it

to the agreement. This could delay the contract signing

process by at least a day.

• Others:

Question 4: You moved to a new apartment and found that

the air conditioner is damaged. Although you do not need it,

you want to ensure that the landlord does not blame you later

for it. Which of the following options would you be willing

to use?

• You will inform your landlord in person.

• You will inform your landlord on a phone call.

• You will send them a message on a messaging applica-

tion about the damage, assuming you can later use the

chat as evidence (in case of any disputes).

• You will ask the landlord to edit the contract to include

damage details.

• Others:

Question 5a: Give an example where you needed to prove to

others that person X sent you a message using online commu-

nication like messaging apps, email etc.

Question 5b: In your previous response, how important was

it for you to prove to others that Person X indeed sent the

message?

Question 6a: Give an example where you used online com-

munication (like messaging apps or email) and required that

the recipient is sure that you sent the message, but they cannot

prove to others that you are the original sender.

Question 6b: In your previous response, how important it

was for you that the recipient cannot prove to others that you

were the original sender?

Question 7a: Assume you send a message to person X. Sup-

pose they need to prove to a third party that you sent them

that message. Which of the following option(s) are enough to

convince a third party?

• Person X can show screenshots to the third party.

• Person X can forward the message to the third party.

• Person X can show the chat in the messaging app (in

person) to the third party.

• Person X cannot prove to a third party that you sent the

message.

Question 8a: Assume there is a messaging app that provides

the following "Deniability" property:

Definition: The messages you send do not have digital signa-

tures that are checkable by a third party. Anyone can forge

messages after a conversation to make them look like they

came from you. However, during a conversation, your corre-

spondent is assured the messages he sees are authentic and

unmodified.

Please select a choice for each of the following statements.

• You completely understand the definition

• Definition is self-contradictory

• An attacker can send you a message, impersonating your

friend

• The messaging server or a third party cannot determine

the sender’s identity

• A third party can modify the content of messages sent

by your friend

• The recipient cannot prove to a third party that they

received a message from the sender

• The recipient does not know the sender’s identity

Question 8b: According to your understanding, which of the

following apps provide Deniability?

Deniability: The messages you send do not have digital sig-

natures that are checkable by a third party. Anyone can forge

messages after a conversation to make them look like they

came from you. However, during a conversation, your corre-

spondent is assured the messages he sees are authentic and

unmodified. Display the following rows WhatsApp, Signal

app, Facebook messenger, Texting (SMS), Gmail, Yahoo Mail

and following columns yes, no, not sure.

Question 9a: Select all the properties from the list that you

want for your Internet communications: displays the images

shown in Figure 4 Indisputable: Every message sent (or

received) over the Internet would have the sender’s (or re-

ceiver’s) identity bound to it. Thus, the recipient of your mes-

sages can prove to anyone else that you sent the message.

Disputable: Any message sent or received over the Internet

would not have the sender’s identity bound with the message.

However, the recipient of your messages can still verify that

the message came from you but cannot prove to anyone else

that you sent the message.

Anonymous: Any message sent or received over the Inter-

net would not have the sender’s identity bound to the message.

But in this case, even the recipient of a message does not

know the sender’s identity.

Question 9b: Since you selected multiple properties in the

previous question, how do you expect to get them over the

Internet? Below are the same definitions for your reference:

Description of Message-based, Application-based, time-

based, Duration-based, Person-based, and an option for Oth-

ers.

Question 9c: Assuming you can get only one property per

application, which property would you choose for the fol-

lowing applications? Below are the same definitions for your

reference: display following rows - Messenger apps (e.g.,

Facebook messenger), SMS, Email

Question 10a: How hard is it to forge a screenshot of a chat?

Question 10b: How hard is it to forge a message in a messag-

ing application?
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