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Introducing Cybersecurity in a Discrete Structures Course Through a
Visualization-based Plug-and-Play Cryptography Module

1. Abstract

With the advancement in technology and the rapid increase in Internet usage through smart
devices, users are increasingly exposed to cyber-crimes. Due to the limited training on
cybersecurity and cyber-safe practices, young adults are especially an easy target for these
cybercrimes. It is also well-known that there is a need to enhance organizations’ cybersecurity
capabilities while spreading cybersecurity awareness among the masses. To the former cause,
degree programs have been established throughout the US to train the workforce; however, they
have proved insufficient. Therefore, we propose developing and integrating plug-and-play
modules for CS/CSE undergraduate courses at various levels to develop a security mindset among
these students and inculcate interest in a cybersecurity career. Irrespective of what domain of
CS/CSE the students decide to pursue as a career, these modules would attempt to teach
cybersecurity throughout an existing CS/CSE program. This paper presents one such module in
the form of a visualization tool that describes cryptography and its basics for a sophomore discrete
mathematics course. Specifically, the tool demonstrates the mathematical foundations of
cryptography, the implementation of the RSA algorithm, and a real-world scenario to showcase
the utility of encryption. Related results demonstrating the efficacy of the tool are presented.

2. Introduction

In recent years, the advancement of technology has led to people spending more time on the
Internet. Even though there are benefits of using the Internet, such as online transactions and
knowledge sharing, mishaps always happen. As more people depend on online services, they
become more exposed to these cyber-attacks. Due to the global COVID-19 pandemic, we have
seen a record-breaking number of data breaches and cyber-crimes, mainly targeting individuals,
corporate industries, and government organizations. On average, every minute $2.9 million is lost
to a cybercrime [1], and every 32 seconds, a hacker targets a user over the Internet [2]. According
to the Identity Theft Resource Center, a total of 163 million identities were exposed in 2020 [3],
and around 790k Internet crime complaints were received by the Internet Crime Complaint Center
(IC3) [4].

Cybercrimes are on the rise, and it can be safely assumed that they will only worsen as technology
penetration increases and the human resources available to combat these crimes stay relatively
stagnant. The significant cybersecurity workforce shortage throughout the world is well-known
[5]. According to (ISC)2’s 2020 Cybersecurity Workforce Study, there will be a need for 3.12
million cybersecurity professionals by 2021 due to the national cybersecurity skill gap in the US
[6]. There have been several attempts to address this shortage in the long term by creating
cybersecurity education degree programs [7, 8, 9]. However, there is an increasing need to educate
individuals at various levels, including high schools, colleges, and universities. Creating new
degree programs is not always feasible or accessible at the university level. Therefore,
incorporating security-related concepts in the existing computer science (CS) or computer science
and engineering (CSE) curriculum might be a viable and sustainable solution so that students can
start considering security as a prerequisite before designing any system. It will also encourage
students to pursue their careers in the cybersecurity field by reducing the cybersecurity workforce
gap [10]. Nonetheless, students will develop a cybersecurity mindset and get trained in this area



throughout their undergraduate degree program. Hence, cybersecurity practices would become a
new norm in all CS/CSE-related areas.

Cybersecurity is a highly hands-on field, and it is crucial to train and motivate students through
real-world, practical hands-on experiments using various tools and techniques. In addition,
students must learn the development of cyber-secure applications and strategies and understand
safe online behavior. Using such teaching tools and mechanisms in various courses can be
accomplished at multiple levels of undergraduate education without turning the existing course
delivery method and schedule upside-down. With this motivation, we propose using interactive,
hands-on modules that can be easily incorporated or integrated into existing courses offered in
CS/CSE programs. Using these modules, students can quickly learn topic-specific cyber-safe
practices in several CS/CSE domains and develop a security mindset so that security doesn’t come
as an afterthought. Several of these modules may use user—friendly graphical interactions and
various scenarios to teach undergraduate students about cybersecurity. As these are plug-and-play
modules, instructors may use them without modifying the existing course delivery and schedule.
This paper discusses a Unity-based interactive cryptography module developed for a Discrete
Structure course. This tool helps students understand the number-theoretical foundations of the
RSA algorithm, the implementation of the RSA algorithm, and a real-world scenario to showcase
the utility of this encryption technique. Such frameworks have proved to work for the younger
high school student population. This also motivated us to undertake this work and test its efficacy
for an undergraduate student population [11].

The rest of the paper is organized as follows. In Section 3, we present a summary of the related
works of cybersecurity education. Section 4 discusses the application design of the visualization
framework. Section 5 discusses the cryptography basics and RSA Algorithm visualization
implementation using Unity 3D. Section 6, evaluates and analyzes the survey results of 42
students. Finally, we conclude the paper in Section 7.

3. Related Work

Research indicates that students recall only 10% of what they read, 20% of what they hear, and
50% of what they remember if someone does something while explaining it to them, but they can
remember over 90% if they practice by themselves while learning [12]. The students in high school
and college can have greater cognition if provided with an opportunity to actively participate in
classroom activities that use their critical thinking and problem-solving skills [12]. As a result,
there is a crucial need for innovative and creative teaching methodologies in the cybersecurity field
to increase students’ interest. Many cybersecurity education programs like CTF (Capture the Flag)
competitions [13], Game-based learning methods [14] [15], and hands-on practice-oriented
learning methods [16] have been implemented in the last few years to fill the skill gap between the
future workforce and the constantly increasing demand for cybersecurity experts

Due to the COVID-19 pandemic, many educational institutes have begun to offer online education.
As a result, smartphones and tablets as content-delivery platforms have increased rapidly.
However, delivering online courses in an interactive-based visualization format that allows
students to participate actively is challenging [17]. The most well-known game, ‘CyberCIEGE’ is
one of the interactive visualization-based cybersecurity games [18]. It consists of a 3D office
environment where the players act as IT decision-makers for small businesses. There will be
several scenario-based challenges where the players must make security-related decisions that they
may face in real life. The scenarios are designed based on the concepts of encryption, patches, and



DMZ. The CyberCIEGE game has been implemented in several security courses also. The
Kennesaw State University has conducted a survey of security games built on Unity 3D and Unreal
Engine for cybersecurity education and training. These interactive visualization-based games
cover concepts related to Security Awareness, Cryptography, Secure Software Engineering,
Network, and Web security. This survey is beneficial as lecturers can choose a fair game from the
catalog to teach several cybersecurity concepts [14].

A group created a CTF tournament for undergraduate students to learn security concepts in a
competitive environment. The CTF tournament is designed so that it covers all the security-related
topics from the syllabus. This inspired instructors to design and develop new challenges and
students enjoyed solving them to reinforce their skills [19]. Furthermore, by incorporating serious
games into learning, we introduce the concept of interaction-based visualization into our
framework, which actively engages students in learning security concepts. The developed tool will
assist students in learning each topic through interactive visualization-based simulations. Besides,
the tool includes quizzes after each topic to assess the student’s grasp of that topic.

4. Application Design

We analyzed various software engines like Unreal Engine, Maya, Cinema 4D, and Godot to design
and develop the visualization framework. Most of these are complicated and expensive to use
compared to Unity Engine. Unity enables developers to create applications for any platform
without requiring significant code changes. Unity 3D offers several tools that make it easy for any
developer to work on their projects. We have developed our visualization tool on
Windows/Mac/Linux environment and currently working on its export to the Android platform to
make it compatible with smartphones. Unity allows developers to create a plug-and-play
(standalone) application that can be used anywhere without any need for additional software.
Therefore, Unity is the ideal platform for developing the visualization tool [20].

We have designed the application so that it is simple to use and navigate for any user. We have
created the main menu, which will contain a sub-menu and an assessment based on the topics
discussed. Fig. 1 and 2 show the menus and sub-menus of the visualization tool. The framework
is designed in three stages for the users — (i) Basics, (ii) Discussion about the topic using a real-
world example, and (iii) 3) Interaction. Each stage will have an assessment based on the topics
discussed. These assessments are important for the learners as they can evaluate what they are
learning.

The Basics stage will consist of a brief discussion about the topic and some fundamentals related
to it. To grab the user’s attention, we have an animated character with some basic motions which
will entertain users while learning about the topic. We can keep the user entertained and learning
with a few interactions while explaining the concepts [21]. In the second stage, Discussions, we
have provided a detailed explanation of the topics, and this is the stage where the user will get a
complete understanding of the topic. We used different anime characters with varied animations
for each section to keep users actively engaged in learning. Interaction is the final stage, where the
user has to solve an interactive task based on the topics discussed in the preceding stages. For
every stage, we have a quiz of 5 questions, which will allow users to assess what they are learning.

5. Visualization-based Education Topics
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Fig. 1. Menu screens for topics and Basics section in the framework

Fig. 2. Menu screens for RSA Algorithm section and Exploitation interaction section in the framework

The primary goals of this project are (i) to develop a security mindset at the undergraduate level,
(i1) to introduce cyber-secure design and development practices from the early stages to minimize
vulnerabilities during system design rather than the addition of security measures as an after-
thought, and (iii) to inculcate interest among students in cybersecurity careers. We have developed
an interactive visualization-based framework for undergraduate students to achieve these goals.
The process of security topic selections is discussed in the following sections. To evaluate the
framework’s effectiveness, we conducted a pre- and post-survey before and after using the
framework. The results of the surveys are discussed in Section 6.

Even though there is a wide range of topics in the cybersecurity domain, we have selected
cryptography for our visualization framework development. In cryptography, we focused on RSA
Algorithm. We choose RSA Algorithm because it perfectly aligns with the mathematical concepts
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Fig. 3. Methodology used for the research

of the Discrete Structure course offered at various universities. The methodology used for this
research is shown in Fig. 3.

5.1. RSA Algorithm Visualization

The RSA algorithm is a public key (asymmetric) cryptosystem that is based on Number theory and
uses a block cipher system [22]. It uses two different keys to encrypt and decrypt the data. The
algorithm’s security is based on large numbers prime factorization, which is a well-known
mathematical issue with no viable solution [23]. For the RSA algorithm visualization, we have
considered the following questions:

e What is the RSA algorithm, and how does it work?
e How to make the RSA algorithm process easy to explain?
e How to visualize the implementation of the RSA Algorithm?

The above questions are answered in the developed framework. In the initial stage, we introduce
the fundamentals of cryptography and its mathematical concepts. In the next stage, a detailed
explanation of the RSA algorithm is provided, and in the last stage, we have an interaction module
based on the RSA algorithm.

5.1.1. Cryptography Basics

For the introduction stage of RSA algorithm module visualization, we considered cryptography
basics and mathematical basics related to Number theory. In the cryptography basics section, we
explain basic terms like encryption, decryption, cryptography, and symmetric and asymmetric
cryptography algorithms. In the mathematical basics section, we explain the fundamentals of



Modular Arithmetic, Euler’s theorem, and Euler’s totient functions. Fig. 4 shows the animated
characters used in describing cryptography and fundamental mathematical illustrations.

Alice
B0

Fig. 4a. Cryptography Basics visualization Fig. 4b. Mathematical Basics visualization

5.1.2. RSA Algorithm Module

For RSA algorithm visualization, we have six sub-sections in the framework. Each subsection is
designed so that students can quickly learn about the usage and application of the RSA Algorithm.
The description and functionality of each subsection are listed below:

e Introduction
Objective: The basic concepts related to the RSA Algorithm are shown in the illustration.

Explanation: The RSA algorithm’s background information is covered in this section. We discuss
the use of private and public keys in encrypting and decrypting the data.

e Agent Alice
Objective: Encrypting the messages using the RSA Algorithm.

Explanation: We used a story-driven visualization in the framework to make things more
interesting. We have considered two soldiers, Agent Alice and Agent Bob, who work in the
military. Agent Alice works as an undercover agent and is trying to send important information to
Agent Bob. Here we show the process of how Agent Alice uses the RSA algorithm to encrypt the
message. An example is shown in Fig. Sa.

e Agent Bob
Objective: Decrypting the messages using the RSA algorithm.

Explanation: The illustration shows a detailed systematic process of how Agent Bob decrypts the
message using his private key. An example is shown in Fig. 5b.

e Intruder Eve



Fig. 5. Learning Modules, 5a. Agent Alice (left), Sb. Agent Bob (right)
Objective: Discusses the attacks that can be used for exploiting the RSA algorithm.

Explanation: While Agent Alice sends an encrypted message to Agent Bob, Agent Eve who is an
intruder gets suspicious and tries to decode the message using various attacks like Brute force
attack, Dictionary attack, Frequency analysis attacks. The process involved in using these attacks
is also explained in the visualization framework. Fig 6a shows an example.

e Real-World Example
Objective: 1t demonstrates the working of the RSA Algorithm by using a real-life scenario.

Explanation: The illustration shows how hard it is to decode the RSA Algorithm if we use two
large prime numbers for encrypting the message. It will also provide an example of how large
prime numbers are employed in real-world scenarios. Fig 6b shows an example.

e Quiz
Objective: To evaluate the knowledge gained by the learners.

Explanation: The quiz consists of 5 multiple-choice questions. The questions are framed based on
the information provided in the tool. The learners can take the quiz to evaluate their understanding
of topics discussed in the previous sections of the framework.

5.1.3. Exploitation Interaction Module

We created an interactive exercise where users are provided with step-by-step instructions on how
to encrypt and decrypt the messages. Then they must solve the problems based on their knowledge
gained from the previous sections. This will provide an excellent hands-on experience to students
where they can encrypt and decrypt the messages on their own using the RSA Algorithm. The
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Calculate the value of N =>P * Q Consider P =7, Q =11 and d = 53 , decrypt the below encrypted
message using RSA Algorithm.

ENCRYPTED TEXT: 03 42 75 72 09 25 54 04
ALAAS ¢ N BND i 1 Y ATTIVELY PRI 0 &CND
CHOOSE E < N AND E MUST BE RELATIVELY PRIME TO ¢<N>. Hint: Convert e o 5 ing decryption formulae of RSA Algorithm and then convert it into
string using 1

Calculate the value of $(N) => (P - 1)(Q - 1). Answer

For Encipher: C = M"E mod N,
For Decipher: M AD mod N;

THE WYALUE OF D IS Ik E OF E MOD $CN>.

Fig. 7a. Exploitation Interaction modules, Instructions Fig. 7b. Exploitation Interaction modules, Exercise

interaction module consists of three exercises, one for decryption and two for encryption. Fig. 7
shows step-by-step instructions and how the exercises have been designed.

6. Results and Analysis

The module presented in section IV has been given to sophomore students at our University who
took the course “Discrete Structure” offered in Spring 2021. Since the University offered online
classes due to the COVID-19 pandemic restrictions, we have given the developed module tool to
students through blackboard and asked them to explore it. We also provided end-to-end
documentation about how to access and navigate the tool. Our goal is to make students learn
security concepts using a practice-oriented module with graphical interactions. To evaluate the
impact of this visualized framework module, we have created pre and post-surveys to go along
with the developed framework. First, we offered all the 42 students pre-surveys as class
assignments, and then we provided them the developed framework to explore and then followed
by post-surveys.
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Fig. 11. Pre- and post-survey results of the hands-on module

We conducted a total of 4 surveys, 2 pre—surveys and 2 post-surveys based on general
cybersecurity awareness and on the developed hands-on framework. The questions posed in the
hands-on framework survey are presented in Table I. It should be noted that the questions in this
set of 15 questions were multiple choice with only one correct answer. A graphical representation
of the percent of correct and wrong answers given by students in the pre- and post-module-based
survey is shown in Fig. 10. A positive outcome is observed from the results of the survey after
using interactive visualization hands-on framework.

The student’s general cybersecurity knowledge was also assessed using a 5- point Likert scale.
The options were 5 (Strongly Agree), 4 (Agree), 3 (Neither Agree nor Disagree), 2 (Disagree), and
1 (Strongly Disagree). Depending on the questions, the answers were graded on a scale of 1 to 5,
with 5 being the correct answer, 4 — partially correct answer, 3 — neither correct nor wrong answer,
2 — partially wrong answer, and 1 — wrong answer. The survey results have shown that interactive
visualization-based learning has improved students’ knowledge of cybersecurity principles and



motivated them to pursue their careers in the cybersecurity field. This second survey had 43
questions and consisted of 37 cybersecurity questions and 6 demographics-related questions. We
have further analyzed the data based on gender and the number of programming languages known.
The results are shown in Fig. 11. We have observed a positive impact on both genders even though
males have more computer knowledge than females.

Table 1. Survey Questions

Q1 What kind of cipher is a Caesar Cipher?

Q2 Encryption is when you get ciphertext and turn it into plaintext

Q3 What is needed to read encrypted messages?

Q4 What is Cryptography used for?

Q5 In RSA Algorithm, we select 2 random large numbers ‘p” and ‘q’. Which of the following is the property of *p’ and ‘q’?
Q6 What text is the scrambled and unreadable output of encryption?

Q7 In which type of encryption is the same key used to encrypt and decrypt data?

Q8 Which of the following asymmetric cryptography algorithms is most commonly used?

Q9 In the RSA algorithm, (n) = ? in terms of p and q.

Q10 RSA is named after the researchers (a, b, ¢) who proposed it?

Ql1 Bob received an encrypted message sent to him from Alice. Which key should he use to decrypt the message?
Q12 Using p=3, =13, d=7 in the RSA Algorithm, what is the value of Plaintext for a Cipher Text 8?

Q13 Forp=11 and q = 17 and choose ¢ = 7. Apply RSA algorithm where PT message = 88 and thus find the CT?
Q14 For RSA Algorithm to work, the value of ’P’ must be less than what value?

Q15 How can you break an encrypted code into plain understandable text without knowing the shift?

7. Conclusion

As the number of people using the Internet keeps rising, users must be aware of the cyber-attacks
they may face while browsing the websites. The main goal of this project is to spread cyber-
awareness by developing a security mindset among the students at the undergraduate level. In this
paper, we have developed an interactive plug-and-play framework with hands-on experience using
real-world scenarios for the Discrete Structure course offered at our University. This interactive
module will increase the student’s interest in learning cybersecurity principles. This approach will
benefit the future workforce as students build expertise in the cybersecurity field. The module is
well received by students, as indicated by post-survey results. Based on the student’s feedback, we
plan to enhance further and create a mobile-compatible version of the framework.
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