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Prior research has suggested that cognitive factors, such as memory
ability, would be related to how people make passwords; however, few
studies have assessed cognitive factors in a study in which participants
created passwords. In an online study, we asked participants to create
three new passwords and to rate the likelihood that they would re-use a
password in the future and share passwords with others in the future. We
also assessed participants’ self-reported everyday memory failures, their
motivation to engage in cognitive processing (also called need for
cognition), their general risk-taking in daily life, and their password
security knowledge. We found that participants created stronger
passwords for the banking and email apps than for the social media app.
Further, those reporting more frequent memory failures in daily life
created the weakest passwords, and those who were highest in need for
cognition created stronger passwords than others. The results highlight
the need to educate users about how they make themselves vulnerable to
cyber security breaches on multiple accounts when any one account of
theirs is breached (i.e., credential stuffing). Institutions may be able to
use incorporating information about the everyday memory failures and
need for cognition in their cybersecurity educational programs.
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Cybersecurity breaches remain a threat to individuals as well as
institutions. The cost of breaches continues to rise annually (Ponemon
Institute, 2019; 2021). The cost of cybersecurity breaches occurring since
the beginning of the COVID-19 pandemic increased more for institutions
with a greater percentage of their members working remotely (Ponemon
Institute, 2021). Across institutions, the most frequent type of initial
attack was the use of compromised credentials (e.g., passwords). Among
the most frequent targets of attacks were educational institutions,
including colleges and universities. There is a growing body of research
on the cybersecurity behaviors of students and institutional strategies for
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strengthening students’ cybersecurity knowledge and behavior (Aljohni,
et al., 2021; Algahtani, 2022; Al-Zahrani, 2015; Cordova et al., 2017;
Dunaway & Macharia, 2021; Kennison & Chan-Tin, 2020; Kennison et
al., 2021; Pawlowski & Jung, 2015; Peker et al., 2016; Tick et al., 2021;
Xu et al.,, 2019; Yan et al., 2021; Zwilling et al., 2022). The aim of the
present research was to examine the factors related to college students’
cybersecurity behavior, specifically knowledge about and creation of new
passwords.

Prior examinations of breaches affecting major corporations have
found that some occurred due to hackers exploiting weak passwords
(e.g., Solarwinds: Afifi-Sabet, 2021; Godaddy: Cluley, 2021; Equifax:
O’Flaherty, 2019; Target: Plachkinova & Maurer, 2019). Recent analyses
of the most frequently used passwords demonstrate that many people still
use easily guessed weak passwords (Meyer, 2022; Veroni et al., 2022).
When weak passwords are used, they can be guessed or cracked (also
called credential cracking, Ba et al., 2021) by cyber criminals who often
rely on algorithms (Farcasin & Chan-Tin, 2015; Hitaj et al., 2019; Zhang
et al., 2020). Cyber criminals are also known to use individuals’ previous
passwords, which have been revealed publicly in hacks, to guess
passwords for specific users’ other accounts (also called credential
stuffing, Ba et al., 2021; See also Haque et al., 2013). In an analysis of
the credentials leaked online from major breaches, Meyer (2020)
reported the top ten most commonly used passwords from publicly
available breaches to be as follows: 123456, 123456789, qwerty,
password, 12345, qwertyl23, 1q2w3e, 12345678, 111111, and
1234567890. Security experts recommend using a different strong
password for each account (Grassi, 2020). A strong password would be
one with a mixture of numbers, lowercase letters, uppercase letters, and
symbols that does not contain common words or names. Longer
passwords are generally stronger than very short passwords (Wheeler,
2016).

Institutions routinely rely on training to raise awareness about
cybersecurity and to reduce how often members of their organizations
engage in risky cybersecurity behaviors; however, some studies suggest
that training may not always be effective as users engage in risky cyber
behavior even after training (Bada et al., 2015; Cain et al., 2018; Lorenz
et al.,, 2013; Riley, 2006). Some researchers have pointed out that
institutions may not be doing enough to provide their members with
adequate communications about cyber security (Adams & Sasse, 1999).
Studies have observed that those with more knowledge about cyber
security are less likely to engage in risky cyber security behavior
(Kennison & Chan-Tin, 2020; McCrohan et al., 2010; Peker et al., 2016).
Prior research has suggested that men tend to have more knowledge than
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women (Cain et al., 2018; Kennison & Chan-Tin, 2020), but may be
more likely thaan women to engage in risky cybersecurity behavior
(Anwar et al., 2017; Gratian et al., 2018).

Researchers have explored the relationship between personal
characteristics, such as personality traits, and cybersecurity behavior with
the rationale that enhanced cybersecurity training could be directed to
individuals’ most likely in need of it (Alohali et al., 2018; Kennison &
Chan-Tin, 2020; Kennison et al., 2021; Russell et al., 2017; Shappie et
al.,, 2019). Studies have found that those who are higher in
conscientiousness are less likely engage in risky cyber security behavior
(Alohali et al., 2018; Kennison & Chan-Tin, 2020; Kennison et al., 2021;
Russell et al., 2017; Shappie et al., 2019) and those with higher levels of
emotional instability (also called neuroticism) are more likely to engage
in risky cybersecurity behavior (Kennison & Chan-Tin, 2020; Kennison
et al., 2021; Shappie et al., 2019). Kennison and Chan-Tin (2020) found
that those higher in sensation-seeking personality traits, which have been
linked to more frequent risk-taking, took more cyber security risks than
others. In the same study, those who reported engaging in more general
risk-taking in daily life also reported being more likely to take more
cyber security risks, a finding also observed by Kennison et al. (2021).

The purpose of the present research is to examine a neglected area in
applied cognitive psychology. Of interest was how individual differences
in personality and cognitive factors relate to behaviors involved in
cybersecurity behaviors, specifically the creation of passwords. The
creation of a password can be as complex as involving at least three steps
(e.g., Camp et al., 2016): a) thinking up a password; b); remembering the
password and c) associating the password in memory with the particular
context (i.e., which account it can access). Most prior research on how
people create passwords has been carried out by researchers from
computer science and has not prioritized developing process models to
describe different stages involved in password creation and how
individual difference variables might be involved in these stages.

We reasoned that individuals are likely to use different passwords
strategies for different types of accounts, using stronger passwords for
apps linked to financial information (e.g., credit card or banking
information) than for other types of apps. Few studies have examined the
possibility that people tend to use different levels of password security
for different types of accounts. In one prior study in which researchers
examined password behavior of clients after they installed a new
Microsoft-related application, Florencio and Herley (2007) found that
participants tended to create weaker passwords for a New York Times
subscription as compared with the overall average password strength for
other types of apps, which included Outlook work email, Paypal, and
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Fidelity. The passwords for Paypal and Fidelity, both of which are
financial apps, were stronger as compared with the overall average
password strength for other apps. Clients used the strongest passwords
for their Outlook work email, which had password requirements (i.e.,
uppercase letters, lowercase letters, and special characters). Our
reasoning that users create stronger passwords for some accounts and
create weaker passwords for others is compatible with the protection
motivation theory (Rogers, 1975) as applied to how users decide whether
to engage in cybersecurity-related behaviors (Debb & McClellan, 2021).
Specifically, users evaluate their vulnerability (i.e., threat appraisal) and
determine if/how to act in the context. We reason that an important
aspect of the threat appraisal in creating new passwords is the type of
account for which one is creating a new password. Users may view their
vulnerability to adverse consequences from hacking to be higher for
some accounts (e.g., banking app) than for others (e.g., social media app
or email app).

In the present study, we examined the roles of personality and
cognitive factors in password security behaviors. We considered the
strong possibility that individuals who experience problems with
remembering in daily life, may differ from others when creating new
passwords. For example, they may create passwords that are easier to
remember, which may end up being weak passwords. They may also be
more likely to reuse previously used passwords. Memory research
supports the view that long-term memories, which can be retained
permanently, are first processed in working memory, which is limited in
capacity and available for only a brief time (Cotton & Ricker, 2022;
Forsberg et al., 2021). Some information processed in working memory
will not be transferred to long-term memory (i.e., will be forgotten).
Those with smaller working memory capacities may have to put in more
effort to transfer the information to long-term memory. On the other
hand, it is also plausible that individuals with memory problems may
take more steps to create especially strong passwords because they have
developed strategies in daily life for compensating for their memory
weaknesses. Prior research has discussed how memory ability might
influence cyber security behavior (Camp et al., 2016; Gao et al., 2018;
Pilar et al., 2012; Vu et al., 2007; Woods & Siponen, 2018). In a study of
adults varying in age from 18 to 93 years, Pilar et al. (2012) found that
those with more accounts reported having more memory problems with
their passwords specifically (i.e., not about their general memory
problems in daily life) and were more likely to keep a written record of
their passwords. We are aware of no prior study that has shown that
general memory problems in daily life relate to individuals’ password
security behaviors.
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The present study also examined how individuals differing in how
much they enjoy thinking (also called need for cognition, Cacioppo &
Petty, 1982) might differ in their password creation. A contemporary
view of need for cognition is that it is a personality trait related to how
motivated individuals are to engage in mental effort (Cacioppo & Petty,
1982; Girtner et al., 2021). Other research has shown individual
differences in the need for cognition to be positively somewhat related to
fluid intelligence, but unrelated to working memory capacity
(Fleischhauer et al., 2009; Gértner et al., 2021). Recent research by
Kennison et al. (2021) found that those reporting higher levels for need
for cognition created stronger passwords. Following these results, we
reasoned that individuals who are higher in need for cognition may be
more motivated to think about cybersecurity, generally, and also be more
motivated to think about how best to make a new password for different
types of apps, specifically.

In the reported study, we examined personality and cognitive factors
in password security behavior. We tested four sets of hypotheses. We
hypothesized that participants would create stronger new passwords for a
new banking app or a new email app than a new social media app. In
addition, we hypothesized that those reporting more frequent memory
problems would create weaker passwords, as such passwords may be
easier to remember. Those reporting more frequent memory problems
may also be more likely to use the same passwords for the three new
apps and report greater likelihood to reuse passwords. We also
hypothesized that those higher in need for cognition would be more
likely to create stronger passwords (Kennison et al., 2021), as they may
engage in more thinking during the password creation process and
cybersecurity generally. We also hypothesized that those higher in need
for cognition would be less likely to use the same password for the three
new apps, report lower likelihood of reusing passwords and sharing
passwords in the future. We also hypothesized that those reporting higher
levels of general risk-taking would create weaker passwords (c.f.,
Kennison & Chan-Tin, 2020; Kennison et al., 2021), be more likely to
use the same passwords for the three new apps, and report greater
likelihood to share and reuse passwords. Lastly, we hypothesized that
men would report higher levels of cybersecurity knowledge than women
and be more likely to engage in risky cybersecurity behaviors (c.f.,
Kennison & Chan-Tin, 2020), such as creating weak passwords, being
more likely to share and reuse passwords in the future.
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METHOD

Participants

Four hundred forty four (114 men, 327 women, and 3 other)
undergraduates participated in exchange for course credit. The mean age
was 20.27 years (SD = 4.48). The sample was majority White (73%).
Other groups in the sample included Hispanic (6%), Black (4.2%),
Native American (5.2%), Asian/Asian-American (2%), Pacific
Islander/Native Hawaiian (1%), and more than one category (8.6%).

Materials
We asked participants to create three new passwords, which they
entered in to three text boxes. The instructions were as follows:

Take a moment and imagine that you have downloaded three new
applications. You are asked to create passwords for these applications so
that you can access them in the future. Please enter three passwords
below that are typical of the passwords that you use in your daily life.
One is for a new banking app, one for new social media platform, and
one for a new email account.

We used measures from prior research to assess everyday memory
failures, need for cognition, and password security knowledge. We used
the 28-items of the Memory Failures of Everyday (MFE) from Montejo
Carrasco et al. (2012), which were derived from previous work beginning
with Sunderland et al. (1983). Each of the 28 items described an example
of everyday memory failure (e.g., Forgetting where you have put
something and Finding that a word is “on the tip of your tongue”) was
presented with a 3-point rating scale: 1) never, 2) sometimes, not often
and 3) frequently, often. Participants were instructed to rate how
frequently they experienced each of the examples of memory failure.
Ratings were averaged for each participant with higher numbers
reflecting more frequent memory failure. The measure has demonstrated
high internal consistency in prior research (Cronbach alpha o = .90,
Montejo Carrasco et al., 2012). We found that the measure demonstrated
high internal consistency (Cronbach o =.91).

We used Cacioppo and Petty’s (1982) 18-item Need for Cognition
questionnaire to assess individual differences in cognition. Each
statement was rated on a 5-point scale (i.e., / = Strongly Disagree, 2 =
Disagree, 3 = Neither Agree Nor Disagree, 4 = Disagree, 5 = Strongly
Agree). Example statements include I would prefer complex to simple
problems and I really enjoy a task that involves coming up with new
solutions to problems. For each participant, the average rating was
computed after reverse scoring some items. Higher averages indicated
more need for cognition. The measure has demonstrated high internal



Kennison & Chan-Tin PASSWORD SECURITY 605

consistency in prior research (Cronbach alpha a = .90, Cacioppo et al.,
1982; 1984). We found that the measure demonstrated high internal
consistency (Cronbach a = .85).

We assessed cybersecurity knowledge using four questions
previously used by Kennison and Chan-Tin (2020): a) My knowledge of
password security is high; b) Password security practices are not
something that I have learned very much about; c) I know a lot about
password security practices; and d) My level of knowledge about real
world cases where sensitive data have been stolen by hackers is fairly
high. Participants indicated their level of agreement using a 7-point scale
(I=Strongly Disagree, 2 = Disagree, 3 = Slightly Disagree, 4 = Neither
Disagree Nor Agree, 5 = Slightly Agree, 6 = Agree, 7=Strongly Agree).
We calculated the average rating, after reverse scoring one item. Prior
research observed adequate internal consistency for the items (Cronbach
a = .74, Kennison & Chan-Tin, 2020). In the present study, we also
observed good internal consistency (Cronbach o = .82).

We constructed a question to assess participants’ likelihood of using
the same password on multiple apps in the future. The instructions were
as follows: Please take a few minutes to consider how likely you are to
re-use an old password for each of the following "new" situations.
Participants rate the likelihood on a 5-point scale (i.e., I = not at all
likely, 2 = somewhat unlikely, 3 = neither likely nor unlikely, 4 =
somewhat likely, 5 = very likely). Participants rated six new situations: a
new phone, a new tablet, a new banking app/website, new email account,
and new gaming app/website. Average likelihood was computed for each
participant with higher averages reflecting greater likelihood to share re-
use passwords. We found that the question demonstrated adequate
internal consistency. The Cronbach alpha was .92.

We constructed a question to assess participants’ likelihood of
sharing passwords with others in the future. The instructions were as
follows: Please take a few minutes to consider how likely you are to
share one or more of your passwords with the person listed below.
Participants rate the likelihood on a 5-point scale (i.e., I = not at all
likely, 2 = somewhat unlikely, 3 = neither likely nor unlikely, 4 =
somewhat likely, 5 = very likely). Participants rated ten types of others:
mother or father, sibling, roommate/housemate, work colleague who is
interacted with regularly, work colleague interacted with rarely, boss,
best friend, stranger who requests it on a phone call, a stranger who
identifies themselves as an IT employee hired by your company, and any
other family member (e.g., aunt, uncle, cousin, grandparents). Average
likelihood was computed for each participant with higher averages
reflecting greater likelihood to share passwords. We found that the
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question demonstrated adequate internal consistency. The Cronbach
alpha was .813.

We used an attention check question in order to identify inattentive
responders. The instructions were as follows: Sometimes researchers
include a question to determine if the participant is paying adequate
attention while completing the survey. In order to show us that you are
paying attention please select the fourth option as the response to this
question. These instructions were followed by a 5-point scale (i.e., / =
strongly agree, 2= slightly agree, 3 = neither agree nor disagree, 4 =
slightly disagree, 5 = strongly disagree). We also asked participants to
indicate their gender (i.e., male, female, or other), their age in years, and
their ethnicity.

Procedure

After we obtained IRB approval for the study, we recruited
participants from a research participant pool (i.e., SONA system) housed
in a department of psychology. The majority of participating courses
were general education courses, attracting all majors on campus.
Participants completed our online survey, which was implemented with a
professional license of Qualtrics. Participants received the questions in
the same order (i.e., personality, need for cognition, new password
creation, memory problems, future password sharing, future password
reuse, and demographics).

We assessed password strength using Wheeler’s (2016) zxcvbn
algorithm, which scores password strength using integers ranging from 0
(weakest) to 4 (strongest) and provides information about the average
number of guesses and approximate amount of time that it would take to
guess the password. We carried out statistical analyses using IBM’s
SPSS Statistics software version 26. We analyzed descriptive statistics
for the data, including means, standard deviations, and correlation. We
also carried out multiple regressions. The data, methods, and materials
from this study are available from the corresponding author upon request.

RESULTS

Responses of participants who failed to answer the attention check
question correctly (i.e., 7 men and 18 women) were eliminated from the
dataset. The remaining data were used to calculate means, standard
deviations, and Pearson’s r values. To test the hypothesis that
participants would create stronger passwords for a new banking app or a
new email app than for a new social media app, we carried out a one-way
Analysis of variance (ANOVA). The results showed that passwords
created for a new banking app were stronger than those created for a new
social media app (banking app: 3.35 vs. social media app: 3.19), F (1,
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373) =10.66, p <.001, but were not stronger than those created for a new
email app (banking app: 3.35 vs. email app: 3.41), F (1,373)=1.22,p=
.268. The passwords created for a new email app were stronger than
those created for the new social media app (social media app: 3.19 vs
email app: 3.41), F(1.373) =21.64, p <.001.

Memory Failures and Password Strength

To test the hypothesis that those reporting having memory failures
more often would create weaker passwords, we examined the
correlations. Table 1 displays the results of correlations between need for

Table 1. Summary of Correlational Results for Women (Men)

Variables Need for Memory General Risk-
Cognition Failures Taking

PW Strength Banking .20™ (.25%) - 157 (-18") .05 (-22%)

PW Strength Email 19 (259 -177 (16" .07 (.04)

PW Strength Social 16 (277 -.08 (.006) .06 (-.003)

Made Different PWs .07 (.003) -.09 (.03) -.15% (-.003)

Future PW Sharing .02 (.14) 008 (219 .06 (.28")

Future PW Re-Use -.03 (-.06) .04 (-.05) .01 (-.03)

Cyber Knowledge .04 (.26™) -.06 (.12) -.03 (-.13)

Note: PW = password *p < .05, **p <.01,***p <.001

cognition and everyday memory failures for women and men. The results
supported the hypothesis, showing that those with more memory failures
created weaker passwords for the banking app, » = -.17, p = .001 and the
social media app, » = -.175, p = .001. When men’s and women’s
passwords were considered separately, the relationships were observed
for women only: banking app, » = -.15, p = .01 and the social media app:
r = -.17, p = .005. Correlational results provided no support for the
hypothesis that those reporting more frequent memory failures would
also report being more likely to reuse passwords in the future. We also
found that those reporting more frequent memory failures would also
report being more likely to share passwords in the future. The
relationship was observed for men only (» = .21, p = .03).

Need for Cognition and Password Strength

Correlational results also provided support for the hypothesis that
those higher in need for cognition would create stronger passwords. The
relationships were observed for each of the three apps (banking app: r =
.22, p <.001, social media app: » = .21, p <.001, email app: r = .20, p <
.001). When men’s and women’s passwords were considered separately,
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the relationships were observed for men (banking app: » = .25, p = .017,
social media app: » = .25, p = .018, email app: » = .27, p = .011) and for
women (banking app: » = .20, p = .001, social media app: » = .19, p =
.002, email app: r = .16, p = .007). The results did not support the
hypothesis that those higher in need for cognition would be less likely to
repeat a password when they created new passwords for the banking,
social media, and email app, would be less likely to share passwords in
the future, or would be less likely to re-use passwords in the future.

Risk-Taking and Password Strength

The correlational results also provided partial support for the
hypothesis that those reporting higher levels of general risk-taking would
create weaker new passwords. The relationship was observed only for
men for the banking app only (» = -.22, p = .034). There was partial
support for the hypothesis that those reporting higher levels of general
risk-taking would be less likely to create different passwords for the three
new apps. The relationship was observed only for women (» = -.15, p =
.014). There was support for the hypothesis that those reporting higher
levels of general risk-taking would be more likely to share passwords in
the future, » = -.13, p = .01. When men’s and women’s passwords were
considered separately, the relationship was observed only for men (r =
.28, p = .005). There was no support for the hypothesis that those
reporting higher levels of general risk-taking would be more likely to
reuse passwords in the future.

Gender and Password Strength

To test the hypothesis that men would create stronger passwords than
women, we compared means using #-tests. The results partially supported
the hypothesis. Men created stronger passwords for a new email app than
did women (men: 3.67 vs. women: 3.31, t = 291, p = .004. The
passwords for the other two apps showed similar trends, but the
differences were not significant: banking app (men: 3.51 vs women:
3.28, t=1.85, p =.066) and social media app (men: 3.35 vs women: 3.13,
t = 1.76, p = .079). The results also supported the hypothesis that men
would report higher levels of cybersecurity knowledge than women
(men: 4.01 vs women: 3.24, t = 5.08, p <.001). The results supported the
hypothesis that women would report being more likely to re-use
passwords in the future (women: 4.14 vs men: 3.91, ¢ = 2.01, p = .046).
The results failed to support the hypothesis that women would report
being more likely to share passwords in the future (women: 2.01 vs men:
1.99, t= .23, p = .83).
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Multiple Regression Analyses

To explore further how cybersecurity knowledge, need for cognition,
and everyday memory failures relate to password strength and likelihood
to share and reuse passwords in the future, we carried out multiple
regression analyses. First, we used the average password strength for the
three new apps as the dependent variable and gender, cybersecurity
knowledge, everyday memory failures, and general risk-taking as the

Table 2. Summary of Multiple Regression Results for Variables
Predicting Average Password Strength and Likelihood of Future
Reuse of Passwords

Predicting Average Password Strength

B t sr? R | R? | AR?
Variables 31].08 |.10™
Gender .06 1.17 .003
Cyber Knowledge .10 1.92 .009
Need for Cog 21 4.16° | .043
Memory Failures -.13 -2.45*% | .014
Risk-taking .06 1.12 .003
Predicting Likelihood of Future Reuse of Passwords
B t s | R | R?2 | AR?
Variables 26 | .06 | .07
Gender -.04 -74 .001
Cyber Knowledge -25 | -4.98™ | .057
Need for Cog -.02 -31 .000
Memory Failures .002 .34 .000
Risk-taking -.023 -47 .000

Note: Cyber = Cybersecurity, Cog = Cognitive, *p < .05, **p < .01,***p <.001

independent variables entered simultaneously. The model was
significant, F(5, 369) = 21.53, p < .001, accounting for 10% of the
variance in average password strength. There were two significant
predictors: need for cognition (f = .21, p <.001) and everyday memory
failures (f = -.125, p = .015). Secondly, we used likelihood to re-use
passwords in the future as the dependent variable and gender,
cybersecurity knowledge, everyday memory failures, and general risk-
taking as the independent variables entered simultaneously. F(5, 407) =
5.90, p < .001 accounting for 7% of the variance in average password
strength. The only significant predictor was cybersecurity knowledge (f
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= -25, p <.001). Lastly, we used likelihood to share passwords in the
future as the dependent variable and gender, cybersecurity knowledge,
everyday memory failures, and general risk-taking as the independent
variables entered simultaneously. The model was not significant, F(5,
409) = 1.99, p = .079. Table 2 displays the results for the analyses
predicting average password strength and likelihood to reuse passwords
in the future.
GENERAL DISCUSSION

The study investigated how personality and cognitive factors are
related to individuals’ cybersecurity behaviors. We assessed whether the
passwords that participants created for new apps would vary depending
on the type of app and whether password strength would be related to
individual differences in need for cognition, everyday memory failures,
and in password security knowledge. The results confirmed that
participants created the weakest passwords for a new social media app
and stronger passwords for a new banking app and a new email app.
These results are consistent with Florencio and Henley’s (2007) findings
showing that passwords created for Outlook work email and for Paypal
and Fidelity accounts were stronger than for a New York Times
subscription. We suggest that the results are compatible for protection
motivation theory as applied to cybersecurity decisions (Debb &
McClellan, 2021). Users’ view of their vulnerability to hacking may vary
across different types of apps. Apps that are linked with financial
information may be viewed as a high priority for cybersecurity measures,
while other apps may be viewed as a low priority. Nevertheless, when
they use weak passwords for some apps and strong passwords for other
apps, users can fall victim to credential stuffing (Ba et al., 2021), which
could result in a password obtained from an app perceived as a low
priority for cybersecurity to be used to guess passwords for apps that are
perceived as a high priority for cybersecurity (e.g., banking app).

The results showed that those who reported experiencing more
everyday memory failures in daily life created weaker passwords overall.
Our results further showed that individuals reporting more daily memory
failures created weaker passwords than others. Correlational results
showed that women reporting more everyday memory failures created
weaker passwords for a new banking app and new social media app, and
men who reported more everyday memory failures also reported being
more likely to share passwords with others in the future. Those
experiencing memory problems may engage in risky cybersecurity
strategies with regard to passwords (i.e., using passwords that are easier
to remember, which may be weaker, and/or re-using passwords).

Our results also showed that individual differences in propensity to
engage in thinking are related to password strength. We found that those
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reporting higher levels of need for cognition, the personality trait
reflecting individual differences in motivation to engage in thinking,
created stronger passwords for each of the three new apps. Cyber security
education programs or trainings may be able to incorporate the topic of
cognition to aid users in reflecting on what password creation strategies
may work best for them. For those with low levels of need for cognition,
training may be able to encourage users to spend more time thinking
about each new password that they create. Encouraging the use of
password managers may also be useful for these users.

Our results demonstrating a link between general risk-taking in daily
life and password security behavior are consistent with prior research
(Kennison & Chan-Tin, 2020). We found that men, but not women, who
reported more daily risk-taking created weaker passwords for the new
banking app. Higher levels of general risk-taking for women was related
to being more likely to reuse the newly created password for the three
new apps. For men, higher levels of risk-taking were related to being
more likely to share passwords in the future. Our results showing that
women reporting more frequent forgetting in daily life take more risks in
daily life is novel and worthy of future research. It is unclear whether
memory problems contribute directly to taking risks or whether there is a
third variable affecting memory and risk-taking.

Our results showed that individuals with lower cyber security
knowledge created weaker passwords. Lower cyber security knowledge
was also related to greater likelihood of re-using passwords in the future.
Both of these findings are consistent with prior research, showing that
individuals with more cyber security knowledge are less likely to engage
in risky cyber security behavior (Kennison & Chan-Tin, 2020; McCrohan
et al., 2010; Peker et al., 2016). The fact that individuals with high levels
of password security knowledge may choose to use weak passwords for
some apps is especially risky if they re-use the weak password or a
variant of it for other apps in the future. For example, previous research
has shown that cracking a weak password for one user’s account can lead
to cracking the stronger passwords for the same user (Haque et al., 2013).

The results have implications for the development of theories
describing the cognitive processes involved in creating passwords for
different kinds of account. Few prior studies of cybersecurity behavior
have utilized models of cognitive processes, which incorporate multiple
stages of planning and individual differences factors. The lack of theory
development including psychological variables on this topic is due, at
least in part, to the fact that the work in the area is most often carried out
by researchers with backgrounds in computer science rather than in
psychology or other social sciences. Most prior research has been geared
towards the creation of cybersecurity education programs or trainings and
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identifying individuals most in need of training based on their personality
traits (Alohali et al., 2018; Kennison & Chan-Tin, 2020; Kennison et al.,
2021; Russell et al., 2017; Shappie et al., 2019), but has paid limited
attention to cognitive processing and/or motivation. Few studies have
examined the process of planned cybersecurity behavior as a process that
could be approached as a process model (e.g., Camp et al., 2016), which
could be used to frame future empirical investigations. We hope the
present research serves to call attention to the need for more detailed
theoretical approaches to cybersecurity behaviors. The present results
show the importance of incorporating individual differences in need for
cognition and everyday memory failures in future models. Future
research may aim to focus on different aspects of memory ability, such as
working memory capacity, memory for past events (i.e., retrospective
memory), and memory for tasks to be completed in the future (i.e.,
prospective memory).

Most of the research has focused on recommendations for
cybersecurity training (Aldawood & Skinner, 2019; McCrohan et al.,
2010; Peker et al., 2016; Taylor-Jackson et al., 2020). Our results inform
these endeavors as well. For those with the most severe everyday
memory failures, they could be encouraged to learn about and consider
adopting a password manager, which can be used to create a strong
unique password for every account. Prior research by Kennison and
Chan-Tin (2021) showed that only about a third of college students know
what passwords managers are. Those individuals who may have
relatively low levels of need for cognition could be encouraged to spend
more time thinking about cybersecurity generally, and strategies to create
strong passwords, specifically. Future research is needed to estimate the
optimal amount of time that one should spend when creating a new
password and engaging in effort to remember that password.

The research has multiple limitations. Foremost, we analyzed self-
reported responses collected in an online survey. It is unclear whether
passwords created in research studies are comparable to the passwords
users create in daily life. Future research may be able to develop better
methods for asking participants about their password security behavior.
For participants who frequently re-use passwords in daily life, they may
be especially unwilling to respond to survey questions in which they are
asked to generate new passwords for hypothetical contexts. Second, our
sample of college students was drawn from a psychology department in a
relatively inexpensive public university located in the central region of
the United States. Participants were young adults who were on average
20 years old and predominantly White. The ratio of women to men in the
sample was approximately 3:1. It is possible that future research with
samples of college students drawn from different types of institutions and
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academic departments and with a better gender balance may observe
different results.

In summary, the research showed that when creating new passwords,
users create stronger passwords for some types of apps (i.e., banking app
and email app) versus others (i.e., social media app). The results also
showed that individual differences in everyday memory failures and need
for cognition, a personality trait reflecting motivation to engage in mental
activity, predicted password strength. Those reporting more everyday
memory failures and those reporting the lowest levels of need for
cognition were more likely to create weak passwords. Future training
programs to raise awareness about password security could include self-
assessments of everyday memory problems and need for cognition in
addition to information about the characteristics of strong passwords. The
research supports the view that the there is a need for theories of planned
cybersecurity behavior that incorporates multiple stages of processing
and individual difference factors (e.g., gender, personality, and cognitive
factors, such as memory ability).
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