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Abstract

Cybersecurity is a complex problem. To study the complexity underneath the system and forecast
possible future cyber events, we used system dynamics (SD)modeling and simulation.Network
operations are normally modeled and simulated using the discrete-event simulation (DES) techniques.
Since the primary focus of the DES modeling is packet traffic, the cyberattacks and resulting defenses
are viewed from the layer 3 (network layer) of the open system interconnection (OSI) model. This does
not discover more harmful attacks that might occur at higher(layer 4 and above) OSI layers. There are 32
million small businesses across the United States and 81 percent of them do not have cybersecurity
personnel. Today’s extraordinary (COVID-19) situation, application layer (layer 7) security is the key
concern for everyone, because every business revenue is heavily dependent on online/always-on
presence. Research shows that almost 70 percent of successful cyber attacks are happening at the
application layer. This paper presents a new integrated SD modeling framework for the application layer
security to help small businesses from cyberattacks.
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1. Introduction

The Internet is the global system of
interconnected networks in the public domain
[1]. Cyberspace, which does not exist in any
physical form, is a complex environment
resulting from the interaction of people,
software, and services on the Internet through
connected devices and networks [2]. The
Internet along with Cyberspace is known as the
Cybernetwork. Today, Cybernetworks are an
integral part of our homeland like any other
physical parts such as cities [3]. With the
COVID-19 pandemic, it has become a vital
necessity for everyone to do their day-to-day
activities and keep in touch with others [4].
International Telecommunication Union 2021
report [4] shows that about 90 percent of
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people from developed countries and
approximately 63 percent of the world’s
population were using the Internet in 2021,
which was a 9 percent increase (during the
pandemic) from 2019.

According to the U.S. Small Business
Administration Office of Advocacy 2020 report,
small businesses comprise 99.9 percent of all
firms in the U.S, which is 31.7 million in total
[5]. Out of these 25.7 million (81 percent)
companies have no employees [5], meaning
operated only by the owners and there are no
cybersecurity personnel. Today, web
applications have become the predominant way
of delivering services over the Internet and
preferred by billions of people to perform
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critical tasks such as banking, healthcare, etc.
[6-11]. Due to their popularity, web
applications also became the primary targets
[9], about 63 percent of total Internet attacks
[7], for a wide range of malicious actors. In this
extraordinary  (COVID-19) situation every
business revenue is heavily dependent on
online; that is, to run their business successfully
these business websites or applications must be
“always-on” round the clock [12]. These
businesses cannot be successful until the
customers have confidence that these web
applications are secure [13]. Imperva research
[14] shows that, for the past several years, the
yearly data breach growth is about 30 percent
and almost 50 percent data breaches originated
at application layer. Almost 70 percent of
successful  cyberattacks occur on web
applications [14]. In 2020, the number of new
application interface (API) vulnerabilities grew
by 4 percent [15] and an organization's average
loss due to distributed denial-of-service (DDoS),
which is one of the foremost cyberattack types
in the application layer, is $2.5 million [16].
Therefore, application layer attacks should be a
key concern for all businesses that heavily
depends on online presence [16].

The application layer is most vulnerable to
cyberattacks as compared to other layers [17]
and security at this layer is totally different from
other layers due to several reasons. First, since
the application layer is close to/operated by a
large number of end-users, the attack surface at
the application layer is too big [17]. Second, it
is very difficult to differentiate the cyberattacks
from legal Internet connections at the layer 7
(application layer), because all the connections
whether they are attack or legitimate user
connections, they all need to go through the
layer 3/4 (network/transport layers) interface
validation process. Third, the majority of the
users at the application layer are unskilled end-
users, whereas lower layers users are more
skilled and more security conscious users such
as Information Technology (IT) managers,
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network engineers, and network administrators
[17]. Fourth, the services provided by the
applications are located outside the 7 OSI layers
which is not under the control of network
administrators [13], and finally, many
application vulnerabilities are introduced in the
design phase of the software development
lifecycle, IT managers or network administrators

have little control over preventing these
vulnerabilities [13]. Therefore, we need to
depart from the traditional

cyberattacks/defenses techniques and use a
totally different approach to address the
application layer security.

2. The Role of Modeling and Simulation in
Cybersecurity

To solve a complex problem like Cybersecurity,
first we need to capture the complexity
underneath it [18]. Modeling and simulation is
the best available tool to study a system’s
complexity and forecasting the probable
impacts of cyberattacks on that system
[18]. Modeling is used to study the behavior
and the effectiveness of the design of the
system under study [19-21]. Modeling is not
only allowing us to capture the essential parts
and their relationships of a real-world system,
but also the behavior of the system under study
[22-24] in order to view the Cybersecurity
situation [18]. With respect to Cybersecurity,
the modeling process allows us to capture key
information about the system under study such
as network infrastructure, security settings,
business services, and list possible security
vulnerabilities and threats [25]. Once the
Cybersecurity model is created, we can use
simulation to imitate the attacker’s activities to
assess the system’s risk exposure [25], get
insight of the whole system [26], and validate
the model [18]. An organization can identify
the gaps or weaknesses in the system (that is,
the system’s risk exposure) by first setting the
model with known security controls and
vulnerabilities and then simulating possible
cyberattacks on the model [18, 25]. Simulation
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allows the Cybersecurity personnel or network
administrators to better understand their
system both on abstract and concrete levels
and allows them to investigate the real-word
system by means of various “what-if” questions
[18,27,28]. Simulation is also a powerful tool
for providing education and training on the
system [18,27,28].

3. Application Layer Security Modeling

The application layer acts as an interface
between an application’s wuser and the
underlying communication network [18]. The
application layer is the computer network’s
communication endpoint (that is, source and
destination of the communication) and its main
functions are initiate the data transfer, define
user authentication process, and coding
(converting the human communications into
digital format) and decoding (converting the

digital information received into human
readable format) [18].
In general, the modeling and simulation

community uses the discrete-event simulation
(DES) techniques to model the computer
networks. That is, to study the network, they
will simulate the packet movement throughout
the network and observe the network
parameters such as throughput and latency.
[18] In DES, cyberattacks are simulated by
sending a huge number of packets through the
network and observing the result [18]. There
are two major drawbacks in this DES approach:
1) since DES uses huge number of packets for
cyberattack simulation, the computer can able
to simulate only few seconds of network
operations, and 2) the discrete event
simulation’s primary focus is on packet traffic, it
views the cyberattacks and the resulting cyber
defenses from layer 3 (network layer) and
cannot model/simulate the cyberattacks that
might happen in higher layers (that is, layer 4
and above) especially on the application layer
[18]. Therefore, we need a different technique

elSSN1303-5150

&

than DES to model/simulate the application
layer cyberattacks/defenses.

System dynamics (SD) [29] is a modeling
technique in which a system is defined as a
collection of interacting elements [30] and used
to study how a system changes over time [29].
Originally, in the early 60’s the SD was
developed by Forrester at Massachusetts
Institute of Technology (MIT) to solve long
standing, chronic, dynamic industrial
management problems [31,32]. Currently SD is
used to solve a variety of business policy and
strategy problems [33-35]. From our previous
research [18], we have identified that the SD is
the suitable tool for modeling and simulating
various cybersecurity problems especially the
application layer security problems. Since SD

uses differential/integral  equations  for
modeling, it allows wus to simulate a
cybersecurity situation (that is network

operations) for any length of duration starting
from a few seconds to several years.

In SD, a system is defined as a collection of
elements that interact continuously over time
to form a unified whole [36]. SD Focuses on
understanding of how the components of a
system interact, how and why the dynamics of
concern are generated, and how policies and
decisions affect system performance [18]. Like
any other simulation model, a SD model has its
structure (the static part of the model) and
behavior (the dynamic part of the model). The
relationships between the physical processes,
information flows and managerial policies
defines the model’s structure [37]. The dynamic
behavior of the system is generated by
operating the structure over a period [37]. A
causal-loop diagram is used to depict the SD
system by showing the parts, the links and
feedback loops between the system parts as
well as between the system and its operating
environment [36]. Causal-loop diagrams help
the decision-makers to get insight of the
complex system such as a cybersecurity model

www.neuroquantology.com

9149


http://www.neuroquantology.com/

NeuroQuantology|July2022 |Volume20|Issue8|Page 9147-9158|d0i:10.14704/nq.2022.20.8.NQ44936
Dr. Uma Kannan et al/ An Integrated Modeling Framework for Application Layer Security

[18,36]. To model a variety of cyberattack
scenarios and observe the system performances
under various conditions in SD, we need to do
the following steps: 1) convert these causal-
loop diagrams into stack-flow diagrams, 2)
translate the stack-flow diagrams into system of
differential equations, and 3) solve this system
of differential equations via simulation [18].
Once the SD cybersecurity model is created,
decision-makers can use graphical SD
simulation software such as Powersim, iThink

and STELLA, or Vensim to extend their system
understanding by manipulating the system
parts, linkage or feedback, system parameters,
or management policies and procedures on the
model [18].

4. The Integrated Model for the Application
Layer Security

Our integrated model for the application layer
security is shown in figure 1.
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Figurel: The Integrated Application Layer Security Model
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Figure 2: The System of Interest [18]

For this study we created a University IT system
with real hardware that consists of three major
sections: 1) an IT node: consists of three
modules learning management system (e.g.,
Canvas), an email system (e.g., Tiger Mail), and
an integrated administrative software system
(e.g., Banner) and each of these modules were
hosted on different web servers; 2) a Botnet: a
separate LAN consists of Kali Linux machines
used to conduct cyberattacks on the IT node,
hosted outside the University LAN; 3)
Workstations: group of client machines
(personal computers and laptops with
Windows, Linux, and Mac Operating systems)
hosted on the University LAN itself and used by
faculty, staff, and students for normal day-to-
day operations. The IT system and the LANs
configurations are shown in figure 2.

4.2. Cybersecurity SD Model

|_'} wkilian

N

To study our University IT system, first we
created an abstract SD model with the essential
features of the system. Second, we simulated it
over a time with different scenarios to collect
the system’s behavior over a time. Finally, we
used the simulation outputs to refine our
abstract model. We repeated this several times
until our SD model became an exact replica of
the real-world system. The role of the
simulation in the design were: 1) identify the
gap in the design, that is, identify the key
characteristics that may be omitted in the
abstract model and include them in the next
iteration, 2) try alternative design choices to see
which design provides better performance in
terms of avoiding bottlenecks and cost-benefits.
The role of the simulation in system modeling
[38] is shown in figure 3.

7N
'__'}I' i

Figure 3: System modeling process [38]

To study how our system behaves under a
distributed denial of service (DDoS) attack, we
created a sub-model with a domain web server
which hosts the hypothetical University’s
homepage — umaexamplel.com in our case and
a botnet, which located outside the university
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LAN, to conduct the DDoS attack. The logic
model, real-world physical hardware model,
and the SD simulation stack-flow diagram
model are shown in figures 4, 2, and 5
respectively.
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Figure 5: Stack and Flow SD model for a DDoS attack

4.3. Effects-Based Operations

The U.S. Airforce developed a modeling
technique called Effects-based operations (EBO)
to carry out air strikes [18]. Under EBO, before
conducting an air strike the U.S. Air Force will
identify the desired effects using wargaming
and simulation and then will plan attacks to
achieve those desired effects [18,39]. EBO
modeling will help an organization to realize the
results of first order or direct effects (how an
attacked application behaves) and possible
indirect or higher order ripple effects (how
related applications of the attached application
behaves) of a cyberattack from the system level
[18].

To study how our system behaves under
cyberattack, we simulated an attack on one
application of the IT system, say Ebill, and
observed the behaviors of the Ebill as well as
the other related applications of the system,
such as Banner and learning management
system, and the home page. This helped us in
planning the recovery strategy from such a
cyberattack in near future.
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4.4. Reasoning System

A reasoning system is a software that drives
conclusions or possible answers using logical
deduction and induction from the
knowledge/information provided to it [40].
There are two types of reasoning systems: an
interactive reasoning system and a batch
reasoning system; the former needs user
feedback and guidance whereas the later
provides the conclusions without user feedback
and guidance [40-42].

Recent studies have shown that observational
data-driven deep learning (DL) models have the
potential to make high-quality predictions of
events. Among available models, the Long
Short-Term Memory (LSTM) neural networks
[43], which are variants of recurrent neural
networks (RNNs), tend to perform better than
general neural network models and physical
models. LSTM network models can be an
optimal tool for modeling systems since they
are capable of  tracking long-term
dependencies. The two important components
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of LSTM networks are states and gates. The
states are the representation of memory units
that reside inside every LSTM node. The gates
regulate the amount of information flowing
through every LSTM node. Every LSTM node
contains two different types of states: hidden
state (stores working memory), which carries
the information of the previous node. This
memory can be overwritten by the information
in the second state called the cell state (stores
long-term memory in the current node), which
runs through the entire chain and carries long-
term dependencies to all the nodes in the
network. In addition to the two memory states,
an LSTM node also contains three types of
gates: input gate, output gate, and forget gate
[44]. These gates are used to update the cell
state, produce a new hidden state, and help the
neural network to overcome the potential
unbounded growth of cell states respectively
[44].

We have created a deep-learning-based
reasoning system using LSTM networks. During
the operation, 1) the reasoning system will
collect log information about the user, network
devices, and network connections, 2) identify
the new devices/connections (by tracking the
old devices), 3) store long-term dependencies
of cyber events, and 4) identify new events (to
pass on to the reasoning system to alert about
cyber-attacks). Similarly, the system will identify
new users and keep a track of their activities to
alert when an abnormal user behavior is
observed.

5. Results

To study our integrated system performance
under cyberattacks, that is how our system
responds to a cyberattack on an application, say
the Banner system which is hosted on the
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umaexamplel.com, we conducted a DDoS
attack (see figure 4 above) and observed the
system behavior, which are shown in figure 6
and 7.

Normal Scenario:

Node: www.umaexamplel.com

Server configuration: maximum 256 parallel
connections (on a given time)

Service Request: 4 connections/sec

Start time: 1% second

End time: 240" second

The attack scenario:

Attack node: www.umaexamplel.com

Server configuration: maximum 256 parallel
connections (on a given time)

Attack type: DDoS slow read attack (5000
connections, 200 connections/sec)

Attack start time: 60" second

Attack end time: 120" second

As described in the scenarios, we created a SD
simulation model (shown in figure 5) to model
the cyberattack on the web server. As shown in
figure 6, we requested 4 connections per
second from 0O to 240 seconds through
workstations and conducted DDoS attacks using
a botnet from 60" seconds to 120" second.
Figure 7 shows the simulated web server status
from starting to end. Initially the domain web
server is available until 61 second, until the
DDoS attack began, it is not available during the
DDoS attack, which lasted between 60 and
120" seconds. Once we stopped the
cyberattack on 120" second the web server
recovered at 123“second. The same exact
result was obtained when we conducted the
DDoS attack on a real webserver using the
botnet. The real web server’s connection status
and availability are shown in figures 8 and 9.
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From this it is evident that using SD simulation
techniques we can model and predict
application layer cyberattacks. This will help the
network administrators to study the system risk
exposure and get ready for future similar
cyberattacks.

But as we already mentioned earlier, there are
32 million small companies in the U.S alone and
about 81 percent of them do not have network
administrators or cybersecurity experts. To
support these small organizations our
integrated model has a special unit called the

reasoning system. Once the system detects the
DDoS attack, the reasoning system figures out
that one particular client (botnet in our case)
occupies the majority of all available web server
connections and recommends the network
administrator or company owners (in the case
of small businesses) to terminate all these
connections from the botnet. If the
administrator/owner fails/unable to terminate
all these connections within 10 seconds the
reasoning system will terminate all the
connections from the web server (figure 10).

Test results against http://192.168.1.110/
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Figure 10: Status of the Reasoning System connected Domain Webserver (Availability)

6. Summary and Conclusions
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In this paper, first we showed how system
dynamics can be used to model a real-life
application layer cybersecurity situation such as
a  hypothetical university’s  information
technology model. To demonstrate our model,
we developed a cybersecurity testbed,
conducted a DDoS cyberattack, and showed
how the SD modeling technique can be used to
predict the future cyberattacks. This will be a
very helpful tool for network administrators or
cybersecurity personnel to study their system’s
risk exposure by trying various cyberattacks and
possible cyber defenses using EBO. Today, there
are 32 million small businesses across the U.S
alone and most of them without cybersecurity
experts or network administrators. In this
extraordinary COVID-19 situation they need to
keep their websites/applications online 24x7 to
successfully run their business. To support
these small business owners to identify and
recover from possible cyberattacks, we
introduced a reasoning system based integrated
application layer security model.
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