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Abstract

The remarkable ability of language models (LMs) has also brought challenges at the
interface of Al and security. A critical challenge pertains to how much information
these models retain and leak about the training data. This is particularly urgent as
the typical development of LMs relies on huge, often highly sensitive data, such as
emails and chat logs. To contrast this shortcoming, this paper introduces Context-
Aware Differentially Private Language Model (CADP-LM) , a privacy-preserving
LM framework that relies on two key insights: First, it utilizes the notion of context
to define and audit the potentially sensitive information. Second, it adopts the
notion of Differential Privacy to protect sensitive information and characterize the
privacy leakage. A unique characteristic of CADP-LM is its ability to target the
protection of sensitive sentences and contexts only, providing a highly accurate
private model. Experiments on a variety of datasets and settings demonstrate these
strengths of CADP-LM.

1 Introduction

Language models (LMs) are essential components of state-of-the-art natural language processing.
Their recent development has focused on training increasingly large models, containing hundreds of
millions parameters, giving rise to a new generation of tools with remarkable abilities in sentence
completion, code generation, text-to-image translation, and reasoning, to mention only a few examples
[5,14]. To obtain these remarkable performances, LMs are routinely trained on huge and often
highly sensitive datasets, such as emails, chat logs, and personal text. However, the size of these
models combined with the sensitive nature of the training data creates a dangerous mix: It is now well
documented that LMs memorize and regurgitate large potions of their training data [6, [7, (10} 9]]. The
tendency to memorize data can lead to a leakage of sensitive data from a model’s training set, where
the behavior of the model on samples that were present in the training set becomes distinguishable
from samples that were not. These privacy concerns are critical and can cause profound damage
to both data users and data curators. For example, by querying a model trained on patient record
data, an adversary could guess with high confidence if an individual contributed to the training set, or
could recover sensitive information of the individuals having some medical condition.

To address these concerns, recent work has focused on developing privacy-preserving language
models [[12,[16]]. In particular, Differential Privacy (DP) [8] has become the paradigm of choice for
protecting data privacy. In the context of machine learning, DP ensures that algorithms can learn the
relations between data and predictions while preventing them from memorizing sensitive information
about any specific individual in the training data. While this property is appealing, the application
of DP to large LMs is challenged by the resulting poor model utility or even non convergence
issues [12]]. DP uses carefully calibrated noise to render the models’ outputs insensitive from the
contributions of each individual sample. The application of traditional DP to a training process,
however, considers the protection of samples as a whole. Thus, it induces protection for those record’s
attributes which are not sensitive, resulting in overly pessimistic protection algorithms. Moreover,



current implementations of DP mechanisms for LMs can only provide protection guarantees for
individuals’ records when they have a clearly defined format or structure. They ignore the fact that
the same piece of private information can be represented in different ways. For example, one’s social
security number can be expressed as a mix of words and numbers.

On the other hand, privacy preserving mechanisms for language models can be more effective when
they are aware of contextual information which can reveal sensitive data [4]. This work mitigates
these issues by introducing Context Aware Differentially Private Language Model (CADP-LM), a
privacy-preserving LM mechanism which relies on a modified notion of Differential Privacy that
focuses on the protection of sensitive attributes only. CADP-LM is motivated by the intuition that
direct protection of sensitive tokens in language data may be insufficient. Since contextual information
preceding the token may be used to recover the token itself, an effective privacy preservation strategy
must also consider the identification and protection secret-revealing context.

In summary this work (1) Introduces the notion of context for language model and connect it with
the development of privacy preserving frameworks, (2) it provides a theoretical privacy notion for
DP language model with context, and (3) it experimentally demonstrates the ability of CADP-LM to
contrast privacy attacks and retain high accuracy.

2 Language Models and Privacy Risks

Language model. A language model places a probability distribution p(x) over discrete token
sequences x = (xp, X2, . ..). Learning such distribution is achieved by a chain rule factorization and
modeling the conditional distribution over a single target token given a context of previous tokens:

p(x) = l_lp(xi|xl,~-wxi—l)-

i=1

Given a corpus D = {z!,... 2N}, with N = |D|, the learning task trains a neural network parametrized
by 6 to learn p(x) by minimizing the negative log-likelihood over D:

N

L(D) = - Z Z log po(xi|i,...2!_))

=1 i=1

The negative log-likelihood of a sequence x is also referred to as perplexity to describe how "surprised”
is the model to see a given token. Low perplexity scores are associated with confident model
predictions. This is also often used as a proxy to quantify how likely has the model been to see a
specific token during training.

Threat model and attacks to LMs. This paper considers a blackbox access to the model in which
the attacker observes the model’s output probabilities (or logits) in response to a given query. The
attacker queries the model via seeding prompts, and their querying ability is considered unrestricted.

We now review two popular privacy attacks against LMs. These attacks will later be used to evaluate
the effectiveness of privacy preserving mechanism developed in this paper.

e Canary insertion. Proposed by Carlini et al. [6] this attack recovers the original training data point
using only query prompts. The assessment of this attack works by inserting canaries (e.g., random
sequences) into the training dataset, and then measuring if the model has unintentionally memorized
such canaries using an exposure metric function:

exposure,(s[r]) = log, |R| — log, ranke(s[r])

where s[r] is a canary, 6 is a vector of parameters for the LM model, R is an event set, and ranky(s[7]) =
[ € R : po(s[r']) < pe(s[r])| is the index of s[r] in the list of all possibly-instantiated canaries,
ordered by the empirical model perplexity of all those sequences.

For example, a canary takes the format s = "My SSN is XXX", where XXX is filled with random
values r from event R = [9]>. A low exposure value for that canary indicates a low risk of its leakage
from the model.

e Membership inference. An attacker performs a membership inference when they try to ascertain
the membership of a given sequence to the training dataset [|6]. This is achieved by simply querying



the model’s perplexity scores for some prompts, ranking them, and choosing the ones with the lowest
perplexity, i.e., highest likelihood they appear in the training set.

3 Differentially Private Machine Learning

Differential privacy (DP) [§] is a strong privacy notion used to quantify and bound the privacy loss
of an individual’s participation in a computation. A differentially private machine learning model
bounds the amount of knowledge an attacker may collect (by observing the model’s outputs) about
membership of an individual’s data into the training set. The action of adding or removing a record
from a dataset D, resulting in a new dataset D’, defines the notion of adjacency, denoted D ~ D’.

Definition 1. A mechanism M: D — R with domain D and range R is (€, §)-differentially private, if,
Sfor any two adjacent datasets D ~ D' € D, and any subset of output responses R C R:

Pr[M(D) € R] < e*Pr[M(D’) € R] + 6.

Parameter € > 0 describes the privacy loss of the algorithm, with values close to 0 denoting strong
privacy, while parameter ¢ € [0, 1) captures the probability of failure of the algorithm to satisfy e-DP.

DP-SGD. DP-Stochastic Gradient Descent [2]] (DP-SGD) is arguably the most commonly adopted
DP ML algorithm. In a nutshell, DP-SDG computes the gradients for each data sample in a random
mini-batch, clips their L,-norm, adds noise to ensure privacy, and computes their average. The privacy
loss is tracked at each training iteration using the moment accountant [2].

4 Challenges of Privacy-Preserving DP

Two well documented issues of DP-SGD for language modeling tasks are the deterioration in
performances and poor convergence [12}3]]. The issues are associated with the noise injection step
that scales with the number of parameters, resulting in poor gradients updates on large LMs.

These challenges can be partially overcome if one could identify the sensitive information in the
training set and adopt a DP strategy to protect exclusively such information. This identification
module can be derived from pre-existing privacy policies, or off-the-shelf Name Entity Recognition
(NER) models, as explored in [18]. While potentially effective, however, these methods make
assumptions about the structure of data to be protected. For example, they may exploit the fact
that credit card numbers are usually described as strings of 12 digits, emails have an "@domain."
string, etc. However, structural assumptions fail when attempting to protect sensitive information
more generally [4]. More importantly, a hand-crafted method to recognize sensitive tokens ignores
the context in which the private information is shared. This concept is important because sensitive
information may be described in multiple, often ambiguous, ways and context is often useful to infer
whether an information may be sensitive. For example, consider a partial sequence “my number
is”’; While the next token may have a structure conformant with a pre-existing secret policy, this
information may or may not be sensitive, based on the context. If the extended sentence was “I
received my social security card; My number is”, then the next token is likely to be sensitive, while if
the sentence was “I am waiting at the motor vehicle department; My number is®, then this information
may not be sensitive. This paper argues that the context in which the sensitive information is shared
is as important as the sensitive information itself.

S Context-Aware Differentially Private Language Models

To address these limitation, we introduce context-aware DP language model (CADP-LM), which
actively detect the context in which sensitive information may be revealed.

We start by introducing the notion of context more formally. It considers the presence of a semantic
invariant mapping ¢ which transforms sequences into other sequences with similar semantics. The
function ¢ can be a mapping from a sentence to another which uses synonymous words, or a text
summarization procedure, or a back-translation language module.

Definition 2. Consider a text sequence x = (x1,...,x;—1) and let x; being the (possibly sensitive)
token to be predicted. The a-context of x; is the smallest subsequence & of x such that:

p(xilx)—p(x;| ¢(&)) < a.



This notion of (approximate) context will be useful to quantify the properties of a secret-triggering
sequence, so that a model can be constructed to detect such sequences. In the above definition, x;
plays the role of a secret token and the context is the portion of its preceding sequence that has similar
ability to reveal the token itself.

At a high level CADP-LM is composed of two steps:

1. We first train a context-aware sensitive detection M, module whose goal is to recognize
whether a sequence may contain a sensitive token.

2. Next, we apply such detection module to a training corpus, and apply DP-SGD only to the
sequences detected as secret-triggering.

Details of the algorithm and formal guarantees are discussed next.

Context-aware sensitive detection Given a training corpus, we train a context-aware sensitive
detection model M, to distinguish sequences which are sensitive triggers from those which are
non-sensitive. As briefly hinted above, there is not a unique way to generate a training dataset for
a context-aware sensitive detection model M, since there is not a unique way to define a semantic
invariant function ¢. In this paper, we use a simple yet effective invariant function which transforms
a sequence x = (x,...,x;_1) into ¢(x) that satisfies the a-context notion introduced above, using
a round trip translation strategy [11]. This translates the original context seeding prompt « into
another language and back to attain the semantic invariant transformation. We use ¢(x) to augment
the original training set and train model M, recognize dangerous sequences generated from different
prompt mining strategies.

The next module assumes the presence of such a detection model with true-positive rate y. In other
words, M, fails to predict whether sequence « is secrete triggering with probability (1 — y).

Context-aware Differential Privacy The next step uses the context-aware sensitive detection
module M, to partition the training corpus D into a sensitive Dg and non-sensitive Dyg subsets. We
also write Ng = |Dg| and Nys = |Dys| to denote the size of the sensitive and non-sensitive datasets.

Consider a training corpus D = (Dg, Dys) where Dy is the subset of D containing sensitive sequences,
while Dy contains non-sensitive sequences. We are interested in protecting the sensitive information
in Dy, therefore the notion of dataset adjacency of differential privacy defines the change of a single
sequence in Dy only. Thus, two datasets D = (Dg, Dys) and D’ = (Dg, Dys) are adjacent if Dg and
Dy differ in at most a single entry.

CADP-LM is described in Algorithm [I. For each sample of the training corpus D, the training
procedure uses mechanism M,() to classify x as a sensitive or non-sensitive element. The algorithm
uses (noisy) gradient updates on sensitive sentences (i.e., those predicted to be in Dg) using a DP-SGD
step, and uses exact gradients for those samples predicted to be in Dys.

Algorithm 1: CADP-LM

input : Training corpus D ; Context detection function ¢; Iterations 7'; Noise
variance o-2; Clipping bound C; Learning rate 7
1 for iterationt = 1,2,...T do
2 foreach minibatch B of D do
3 Construct (Bs, Bys) by applying My(x) on samples « € B
4
5

Perform private updates with DP-SGD(c, C, ) on Bg
Perform regular updates with SGD(77) on Bys

The following results consider a CADP-LM algorithm that trains a model over T epochs using a
sensitive dataset Dy detected by M, containing N, training samples, uses mini-batches B at each
iteration, and standard deviation parameters o .

Theorem 1. CADP-LM satisfies satisfies (% + %, 6)-DP, forany (1 —y)<d6< 1.

The result is obtained by noting that each DP-SGD step satisfies («, €)-Renyi differential privacy

which also satisfies (& + %, 0)-DP [2], for 0 < ¢ < 1. The DP parameter ¢ is lower bounded by
(1 — ), the failure probability to detected a sensitive sample in minmibatch B.



6 Experimental Analysis

This section first describes the experimental settings. It then illustrates the performance of the
proposed CADP-LM over several metrics and compares it against other DP approaches to train LM.

6.1 Training Details

LM details. The LM architecture uses a single LSTM layer with an embedding size of 200 and a
hidden layer of size of 200.

Context detection model M, details. The context detection model was constructed by fine-tuning
DistilBERT [17]], as provided by Hugging Face. The task is a binary classification task over the
dataset WikiText-2. Standard canaries of format "My bank security code is" where inserted in the
dataset and labeled as sensitive. All other sequences were labeled as non-sensitive. A TS5 model
[15] (from Hugging Face ) was selected as a semantic invariant mapping ¢ to perform a round-trip
translation to 10 different languages.The trained detection model was able to detect (with 100%
accuracy) the sensitive sentences containing sequence "My bank security code is" and very high
accuracy (i.e., > 98%) for other variants of this sensitive canary, such as "My new bank security code
is", "I went to the bank to get my new card whose code is", etc. Note that, when querying a non
private LSTM model with such sequences we were able to retrieve the secret tokens.

Baselines. The experiments adopt three baselines: noDP, a non-private language model, DP-SGD
a language model trained using DP-SGD, and S-DPSGD [18]. The latter is a very recent proposal
which also uses DP-SGD on subsets of a corpus. Differently from CADP-LM, however, S-DPSGD
focuses on protecting secret tokens only using predefined format detection mechanisms, and thus
ignoring the concept of context.

Dataset. The experiments use two datasets: WikiText-2 [[13] and Reddit clean jokes [1]]. An 80-20
split was used in both datasets.

6.2 Attack Details

Canary insertion. The canary insertion attacks were configured as follows. The canary "My bank
security code is 450." was inserted in the training data 450 times in Wikitext-2 and 5 times in Reddit.
The LM models were then trained with canary of format s ="My bank security code is XXX", where
XXX is a random string from R = [9]. The exposure scores are obtained from the predicted ranks of
the inserted canaries.

Membership inference. Membership inference attacks where configured as follows. The member-
ship inference attack dataset was created by randomly selecting 50 protected secrets from the training
set and 50 samples from the test set. A random guess would give an accuracy of 50%. Then, the top
50 lowest perplexity sequences are selected as training samples and the rest as testing samples.

6.3 Results Discussion

Figures([lajand[Id|illustrates validation perplexity over epochs. The y-axis depicts the model perplexity.
Recall that low perplexity is associated with confident model predictions. Note how performance
degrades when using DP-SGD. In contrast both CADP-LM and S-DPSGD, by adding less noise, are
able to retain a higher performance We also note that privacy-preserving models trained on Reddit’s
data are worse than those trained on WikiText-2, which can explained by the difference in dataset
sizes: Reddit’s dataset is about 50 times smaller than WikiText-2.

Figures[Ib} [Ic|[Te ,and[If illustrate the effectiveness of privacy preserving mechanisms against canary
insertion attack and membership inference attack on WikiText-2 (top) and Reddit (bottom). The
x-axes report the models’ utilities measured by validation perplexity while the y-axes report the
exposure and membership inference accuracy, which indicate the attacks’ success. Stronger privacy
models have lower exposure score and lower inference accuracy.

For the canary insertion attack (Figures (b), (e)), as expected, a model trained with no privacy
achieves lowest perplexity. However it also attains the highest levels of exposure (score ranging from
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Figure 1: Learning curve, and model’s robustness against adversarial attack on WikiText-2 (top), and
Reddit Clean Joke dataset (bottom).

8 to 10), indicating that the inserted canary could be easily revealed by an attacker. The models
trained using DP-SGD offer more protection than those trained using S-DPSGD, as the latter only
focuses on protecting "private" tokens. Both algorithms, however, cannot achieve a good tradeoff in
protection and accuracy. In contrast, CADP-LM shows significant improvements in the exposure risk
for comparable perplexities. This is especially observable in Figure 1(b).

We also note that models trained with S-DPSGD usually return the inserted canary’s rank is within top
5, suggesting that an attacker can guess inserted canary with high confidence. The inserted canary’s
rank querying from DP-SGD models is within the top 50, offering better protections at the cost of
a utility degradation. In contrast, the rank queried by CADP-LM are in the top 80-200, suggesting
much better privacy preservation while also obtaining lower perplexity scores.

A similar trend is observable for membership inference attack. With no protection, the models are
highly vulnerable to these attacks (NoDP). Both S-DPSGD and DP-SGD offer similar protection
with S-DPSGD achieving lower perplexity. In contrast, the CADP-LM curve is always below that of
both baselines for WikiText-2, suggesting that it outperforms these models both in terms of privacy
and utility. This gain in performance is a bit less visible in the Reddit dataset, where, however, it is
clear that CADP-LM performs at least as well as the other privacy-preserving baselines. The results
are significant: By exploiting a notion of context, CADP-LM can achieve superior privacy protection
without sacrificing too much the model’s utility.

7 Conclusions

This paper was motivated by the rapid adoption of language models (LM) in many inference task
for consequential decisions and by adoption of large, often sensitive datasets to train such models.
We first discussed the current shortcomings of Differential Privacy methods to protect LMs outputs.
We then introduced a context-aware DP Language model (CADP-LM) which detect the context in
which sensitive information may be revealed and apply a privacy-preserving steps on the predicted
sensitive sentences. The experimental analysis shows the benefits of this framework on privacy and
utility evaluations metrics.
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