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Abstract. Prevalentwearables(e.g.,smartwatchesandactivitytrack-
ers)demandhighsecure measurestoprotectusers’privateinforma-
tion,suchaspersonalcontacts,bankaccounts,etc. Whileexistingtwo-
factorauthenticationmethodscanenhancetraditionaluserauthentica-
tion,theyarenotconvenientastheyrequireparticipationsfromusers.
Recently,manufacturingimperfectionsinhardwaredevices(e.g.,accelerom-
etersand WiFiinterface)havebeenutilizedforlow-efforttwo-factorau-
thentications.However,thesemethodsrelyonfixeddevicecredentials
thatwouldrequireuserstoreplacetheirdevicesoncethedevicecreden-
tialsarestolen.Inthiswork,wedevelopanoveldeviceauthentication
system,WatchID,thatcanidentifyauser’swearableusingitsvibration-
baseddevicecredentials.Oursystemexploitsreadilyavailablevibration
motorsandaccelerometersinwearablestoestablishavibrationcommu-
nicationchanneltocapturewearables’uniquevibrationcharacteristics.
Comparedtoexisting methods,ourvibration-baseddevicecredentials
arereprogrammableandeasytouse. Wedevelopaseriesofdatapro-
cessingmethodstomitigatetheimpactofnoisesandbodymovements.
Alightweightconvolutionalneuralnetworkisdevelopedforfeatureex-
tractionanddeviceauthentication.Extensiveexperimentalresultsusing
fivesmartwatchesshowthat WatchIDcanachieveanaverageprecision
andrecallof98%and94%respectivelyinvariousattackingscenarios.

Keywords: Wearables ·Deviceauthentication·Vibrationsignals.

1 Introduction

Duetoever-advancingcommunication,computing,andsensingtechnologies,
wearables(e.g.,smartwatchesandactivitytrackers)havebecomeincreasingly
ubiquitousforpeopletouseintheirdailylives. Manymanufacturersproduce
suchgadgetsforactivitytrackingandvitalsignsmonitoringinordertocapitalize
ontheglobalriseinhealthandwellbeingawareness.Morerecently,buildingon
theirconvenienceinusageandpopularityamongcustomers,wearablesexpand
theirfunctionalitiesbeyondhealthandactivitymonitoringintovariousapplica-
tionsinotherfields,includingmobilepayment,smarthomecontrol,emailingand
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Fig.1:IllustrationofWatchID:thereprogrammablewearableauthenticationsys-
temusingvibration-baseddevicecredentials.

texting,etc.Thegrowingusageoftheseapplicationsinwearablesprovidesmore
opportunitiesforattackerstocompromiseusers’privateinformation(e.g.,email
accounts,personalcontactlists,etc.)and,moreseriously,financialinformation
(e.g.,bankingandcreditcardaccounts).Asaresult,itisbecomingincreasingly
vitaltosecurewearablestoprotectusers’privacyandfinancialassets.

Existingauthenticationmethodsonwearabledeviceshaveverylimitedchoices.
MostwearablesusepasswordsorPINs[17]toverifyusers’identities.Recently
two-factorauthenticationhasbeenadopted,usingadditionaluserinputsoftext
codes[2]ortakingphonecalls[14]forbetterprotections.Thesemethodsrequire
additionalinputsfromusersandcanonlyverifytheidentityoftheuserbased
ontheknowledgeofcertainsecreteinformation(i.e.,password,PIN,thecontent
ofadditionalmessagesandcalls).Thesetypesofinformationarevulnerableto
manyattacks,suchasshouldersurfing[22]andstolenattacks[36].Oncethe
user’scredentialsarecompromised,theattackercaneasilylogintotheuser’s
accountsontheattacker’sowndevice.Thentheattackercanstealvaluableper-
sonalinformationorabusetheuser’saccount(e.g.,makingpaymentwithout
users’permission,openingsmart-doorlocks,etc.)inconspicously.

Recently,researchershavediscoveredthatcomputingdevicescanbeiden-
tifiedbasedontheiruniquephysicalproperties.Forexample,thefrequency
responsesofsmartphones’speakersarestudiedbyZhouetal.[41]togenerate
deviceidentitiesusinginaudibleacousticsignals.Theimperfectionsofradiofre-
quncy(RF)transmitter(e.g.,thedigital-to-analogconverter(DAC)errorsand
thepoweramplifier(PA)non-linearity)areexploredbyPolaketal.[27]toiden-
tifywirelessdevices.Theuniqueaccelerationresponsesofmotionsensorsinside
mobiledevices(e.g.,smartphones)areexploredinAccelprint[11]todistinguish
differentmobiledevices.Thesestudieshaveshownthatphysicalpropertiesin
hardwarecanbeexploitedtocreateuniquedevicecredentialsasasecondfac-
tortoenhancesecurityinusers’applications.However, mostoftheexisting
deviceauthenticationmethodsarerigidandsufferfromstolenattacksbecause
userscannotchangetheirhardware-relateddevicecredentials.Asaresult,users
willbeforcedtouseanewdeviceiftheirdevicecredentialsarestolen.Inthis
work,weproposetoutilizedevices’vibrationcharacteristics,asreprogrammable
credentials,toenablepracticaldeviceauthenticationinprevalentwearables.
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Towardthisend,wedevelopadeviceauthenticationsystemcalledWatchID,
illustratedinFigure1,toidentifyawearabledeviceusingvibrationmotions
generatedbyitsvibrationmotorandcapturedbyitsaccelerometers.Thekey
tothissystemisthatthevibrationmotorandaccelerometersofeachindivid-
ualwearablealwayshavemanufactureimperfections.Asaresult,thevibration
signalswillexhibituniquedevice-wisecharacteristicwhichweutilizeforthepur-
poseofdeviceauthentication.Comparedtoexistingmethods, WatchIDismore
flexibleasitallowsuserstogenerateandreprogramvariousvibrationpatterns
thatareassociatedwithdifferentuniquedevicecredentials.Oursystemisalso
non-intrusivesousersjustneedtoweartheirwearableswithoutanyactivepar-
ticipations.Inaddition,itislow-costandpracticalsinceitonlyusesthebuilt-in
vibrationmotorsandaccelerometers,whicharereadilyavailableinwearables.
Inparticular,whenauserlaunchesansensitiveapplicationonhis/herwearable
(e.g.,accessingauseraccount,usingmobilepayment,controllingsmarthome,
etc.),oursystemusesthewearable’svibrationmotortogenerateapredefined
vibrationpattern.Meanwhile,thewearable’saccelerometerscapturetheunique
vibrationsignalspropagatingthroughthedevice’sbodyandsendthemwiththe
user’scredentialstoacloudserver,wheretheuserhaspre-registeredthedevice.
Oncethewearable’sdevicecredentialandusercredentialareverifiedbythe
cloudserver,thewearablereceivestheapprovaltoproceedwiththeprotected
application.
Indesigning WatchID,weaddressseveralchallengestomakeitanaccurate,

fast,androbustdeviceauthenticationsystem.First,thevibrationcharacteris-
ticsthatweuseasdevicecredentialsshouldbeuniqueenoughtodistinguish
differentwearablesforthepurposeofdeviceauthentication.Second,built-invi-
brationmotorsandaccelerometersinsidewearablesareusuallyoflow-quality
withunstablevibrationsignalsandlowsamplingrates.Third,manyinterfering
factorssuchaswearablepostures,bodymotions,andenvironmentalnoisescan
contaminatethedevicecredentials.Toaddressthesechallenges,westudythevi-
brationmotorsandmotionsensorsindifferentmodelsofwearablesanddevelop
vibrationpatternsthataresuitablefordeviceauthentication.Inaddition,we
applyvibrationnoisefilteringmethodstomitigatetheimpactsofmotionarti-
factsandambientnoisestooursystem.Withthedenoiseddevicecredentials,our
systemappliesadeepneuralnetworkdesignedtoperformancearobustdevice
authenticationprocess.
Throughimplementing WatchID,wehavemadeseveralmajorcontributions

asfollows:
–Weextensivelyinvestigatetheuniquenessofvibrationmotorsandaccelerom-
etersincommoditywearables,analyzethevibrationcharacteristicsfromdif-
ferentvibrationpatternswhichareusedforreprogrammablevibration-based
devicecredentials.

–Wedevelopanoveldeviceauthenticationsystemwithalight-weightdeep
neuralnetworkthatcanaccuratelyandefficientlyidentifydifferentwearables
basedontheirvibration-baseddevicecredentials.

–Wecollectalargeamountofexperimentaldatausingfivecommercialoff-
the-shelf(COTS)smartwatchesinvariousscenariosanddifferentdays.Our
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resultsshowthatourdeviceauthenticationsystemcanachieveover98%and
94%forprecisionandrecall,respectively.

Therestofpaperisorganizedasfollows.Section2beginswithanextensive
reviewofrelatedworkinauthenticationmethodsformobiledevicesandconsid-
erstheuniquenessandadvantageofoursystemthatcanbringintothisresearch
field.Section3providesattackmodelsto WatchID.Section4describesfeasi-
bilitystudieswhichareusedasthebasisforoursystem.Section5introduces
anoverviewofthedesignandprocessflowofoursystem.Section6explains
ourvibrationnoisefilteringmethodandvibration-baseddeviceauthentication
method.Section7presentsourexperimentalmethodologyandresultsofevalu-
atingthissystem.Section8concludesthisworkwithdiscussion.

2 Related Work

Traditionaluserauthenticationmethodsformobiledevicesusuallyrequireuser
inputssuchasusernames,passwords,graphicpatterns,whicharevulnerable
toknowledge-basedattacks(e.g.,shoulderattacksandsmudgeattacks).Re-
cently,researchershaveproposedtousehumanbiometricsforconvenientmo-
bileuserauthentication.Thesebiometric-basedmethodscanbeclassifiedinto
twotypes:behavioral-basedandphysiological-basedapproaches.Thebehavioral-
basedapproaches[34,30,37]identifyusersbasedonusers’activitypatterns(e.g.,
keystrokeentries,mousemovements,gaitsinwalking).Recently,Congetal.[33]
proposeabehavior-baseduserauthenticationsystemusingcommodity WiFi,
whichisnon-intrusiveandlow-cost.Thephysiological-basedapproachesarenon-
intrusiveandusuallyexploitfingerprints[29,7],irispatterns[31,32],respiratory
patterns[25,26]andcardiacpatterns[23,38,24,40]toperformuserauthentica-
tion.
Whiletheabovemobileuserauthenticationmethodscaneffectivelyidentify

users,users’credentialscanstillbedbecompromisedbyvariousattacks(e.g.,
fingerprintsmudgeattacks[39]andcardiacpatternattacks[13]).Tosolvethese
problems,researchershaveexploitedandutilizedhardwareimperfectionsasde-
vicecredentialstoverifywhethercertainsensitiveoperationsoriginatefroma
legitimatedevice.Accordingtothesourceofthesecredentials,wecanclassify
theexistingdevicecredentialsintothreecategories:

1.Acoustic-based Device Credentials.Variationsinmanufacturingpro-
cesses,althoughusuallysmall,canoftenintroduceproductimperfectionsoff
frompre-definedspecifications.Forexample,microphonesandspeakersof
thesamebrandandmodelwillproduceandreceivesoundsdifferently.Das
etal.[9]exploitthisobservationtodistinguishsmartphonesthroughplaying
andrecordingapre-recordedaudiosample.Danieletal.[15]studystatistical
characterizationsoffrequencyresponsesofmicrophonestoidentifydifferent
devices.Zhouetal.[41]exploitinaudibleacousticsignalsfrommicrophones
insidessmartphonestogenerateuniquedeviceidentity.Alltheseacoustic-
basedapproachesrequireaccesstomicrophonesinrecordingandthuscan
createprivacyconcerns.
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2.RF-basedDeviceCredentials.ResearchersalsofindthatRFsignalsfrom
mobiledevicescontainidentifiableinformationrelatedtotheimperfections
oftheanalogcircuitsinsidethesedevices.Forexample,Danevetal.[8]com-
pareseveraldeviceidentificationsystemsusingmodulatorcircuitry,analog
circuitry,andclockskewofWiFitransmitterstoidentifywirelessdevices.For
thesamepurpose,Polaketal.[27,28]exploitthedigital-to-analogconverter
(DAC)errorsandthepoweramplifier(PA)non-linearityofRFtransmit-
tercomponents.Briketal.[6]leveragedifferentiatingartifactsofindividual
wirelessframesinthemodulationdomaincausedbytheminuteimperfec-
tionsofNICs.AmongtheseRF-basedapproaches,thequalityandspeed
ofRFsignalacquisitionandprocessingareeasilyimpactedbyenvironmen-
talfactorssothattheresultingdevicecredentialextractioniscomplexand
difficult.

3.MotionSensor-based Device Credentials. Motionsensors(i.e.,ac-
celerometersandgyroscopes)canalsobeusedforfingerprintingasdemon-
stratedin[11,5,10]:Bojinovetal.[5]exploittheuniquelinearbiasoftheac-
celerometer;Deyetal.[11]usevibrationmotorstostimulateaccelerometers
inmobilephones;Dasetal.[10]useaudiosignalstotriggerbothaccelerom-
etersandgyroscopesinmobilephoneswithhumanmotions.Theseresearch
haveshownthatthemotionsensor-basedapproachisapromisingresearch
fieldwithfurtherstudiesneededforutilizationsofpredefinedvibrationpat-
terns,differentfrequenciesandamplitudes.Currentlyexistingstudiesmostly
focusonmobilephonesandtablets.Anditremainsunknownwhetherthey
canadapttowearbledevicessincethecontactsurfaceofhumanwristsis
verydifferentfromthatofdesksorhumanpalms.

Inthiswork,wedevelopanoveldeviceauthenticationsystemforwearables
togeneratevibration-baseddevicecredentialsbyvibrationmotorsandcapture
thecredentialsbyaccelerometersinwearables.Ourworkiscloseto[11]inex-
ploringimperfectionswithvibrationmotorsandaccelerometers,butfocusingon
wearabledevices.Furthermore,oursystemisreprogrammableinallowingusers
tochangeorcustomizethedevicecredentials.Bydoingso,userscankeepusing
theirwearabledevicesevenaftertheoriginaldevicecredentialsarecompromised
byattackers.

3 Attack Model

Malicioususersmayattempttoattack WatchIDinordertostealpersonalin-
formationordenyalegitimateuserfromusingservicesonthedevice.Tostudy
theassociatedattackmodels,weassumethattheattackerscannotaccessthe
wearabledevicedirectlybutmayhavethefollowingcapabilities:1)theattacker
hasthecapabilityofstealingtheusers’credentials,includingusernamesand
passwordsforthetargetsystem;2)theattackermayalsohaveobtainedthe
devicecredentialthattheuserregisterswiththesystem.Specially,weconsider
thefollowingattackstrategies.
Random Attack/Blind Attacks. Weassumethattheattackerhasob-

tainedauser’scredentials,butnotthedevicecredential,andthedeviceisnotin
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hispossession.Theattackeruseshisdevicetogeneratesomerandomvibration
patternstomatchthedevicecredentialandbypass WatchID.
Jamming Attacks.Thegoalofthisattackistomake WatchIDunable

toauthenticatelegitimatedevices.Researchershavefoundthatmotionsensors
(i.e.,accelerometersandgyroscopes)cancapturethevibrationsignalscausedby
acousticsounds(e.g.,musicandhumanspeech)[35].Basedonthis,attackerscan
launchajammingattackbygeneratingloudacousticsignals(e.g.,loudmusic)
withvariousfrequenciesnearthewearabledevices.Asaresult,vibration-based
devicecredentialsmaybeseverelyinterferedbytheseloudsoundssothatour
systemisnotabletoaccuratelyverifytheuser’sdeviceidentity.
CredentialStealingAttacks.Inthecasewhenattackershaveobtaineda

user’scredentialaswellasthedevice’scredential,theattackercanimpersonate
thelegitimateuserusingbothtypesofcredentialstofoolthesystem.Oncethe
attackerpassestheauthentication,hecanstealtheuser’spersonalandfinan-
cialinformationorevenperformillicitacts.Attackerscanlaunchsuchattacks
bymonitoringthecommunicationsbetweenthedeviceandthecloudpartof
WachIDatthedeviceregistrationphaseorduringnormaloperations.

4 FeasibilityStudy

Inthissection,weconductfeasibilitystudiesofusingthevibrationcharacter-
isticstoconstructdevicecredentialsforthepurposeofdistinguishingdifferent
wearables.

4.1 DeviceCredentialBasedonVibrations

TheBackgroundofVibration Motors.Mobiledevicesandwearablesusu-
allyhavebuilt-invibrationmotorsthatcanbeprogrammedtovibrateinvarious
patterns.Suchvibrationsaremostlyusedinmobileapplicationsasanalterna-
tivenotificationmechanismforalarmclocks,incomingcalls,textmessages,etc.
Basedontheiroperatingprinciples,vibrationmotorsinmobiledevicesandwear-
ablescanbecategorizedintotwotypes:eccentricrotatingmass(ERM)vibration
motorsandlinearresonantactuator(LRA)vibrationmotors.Thevibrationsof
ERMmotorsaregeneratedbytherotationsofanon-symmetricmass,whilethe
vibrationsofLRAmotorsaregeneratedbylinearmovementsofamagnetmass
interactingwithavoicecoil.Vibrationmotorsofthebothtypesinmobiledevices
andwearableareofminiaturesizewithvaryingdegreesinvibrationstrengths,
stabilities,andfrequencyrangesduetothedifferencesintheirworkingprinciples
andmanufacturers.
Vibration-based Device Credentials.Inthiswork,weconsiderthata

wearable’svibrationmotor,itsdevicebody,andaccelerometersareworkingto-
getherasaone-waycommunicationsystem.Thevibrationmotor(atransmitter)
generatesavibrationwavethatpropagatethroughthedevicebody(achannel)
andarereceivedbytheaccelerometers(receivers).Duringthepropagation,the
vibrationwaveexperiencesattenuationinitsenergylevelalongthetransmit-
tingpathaswellasmultipathinterferencewhenthewavehitstwodifferentme-
diaboundaries.Consequently,thereceivedvibrationsignals(i.e.,accelerometer
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5 SystemOverview

Inthissection,wefirstpresentseveralchallengesinbuildingawearabledevice
authenticationsystem.Thenwedescribethesystemdesignof WatchID,which
addressesthosechallenges.

5.1 Challenges

Inordertobuildaneffective,robust,andflexiblewearabledeviceauthentication
systemusingthevibrationsgeneratedandcollectedbywearabledevices’vibra-
tionmotorsandaccelerometersrespectively,weneedtoaddressthefollowing
challengesforrequiring:

–EffectiveCredential UsingVibration MotorsandAccelerometers
inCOTS Wearables.Duetosizeandbatterylimitations,COTSwearables
areusuallyequippedwithvibrationmotorsoflowerqualityandaccelrome-
terswithsampleratesnomorethan50Hz.Asaresult,itisdifficulttoobtain
fine-grainedmeasurementsofthevibrationsignalsfromwearablesinorder
toextracteffectivecredentialsforthedevices.

– RobustVibrationSignalsforPracticalUse.Inpractice,ausermight
bemovingorswinginghis/herarmswhilethesurroundingenvironmentcan
benoisyandvibrant.Thereforethevibrationsignalscapturedbyaccelerom-
etersfromtheuser’swatchareoftenmixedwithnoises.Thiswillmakeit
challengingtoextractdevicecredentialsfromthevibrationsignalsforrobust
deviceidentification.

– ReprogrammableDeviceCredential.Devicecredentialsalongwithreg-
ularuserlogininformationaresubjecttovariousattacksfrommalicious
users.Whenaparticularsetofdevicecredentialiscompromised,theauthen-
ticationsystemwilldisablethedeviceandmakeitunusableforitsprotected
services.Inordertore-securethedevice,thedeviceauthenticationsystem
shouldbeabletoprovideareprogrammablefunctionalityforanewdevice
credentialthustoobsoletethestolenone.

5.2 SystemDesign

Toaddresstheaforementionedchallenges,wedesignWatchIDasareprogrammable
deviceauthenticationsystemleveraginglow-costvibrationmotorsandaccelerom-
etersincommoditywearables.Thebasicideaofthesystemistoidentifywear-
ablesdevicesbasedontheuniquevibrationcharacteristicsinducedbythemanu-
factureimperfectionofwearables’vibrationmotorsandaccelerometers. Whena
wearableequippedwith WatchIDtriestoperformacriticaloperation(e.g.,mo-
bilepaymentoronlinepurchasing),ittriggers WatchIDtoverifytheauthentic-
ityoftheoperationbysendingtheuser’susercredentialsanddevicecredentials
toaremoteserver.Figure4illustratestheoverviewoftheoursystemdesign.
WatchIDfirstperforms ProgrammableVibrationSignalGenerationtogenerate
avibrationsignalthathasbeenpre-registeredwiththeremoteserverusingthe
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Fig.4:Overviewofthe WatchIDsystem.

wearable’sbuilt-invibrationmotor.Meanwhile,thesystemperformsVibration
DataCollectiontocapturethevibrationsignalspropagatingfromthevibration
motorbythewearable’saccelerometers.Then,theDataPre-processingmodule
performsonthevibrationsignals:removinghigh-frequencynoises,standardiz-
ingsensingdata,andaligningthesignals’orientationstoensuretherobustness
ofthesystemwithdifferentactivitiesandposesinpractice.Next, WatchID
extractsthevibration-baseddevicecredentialbyexaminingtheenergyofthe
vibrationsignalsinDeviceCredentialExtraction.Thedevicecredentialswill
betransmittedtotheremoteserverandperformDeviceAuthenticationUsing
ConvolutionalNeuralNetworktoverifytheidentityofthewearableusingan
advanceddeepneuralnetwork.Inparticular,wedevelopalightweightconvolu-
tionalneuralnetwork(CNN)toabstractahigh-dimensionalrepresentationof
thedevicecredentialanddeterminewhethertherepresentationishighlyclose
tothedevicecredentialpre-registeredwiththeserver.Iftheanswerisposi-
tive, WatchIDverifiestheidentityoftheuser’sdeviceandapprovesthecritical
operation.Otherwise, WatchIDwillissueanrejection.

Onesignificantadvantageof WatchIDisthat WatchIDallowstheuserto
usethesamedevicebutchangethevibration-baseddevicecredentialsbyrepro-
grammingthevibrationmotortoinducenew,uniquevibrationcharacteristics
asdevicecredentials.Comparedtotraditionaldeviceauthenticationmethods
thatuseunchangeabledevicecredentials, WatchIDismorepracticalandconve-
nientifthedevicecredentialsarecompromised. When WatchIDrejectsadevice
authentication,itsendstheuser’swearabledeviceawarning messageabout
theattemptedunauthorizedoperation.Theuserthenhastheoptiontousea
differentvibration-baseddevicecredentialbyinitiatingDeviceCredentialRe-
registration.Heretheuserjustneedstogeneratevibrationsignalsofanew
patternonthewearable,preprocessthecollectedaccelerometerdata,extract
thevibration-baseddevicecredentials,andsendthemtotheserverforregistra-
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tionthroughasecurechannel.Theusercandefinehis/herownvibrationpattern
intermsofvibrationstrengthsanddurationorusefactory-predefinedpatterns.
Aftertheregistration,theuserwillbeabletousethenewdevicecredentialto
performthedeviceauthentication.

6 WatchIdentificationUsingVibration

6.1 ReprogrammableVibrationSignal GenerationandVibration
DataCollection

Themajoradvantageof WatchIDisthatthevibration-baseddevicecredentials
arereprogrammableonthesamedevice.Specifically,avibrationsignalcanbe
mainlydeterminedbyfourindependentparameters:vibrationstrength,vibration
duration,sleepduration(i.e.,idletimebetweentwovibrations),andvibration
frequency.Usingdifferentcombinationsofthesefourparameters,wecangenerate
alargegroupofvibrationpatternsusedfordistinctivevibration-baseddevice
credentials.
Inthiswork,weuseGoogleWearOS(i.e.,v2.27)[16]toconfigurethevibration

strengthsandvibrationdurationsofthebuilt-invibrationmotorsincommod-
itywearableviatheVibrationEffectmethod.Herethevibrationstrengthisan
integervaluebetween0to255,andthevibrationdurationandsleepduration
canbeanylengthoftimeinseconds. Wediscoverthatthevibrationstrength
valuesdonotreflecttheamplitudeofthegeneratedvibrationsignals. More-
over,thesamevibrationstrengthwillproducedifferentreadingsfromdifferent
wearable’saccelerometers(see,e.g.,Figure2).Thisdevice-wiseinput-outputre-
lationshipfurthervalidateourusagesofvibrationcharacteristicsinwearables
forthepurposeofdeviceauthentication.
Whiletherearemanypossiblevibrationpatternsthatcanbegeneratedas

thevibration-baseddevicecredentials,notallofthemaresuitablefordevice
authentication.Theruleofthumbisthatthevibrationsignalsshouldbeshort
intime(i.e.,about1sinourwork)sothatthedeviceauthenticationprocess
willhavealmostnoimpacttotheuserexperienceinusingthedevicefornormal
applications.Inaddition,whenreprogrammingavibrationsignaltoreplacethe
existingvibration-baseddevicecredential,itisimportanttochooseavibration
signalthataremuchdifferentfromthepreviousoneforbettersecurity.Inthis
work,weusefivevibrationsignalswithdifferentlevelsofthevibrationstrength
asshowninFigure3(b). Wenoteuserscanalsocreatetheirownvibration
patterns.

6.2 DataPre-processing

Theaccelerometerscapturevibrationsignalscarryingtheuniquevibrationschar-
acteristicsofwearablesaswellasaccelerationscausedbyhumanbodymove-
mentsandgravity.Toensurethesystemcanextractthevibration-baseddevice
credentialsaccurately,weadoptthefollowingmethodstopre-processthevibra-
tionsignalscapturedbythewearable’saccelerometers.
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DataFiltering.Whencollectingthevibrationsignalsfordeviceauthenti-
cationonawearable,theaccelerometersalsocapturenoises(e.g.,ambientsound
andthermalnoise)andinterferences(e.g.,humanbodymovementsandback-
groundmusic). WatchIDfilterstheaccelerometerdatausingaband-passfilter
withthepassbandcenteredatthevibrationfrequencyofthegeneratedvibration
signalstomitigatethesenoisesandinterferences.Specifically,wefirstusethe
fastFouriertransformtodiscoverthattherangeofallourwearables’vibration
frequenciesisbetween11.3Hzand24.8Hz.Inaddition,thefrequencyofmost
humanactivitiesisbelow10Hz[4].ThereforewedevelopaButterworthband-
passusingthecutting-offfrequenciesof10Hzand24.8Hztofilterthevibration
noisesandinterferencesoutsideofthisrange.
VibrationStandardization. Thevibrationsignalscollectedbyawear-

able’saccelerometerareaccelerationsofthreedimensionsalongx,y,andzaxis.
Therangeofvaluesdiffergreatlyamongthethreeaxes,evenmoreamongdif-
ferentdevicemodels.Toensurethecomparabilityofdata,thesystemapplies
theZ-scorestandardizationmethod[21]totheaccelerometerreadingsfromeach
axisasfollows:

a=
a−µ

δ
,

whereaisavibrationaccelerationvaluealongacertainaxis,µandδarethe
meanandstandarddeviationoftheaccelerationsalongthesameaxisrespec-
tively.Afterthestandardization,theaccelerometerdata(a)iscenteredat0and
scaledtohavethestandarddeviationof1.Thus,thedatafromdifferentdevices
anddimensionsaremadetobecomparable.
OrientationAlignment.Usuallytheorientationofawearablekeepschang-

ingbecauseitsowner’swristdoesnotstaystillforthemostofthetime.Asa
result,thedirectionsofthethreeaxesofthebuilt-inaccelerometersarevarying
accordingly.Toensurethatoursystemcanobtainthesamedevicecredentials
regardlessofthewearable’sorientation,weneedtosubtractthegravitational
acceleration(9.8m/s2)fromtheaccelerometerreadingsprojectedineachofthe
threedirections.Inparticular,weadoptalow-passfilter[3]forthispurpose:

ai=(1−β)(ai−gi), i={x,y,z},

β=
dT

t+dT
,

wheregiandaiaretheprojectionofthegravitationalaccelerationandraw
accelerationcapturedbytheaccelerometeralongthei-thaxisrespectively,βis
afilterfactordeterminedbyfilter’stimeconstanttandeventdeliveryratedT.
Here,aiwillbeusedbythesystemasthealignedacceleration.Inthiswork,
weempiricallychooseβtobe0.2.

6.3 DeviceCredentialExtraction

Afterpre-processingtheaccelerometerdata,WatchIDneedstoextractthevibration-
baseddevicecredentialandsendthemtotheremoteserverfordeviceauthenti-
cation.Toensuretherobustnessandaccuracyof WatchID,weneedtoprecisely
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determinethestartingandendingpointsofthevibrationsignalsusedasthe
devicecredential.Inparticular, WatchIDderivestheshort-timeenergyofthe
pre-processedaccelerometerreadingsbasedonaslidingwindow:

E(t)=
t+w

n=t

a2(n),

wherea(n)istheaccelerometerreadingatthetimenandwisthesizeofthe
slidingwindow.ThesystemexaminesE(t)anddeterminesthestartingandend-
ingpointsofthedevicecredentialdependingonwhetherE(t)isaboveorbelow
thethreshold,respectively.Weempiricallydeterminethethresholdbasedonour
studywiththreevolunteersandfivewatches.Wefindthatevenifthevolunteers’
armsshakeslightly,theshort-timeenergyafterZ-scorestandardizationdoesnot
exceedthevalueof0.4fortheFossilwatchesand0.01forthe Motowatches.
Therefore,wesetthethresholdto0.4and0.01forthetwotypesofwatches
respectively.Inpractice,thisprocesscanbedonefairlyeasilyandquickly.In
addition,duetosamplingvariationsinaccelerometers,thenumberofsamplesof
thesamevibrationdurationmaybeslightlydifferent.Tosolvethisproblem,we
employthecubicsplineinterpolation[12]toensuretheextracteddevicecreden-
tialshavethesamenumberofsampleseverytime.Specifically,weinterpolate
eachdevicecredentialto200samples,whichcanwellpreservethedetailsofade-
vicecredentialcapturedbythemaximumsamplingrate(i.e.,50Hz)ofwearbles’
accelerometerswithin4seconds.

6.4 DeviceAuthenticationUsingConvolutionalNeuralNetwork

Whilethevibration-baseddevicecredentialsareobservedtobeuniquefordiffer-
entwearables,modelingbasedanalysescanquantitativelyanswerthequestion
whetherthesetofdevicecredentialsofaparticulardeviceisalegitimateone.
Towardthisend,weproposetotraina1-dimensionalconvolutionalneuralnet-
work(1DCNN)onthefine-grainedrepresentationsofdevicecredentialsand
performthedeviceauthenticationontheremoteserver. Withthisapproach,
thereisnoneedforthefeatureextractionprocess,whichisrequiredfortra-
ditionalmachinelearningmethods.Insteadwecandirectlyutilizethedevice
credentialsafterpre-processingwithoutlossofanyinformation.
1DCNNhasbeenusedforsignalprocessingandaccelerationdataanaly-

sis[20,18,1].Inthiswork,wedesigna1DCNNwith4convolutionallayers,2
maxpoolinglayers,1flattenlayer,1dropoutlayerand1fullyconnectedlayer.
Theparametersofour1DCNNarespecifiedinFigure5.Inthefirsttwoconvo-
lutionallayers,wedefine64kernelswithakernelsizeof2.Maxpoolinglayeris
introducedtoreducethecomplexityoftheoutputofpreviouslayer.Inthethird
andfourthconvolutionallayers,256kernelswithakernelsizeof2aredesigned
tolearnmoreadvancedfeatures.Adropoutlayerisaddedtoavoidoverfitting
andimprovethegeneralizationoftheCNNmodel.Inthefullyconnectedlayer,
asoftmaxactivationfunctionisusedtoreducethefeaturestoavectorof2. We
usethebinarycrossentropyasthelossfunction.AnAdamoptimizer[19]witha
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Fig.5:Architectureofthe1DCNNusedin WatchID.

learningrateof0.001isusedtooptimizetheneuralnetwork.Theoutputofthe
softmaxactivationfunctioncontainstheprobabilitiesoftwolabels(i.e.,1for
legitimatedeviceand0otherwise).Uponreceivingadevicecredential, WatchID
transformsthedevicecredentialintoa4×200vectorandfeedsthevectorinto
the1DCNNtodeterminewhetherthereceiveddevicecredentialmatchesthe
pre-registereddevicecredentialofthelegitimatewearable.

7 Evaluation

7.1 ExperimentalHardwareandScenarios

WeusethreeFossilGen5andtwoMoto360Gen3smartwatchestoevaluatethe
performanceof WatchID.Anappisdevelopedtocollectthevibration-basedde-
vicecredentialsonthesesmartwatchesusingGoogleWearOS(version2.27)[16].
Thecollecteddevicecredentialsaredownloadedtoadesktoptoperformthe
modeltraininganddeviceauthentication.

Weevaluatethesystemundertwoscenarios: ondeskandonwristforprac-
ticalusagesituations.Inthefirstscenario,wecollectthevibration-baseddevice
credentialsofeachsmartwatchwhenitisfixedonthedesk,whileinthesecond,
wecarrytheoperationwhenthewatchiswornonahumanwrist.

7.2 DataCollection

Intheondeskscenario,wefocusonstudyingtheefficacyofthevibration-
baseddevicecredentials.Foreachsmartwatch,wecollect120devicecredentials.
Intheonwristscenario,wecollectdevicecredentialswithdifferentsettings
onthesmartwatchestoevaluatetheefficacyandrobustnessofthesystem.In
particular,weconductexperimentswith5differentvibrationpatterns,and3
jammingattacksunderdifferentsoundnoises.Intotal,wehavetwoparticipants
collectingaround600devicecredentialsintheondeskscenarioand1680device
credentialsintheonwristscenarioacrossover4weeks.

Unlessstatedotherwise,weusethevibrationstrengthof50with1second
vibrationdurationand1secondsleepdurationtogeneratevibrations. Weuse
themaximumsamplingrateofthesmartwatches’accelerometers(i.e.,50Hz)to
collectdata. Werandomlyselect30devicecredentialsfromalegitimatedevice
and30devicecredentialsfromtheotherfourwatches(asattackers)toconstruct
atrainingdataset.Therestofthedata(i.e.,90devicecredentialsfromthe
legitimateuserand90devicecredentialsfromtheattacker)isusedfortesting.
Werepeatthetrainingandtestingfivetimesandusetheaverageresultsto
evaluateoursystem’sperformance.
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Table1:Performanceunderjammingattacks.
Noise(dB) Precision(%) Recall(%)

55 90.57 95.31

70 94.68 95.31

85 92.51 92.8

(a) (b)

Fig.8:Performanceunderdifferenttrainingsizes.

Livingroommusic,radioorTV-audio,andsoundofvacuumcleanerareclose
to70dB.Powermowers,motorcycles,dieseltruckscanproducenoisesabout
85dB.AsshowninFigure7(a)andTable1,oursystemcanachieveanaverage
precisionandrecallaround92%and94%underthejammingattacksatvarious
typicalaudiovolumes.Thisresultindicatesthatoursystemcanstillperform
wellunderrealisticjammingattacks.

Against CredentialStealing Attacks. Hereweassumeanattackerhas
gainedaccesstoalegitimateuser’sdevicecredentialandoursystemhasin-
formedtheusertoresethis/herdevicecredential.Specifically,weselectone
watchasthelegitimatedeviceandresetitscredentialbyusinganewvibration
strength(i.e.,100)fromtheoriginalstrength(i.e.,50bydefault).Theotherfour
watchesaretreatedasillegitimateoneswiththeiroriginaldevicecredentials.
Afterthelegitimateuser’sdevicecredentialisreset,weretrainanew1DCNN

modelafterthesamedatacollectionandpreprocessingsteps.Tosimulatethe
credentialstealingattacks,theattackerwillstilltrytousethepreviouslegitimate
user’sdevicecredentialtobypassthesystem.Ourexperimentalresultshow
thatthistypeofrequestsaredeniedbyoursystemusingthenewlytrained1D
CNNmodelwitha100%rejectionrate.Thisdemonstratesthatreprogrammable
WatchIDcansuccessfullydefendagainstcredentialstealingattacks.

7.6 RobustnessUnderDifferentVibrationPatterns

Devicecredentialreconfigurationplaysanimportantroleintheoursystem.
Hence,westudytherobustnessofoursystemunderdifferentvibrationpatterns
togeneratethedevicecredentials. Weknowthatdifferentvibrationstrengthsof
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Table2:Performanceunderdifferenttrainingsizes(P:Precision(%);R:Re-
call(%)).

TrainingSize
Watch1 Watch2 Watch3 Watch4 Watch5
P R P R P R P R P R

10 93.5472.91 100 75.4291.8281.25 100 79.94 100 100

20 93.4292.17 100 93.8892.8592.34 100 98.51 100 100

30 95.54 96.8 100 99.2 97.5496.85 100 100 100 100

asmartwatchcangeneratedifferentdevicecredentialsasshowninFigure3(b).
Inthisstudy,wetest5differentdevicecredentialsofalegitimateuser’swatch
(i.e., Watch1)bysetting5differentvibrationstrengths(i.e.,50,100,150,200,
255).Andthedevicecredentialsoftheotherfourwatches(i.e.,illegitimate
ones)aregeneratedusingthesamevibrationstrength(i.e.,50).Figure7(b)
showstheROCcurvesofoursystemunderdifferentvibrationpatterns. Wefind
thatoursystemhasasimilaroptimalperformance(i.e.,about95%inTPR
and5%inFPR)underdifferentvibrationpatterns.Thereforeoursystemhas
achievedgoodauthenticationresultsunderdifferentlevelsvibrationstrengths
orassociatedvibrationpatterns.

Itisalsoworthnotingthatalargervibrationstrength(e.g.,255)cangen-
erateaslightlybetterperformance.However,sincealowervibrationstrength
generatesmorestablepatternsasdemonstratedinSection4,weadoptthevalue
of50asthedefaultvibrationstrengthin WatchID.

7.7 ImpactofTrainingSize

Amountofdatarequiredbyanauthenticationsystemisanimportanceparam-
eterinordertoensureandmaintainahighlevelofperformance.Tostudythe
impactofdifferentdatasizestooursystem,wegenerate10,20,30setsofdevice
credentialsforeachofthefivewatches.Foraspecificsize(i.e.,10),wepickone
watch(i.e., Watch1)asalegitimatedeviceanduseallthe10setsofitscreden-
tialswiththelabelof1asapartofthetrainingdata,andpickanother10sets
randomlyfromtheotherfourwatcheswiththelabelsof0astheotherpartof
thetrainingdata.Then WatchIDperformsthedeviceauthenticationprocessfor
thissetofdata.OurexperimentalresultsarepresentedinFigure8andTable2.

Weobservethatoursystemcanachieveanaverageprecisionof97%using
only10devicecredentialsforalegitimatedevice(20intotal).Asthesizeof
thetrainingdatagrows,thesystemperformanceimprovesaccordingly. More
specifically,theaverageprecisionandrecallreach98%and99%respectively
when20ormoredevicecredentialsforalegitimatedeviceareused.Theseresults
indicateoursystemcanachievegoodperformancewithonlyalimitednumber
ofdevicecredentials.Asaresult,oursystemisfastandefficientintrainingof
authenticationmodelswithahighlevelofperformance.
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8 Conclusion

Inthispaper,wedevise WatchID,avibration-baseddeviceauthenticationsys-
temforwearables.Thesystemcanprovideanextralayerofsecuritytothetra-
ditionaluserauthenticationmethodswithoutrequiringauser’sparticipation.
WatchIDutilizesthemanufacturingimperfectionsofawearable’svibrationmo-
tor,devicebody,andaccelerometerstocreateuniquevibrationcharacteristics,
usingthemasdevicecredentialstodeterminethewearable’sidentity.Oursystem
ismorepracticalandconvenientthanexistingmethodsasthevibration-based
devicecredentialsarereprogrammablebychangingthevibrationpatternson
wearables. Weextensivelystudythevibrationcharacteristicsofdifferentwear-
ablesanddevelopdatapre-processingmethodstoensurethesystem’srobustness.
WealsodevelopalightweightCNNmodeltocapturetheuniquevibrationchar-
acteristicsandpredictthewearable’sidentityundervariouspracticalscenarios.
Over2500vibration-baseddevicecredentialsarecollectedintheexperiments
withfivecommoditysmartwatchesacross4weeks. Wedemonstratethatour
systemcanachieveanaverageprecisionandrecallof98%and94%undervar-
iousscenariosofvibrationpatternsandtrainingsizes. Wealsoshowthatour
systemcanachievea100%rejectionrateunderdifferenttypesofattacks.

Acknowledgment-Needtochange

ThisworkwaspartiallysupportedbytheNSFGrantsCCF1909963,CCF2000480,
CCF2028858,CCF2028873,CNS1954959,CNS2120276,andCNS2120350.

References

1. Abdoli,S.,Cardinal,P.,Koerich,A.L.:End-to-endenvironmentalsoundclassifi-
cationusinga1dconvolutionalneuralnetwork.ExpertSystemswithApplications
136,252–263(2019)

2. Aloul,F.,Zahidi,S.,El-Hajj, W.:Twofactorauthenticationusingmobilephones.
In:2009IEEE/ACSInternationalConferenceonComputerSystemsandApplica-
tions.pp.641–644.IEEE(2009)

3. AndroidDeveloper: Work with raw data, use the accelerometer, https:
//developer.android.com/guide/topics/sensors/sensors_motion#
sensors-motion-accel

4. Antonsson,E.K., Mann,R.W.:Thefrequencycontentofgait.Journalofbiome-
chanics18(1),39–47(1985)

5.Bojinov,H.,Michalevsky,Y.,Nakibly,G.,Boneh,D.:Mobiledeviceidentification
viasensorfingerprinting.arXivpreprintarXiv:1408.1416(2014)

6.Brik,V.,Banerjee,S.,Gruteser, M.,Oh,S.: Wirelessdeviceidentificationwith
radiometricsignatures.In:Proceedingsofthe14thACMinternationalconference
onMobilecomputingandnetworking.pp.116–127(2008)

7.Clancy,T.C.,Kiyavash,N.,Lin,D.J.:Securesmartcardbasedfingerprintauthenti-
cation.In:Proceedingsofthe2003ACMSIGMMworkshoponBiometricsmethods
andapplications.pp.45–52(2003)



20 AuthorsSuppressedDuetoExcessiveLength

8. Danev,B.,Zanetti,D.,Capkun,S.:Onphysical-layeridentificationofwireless
devices.ACMComputingSurveys(CSUR)45(1),1–29(2012)

9. Das,A.,Borisov,N.,Caesar, M.:Doyouhearwhatihear?fingerprintingsmart
devicesthroughembeddedacousticcomponents.In:Proceedingsofthe2014ACM
SIGSACConferenceonComputerandCommunicationsSecurity.pp.441–452
(2014)

10. Das,A.,Borisov,N.,Caesar,M.:Trackingmobilewebusersthroughmotionsen-
sors:Attacksanddefenses.In:NDSS(2016)

11. Dey,S.,Roy,N.,Xu, W.,Choudhury,R.R.,Nelakuditi,S.:Accelprint:Imperfec-
tionsofaccelerometersmakesmartphonestrackable.In:NDSS(2014)

12. Dukkipati,R.V.:Numericalmethods(2010)

13.Eberz,S.,Paoletti,N.,Roeschlin, M.,Kwiatkowska, M., Martinovic,I.,Patańe,
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