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ABSTRACT 
This paper chronicals the emergence of digital identity as a legal 
concept, how digital identity has grown in importance at the 
national level over the past decades and is now poised to 
become even more important internationally. This work builds on 
existing scholarship, to consider the next evolution of digital iden
tity from what is now essentially a national concept into a global, 
legal concept. The examination looks to the likely emergence of a 
global digital identity for individuals in the near future and asks 
how that could be achieved. The authors examine the use of 
blockchain technology as a possible foundation of a global digital 
identity, along with the necessary development of existing inter
national law on individual rights to support a global digital iden
tity for all. Blockchain is viewed as relatively more secure and it 
enables individuals to have more control over how their identity 
information is managed and used. Blockchain’s traceability pro
vides advantages for government and the private sector in man
aging and verifying identity. It aids the integrity of identity 
information and related transactions. However, it is important to 
note that, while blockchain has advantages, its relative immutabil
ity can lead to the creation and use of false digital identities that 
cannot be easily detected or corrected. As this paper discusses, 
this aspect can undermine the integrity and reliability of digital 
identity nationally and internationally. Given that blockchain tech
nology is fallible, the authors argue that international law has a 
vital role now and in the future in recognizing the right to digital 
identity and establishing norms of conduct.
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1. Introduction

In 2006, digital identity was first examined as an emergent legal concept that was 
fundamentally changing the commercial and legal landscape. Now, the term “digital 
identity” has moved from obscurity to common parlance and its significance has 
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grown, although its full implications, especially for future development, are not com
pletely realized.

In 2011, in “Digital Identity,” it was predicted that digital identity would move 
from a national to an international concept: “Such a scheme may seem unlikely now 
but globalization is merely the next step. Nations are currently sharing digital pass
port, visa, work permit and other immigration information as part of border control, 
and digital information, including biometrics, is shared between international law 
enforcement and defense authorities. Under these broader schemes, an individual’s 
registered identity becomes his or her officially recognized identity not just on a 
national basis but as a citizen of the region and eventually of the world” (Sullivan 
2010).

This paper examines this next evolution of digital identity into an international 
concept and the role Distributed Ledger Technology (DLT) could play in that devel
opment. Blockchain is perhaps the best known DLT and, for ease of reference, this 
paper collectively refers to DLT as blockchain. The discussion begins by describing 
the typical features and functions of digital identity, particularly as used to access 
public sector services and benefits. Then, international recognition of an individual’s 
digital identity supported by blockchain technology is considered as a foundation for 
a global digital identity. The paper then imagines the near future where a blockchain- 
supported global digital identity is commonplace and considers the potential impact 
on identity management from the perspectives of governments, businesses, and 
individuals.

2. Digital identity as an emergent legal concept

In this paper, digital identity describes the set of information required to establish an 
individual’s identity for official purposes, specifically to access and use public sector 
services. It is the group of identity information that is used to conduct those 
transactions.

As explained in earlier scholarship (Sullivan 2010), historically, identity has been a 
nebulous legal concept and had a relatively unimportant role in transactions. An indi
vidual did not need a thing called an identity to transact; and in the absence of fraud, 
there was no requirement that a person use only one name, for example. This was 
largely because of the way transactions were conducted in earlier times. In the digital 
age, this has changed. Dealings conducted in-person, often with a history of personal 
acquaintance, have been replaced by remote transactions facilitated by technology. 
This fundamental change in the way we transact in the twenty-first century has made 
identity, and particularly digital identity, important. In most developed nations, a 
digital identity is now required for an individual to conveniently access government 
services and is necessary for most private-sector transactions. This is the case in the 
developing world too, with digital identity being used for at least some services for 
almost a decade (The World Bank 2016). A single, unique identity is now required 
by most governments and, hence, is needed by an individual (Sullivan 2018).

While the emergence of digital identity as a legal concept has been documented in 
legal scholarship from 2006 (Sullivan 2018), the term “digital identity” has since 
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become more widely used and understood, with a seismic shift occurring in 2017. In 
that year, digital identity and its new importance was formally recognized by the 
United Nations (U.N.). In its sustainable development goal (SDG) 16.9, the U.N. 
required that all member nations “[b]y 2030, provide legal identity for all, including 
birth registration” (United Nations 2023a). “Legal identity” is not defined in SDG 
16.9, but, for all practical purposes, it includes digital identity. This assertion is well 
supported by the U.N. operational definition which defines legal identity with the 
same basic characteristics that comprise an individual’s digital identity (i.e. name, sex, 
place and date of birth, as conferred through birth registration); with the specification 
that legal identity is retired by the issuance of a death certificate (United Nations 
2023b). SGD 16.9 was a milestone in recognizing identity as important for individuals 
in all nations and in cementing digital identity’s international significance.

2.1. Digital identity defined

Digital identity consists of information that has both meaning and function. This 
concept of words having function is familiar in computer science but it is a new con
cept in law. The function of the information that comprises digital identity is to sin
gle out one identity from all the others. When the required group or set of 
information is entered, it is used by the system to first recognize the particular iden
tity from the many registered digital identities on record, and then to enable the 
requested transaction. Digital identity may be used in this way in the context of a for
mal national identity scheme, such as exists in Australia, or under more informal 
arrangements that are not necessarily designated as a digital identity scheme but 
which use a digital identity for transactions, as is the case in the United Kingdom, 
for example (Sullivan 2006; Australian Government 2023) The term “digital identity 
scheme” is used in this paper to encompass both formal and de facto digital identity 
schemes. Furthermore, while the same digital identity is often required for both pub
lic and private sector transactions, for ease of understanding, this paper focuses on 
the digital identity used by individuals for public sector dealings such as accessing 
and using government services.

The information that constitutes a person’s digital identity for transaction purposes 
is a small, defined set of identity information. This information is largely derived 
from a person’s birth record, which in most cases is the birth certificate. The birth 
certificate is the seminal identity document in most jurisdictions and this is recog
nized by SGD 16.9 when it refers to “birth registration.” This document is usually in 
paper form although increasingly birth certificate information is also stored digitally.

The set of information that comprises transaction identity is typically the individu
al’s full name, date of birth, and gender, and includes at least one piece of identifying 
information. Identifying information is considered unique to the individual, such as a 
PIN, a signature, an identifying number, or sometimes a biometric. The scheme 
requirements and the value and type of transaction dictate the identifying information 
required, including whether more than one piece of identifying information is neces
sary. Identifiers like biometrics are generally required for higher value and more sen
sitive transactions.
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Other information that is more detailed sits behind transaction identity. This other 
information is usually a profile of the individual and their transactional history with 
associated administrative information that is upated on a regular basis, often in real 
time. This more detailed and dynamic information is linked to an individual by the 
much smaller set of more stable information that comprises transaction identity. 
(Sullivan 2010; Sullivan 2018).

2.2. Digital identity schemes and identity authentication and verification

All digital identity schemes used for transactions depend on two basic processes— 
identity authentication and identity verification. Although these terms are often used 
interchangeably, authentication occurs at the time a person first registers under the 
particular identity scheme and it may or may not be renewed periodically. 
Verification of identity occurs at the time of a transaction and is done by the system, 
usually automatically, when the required transaction identity information presented 
exactly matches the transaction identity on the record as established at the time of 
authentication (i.e. registration).

At the time of registration, information is checked to determine its authenticity. A 
familiar example is the identity verification process that is usually required to obtain 
a driver’s license, open a bank account, or apply for a passport. The process involves 
the provision of original documentation, typically beginning with the birth certificate 
and including driver’s and other licenses, a marriage certificate, if there has been a 
name change as a result of marriage, passport and other official documents issued by 
government. Other required information can include memberships and employment 
records, for example. The birth certificate is the most important identity document 
from which most of the key information for other identity documents, such as 
licenses and passports, are obtained. The checking process generally follows the 
Know Your Customer (KYC) requirements for identity authentication contained in 
Anti-Money Laundering/Counter Terrorism Financing (AML/CTF) legislation that 
has been widely adopted by most nations to address money laundering and terrorism 
financing. The KYC protocols, formerly known as the 100-point identity check, usu
ally include an in-person or virtual interview, at which time the applicant provides 
specified identity documents that are ranked in terms of their standing to establish 
identity and are used to cross-check the information provided against official records. 
Copies of the presented documents are usually made by the authenticating organiza
ton, whether it be a government entity or a third party authentication agency, and 
the copies are kept for their records to show compliance with the AML/CTF legisla
tion (Sullivan 2010; Sullivan 2018; Sullivan 2006; Australian Government 2023; 
Gov.UK 2023).

The information registered at the time of authentication establishes the digital 
identity for the purposes of the scheme. Most importantly, it establishes transactional 
identity. In addition to full name, gender, and date of birth, identifying information, 
such as signature, photograph, and biometrics (e.g. face scan, iris scans, fingerprints) 
and assigned identifiers, such as a PIN, are recorded at this time. The primary role of 
this identifying information is to link an individual with the digital identity registered 
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for the scheme. At the time of registration, the digital identity is formed and comes 
into effect. The recorded identifying information is then associated with a particular 
person, even if there is error or fraud in the authentication process. That transaction 
identity then becomes the primary means by which that individual transacts under 
the scheme. Most schemes currently also permit in-person dealings but there is 
clearly a move to have most dealings online as computer ownership and computer lit
eracy become ubiquitous.

The nature and functions of transaction identity, and its significance in the digital 
era, mean that the consequences of system error or fraud in the identity authentica
tion and verification processes are serious. There are two main scenarios and both 
are concerning. The first is where a legitimate digital identity is used by another per
son for a bogus transaction. The transaction appears legitimate because it is verified 
under the scheme, so the transaction is difficult to successfully contest, often requir
ing proof of impossibility such as complete incapacity at the time of the transaction. 
The second scenario is where a new false digital identity is created from fabricated 
information. The identity may be completely fabricated or it may contain some legit
imate information of a person or persons. The latter situation can be especially diffi
cult to detect, investigate, and unravel. In either case, however, the identity is 
inauthentic but appears to be authentic because it is linked to a specific person at the 
time of authentication. The identity is apparently legitimate and indeed is given legit
imacy by the scheme until proven otherwise. This means that, in the interim, that 
transaction identity can be used for a range of apparently legitimate transactions. 
This has implications for government, business, and individuals. The consequences 
for innocent individuals can be especially onerous because the transactions for which 
they are assumed responsible can be difficult to disprove due to the nature and func
tions of transaction identity (Sullivan 2010; Sullivan 2018).

Transaction identity operates much like a key to allow access to the system to 
enable transactions. When the transaction identity information on record aligns with 
the information presented for the transaction it effectively “opens the door” to allow 
the transaction. Transaction identity is designed to locate a single digital identity 
from all those registered under the scheme, then to verify that identity for the 
requested transaction. If all that identity information as presented matches the infor
mation on record, then the system automatically authorizes the transaction. In actual 
operation, the transaction is entirely machine-driven. This is how identity theft and 
fraud and error can occur and how illegal transactions can be legitimized by the 
scheme. There is an underlying assumption that all the registered identity information 
is correct and authentic to the person presenting it at the time of identity authentica
tion and, subsequently, to verify identity for a transaction. That presumption, how
ever, depends on the scheme being infallible, which of course cannot be so (Sullivan 
2010). Even a robust system can fail as a result of deliberate deception, unauthorized 
access, human error, or spontaneous system error. The significance of digital identity 
means that the consequences are serious for all involved, whether they be organiza
tions or individuals.
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2.3. Blockchain technology and digital identity authentication and verification

Blockchain and other DLT technology, collectively referred to as blockchain technol
ogy in this paper, can improve the transparency and security of existing identity 
authentication and verification processes. An individual’s identity information is dis
tributed across the blockchain, enabling the individual and others authorized by the 
individual, to see select information. The individual can determine the information to 
be shared as well as to whom and when. This added control and visability enables an 
individual and others, like investigators and law enforcement, to spot anomolies, 
errors, and fraudulent activity.

While blockchain is not the only available approach, and has critics as well as sup
porters, it can improve security and give individuals more control over when and 
how their identity information is disclosed. It has been shown to do so in early 
adopters, like Estonia. Consider the registration process where originals of the 
required identity documents are provided to authenticate identity. Copies of these 
documents are taken at that time and are scanned into the records that an authenti
cating entity keeps as part of the registration process and for KYC compliance. This 
process is carried out when opening an account, applying for a benefit or service, and 
applying for a driver license, to mention just some of the many occasions when iden
tity must be authenticated. The result is that there are multiple records of these docu
ments held by a wide range of public and private-sector bodies that only increases 
over time. While some of the required documents change over the years, such as 
when a person obtains a new passport, the seminal identity document, the birth cer
tificate, remains the same. Over the course of a person’s lifetime, that document will 
be copied on multiple occasions and the copies stored in hundreds of databases. The 
security of those copies and the information they contain is largely dependent on the 
protocols used and enforced by each entity. Even if protocols are strong, they are 
never infallible. The more copies are held in multiple databases, the greater the likeli
hood of an important identity document, like a birth certificate, being compromised, 
whether by hacking, fraud, system error, or system failure.

A blockchain is a public ledger distributed across many computers, using cryptog
raphy to provide confidentiality and security. It is touted as being essentially trust-based, 
the trust being in the network of servers and the software system rather than a particular 
organization, like a government department. While blockchain technology is fallible, its 
security risks are comparatively fewer, making it a strong alternative for storing and 
accessing important identity documents. There are many approaches that have been sug
gested for the broader use of blockchain, including for identity, but public blockchain is 
the most promising in terms of improved security for identity documents because it ena
bles an individual to control and monitor access. In this respect, blockchain shifts the 
current paradigm by giving an individual, not a government or private-sector organiza
tion, control over the individual’s identity information and who can view it.

3. Public blockchain and identity authentication

This section examines the nature of public blockchain and outlines in simple terms 
how it can apply to digital identity, especially for identity authentication. The 
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advantages of public blockchain are compared to the paper-based identity authentica
tion used in most jurisdictions. This discussion provides the basis for the following 
section which examines the possibility of a blockchain-based global identity.

3.1. Public blockchain for identity authentication and verification

Public blockchain is the technology that underpins Bitcoin, which enables users to 
transact without using a traditional intermediary such as a bank or government body. 
A public blockchain, like that used for Bitcoin, does not have access restrictions 
whereas a private blockchain controls access. A private blockchain may be presumed 
to be more secure because of controlled access but the opposite is often true due to 
the nature of blockchain technology.

A public blockchain is more secure because it is decentralized, with information 
encrypted and stored on multiple devices. There is a chain of linked records called 
blocks. As data is added, new blocks are added to the chain. Each block has a hashed 
key that links it to the preceding block, a time stamp when it was added or altered, 
and transaction data. This distribution means that the network exists and can still 
function even if a node is unavailable.

With a blockchain-based system, the source documentation, such as identity docu
ments, can be stored off of the blockchain, the document hash can be compared to 
the hash on the blockchain, and the comparison can then be stored on the block
chain. The benefits of this approach are that the authenticating organization can, for 
example, prove by a ledger entry on the blockchain that the KYC checking has been 
done without the need to handle paper documents or the scanning and storing of 
copies. This is a much more secure approach that also gives the individual more con
trol over crucial identity documents and the information they contain.

While there are still points of attack, blockchain is consensus-based and a majority 
of nodes comprising the blockchain would have to collude to remove or change data; 
so, in theory, fraud is more difficult to perpetrate and relatively easier to detect. 
Moreover, access rights enable the individual to control access to the data via encryp
tion, instead of control being through an identity provider—enforced policy. Most 
public blockchain systems use keys and signatures to control the shared ledger. Each 
blockchain node within the network has its own copy of the ledger and data added to 
the ledger is sent to all participating nodes so the data appears in all copies of the 
blockchain. Any of the participants can add data to the blockchain and algorithms 
aggregate data in “blocks.” These blocks are added to the chain of existing blocks 
using a cryptographic signature. For public blockchains, that signature includes a 
proof of work that makes it cryptographically unlikely that anyone will alter the prior 
blocks. The proof of work is a consensus algorithm that is used to verify transactions 
and to add new blocks to the chain. Solving the proof of work algorithm is difficult, 
though not impossible, in the sense that any alteration also requires alteration of a 
prior block, which means redoing the work for all subsequent blocks. This makes it 
cryptographically more secure and unlikely that anyone will alter the prior blocks. 
Overall, the public and distributed nature of the blockchain makes it difficult to have 
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a falsified block accepted by the network. This is the immutability feature of 
blockchain.

An individual can encrypt select data on the blockchain and can select who gets 
the key/s to decrypt the data. The way this works for identity authentication is that, 
instead of a person taking their identity documents to the authenticating organization 
and having that organization take copies for its records, the individual can allow the 
organization to view specific information through the public blockchain. The source 
document such as a birth certificate is stored off of the blockchain, but the document 
hash can be compared to the hash on the blockchain, and the comparison stored on 
the blockchain to show that the document has been checked and validated as part of 
the identity authentication procedures. Blockchain technology can also be used for 
identity verification for transactions, though the main advantage of the public block
chain is its use for identity authentication.

While there is no doubt that blockchain provides more security than paper-based 
authentication procedures, it has weaknesses. The immutability of blockchain can 
have a significant downside in that it makes errors and inaccuracies recorded on the 
blockchain difficult, though not necessarily impossible, to remove or correct. A digital 
identity that is inaccurate may be enshrined on the blockchain. This can be done 
through mistakes in data entry that are either inadvertent or deliberate, such as creat
ing a false identity through the use of fabricated identity documents and information. 
Once that information is put on the blockchain, it is accorded a level of permanency 
and assumed authenticity that is difficult to dispute and change. In effect, a false 
identity is created. However, as discussed, this presumed authenticity and accuracy 
also exists in paper-based systems and correction is similarly burdensome.

In most developed nations and in many developing nations, digital identity is the 
primary means by which an individual is acknowledged to exist and to have standing 
to transact with a range of public and private-sector organizations; so an inaccurate 
digital identity has serious consequences, especially for the individual concerned. The 
consequences are more concerning if the error results in a person being able to use a 
digital identity other than their own, as can happen if there has been identity theft, 
or if there has been system error where records have been incorrectly assigned. This 
situation is often difficult to fix in any scheme, but when the information is on the 
blockchain it can be more difficult to correct, though it may be easier to detect. 
These strengths and weaknesss of blockchain can have widespread effects. While there 
is clear impact on individuals, there are also the broader consequences of bogus 
transactions for businesses and the public sector.

3.2. Public sector use of blockchain for identity authentication

The emergence of digital identity and realization of its increasing significance has led 
to use of blockchain in relation to identity authentication. Many jurisdictions are 
exploring, or have recently implemented, blockchain initiatives for public sector func
tions at the national or state level. Estonia, however, is a more mature example of the 
use of blockchain to underpin digital identity for government services.
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Estonia is a leader in its use of blockchain and a pioneer in its early use of digital 
identity in its national identity scheme for its citizens and permanent residents, and 
for the Estonian e-Residency program. The latter is for persons who are located out
side the country and who do not have Estonian citizenship or phyical residency, to 
enable them to do business in Estonia. Estonia was the first nation to use blockchain 
technology, specifically KSI Blockchain, which is also used by NATO and the U.S. 
Department of Defense. Data is not stored on the KSI Blockchain. Instead, a one-way 
hash of the data to be protected is generated. A one-way hash is a mathematical func
tion that converts a variable-length input string into a fixed-length binary sequence. 
It is one-way because it is practically impossible to derive the original text from the 
outputted string and is therefore more data-protective and secure. The one-way hash 
is combined with prior hashes, and then published on a blockchain-like chain of 
hashes (E-Estonia 2019). The system can provide immutability for petabytes of data 
every second (PricewaterhouseCoopers 2019).

Every Estonian has a government-issued digital identity as part of this sophisiti
cated and long-established scheme that provides digital access to all of Estonia’s e- 
services. In 2014, Estonia substantially expanded its digital identity program to 
include persons located outside Estonia who are neither Estonian citizens or perman
ent residents. This Estonian e-Residency program is essentially an economic develop
ment initiative. So called "e-Residents” cannot access all the services available to 
Estonian citizens and permanent residents but they can remotely access and use a 
range of Estonian e-government and private sector services for commerce. The iden
tity issued to an e-Resident is a government-authenticated, transnational digital iden
tity and, as such, it is a major step toward a global digital identity.

A further step toward the globalization of digital identity occurred in December 
2015, when Estonia and Finland became the first countries in Europe to develop a 
joint data exchange platform based on X-Road that allows data to be automatically 
exchanged between countries. X-Road is used for the Estonian digital identity scheme 
for citizens, permanent residents, and e-Residents to enable Internet-based data 
exchange between national information systems and for automatic data exchange 
between countries. In addition to its implemention in Finland, X-Road has since been 
implemented in Azerbaijan, Namibia, Faroe Islands and, most recently, in Mexico 
(PricewaterhouseCoopers 2019).

These steps show the feasibility of a blockchain-based transational identity and its 
advantages in facilitating national and international interoperability, albeit on a rela
tively small scale. However, use of blockchain for identity, especially on a broader 
scale, is largely untested and it raises questions about the responsibility of those who 
vouch for the accuracy of the information and for the ensuing consequences of rely
ing on that information.

While blockchain is touted as being more secure than existing systems, it is not 
foolproof. We know that blockchain can provide opportunity for fraud in relation to 
the authenticity of the documents and information placed on the chain and the cre
ation and use of false identities from that information. Even in the absence of fraud 
or coercion, mistakes made in recording key information can be difficult to correct. 
More widespread use of blockchain for identity authentication and verification may 
reveal new security vulnerabilities in addition to those we now know.
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To address this potential downside, a hybrid approach can be a way forward. For 
example, distributed ledgers for identity authentication can be used under existing 
KYC systems. Blockchain can use source data from various government offices, such 
as passport, motor vehicle and the post offices, and from utility companies, to prove 
a person’s identity. The Illinois Blockchain Initiative is an example in the U.S. Illinois 
was the first U.S. state to create a consortium of state and county agencies to collab
orate and explore innovations presented by distributed ledger technology (Thomas 
2016). Similar blockchain-based approaches have been considered and implemented 
by other U.S. states (Desouza, Chen, and Somvanshi 2018). Distributed ledger tech
nolgy can be developed within existing state and national frameworks for digital iden
tity, but there is also scope for a regional, transnational identity, such as is underway 
within the European Union (E.U.) (European Commission 2023) and more broadly 
amongst other trusted nations. When used in this way, blockchain can provide 
greater protection for identity information and documents because documents do not 
have to be copied and stored in multiple databases. This approach can also empower 
individuals with greater control over when and by whom their information is 
accessed and provide more transparency on that access.

4. Global legal basis and standard

Blockchain was designed to remove the need for a traditional intermediary. This 
approach fits well with notions of sovereign identity and individual control that are 
grounded in autonomy. Control by the individual is important on many levels, 
including who accesses an individual’s identity documents and identity information, 
and when and how that access is permitted. A right to identity that is based on indi
vidual autonomy exists under international law and this right to identity has grown 
in importance recently.

The right to identity is a fundamental human right that arises at birth under the 
Convention on the Rights of the Child (CRC), which has been ratified by almost all 
nations, the major exception being the U.S. A right to identity is expressly included 
in Article 8 and the CRC distinguishes this right from the right to privacy in Article 
16. Article 8 was included in the CRC as the result of a campaign by the grand
mothers of “The Disappeared” in Argentina for a right to identity (Hodgkin, Newell, 
and UNICEF 2007). They asserted that Argentina’s adoption laws at the time facili
tated illegal adoption and child placements by concealing children’s real identities 
and by creating false identities. Under Article 8 (1) of the CRC, there is an express 
right to identity. Although the CRC is confined to rights of minors, considering the 
nature of the right to identity, there is a strong argument that the right continues to 
adulthood.

In the E.U., the European Court of Human Rights (European Court) recognizes 
the right of both minors and adults to identity under Article 8 of the European 
Convention Protection of Human Rights and Fundamental Freedoms (ECHR). 
Furthermore, the argument for recognition of a right to identity for all has also been 
considerably strengthened by the formal adoption of SDG 16.9, which requires that 
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all U.N. member states provide legal identity for all, including birth registration, by 
2030.

A right to identity can also be recognized under the International Covenant on 
Civil and Political Rights (ICCPR) which, unlike the CRC, has been ratified by the 
U.S. Article 1(1) of the ICCPR states, “All peoples have the right of self-determin
ation. By virtue of that right they freely determine their political status and freely 
pursue their economic, social and cultural development.” Artcle1 (1) of the ICCPR 
applies to all people; and it is worth noting that the International Covenant on 
Economic, Social and Cultural Rights (ICESCR) contains an identical provision. The 
CRC and the ICCPR can provide theoretical legal basis for recognizing the right to 
identity for all individuals and, hence, the right to digital identity.

Depending on jurisdiction and circumstances, these treaty provisions may be 
invoked to protect the integrity of identity information on the blockchain. The 
ICCPR potentially has greatest impact on state conduct through the monitoring of 
national implementation of the ICCPR by the U.N. Human Rights Committee 
(UNHRC). The UNHRC has not clearly defined self-determination in Article 1 of the 
ICCPR. However, while the exact meaning and application of Article 1 is open to 
interpretation, it is generally considered to be in-line with the international legal 
meaning of self-determination, and to cover both the internal and external aspects of 
the right identified by the United Nations. The internal aspect which is most relevant 
to digital identity is the right of all peoples to freely pursue their economic, social, 
and cultural development without outside interference. The external aspect of self- 
determination implies that all peoples have the right to determine freely their political 
status and their place in the international community based upon the principle of 
equal rights.

While the external aspect has not been the subject of judicial consideration in this 
context, it can arguably apply to digital identity in a global context. Digital identity is 
protected under Article 1(1) of the ICCPR which protects individual autonomy. 
Individual autonomy is directly relevant to the use of blockchain for identity authen
tication considering that blockchain purports to give the individual control over iden
tity information and who can access it. Self-determination under Article 1 of the 
ICCPR invokes protection of the private sphere as advocated by Charles Reich (Reich 
1991). According to Reich, the individual sector is the source of an individual power 
as necessary for the healthy development and functioning of the individual and is 
absolutely essential to the health and survival of democratic society. A right to iden
tity is part of that personal sphere and can include the right to digital identity.

Treaty obligations can operate as international standards and may form the basis 
of legal action under national law to effectively regulate state conduct and uphold 
individual human rights. However, at present, the UNHRC considers that only indi
vidual rights recognized in Part III of the ICCPR (Articles 6 to 27 and not Article 
1(1)) can be examined under the individual complaints procedure established by the 
Optional Protocol to the ICCPR. The first Optional Protocol to the ICCPR allows 
individuals to submit written communications to the UN Human Rights Committee. 
However, the country must be party to the ICCPR and the Protocol, and the individ
ual who claims their rights under the ICCPR have been violated, must have exhausted 
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all avenues for domestic remedies. Although the UNHRC will not examine individual 
complaints based only on Article 1, ratifying nations must still report to the UNHRC 
regarding implementation of Article 1 of the ICCPR. All states must report on the 
measures they have adopted relating to the rights described in the ICCPR within one 
year of ratifying the ICCPR. After submitting their initial report, periodic reports are 
required every four years. The Committee examines each report and addresses its 
concerns and recommendations to the state as “concluding observations” (United 
Nations Human Rights Office 2022). This reporting is currently the most effective 
strategy in overseeing and encouraging compliance because the UNHCR findings are 
published. While there are nations that notoriously do not comply, for the most part, 
the observations by the UNHRC present significant moral and political impetus for 
nations that have committed to the treaty. This could be the basis for international 
recognition of the importance of digital identity, for the concomitant right to identity, 
and for establishment of an international protocol for protection.

5. Conclusion

Blockchain technology provides decentralized, cryptographically-signed proof of exist
ence and the potential for individuals to control access to their identity information. 
In theory, an individual can provide access to select parts of their identity informa
tion and documentation on the blockchain. Blockchain technology provides greater 
security and significant benefits that herald the near future in identity, authentication, 
and verification. Transnational initiatives such as Estonian e-Residency, which is 
blockchain-based, are the beginning of expansion of digital identity beyond national 
boarders. Other countries and regions, most notably the E.U., are pursuing a similar 
expansion of digital identity. These developments are paving the way for similar pro
gress in other regions and global expansion is next. While these developments can 
bring major benefits, there are accompanying risks that are largely dependent on the 
rigor of processes for authenticating identity and for dealing with unintended effects.

The next evolution toward a global, digital identity will present challenges for 
nations that will require cooperation and trust that go well beyond the type of trust 
that underpins blockchain. Policy makers and legislators will have to ensure there are 
adequate security protocols in place and a supporting legal framework to protect an 
individual’s right to an accurate and functional digital identity.

While there have been notable national and, more importantly, transnational suc
cesses, they have involved small nations with technical, cultural, and legal similarities 
and synergies. Large-scale, diverse applications are as yet untested and the ensuing 
consequences and implications are not yet known. Some of the current concerns 
about blockchain, such as scaling and its perceived environmental impact, are likely 
to be addressed by technological advancements in coming years.

However, the most significant issues impacting identity relate to its authenticity 
and integrity and individual rights. As discussed, there is the risk that identity infor
mation authenticated on the blockchain but which is otherwise invalid may find its 
way into traditional channels to enable creation of false identities. Apart from con
cerns about illicit activity that this may shield, if identity authentication is 
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compromised, it could undermine the integrity and reliability of the scheme, whether 
it be national, transnational, or global. These issues are unlikely to be solved by tech
nology alone.

International law therefore has a crucial role. The foundation exists for formal rec
ognition of the right to identity as a fundamental human right and for establishing 
norms of state conduct for giving effect to that right.
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