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Abstract

The onset of the COVID-19 pandemic changed the land-
scape of education and led to increased usage of remote proc-
toring tools that are designed to monitor students when they
take assessments outside the classroom. While prior work
has explored students’ privacy and security concerns regard-
ing online proctoring tools, the perspective of educators is
under explored. Notably, educators are the decision makers
in the classrooms and choose which remote proctoring ser-
vices and the level of observations they deem appropriate. To
explore how educators balance the security and privacy of
their students with the requirements of remote exams, we sent
survey requests to over 3,400 instructors at a large private
university that taught online classes during the 2020/21 aca-
demic year. We had n = 125 responses: 21% of the educators
surveyed used online exam proctoring services during the
remote learning period, and of those, 35% plan to continue
using the tools even when there is a full return to in-person
learning. Educators who use exam proctoring services are of-
ten comfortable with their monitoring capabilities. However,
educators are concerned about students sharing certain types
of information with exam proctoring companies, particularly
when proctoring services collect identifiable information to
validate students’ identities. Our results suggest that many ed-
ucators developed alternative assessments that did not require
online proctoring and that those who did use online proctoring
services often considered the tradeoffs between the potential
risks to student privacy and the utility or necessity of exam
proctoring services.

1 Introduction

The initial surge of the COVID-19 pandemic upended ed-
ucation, leading many schools to quickly switch to remote
teaching in the Spring of 2020 [5], and many universities
and colleges maintained remote learning into the 2020/21
academic year. This massive migration to online learning
environments led to a corresponding increase in the use of
remote educational technologies.

One such remote learning technology that saw a dramatic
increase in use during remote instruction is online exam proc-
toring tools. Based on the analysis of the Chrome browser ex-
tension reviews, Balash et al. found explosive growth (720%)
of online proctoring beginning at the start of the COVID-19
pandemic [3]. This is in line with a poll by Grajek that found
that 77% of colleges and universities made use of or were
planning to use online proctoring [13].

By design, remote proctoring systems are invasive. Given
their capabilities to monitor and limit functionality where in-
stalled, students and privacy advocates have raised concerns
about their security and privacy properties. As highlighted by
the media coverage of remote proctoring tools, these concerns
were not unfounded: Since the tools’ widespread adoption
at the beginning of the pandemic, reports uncovered major
security and privacy incidents involving Proctorio and Proc-
torU, two widely used invigilation tools. These included
a major data breach of ProctorU in which 444,000 users’
personally identifying information was leaked online and a
security vulnerability within Proctorio that allowed hackers to
remotely activate the software on computers in which it was
installed [1,28,30]. More recently, Burgess et al. [4] disclose
several security and privacy issues, including concerns about
how remote proctoring systems use facial recognition.

In a survey of students who experienced remote proctoring,
Balash et al. found that many students had both privacy and
security concerns with the tools [3]. In particular, student par-
ticipants often felt they had no choice but to use the tools or
that they trusted these proctoring services because of their aca-
demic institutions’ support for them. Despite some students’
trust in these tools’ security, Coheny [8] show evidence indi-
cating that these tools may not be as trustworthy as students
suspect. Specifically, they find that many collaborative tools
used in remote classrooms collect information about students
that often does not align with educational expectations. How-
ever, the tools analyzed in their study focus on collaboration
tools that were not designed for academic settings.

As such educators’ perspectives of online exam proctoring
services remains unexplored. Educators® perspectives are of
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particular importance given their roles in both the choice to
use (or not use) an online proctoring tool and its associated
monitoring. In this paper we seek to answer the following
research questions about how educators consider privacy and
security in the context of online proctoring services:

RQ1 What are educators’ perceptions of online proctoring
services?

RQ2 Do educators consider student privacy and security con-
cerns when deciding to use (or not use) an online proc-
tored exam and while setting up the exam proctoring
parameters?

RQ3 Which proctoring methods do educators select to proc-
tor their online exams?

To answer these research questions, we executed a campus-
wide recruitment of instructors at the George Washington
University who taught courses during the remote learning
period of the 2020/21 academic year. This involved inviting
3,460 educators to participate in an IRB-approved survey, of
which n = 125 participants responded with their justifications
for using or not using online proctoring. The survey captured
responses from the university’s 12 organizational units, senior
and junior faculty, as well as graduate educators. Despite
our small sample (approximately !/5 of respondents opted to
use online proctoring), our results offer important and timely
insights into how educators at a large-private university under-
stood online proctoring tools and their motivations for using
(or not using) these tools during a challenging period.

We found that a small but substantial number (21%) of
educators used exam proctoring tools during the 2020/21 aca-
demic year. The most common reasons for using remote
proctoring were to stop or deter cheating, to comply with
COVID-19 safety protocols, to maintain exam integrity, and
to be fair to students. In contrast, 79% of respondents did
not use online exam proctoring tools during this same period.
Many chose not to use remote proctoring tools due to their
potential harms to students, negative impacts on trust between
students and educators, student privacy concerns, ineffective-
ness against cheating, and the availability of alternative modes
of assessment, such as open-book exams and projects.

Both educators who used online proctoring and those who
did not reported privacy concerns with using exam proctor-
ing services. These concerns centered on webcam and audio
recordings taken by a third party, intrusive monitoring mea-
sures, information sharing requirements, particularly those
of personally identifying information for verification of stu-
dent identities, and the invasion of student privacy as students
take these exams in their homes. Educators also expressed
concerns about the security implications of students having
to install exam proctoring software on their computers. Many
highlighted the software’s monitoring capabilities and its abil-
ity to disable system functionality.

While many educators chose to modify their assessments
rather than use online exam proctoring, some educators were

required to use online exam proctoring tools. Specifically,
these educators reported departmental mandates for the use
of exam proctoring services in their courses, or requirements
to administer the standardized tests in their field, such as
nursing, that were only offered by testing companies that use
online exam proctoring technologies. This led to educators
being forced to use these proctoring tools despite having
reservations about their use and concerns about their impact
on students.

2 Related Work

Online proctoring tools have been the subject of heavy
scrutiny from both the media [16, 18,23, 29] and education
researchers [11,17,21,25,27,32]. Below, we first review
the literature on the whether proctoring is needed to ensure
academic integrity and are efficacious in doing so, and how
they impact students have been at the center of debates on
their role within remote learning. Following, we will discuss
more recent work studying the security and privacy impact of
this technology.

Effectiveness in Academic Integrity When it comes to the
role of online proctoring in online learning, Harton et al. find
that despite vast improvements in remote learning tools, uni-
versity instructors and students show a strong bias towards the
beliefs that online courses are more conducive to academic
dishonesty and that cheating occurs more often in online set-
tings [15]. However, studies comparing the rates of academic
dishonesty in face to face courses to its prevalence in online
courses have found mixed results: Watson and Sottile find
that while students more readily admit to academic dishonesty
in face to face classes, they are more likely to cheat during
online exams [31]. In contrast, Grijalva et al. [14] find no
significant difference in rates of academic dishonesty in both
course formats.

Gudifio Paredes et al., who evaluated remote proctored
exams’ usage in graduate learning via a questionnaire-based
study, find that the tools enforce academic integrity, but that
students’ honesty is neither driven by their moral compasses
nor by their desire to learn [22]. Instead, as Gudifio Paredes
et al. explain, students lack opportunities to cheat due to
constraints implemented within the tools and feel obliged to
behave with integrity lest they be caught and punished by
the software. Moreover, they find that these tools appear to
negatively impact students’ learning or motivation to learn
and raise concerns about student privacy. They therefore
recommend educators carefully consider their motivation to
use remote proctoring before choosing to use these tools.

Student Performance Under Proctoring Several stud-
ies [9, 10, 12,26] have found that student performance was
significantly better on unproctored remote exams than on re-
motely proctored ones. Seife and Stockton [26] further find
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that scores on remotely proctored exams are more closely cor-
related with predictive attributes of student performance, such
as their ratings of human capital, which measures their gen-
eral ability level. This, they argue, shows evidence that aca-
demic misconduct is likely quite pervasive, and that this pays
off handsomely for dishonest students. Moreover, Wuthisa-
tian [33] finds that students generally performed better on
in-person exams than they did when the same exam was taken
with remote online proctoring.

In contrast however, Hylton et al. do not find a significant
difference in student performance between remote exams that
use video monitoring and those that do not. Despite this,
they note that students in non-video monitored exams took
longer to complete their exams on average [19]. Rios and Liu
similarly find that student performance on low stakes exams
is not impacted by the use of online proctoring. However,
unlike Hylton et al., they do not observe any differences in the
amount of time students take to complete their exams [24]. In
a study of the differences between testing centers and remote
proctoring by Cherry et al. [6], average scores achieved across
the two proctoring modes were similar.

Privacy, Security and Ethics of Remote Proctoring On-
line remote proctoring and other online learning technology
have received considerable attention due to the pandemic.
Coghlan et al. [7], in their opinion piece, highlight proctoring
tools’ reliance on artificial intelligence and the ethical chal-
lenges this can raise. They explore an ethical framework for
determining when and how to use these tools. In their opinion
article, Swauger argues the underlying algorithms for remote
monitoring and invigilation contain implicit negative biases
and that these tools unfairly penalize students who do not
meet their biased baseline [29].

Despite these concerns, research on these tools’ security
and how users perceive their security has been sparse. Balash
et al. and Kharbat and Abu Daabes independently study
student perceptions of the tools, and find a high prevalence
of privacy concerns [3,20]. Balash et al., who also analyze
the security and privacy of several tools, specifically focus on
how students’ security and privacy concerns compare with
the security vulnerabilities they encounter [3]. Neither Balash
et al. nor Kharbat and Abu Daabes consider the perceptions
of educators, the focus of this paper.

Recent work by Burgess et al. [4], performed a technical
S&P analysis of four proctoring suites used in high stakes law
licensing exams, such as the Bar Exam and entrance exams.
They identified numerous privacy and security risk, including
around facial recognition. In this paper, we investigate the
educator’s perspective on eight general purpose exam proc-
toring software suites, which are non-overlapping with the
suites studied by Burgess et al.. Such a technical investigation,
though, would likely be fruitful of the common university re-
mote exam proctoring products.

Similar to this paper is the study by Cohney et al. that also

considers instructor and faculty perceptions of remote learn-
ing tools [8], but not specifically remote proctoring tools. The
focus of Cohney et al. is on the use of tools that were not orig-
inally designed for educational use, but were adopted hastily
amidst the pandemic to accommodate the need for fully re-
mote learning. This includes using Zoom, Google Drive,
and other collaboration platforms whose privacy standards
and data collection practices do not match the expectations
of the classroom. In contrast, in this paper, we focus on in-
structors perceptions, and more specifically, on educators’
perceptions of remote proctoring tools and their security and
privacy attributes, both why they choose to use them and why
not. Cohney et al., in contrast, identifies such tools, but was
not the primary focus of the study.

3 Survey Methodology

We conducted an online survey to evaluate university educator
perceptions of online exam proctoring tools. Here we describe
the survey’s procedures, recruitment, limitations, and ethics.
Survey results are presented in Section 4.

Study Procedure Below we outline the survey. The full text
can be found in Appendix A.

1. Informed Consent: The university educators were asked
to consent to the study. The consent included that par-
ticipants would answer questions about their experience
with online exam proctoring services.

2. Eligibility Screening: To be eligible to complete the
survey, participants were required to assert that they
were either full-time faculty or part-time adjunct faculty
at the university.

3. Background: The educators were then asked to option-
ally provide their associated organizational unit or school
at the university, as well as the subject area(s) they taught
during the 2020/21 academic year

4. Awareness of Technology: The university educators
were asked about their awareness of the online exam
proctoring tools available at the university during the
2020/21 academic year and their understanding of how
online exam proctoring tools work. Next participants
were asked which specific online exam proctoring tools,
if any, they used in administering assessments during the
2020/21 academic year.

5. Use and Perceptions of Online Exam Proctoring Tools:
Educators were asked which proctoring services they
most recently used, what factors they considered, and
the type and number of assessments administered with
online proctoring. Next the educators were asked about
both the benefits and drawbacks of online exam proctor-
ing and under what conditions they were likely to use
online exam proctoring in the future.

6. Proctoring Effectiveness: We then asked the educators
about the effectiveness of online exam proctoring tools
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at preventing and catching cheating on assessments.

7. Review of Proctoring Tools Used: Educators were asked
questions to assess the specific exam proctoring tools
they reported to have recently used during the 2020/21
academic year. This included questions about the edu-
cators’ views of the privacy and security of the online
exam proctoring software, its effectiveness, and the po-
tential tradeoff between student privacy concerns and the
integrity of the examination being administered.

8. Online Exam Proctoring Methods: In this part of the
survey we investigate the methods used by online exam
proctoring services to monitor student test takers. Edu-
cators were asked which exam monitoring methods they
enabled in their proctored exams, the effectiveness of
these methods, their comfort using the methods, and if
they would change methods for future exams.

9. Privacy Concerns: Finally, the survey concluded by ask-
ing educators about their concerns for their students’
privacy when students are required to share information
with exam proctoring companies.

Recruitment We worked with the George Washington Uni-
versity’s administration to approve and coordinate the survey,
in addition to receiving IRB approval (NCR202908). In turn
the university provided our research team with an email list of
all instructors who had taught a course during the 2020/21 aca-
demic year, totally 3,460 individuals. Recruitment occurred
over a fifteen day period starting December 1st 2021. We sent
out 3,460 emails and had 152 educators respond to the study,
a response rate of 4.4%. Of the 152 educators who responded,
125 completed the study. Recruitment emails was sent by and
the survey was hosted on the university’s Qualtrics account.
Participants who completed the survey were given the oppor-
tunity to enter a drawing for a $50 USD Amazon gift card
with a 1 in 20 chance of winning. On average, it took 16.3
minutes (SD=37.4) to complete the study.

Note that many of the instructors who were contacted may
either no longer be at the university or did not teach classes in-
volving exam or quiz assessments (e.g., instead using grading
based solely on term-papers) that would render them eligible
to complete the survey. These instructors likely self-selected
out of the survey, and thus the true number of eligible partic-
ipants and the true response rate to the survey is difficult to
determine. However, we believe we captured a reasonably
representative cross-section of the university’s instructors dur-
ing this period, both in terms of educators who chose to use
online proctoring and those who chose not to use it. But it
is also important to acknowledge that there are likely some
perspectives that may be over- or underrepresented due to
self-selection both to take and not take the survey.

Analysis Methods When presenting quantitative results the
analysis is provided in context. For qualitative responses, we
conducted open coding to analyze 14 free-response questions.

A primary coder from the research team crafted a codebook
and identified descriptive themes by coding all responses to
each question. For the 10 open-ended questions answered
by participants who did use exam proctoring tools, a sec-
ondary coder (also a member of the research team) coded all
responses. For the 4 open-ended questions responded to by
educators who did not use proctoring tools, a secondary coder
coded a 20% sub-sample as a consistency check. In each
case, the secondary coder provided feedback on the code-
book, and inter-rater reliability was calculated on each round
until Cohen’s ¥ > 0.7. Overall, the mean Cohen’s ¥ = 0.8,
indicating substantial agreement between coders. In the re-
sults presented below, we use the primary-coders application
of the final codebook for any counts or themes presented.

Ethical Considerations The study protocol was approved by
our Institutional Review Board (IRB) with approval number
NCR202908, and all collected data is associated with random
identifiers. For participants who wanted to enter the drawing
for a chance to win the Amazon gift card we created an entry
form that was separate and not linked to the survey.We also
considered that some educators may not want to share how
they managed student academic integrity for online classes or
their specific academic department or subject area and so we
made those questions optional.

Limitations Our study is limited in its recruitment, partic-
ularly instructors at a single academic institution in the U.S.
While our study offers a unique perspective at our institution,
which is a large private university, we cannot claim full gen-
eralizability of the results within or beyond the institution as
it is difficult to know the true number of eligible participants
who considered or used online proctoring during the 2020/21
academic year. Despite this limitation, we believe that these
results offer new insights and are likely representative of
common attitudes and themes among educators about online
proctoring and their choices to use or not use these products.
However, we cannot conclude that the these themes occur
at the same proportions beyond our sample. We attempt to
note this limitation throughout when discussing proportional
results. This is particularly true for those instructors who
indicate that they do use online proctoring, and we cannot be
confident that quantitative results, e.g., Likert responses, will
be consistent in a larger sample. Although qualitative themes
likely express dominant views in this subgroup, we may not
capture all minority themes. Throughout the following section
we acknowledge these limitations.

There is also limitations with the size of our recruitment.
We got approval to send recruitment emails to a/l instructors
during the online-instruction period at our institution, which
included 3,460 individuals. Even within this pool, finding
college level educators that use exam proctoring turns out to
be a difficult-to-reach population. As with any online survey
without direct recruitment, response rates can be small, and
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then within those responses, we are further seeking a set of
educators who used online proctoring. We acknowledge that
the result is a sample of educators who actually used proctor-
ing is smaller than desirable, but when targeting hard-to-reach
populations (namely, college educators that use exam proc-
toring), exploratory studies like this one, even with smaller
samples, provide important and relevant themes.

Importantly, the goal of this study is not only on the edu-
cators who did use proctoring, but also those that choose not
to and their security and privacy reasons for that choice. We
were able to recruit 99 participants who decided against using
online exam proctoring tools to provide important insight into
their decision making processs.

Finally, we are limited by the fact that this study relies on
self-reported behavior. We cannot verify that the participants
actually used remote proctoring tools to proctor an online
exam or which monitoring methods they enabled. Finally,
responses can suffer from social desirability and response
bias, leading participants to over describe their awareness
of online exam proctoring as they may believe that this is
the expectation of the researchers. Such biases may be most
present when participants indicate concerns.

4 Results

All of the educators in our study taught a course during the
2020/21 academic year at a the George Washington University.
Educators from twelve of the university’s organizational units
or schools were represented (see Table 1), with the largest per-
centages from the College of Arts & Sciences (n = 49; 39%),
School of Public Health (n = 16; 13%), School of Medicine
(n =12; 10%), and the School of Business (n = 11; 9%) (Q2).

During the 2020/21 academic year the educators surveyed
taught a wide range of subjects. The most common of which
were science, technology, engineering, and mathematics (n =
40; 32%), health (n = 30; 24%), business (n = 14; 11%),
and government (n = 12; 10%) (Q3). For the full results
see Table 2. Twenty-one percent (n = 26) of educators who
responded to our survey used online exam proctoring tools
to assist in administering assessments during the 2020/21
academic year (Q6).

At the time of the study, eight online exam proctoring tools
were available at the university. Educators reported being
most aware of exam software by Respondus (n = 56; 45%),
ProctorU (n = 16; 13%), and Examsoft (n = 9; 7%) (Q4).
Of the educators who reported using exam proctoring soft-
ware, the largest number reported using Respondus (n = 15 of
26; 58%), followed by RPNow (n =3 of 26; 12%), Examsoft
(n =2 of 26; 8%), and Proctorio (n = 2 of 26; 8%), for their
most recent proctored online exam (Q7). Most (n = 23 of
26; 88%) educators who used online exam proctoring tools
used them for administering course exams (e.g. test, midterm
exam, final exam) (Q9). Among educators who used online
proctoring sixty-five percent reported (n = 17 of 26) hav-

Table 1: The number of educators in each of the organiza-
tional units (Q2), the number of those educators who used
online exam proctoring tools (Q6), and the number of those
educators who considered using the tools (N1).

Organizational Unit Educators Used Considered
Arts & Sciences 49 9 14
Public Health 16 0 3
Medicine 12 7 1
Business 11 3 2
International Affairs 8 0 1
Engineering & Applied Sci. 8 1 2
Nursing 6 5 1
Education 6 0 0
Professional Studies 3 0 0
Other 3 1 0
Political Management 1 0 0
Public Affairs 1 0 1
Arts & Design 1 0 0
Total 125 26 25

ing administered five or more online proctored assessments

(Q10).

Table 2: The number of educators in each subject (Q3), the
number of those educators who used online exam proctoring
tools (Q6), and the number of those educators who considered
using the tools (N1).

Subject Educators Used Considered
S.T.EM. 40 5 12
Medicine & Health 30 8 5
Business 14 6 2
Government 12 2 2
Did not disclose 7 3 0
Arts 5 0 1
History 5 0 0
Languages 4 0 1
Communications 4 1 1
Gender Studies 1 0 1
Law 1 1 0
Naval Science 1 0 0
Teaching 1 0 0
Total 125 26 25

4.1 RQI1: Educators’ Perceptions

Educator Understanding of Exam Proctoring Tools We
asked educators to describe in their own words how online
proctoring tools work (QS5). Many (n = 65) educators de-
scribed the ways the proctoring tools monitor a student’s
activity and behavior during an exam. Educator P2 (College
of Arts & Sciences) responded, “Monitor student’s actions
and movements (and room content) to make sure they are not
cheating on an exam.” Educators (n = 30) also detailed how
the proctoring tools restrict a student’s activities and access
to unauthorized resources. Educator P41 (College of Arts &
Sciences) explained, “The software takes control of a students
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computer so that they can’t leave the exam, can’t access the
internet, and can’t access other programs on the computer.”
Additionally, educators (n = 19) described how proctoring
tools record and flag anomalies during the exam taking ses-
sion. For example, educator P114 (School of Public Health)
added, “Software can also record the user (visual and audio)
while the user is taking the test and can flag any suspicious
activity (user getting up from the computer, looking down
at table, etc.) for the instructor to later review to determine
whether cheating occurred.” However, only a few (n = 3) edu-
cators described the ability of the proctoring service to verify
a student’s identity. P44 (College of Arts & Sciences; Respon-
dus) noted, “There are various ways that they can monitor
student identity while taking the exam (web cam).”

Some educators (n = 32) reported that they did not know
how they work. Educator P16 shared, “I don’t know anything
about how they work.” Others (n = 10) had simply not used
them or were not aware of there availability at the university.

Reasons for Not Using Online Proctoring Services Of the
79% (n = 99) of educators responding to the survey that did
not use online exam proctoring tools, 25% (n = 25 of 99)
considered doing so at some point (N1). The College of Arts
& Sciences had highest percentage (30%; n = 12 of 40) of
educators who considered using exam proctoring, and like-
wise, S.T.E.M (29%; n = 14 of 49) was the highest percentage
subject matter (see Tables 1 and 2). (N2). For instance, P77
(College of Arts & Sciences) who selected Somewhat unlikely
to use online exam proctoring (N5) explained,

Cheating during exams is a serious (and somewhat com-
mon) issue. Being assured that cheating was kept to a
minimum would provide confidence that grades were
well-earned.

For many of the 73% (n = 72 of 99) of educators who did
not consider using online proctoring tools, their decision was
likely informed by their negative perceptions of these tools
N3). Many (n = 24) reported that they considered online
exam proctoring tools to be harmful to students. Educator P10
College of Professional Studies, Extremely unlikely) stated,
“Proctoring tools monitor the students in ways that increase
their anxiety and obliterate their ability to learn.” Likewise,
educator P77 (College of Arts & Sciences, Somewhat unlikely)
shared,

Privacy and home issues. Not all students were in a
position to be engaged in being a student while remote
learning. If a student was a primary care giver for a
child or elderly person, how could I penalize them from
looking away from their screen during an exam?

P10 (College of Professional Studies, Extremely unlikely)
even described it as “prison technology,” and others (n = 11)
concluded that it impacts the trust between student and ed-
ucator. For instance, educator P81 (College of Arts & Sci-
ences, Somewhat unlikely) noted, “It feels invasive and I feel

it erodes trust between student and professor.” Furthermore,
educators (n = 10) had concerns about the negative impact on
student privacy, such as when educator P76 (College of Arts
& Sciences, Extremely unlikely) shared, “I found the on-line
proctoring system to be a serious invasion of privacy of the
student.”

Some (n = 9) educators determined that online proctoring
tools lacked the ability to actually stop cheating, like when
P53 (College of Arts & Sciences, Extremely unlikely) said,
“...just locking down a computer is meaningless when stu-
dents can easily access a second computer (or their phone).”
There were also a number (n = 16) who were not aware of the
availability of the tools at the university. Educator P16 (Col-
lege of Arts & Sciences, Neither likely nor unlikely) noted, “I
have no knowledge of them or their availability.”

Many educators refactored their assessment formats to
avoid the necessity of online exams (N4). A common tactic
was to provide time limits enforced through existing learn-
ing management software, such as Blackboard. For exam-
ple, educator P96 (College of Arts & Sciences, Extremely
unlikely) stated, “I gave exams on Blackboard. They were
timed, so that students would have limited time to look up
answers.” Some educators (n = 14) reported changing their
exams to open book and open note exams, such as educator
P90 (College of Arts & Sciences, Somewhat unlikely) who
explained, “I ended up making everything open book so that
I did not have to police anything.” Others switched to take
home assessments, like P14 (School of International Affairs,
Somewhat unlikely) who added, “During Covid I made the
quizzes take home and open book.” Replacing the exams with
other forms of assessment, such as projects and written pa-
pers, was another common theme (n = 34). For example,
educator P41 (College of Arts & Sciences, Somewhat likely)
said, “I decided to replace my exams (midterms and finals)
with two-week take-home projects, with many scaffolded lay-
ers.” Another example is educator P109 (School of Business,
Somewhat likely) who shared, “I ditched the quizzes and tests,
opting instead for graded homework and written papers.” Still
others (n = 4) reduced the percentage of the overall course
grade which would come from exams, like P93 (School of
Engineering & Applied Science, Neither likely nor unlikely)
who illustrated, “The only way I actively managed it was 1.
to put tremendous credit on the term project and 2. reduced
credit for exams.”

Another common theme (n = 9) among educators who
chose not to use online exam proctoring tools was a belief
that students would not cheat when asked to adhere to the uni-
versity code of academic integrity. For instance, P76 (College
of Arts & Sciences, Extremely unlikely) stated,

I told students that I expected them to be adults, and to fol-
low the university expectations of integrity and honesty.
This was after I told them my opinions of the proctoring
system to be an invasion of their privacy. They appreci-
ated my opinion and cooperated with taking exams with
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honesty.

Educator P100 Navy ROTC, Somewhat unlikely) trusted stu-
dents to follow the university honor code and noted, “I re-
minded my students of the honor code and trusted them to
follow it.”

Finally, it appears that most educators responding to the
survey (n = 53 of 99; 54%) who do not currently use online
exam proctoring tools in their classes reported they would
be unlikely to use them if they were teaching remotely under
similar circumstances to those of the 2020/21 academic year,
while only 24% (n = 24 of 99) said they were likely (N5).
This suggests that those who declined to use remote proctor-
ing are unlikely to change their opinion of the technology.
When describing why they choose not to use online exam
proctoring tools (N3), the participants who reported being
Extremely unlikely or Somewhat unlikely to use the tools in the
future (NS), more often described themes such as proctoring
tools as potentially harmful to students (20 of 53 vs. 3 of
24), privacy concerns (10 of 53 vs. 0 of 24), tools do not stop
cheating (9 of 53 vs 0 of 24), and trust students not to cheat
(9 of 53 vs. 2 of 24).

Reasons for Using Online Proctoring Services Twenty-
six educators responding to the survey reported using online
proctoring services. We asked them what factors they con-
sidered when deciding to use these tools in an open response
question (Q8). These factors may include majority opinions;
however, they may not capture minority opinions due to the
small number (n = 26) of educators who used these services.

The most cited reason for using online proctoring tools
is the convenience they offered (n = 12). For many (n = 7)
this convenience was attributed to their familiarity with the
proctoring tools either because they (or their colleague) have
previously administered an online proctored exam using the
tool (n = 6). For instance, P69 (College of Arts & Sciences;
Respondus) noted, “Familiarity based on discussions with col-
leagues (who all used respondus or proctor exams themselves)”
and P25 (School of Nursing; Proctorio) added, “Already using
this product - the proctoring version for the online environ-
ment is called Examplify (w/ ExamSoft).” Others (n = 4)
were influenced to use online proctoring due to their apparent
popularity and recommendations from others, like P67 who
simply said, “It was popular.” A few (n = 2) educators noted
that these tools had been recommended to them by their insti-
tution, such as P26 (College of Arts & Sciences; Respondus)
who recalled, “It was recommended by the school.”

Many educators (n = 8) noted that their main motivation to
use remote proctoring was out of a form of necessity. Specif-
ically, most (n = 6) indicated that they were required to use
online proctoring by their department in an attempt to make
assessment more uniform. For example, P33 (School of
Medicine & Health Sciences; RPNow) said,

RPNow is the one used by my department. I don’t believe

that I have a choice of which online proctoring service to
use. It is already set up in my courses for me.

Or because they were administering a standardized test (n =
2), like P25 (School of Nursing; Proctorio) who stated, “Nurs-
ing students also take standardized exams via ATI - their
proctoring service in an online environment is called Proc-
torio.” Some educators (n = 2) felt compelled to use exam
proctoring due to the circumstances of the COVID-19 pan-
demic and remote learning, e.g., P36 (School of Nursing;
Examsoft) who stated, “Absence due to Covid exposure.”

We further queried educators who indicated that they used
exam proctoring in open-responses regarding the benefits
of using these tools (Q11). The most frequently (n = 16)
mentioned benefit was to to enforce exam rules or exam in-
tegrity as the primary benefit using online proctoring. Specifi-
cally, educators indicate that the tools help prevent cheating
(n = 10), protect the integrity of remote exams (n = 2), and
ensure exam fairness, by limiting the benefit, or competitive
edge students can gain from cheating (n = 2). For example,
P33 (School of Medicine & Health Sciences; RPNow) de-
scribes how online exam proctoring tools deter cheating as a
primary benefit:

Even if not activated, students go through the [remote
proctoring] system to take their exams, so they are under
the impression that they are always being monitored.
Ensures integrity of the exam without having to re-write
questions to be open book.

Educators also felt that a benefit of online proctoring was
to enforce exam rules by verifying students’ identities (n = 1),
and holding students accountable for any misconduct they
may commit (n = 2). As P123 (School of Medicine & Health
Sciences; RPNow) describes, “[The tools] provide a perma-
nent record of the student’s behavior during an exam.” Other
educators (n = 2) highlighted how remote proctoring tools
allowed them to enforce other exam rules, like time limits
(n = 1) and prohibit access to prohibited resources (n = 1),
e.g. P26 (College of Arts & Sciences; Respondus) added,
“Ensuring that students don’t use web resources to complete
the test.”

Many (n = 13) educators noted as a benefit how online
proctoring tools offered additional flexibility. As (n = 11)
instructors explained, these tools made it easy for them to
set up and grade their exams. While (n = 5) respondents
highlighted the tools’ general ease of use, e.g. P21 (School
of Nursing; ProctorU) noted, “Ease of use can be done on-
line.” Additionally, instructors found it allowed them to give
proctored exams while complying with COVID safety pre-
cautions, such as when P118 (School of Nursing; Proctorio)
stated, “Convenience and safety during COVID.”

Finally, a handful of educators noted that online proctoring
made it easier to manage their exams when compared to proc-
toring exams in person (n = 2), that the proctored were easier
to grade (n = 1), and that they were convenient to use (n = 2).

USENIX Association

32nd USENIX Security Symposium 5097



One educator noted the flexibility of using multimedia con-
tent in their exams when online, and others (n = 2) noted that
it also provides flexibility to students in selecting the time
and environment for their exam. For instance, P35 (School
of Medicine & Health Sciences; Respondus) shared, “It gave
flexibility to the students to take the exam when convenient
instead of at a set time.”

Drawbacks when Using Online Proctoring Tools We also
asked educators who indicated they used online proctoring
tools (n = 26) the drawbacks of online proctoring (Q12).
These drawbacks may include majority opinions; however,
they may not capture minority opinions due to the smaller
number (n = 26) of educators who used these services.

Most educators (n = 20) identified at least one technology
or usability issue they encountered while doing so. Chief
amongst the drawbacks were technology glitches (n = 7), and
system limitations (n = 17) that hindered students’ or edu-
cators’ ability to use the tools for their intended functions.
They noted that these limitations impacted their ability to
monitor students during exam time, to control students’ test
environment and ensure academic integrity, and to conclu-
sively identify cases where students had cheated. A cited
cause (n = 3) for these issues were limitations on students’
computers to run the proctoring software or students’ internet
access. When it came to connecting to the proctoring tools,
instructors noted that some students either had unstable inter-
net connections (n = 1), or had limited access to their exams
due to being located in a different country (n = 1). In other
cases, students’ computers seemed to be the point of failure.
In particular, instructors noted that some students’ sometimes
used older computers (n = 1). This meant that their machines
would occasionally freeze when running the proctoring tools
(n = 1), that they would not have webcams or microphones
through which their exam session could be recorded, or that
these input devices would fail to record (n = 1) while students
took their exams. As P44 (College of Arts & Sciences; Re-
spondus) explains, the software’s lack of dependability posed
a significant “obstacle for students.”

Educators also noted drawbacks with respect to the privacy
of their students. Several (n = 6) cited concerns for their
students’ privacy. In particular, they noted wariness about
third parties potentially collecting vendor data about their
students (n = 1), and that they found monitoring via video
or audio recording to be privacy invasive (n = 3). As P33
(School of Medicine & Health Sciences; RPNow) explained
they “[Felt] uncomfortable seeing students’ living situation
and watching them while taking the exam.” (We elaborate
more on the privacy concerns in subsection 4.2.)

Additionally, two educators also described drawbacks with
respect to the interpersonal relationship with students that
subjecting them to online proctoring can have, and that they
(n = 3) were personally discomforted with the use of video
and audio recording to monitor exams and using that to actu-

ally identify cases of cheating. As P98 (School of Medicine
& Health Sciences; Respondus) describes

The [proctoring software] utilizing the camera is an inva-
sion of privacy, often didn’t work, and had the students so
paranoid that they would email me to explain any move-
ment they made. Plus, I realized that it would be difficult
to ever prove anyone was actually cheating... I quit using
the camera halfway through because of these problems.

Effectiveness of Exam Proctoring Educators who re-
sponded to the survey and indicated that they used online
proctoring tools (n = 26) were asked about the effectiveness
of these tools at reducing cheating (Q19). Responses were
mixed when considering if exam proctoring tools reduced
cheating. Eleven (42%) educators who used online proctor-
ing tools either strongly agreed or somewhat agreed that exam
proctoring reduced cheating, while the same amount (n = 11
of 26; 42%) strongly or somewhat disagreed. Four (15%)
neither agreed nor disagreed.

There was less confidence that the proctoring software
would actually catch cheating (Q20). Roughly a third (n =9
of 26; 34%) of educators believed proctoring tools would
catch cheating at least 50% of the time. In contrast, nearly
two-thirds (n = 16 of 26; 61.5%) believed it caught cheating
up to 50% of the time. Refer to Figure 2 for full details.
Moreover, only 38% of educators stated that the tools reported
cases of cheating (Q21). See Figure 3 for more information.

This suggests that educators found the software to be more
successful in deterring cheating than in actually detecting
or catching cheating. For instance, educator P25 (School of
Nursing, Proctorio) somewhat agreed that exam proctoring
reduced cheating but reported it catches cheating less than
25% of the time (Q20) and said, “They don’t prevent cheating
- students can look up ways on the Internet for workarounds.
But they do deter cheating.” Likewise, educator P125 (School
of Medicine & Health Sciences; Respondus), who somewhat
disagreed that exam proctoring reduced cheating, stated it
catches cheating less than 25% of the time (Q20) and wrote,
“The video monitor and flagging is not great. Really doesn’t
prevent cheating, may just deter for a lot of people.”

Despite clearly different opinions on the effectiveness of
exam proctoring tools at preventing and identifying cheating,
most of the educators (n = 14 of 26; 54%) who used them
reported that they either strongly or somewhat agreed that they
were a good solution in responses to Q25 (see Figure 1).

In response to Q12, with respect to drawbacks, three edu-
cators noted the proctoring tools’ audio and video monitoring
capabilities did not allow instructors to fully inspect students’
exam conditions during assessments. Eleven respondents indi-
cated the tools did not eliminate cheating, and when cheating
was reported, three suggested that there were inconsistencies
in the reports, causing them frustration, and at least one false
positive and one false negative. Ultimately, this led two edu-
cators to suspect a subset of students had likely cheated, but
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Figure 1: Most of the (n = 26) instructors who used online proctoring tools indicated they did not feel the proctoring tools they
used were privacy invasive (Q22). However, as demonstrated by a plurality of respondents (n = 12; 46%), instructors were
(slightly) more concerned about the privacy risks the use of these tools posed to their students (Q24). Forth-six percent (n = 12)
of instructors at least somewhat agree that the tools offered a reasonable tradeoff between student privacy and exam integrity
(Q23). Most (n = 14; 54%) participants felt the tools they used offered a good solution for remotely monitoring exams (Q25).

The use of online exam proctoring tools makes
it less likely that my students will cheat.
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Figure 2: When asked if the use of the tools makes it less
likely that students will cheat Q19, 42% (n = 11 of 26) at
least somewhat agree.

to have been unable to conclusively identify which students
had done so, despite their use of the proctoring tools.

Continued Use of Online Proctoring We were interested in
further exploring the impact of the COVID-19 pandemic on
the decision to use online exam proctoring tools. We asked
the educators who reported using online proctoring (n = 26)

Did [online exam proctoring service name]
report any potential cheating during an exam?

Examsoft
ProctorU
Respondus
RPNow
Other

Total

0% 25% 50% 75%
Il No M I'mUnsure M Yes

100%

Figure 3: When asked if the online exam proctoring tool they
used reported any potential cheating Q21, 38% (n = 10 of 26)
said that it had.

if they would use online proctoring tools again if they were
teaching remotely under similar circumstances to those of the
2020/21 academic year (Q13). Sixty-five percent (n = 17 of
26) said they were likely to use online proctoring tools again
under those circumstances. While only 27% (n = 7 of 26)
said they were unlikely.

We followed up by asking why they would or would not
use online exam proctoring tools in such a situation Q14).
Educators shared that it was either the next best option (n = 3)
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Figure 4: Detailed visualization of how likely educators are to use remote proctoring under circumstances similar to (a) 2020/2021
academic year and Fall 2021 (Q13 & Q15) and (b) Fall 2021 and a full return to in-person learning (Q15 & Q17).

or the only option (n = 3) when in-person proctoring was not
available. For instance, P47 (School of Nursing; Examsoft)
shared, “If we were unable to test in person, this would be
our only option.” For others (n = 2) it was to maintain exam
integrity. As educator P25 (School of Nursing; Proctorio)
highlighted, “It’s the only main way to control for academic
integrity when not face-to-face.” Educator P118 (School of
Nursing; Proctorio) reported pandemic safety was the reason
and said, “If it is about being safe during a pandemic, I will
use remote proctoring software every time.”

Next, we asked the same educators how likely would they
be to use online proctoring tools again if conditions were
similar to Fall 2021 when in-person learning resumed with
masks and some hybrid options (Q15). Only 35% (n =9
of 26) reported they were likely to continue to use online
proctoring tools, while 46% (n = 12 of 26; 54%) reported
they were unlikely.

Finally, we asked the same educators how likely would they
be to use online proctoring tools again if they were teaching
classes fully in-person without hybrid options (Q17). We
observed similar responses with 35% (n =9 of 26) reported
they were likely to use the tools, and over half (n = 14 of
26; 54%) reported they were unlikely. Detailed results can be
found in Figure 4a and Figure 4b.

We followed up again by asking why they would use online
exam proctoring in this situation. Some educators simply
shared that there was no longer any need to use online exam
proctoring when in-person classes were taking place (n = 2),
or that they preferred traditional in-person exam proctoring
(n = 3). For example, educator P124 (College of Arts &
Sciences; Respondus) noted, “So if there is no concerns about
pandemic, exams should definitely be in person.” Others said
they would still consider using online exam proctoring for
missed exams (n = 1) or other extenuating circumstances
(n = 1), and asynchronous quizzes(n = 1). Some educators
would continue to use online exam proctoring for reasons of

flexibility (n = 1), hybrid course offerings (n = 1), or because
they prefer online exam proctoring (n = 1). Educator P56
who referred to flexibility said, “I think it is a helpful option
for times when holding exams virtually provides flexibility
for students and faculty while still meeting course objectives
and assessment standards.”

Our results suggest that many educators have used online
exam proctoring as a temporary expedient to manage as-
sessments during pandemic induced remote learning periods.
However, our results also suggest that a subset of educators
will likely continue to use online proctoring as classes return
to full in-person learning.

4.2 RQ2: Privacy and Security Concerns

Privacy Concerns As with any application, there are possi-
ble privacy and security risks for users. We asked educators
responding to the survey questions regarding privacy in re-
lation to exam proctoring tools. One of the questions asked
educators if they thought monitoring tools were an invasion
of privacy (Q22). Of the educators that indicated using proc-
toring tools (n = 26 of 125), the majority either strongly dis-
agreed (n = 6 of 26) or somewhat disagreed (n = 10 of 26)
with the concept of a proctoring service being an invasion of
privacy. When the educators were separately asked if they
were specifically concerned about privacy risks to students
(Q24), the majority either somewhat agreed (n = 8 of 26) or
strongly agreed (n = 4 of 26). See Figure 1 for full results.

When asked to elaborate about the specific factors that
informed their views about the privacy of online exam proc-
toring tools in an open response question (Q26), one common
theme (n = 9) among some of the educators who chose to
use online exam proctoring tools was a belief that the privacy
risks was acceptable. For instance, P28 (School of Medicine
& Health Sciences; Respondus) stated,

Most digital tools have some level of privacy issues. Any
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How concerned are you about students installing
software created by [online exam proctoring
service name] on their personal computers?
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Figure 5: When educators who had used online exam proctor-
ing were asked to report their level of concern about students
installing software created by online exam proctoring services
on their personal computers Q27, more than half (n = 14 of
26; 54%) reported that they were not at all concerned, while
27% (n =7 of 26) were at least somewhat concerned.

program that can access an internal mic or video seems to
be a privacy risk. There are other learning tools such as
Voice thread that I believe have a privacy risk but see the
benefit outweighing the risk and damage to the student.

In contrast, many educators (n = 9) expressed discomfort
with online exam proctoring tools. For example, educator
P36 (School of Nursing; Examsoft) stated,

Any program that requires you to download a file,
disables your system functionality, and automatically
searches your computer for files to upload is a total in-
vasion of privacy. Additionally, the proctoring service
records the student at their most vulnerable- in their home
environment where they sometimes forget they are being
recorded. This leaves the potential for private matters
being recorded and permanently on a server somewhere...
if there is a data breach of this program, these videos
could be out there for anyone to see.

Some participants (n = 3) called out the webcam as being
privacy invasive, like P125 (School of Medicine & Health
Sciences; Respondus) who illustrated, “Video monitoring is
more intrusive.” Educator P58 (College of Arts & Sciences;
Respondus) stated that artificial intelligence used to monitor
student behavior in private was invasive when they said “Al
required to monitor and flag student behavior use of record-
ings in private setting.” And educator P49 (College of Arts &
Sciences; Respondus) added, “Glad to see the tradeoff ques-
tion: Yes, it is somewhat invasive but that is offset by exam
integrity.”

When asked whether they thought the remote exam proctor-
ing tool they used offered a reasonable tradeoff between stu-

dent privacy and exam integrity (Q23), respondents appeared
to be hesitant to endorse the tools. Here, only a plurality of
participants (n = 12) indicated they agreed with the statement,
where only (n = 6) strongly agreed with the statement, and
(n = 6) somewhat agreed. See Figure 1 for full results.

Software Security Concerns Exam proctoring services of-
ten require students to install specialized software to enable
proctoring. The required proctoring software is often in the
form of a browser extension that is added to students’ existing
web browsers or standalone software that must be installed on
students’ personal computers. As is the case with any custom
software, there is risk of security vulnerabilities.

We asked educators responding to the survey who had
used remote proctoring tools how concerned they were about
students installing software created by exam proctoring com-
panies on their personal computers (Q27). Over half of educa-
tors (n = 14 of 26; 54%) were not at all concerned, while 31%
(n = 8 of 26) where slightly or somewhat concerned. Only
15% (n = 4 of 26) were moderately or extremely concerned.
Refer to Figure 5 for the full results.

We then asked respondents to explain which factors led to
their concern, or lack of concern, regarding students installing
exam proctoring software (Q27). A number of educators
(n = 8) voiced concerns about the software. Concerns such as
reliability issues (n = 3), potential invasion of student privacy
(n =2), security flaws (n = 1), negative impacts on computer
functionality (n = 1). Educator P36 (School of Nursing; Ex-
amsoft) share concerns about privacy, “Again, any program
that requires you to download a file, disables your system
functionality, and automatically searches your computer for
files to upload is a total invasion of privacy.” Whereas, educa-
tor P124 (College of Arts & Sciences; Respondus) considered
tradeoffs between privacy and necessity when the educator
said,

No one likes to install software on their computer that
could potentially be invasive. It’s necessary in this in-
stance but I can see why someone would be reluctant to
do so.

Still a number of educators (n = 6) did not have concerns,
such as educator P28 (School of Medicine & Health Sciences;
Respondus) who noted, “We install so much on our devices
so I don’t see this as a higher risk than other applications.” We
also found statements describing a transfer of trust from the
institution, which licensed the software and made it available
to educators, to the exam proctoring software itself. This
implied trust leads educators to assume that the software
has been through a vetting process. For instance, educator
P125 (School of Medicine & Health Sciences; Respondus)
responded, “If recommended by University then assume it is
safe.” And educator P25 (School of Nursing; Proctorio) added,
“Just don’t know enough to answer this question; defer to our
[Online Learning and Instructional Technology] team who
vet the software.”
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Figure 6: Educators who reported using online exam proctor-
ing tools (n = 26 of 125) were asked to select all monitoring
methods they enabled (Q29). Over 80% of educators reported
enabling the lockdown browser, and 50% of educators en-
abled webcam recording during their online proctored exams.
The educators were also asked to select how comfortable they
would feel about using each monitoring type to monitor stu-
dents during online proctored exams in their course (Q33).
Most educators were comfortable with a lockdown browser.
A live proctor not visible to students had the largest number of
uncomfortable educators, followed by eye movement tracking
and web browser history monitoring.

4.3 RQ3: Proctoring Methods

Enabling Monitoring Methods Online exam proctoring ser-
vices provide numerous types of student monitoring methods.
These monitoring techniques range from lockdown browsers
that prevent navigation to other sites during exam time, to
more invasive monitoring that may include webcams, screen
sharing, the use of a live (human) proctor, and even automated
monitoring techniques such as eye tracking and network traf-
fic analysis. Educators must select the monitoring methods
they deem appropriate for proctoring students while they com-
plete assessments.

We asked educators to report all of the monitoring methods
they enabled in their proctored exams (Q29). Most educators
(n =21 of 26; 81%) reported enabling the lockdown browser,
which many educators find to be the least invasive proctor-
ing technique. Fifty percent of the educators (n = 13 of 26)
enabled webcam recording, and many educators (n = 11 of
26; 42%) enabled microphone recording and face detection.
Still others (n = 8 of 26; 31%) enabled the arguably more
invasive monitoring methods of screen recording and eye
movement tracking. Refer to Figure 6 for the full results.

Monitoring Method Effectiveness A majority (n = 16 of
26; 62%) of educators reported that they would enable the

same monitoring methods again to administer another online
proctored exam (Q30). While 38% (n = 10 of 26;) reported
they would not use (n = 3 of 26; 11%), or were unsure if they
would use (n = 7 of 26; 27%), the same monitoring methods.

When asked what monitoring methods in their online proc-
tored assessments they would change and why (Q31). Ed-
ucator P19 (College of Arts & Sciences; Respondus), who
wanted to remove the webcam monitoring said, “Students did
not feel comfortable or said they did not have a camera so we
could not go that route.” Furthermore, educator P124 (College
of Arts & Sciences; Respondus) who wanted to remove the
face detection monitoring shared, “Facial detection not as
necessary I don’t turn on the option for Respondus to fire
off warnings when students face disappear from view, but
I do watch the recordings later to determine if there is any
egregious violations.”

Additionally, educators reported technology issues with
monitoring that relies on the webcam or microphone. For
instance, educator P47 (School of Nursing; Examsoft) stated,

There is no way of guaranteeing that the student’s web-
cam and microphone are working during the test. It is not
until after that we can determine if they were working
and by then, it’s too late.

Bandwidth and lack of staff to view the videos could also be
an issue as educator P103 (School of Business; Respondus)
added, “Most students had excuses not to have cameras, the
low bandwidth was a problem with Respondus, and we don’t
have enough staff for watching/proctoring.”

Comfort With Monitoring Methods We asked educators
how comfortable they feel using each monitoring type during
an online proctored exam (Q33). Overall educators were
comfortable with all 12 monitoring types presented to them.
The lockdown browser monitoring method had the largest
number (n = 22 of 26; 85%) of educators who reported being
comfortable, many n = 20 of 26; 77%) of them extremely
comfortable. This is followed by internet activity monitoring
at 65% (n = 17 of 26) of educators comfortable and keyboard
restrictions at 54% (n = 14 of 26). Please refer to Figure 6 for
the full results. These results are notably inline with the results
found by Balash et al. when they asked students to select
their comfort level with online exam proctoring monitoring
methods [3].

Information Sharing Concern We asked educators to re-
port their level of concern on a 5-point Likert concern scale
for students sharing these various types of information with
exam proctoring companies (Q34). Educators were generally
unconcerned with most types of student information shar-
ing, except for identifiable information such as social security
number, date of birth, street address and location data. The
student information that garnered the largest number (n = 22
of 26; 85%) of concerned educators was social security num-
ber. Please refer to Figure 7 for the full results.
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Figure 7: Educators who reported using online exam proc-
toring tools (n = 26 of 125) were asked to indicate how con-
cerned they would be by students sharing each type of infor-
mation with exam proctoring companies (Q34). The largest
number of educators (n = 22 of 26; 85%) were concerned
with students sharing their social security number. While the
fewest number of educators (n = 3 of 26; 12%) were con-
cerned with students sharing their screen view.

Exploring Factors Influencing Proctor Usage We per-
formed exploratory analysis to determine potential factors
that could lead to increased/decreased usage of exam proc-
toring in the future. As we had no priors and a small sample,
we applied feature reduction analysis using multiple logistic
regressions, considering all possible factors and reducing indi-
vidual until the model either did not converge or the variance
was no longer improving. As this exploratory, we refrain from
presenting odds ratios and p-values in text and instead focus
on factors that could be explored more in future research.
The factors we considered included educator comfort with
the 12 exam monitoring types (Q33), concern for 11 student
information sharing types (Q34), agreement that online exam
proctoring tools makes it less likely that students will cheat
(Q19), the percentage of actual cheating found (Q20), and
if the tool reported potential cheating (Q21). As outcomes
we considered the likelihood of using online exam proctor-
ing tools for assessments assuming similar circumstances to
the 2020/2021 academic year (Q13), Fall 2021 (Q15), and a
full return to in person learning (Q17). The outcomes were
binned into two levels, educators who were Extremely Likely
or Somewhat Likely to use proctoring and those who were not.
The full models are found in Appendix B.

The leading factors that survived reduction were visible
proctors, sharing student info, and does proctoring actually
prevent cheating. For instance, we found (Table 3) a cor-
relation with participants who were Extremely Comfortable
or Somewhat Comfortable with a live proctor not visible to

students and internet monitoring of students (Q33). Those
participants were more likely to use online exam proctoring
tools given similar circumstances to those of the 2020/2021
academic year (Q13). And we find a similar correlation for
those who Strongly Agree or Somewhat Agree that the use
of online exam proctoring tools makes it less likely that stu-
dents will cheat (Q19). Future work could design experiments
around these factors to quantify the effects.

5 Discussion and Conclusions

We surveyed (n = 125) educators at a large academic insti-
tution about their perceptions and use of online proctoring
during the 2020/21 academic year. Of those who responded to
the survey, most (n = 99; 79%) did not use online proctoring,
with some arguing that it was invasive or unnecessary.

Of those that did use online proctoring tools (n = 26; 21%),
many felt that they did not have a choice either because of
the necessity to maintain academic integrity or because they
were required to do so by their department. Educators who
used online proctoring were also not uniform in their view
that it actually helps to deter and detect cheating, despite
noting that it was a good solution under the circumstances.
Furthermore, there was general comfort among educators
who used remote proctoring with the monitoring of students
(e.g., via video, screen share, or microphone); these educators
were more concerned with sharing student data (e.g., name,
student identification, etc.) with online proctoring companies.

Moving forward, even in a situation where there is full,
in-person learning, many educators that use online proctoring
indicated they would continue to do so, suggesting that more
work is needed to address the potential privacy and security
risks for students and educators when using these tools.

Privacy Tradeoffs There were marked differences between
the educators who used online exam proctoring and those
who chose not to use the tools. Educators who did not use
online proctoring tools can generally be classified into one of
two categories: The first consists of educators who preferred
to redesign their assessments so they could be more easily
completed remotely without concern for academic integrity
violations, such as open book/note/internet exams and writing
or project-based assignments. The second consist of those
who considered the tradeoffs between student privacy and the
utility of the tools and decided that the potential privacy and
security risks to student test takers outweighed the utility of
the tools. Overall, the instructors who did not use remote proc-
toring had the most thematically negative responses to these
tools and often highlighted the privacy risks and potential
harms to students.

Likewise, the educators in our study that did use online
proctoring tools can generally be classified into one of two
categories: The first category are those who were forced
to use online proctoring services either by their department,
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organizational unit, or as a standardized testing requirement.
Their opinions of the tools generally better matched those
who chose not to use them, but generally thought of them
as less harmful and privacy invasive than those who did not
use online proctoring at all. The second category is educators
who considered the tradeoffs between student privacy and the
utility of the tools and decided that the need for academic
integrity outweighed the potential privacy and security risks
to student test takers.

Educator Training and Guidance for Online Proctoring
Many educators in the study expressed a desire for training
to better understand the available proctoring tools and their
impacts. Overall, they demonstrated general knowledge about
how exam proctoring tools function with respect to monitor-
ing students and how they restrict the use of unauthorized
resources. However, educators seemed unaware of the meth-
ods used to validate students’ identities and what happens to
students’ information after its collection for this purpose.

This presents an opportunity for improved training and
guidance at the institutional level that provides the pros and
cons about online proctoring and associated privacy/security
risks. Such training and guidance could also include technical
details on how exam proctoring tools can help educators
maintain principles of least monitoring by using the smallest
number of monitoring types necessary, given the constraints
of the class. Moreover, institutional involvement in such
training could set clear recommendations to set expectations
for both educators and students.

Limitations on Enforcing Academic Integrity Qualitative
responses suggest that educators have broad skepticism of
the limitations about what remote proctoring tools can ac-
tually do to ensure exam integrity. Many often highlighted
the difference between the ability to deter potential cheating
versus the inability to detect motivated cheating. For instance,
online exam proctoring tools may prevent panic cheating, but
they will not necessarily stop or detect more planned or so-
phisticated cheating techniques, such as secondary devices,
virtual machines, or other workarounds. Furthermore, even
educators who use the tools are fairly split on whether online
proctoring actually deters and detects cheating.

Transfer of Trust In the qualitative responses from edu-
cators, we find evidence of a transfer of trust between the
institutions who licence and provide the online exam proctor-
ing software and the software itself. A similar finding was
reported by Balash et al. [3] when surveying students on their
opinions of online proctoring, noting that students trusted the
institution and since the institution licensed online proctor-
ing, they implicitly trusted online proctoring tools. We found
that the educators who used online proctoring expressed the
same sentiment. They believed that their institution would
not provide the software to proctor exams if it was not safe
for students to install on their computers.

Institutional support for third-party proctoring software,
which conveys credibility, makes the exam proctoring soft-
ware appear safer and less potentially problematic because
educators assume that institutions have properly vetted the
software and the methods used by the proctoring services.

It is unclear that such trust is warranted. All software has
inherent risks of security vulnerabilities, and recent major se-
curity and privacy incidents have shown that online exam proc-
toring software has been subject to both major data breaches
and to security vulnerabilities that allowed remote activation.
Given the capabilities of exam proctoring software to moni-
tor users and disable system functionality, extra precautions
should be taken to reduce security risks to students who are
required to install the software.

Implications to Security and Privacy Remote proctoring
systems are naturally invasive. When operating correctly,
they monitor and restrict how students can interact with their
own computers. The consequences of security vulnerabilities
and breaches (cf. [1, 4, 28, 30]) are significant, especially
given the private information collected about students—for
example, their physical locations, photos and videos of their
environment, and information about their computing devices.

Understanding how and why users choose (or are forced to
use) software that could harm their privacy and security is a
critical research need. This paper examines the perceptions
of the decision-makers who choose whether or not to require
remote proctoring—a form of monitoring software that has
seen explosive growth. As argued above, providing additional
guidance and training to educators, and heightening their
awareness of the privacy and security risks that these systems
impose on their students, is paramount. More generally, as
with other technologies that aim at restricting and monitoring
user functionality (e.g., remote IT management software), an
argument can be made that limiting users’ ability to control
their own devices is antithetical to security and privacy. Given
the proliferation of remote proctoring, there is an urgent need
to better understand not only the potential for abuse and mis-
use of these systems, but also the perceptions of the educators
who have the power to decide if and how they are used.

Data and Source Availability

An extend version of this paper with the codebook and addi-
tional figures is available on arXiv [2]. All data, scripts,
and qualitative codebooks are available at the following
repository: https://github.com/gwusec/2023-USENIX-
Educator-Perspectives-of-Exam-Proctoring
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A Survey Instrument

Q1

Q2

Q3

Q4

Q5

Q6

N1

N2
N3

N4

NS

Are you either a full-time faculty or part-time/adjunct
faculty member at GW?

O Yes O No

What is the primary organization unit or school you are
associated with at GW?

O [List of 14 schools or organizational units)
(O Prefer Not To Disclose
(O Other (Please Specify)

What subject area(s) (e.g., Math, English) did you teach
during the 2020/2021 academic year? Enter “N/A” if
you prefer not to disclose this information.

These are the major online exam proctor-
ing tools available at GW: For each tool
note whether you were aware of its availabil-
ity during the 2020/2021 Academic Year.

Aware Unaware I'm Unsure

Examity OO0
Examsoft OO0
Honorlock OO0
Proctor Track (Verificent) OO0
ProctorU OO0
Question mark OO0
Respondus OO0

Software Secure PSI (Remote Proctor Now) O O O

To the best of your understanding, how do online exam
proctoring tools work?

Did you use any online exam proctoring tools to assist
in administering any exams or assignments during the
Fall 2020/Spring 2021 academic year?

O Yes O No (OO I'm Unsure

[NI1-N5 only if Q6 is No or I'm Unsure]

Did you consider using any online exam proc. tools?
O Yes O No (OO I'm Unsure

Why did you consider using online exam proc. tools?

Why did you ultimately choose not to use online exam
proctoring tools?

For course assessments, like exams, quizzes, etc., how
did you manage student academic integrity for online
classes during the 2020/2021 academic year? Please
explain your decision making process

If you were teaching remotely under similar circum-
stances to those of the 2020/2021 academic year, and
you decided to administer an exam online, how likely
would you be to use online exam proctoring tools?

Q7

Q8

Q9

Q10

Q11

Q12

Q13

Q14

Qi15

Q16

Q17

Q18

(O [Five-point Likert likelihood scale]

[Q7-Q34 are shown only if answer to Q6 is Yes]

Which online proctoring service did you use most re-
cently?

O [List of online proctoring services from Q4]

Which factors did you consider when making your de-
cision to use online proctoring services?

What kind of assessment did you administer most re-
cently using an online exam proctoring service?

(O Course quiz
(O Course exam (e.g. test, midterm exam, final exam)
(O TI'have not administered an exam with online proc.
(O Other (Please Specify)

How many online proctored assessments have you ad-
ministered?

o0 O1 O2 O3 04 Os5+

In your experience, what were the main benefits of
using online exam proctoring?

In your experience, what are the main drawbacks of
using online exam proctoring?

If you were teaching remotely under similar circum-
stances to those of the 2020/2021 academic year, and
you decided to administer an exam online, how likely
would you be to use online exam proctoring tools?

(O [Five-point Likert likelihood scale]

Why would or wouldn’t you consider using online exam
proctoring?

Based on your prior experience with online exam proc-
toring, in the current teaching environment at GW dur-
ing Fall 2021, how likely are you to use online exam
proctoring tools for these online assessments?

(O [Five-point Likert likelihood scale]

Why are, or aren’t you considering administering as-
sessment online during Fall 20217

Based on your prior experience with online exam proc-
toring, assuming the end of the pandemic and a full
return to in person learning, how likely would you
be to use online exam proctoring tools for these assess-
ments?

(O [Five-point Likert likelihood scale]

Why would, or wouldn’t you consider using online
exam proctoring if in person learning resumed?
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Q19

Q20

Q21

Q22

Q23

Q24

Q25

Q26

Q27

Q28

Understanding of Functions In this part of the survey
you will be asked about the functionality of online exam
proctoring services.

The use of online exam proctoring tools makes it less
likely that my students will cheat on an exam.
O [Five-point Likert agreement scale)

I believe that online proctoring will catch cheating this
percent of the time when students are actually cheating:

O 0-25% O 76-100%
O 26-50% (O Prefer not to answer
O 51-75%

Did [Exam Proctoring Tool] report any potential cheat-
ing during an exam?
O No
O Yes

You indicated above that you used [Exam Proctoring
Tool] recently to administer an online exam. Please
indicate your level of agreement with the following
statements based on your experience with [Exam Proc-
toring Tool].

(O I'm Unsure
(O Prefer not to answer

I think [Exam Proctoring Tool] is privacy invasive.
(O [Five-point Likert agreement scale]
I think [Exam Proctoring Tool] offers a reasonable

tradeoff between student privacy and the integrity of
the exam.

O [Five-point Likert agreement scale)

I am concerned about the risks to student privacy by
using [Exam Proctoring Tool].

O [Five-point Likert agreement scale]

I think [Exam Proctoring Tool] is a good solution for
monitoring remote examinations.

O [Five-point Likert agreement scale)

Which specific factors inform your views about the
privacy of [Exam Proctoring Tool]?

How concerned are you about students installing soft-
ware created by [Exam Proctoring Tool] on their per-
sonal computers?

O [Five-point Likert concerned scale)
Which factors led to your concern, or lack of concern,

about students installing [Exam Proctoring Tool] soft-
ware?

Q29

Q30

Q31

Q32

Q33

Q34

Methods In this part of the survey you will be asked
about the methods employed by online exam proctoring
services.

Previously, you indicated that you administered an on-
line exam via [Exam Proctoring Tool] offered at GW.
Please refer to that experience in answering the follow-
ing questions.

Select all monitoring methods you enabled in your proc-
tored exams. [Select all that apply]

[Refer to Figure 6 for the list of monitoring methods)

If you were to administer another online proctored
exam would you enable the same monitoring options
again?

O No O Yes

You indicated that you used the following monitoring
methods in your online proctored assessments: [Mon-
itoring Methods] Please explain why you felt these
monitoring options worked well, or why they would
work well proctoring a future exam.

(O I'm Unsure

What monitoring methods in your online proctored
assessments would change and why?

For each exam monitoring type please select how com-
fortable you would feel about using it to monitor stu-
dents during online proctored exams in your course.

[Five-point Likert comfort scale]

[List of monitoring types from Q29]

Privacy Concerns In this part of the survey you will
be asked about the benefits and potential risks you as-
sociate with online exam proctoring.

Many online proctoring tools require students to share
information with the exam proctoring companies. For
each type of information below indicate whether you
would be concerned by students sharing this informa-
tion with exam proctoring companies.

[Participants selected from a five-point Likert concern
scale from "Not at all Concerned" to "Extremely Con-
cerned" for each information type]

[Refer to Figure 7 for the list of information types]

End of Survey We thank you for your time spent tak-
ing this survey. Your response has been recorded.
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B Additional Figures and Tables

Table 3: Binomial logistic regression model to describe which factors influenced the likelihood of using online exam proctoring
tools for assessments assuming similar circumstances to those of the 2020/2021 academic year (Extremely likely or Somewhat
likely responses to question Q13). The Aldrich-Nelson pseudo R* of the model is 0.65.

Factor Estimate Odds ratio Error z value Pr(>lzl)
(Intercept) -1.31 0.27 0.99 -1.33 0.19
Live Proctor Visible € {Ext Comf., Some Comf.} -2.21 0.11 1.90 -1.16 0.25
Live Proctor Not Visible € {Ext Comf., Some Comf.} 4.21 67.20 2.12 1.99 0.05 *
Internet Monitoring € {Ext Comf., Some. Comf. 3.77 43.20 224 1.68 0.09 .
Webcam Recording € {Ext Comf., Some. Comf. -3.48 0.03 2.24 -1.56 0.12
Student Street Address € {Slight Conc., Not Conc.} 1.63 5.10 1.54 1.06 0.29
Less Cheating € {Str Agree, Some Agree} 2.41 11.20 1.37 1.76 0.08 .

Signif. codes: “***’= < 0.001; “*** = < 0.01;"* = < 0.05; > =< 0.1

Table 4: Binomial logistic regression model to describe which factors influenced the likelihood of using online exam proctoring
tools for assessments assuming a similar teaching environment to Fall 2021 (Extremely likely or Somewhat likely responses to

question Q15). The Aldrich-Nelson pseudo R? of the model is 0.74.

Factor Estimate Odds ratio Error z value Pr(>lzl)
(Intercept) -3.09 0.01 1.68 -1.84 0.07 .
Live Proctor Visible € {Ext Comf., Some Comf.} -1.90 0.15 1.67 -1.13 0.26
Live Proctor Not Visible € {Ext Comf., Some Comf.} -3.17 <0.01 242 -1.31 0.19
Web Brwoser History € {Ext Comf., Some Comf.} 2.71 15.00 1.57 1.73 0.08 .
Face Detection € {Ext Comf., Some Comf.} 1.69 5.40 2.71 0.62 0.53
Mouse Movement Tracking € {Ext Comf., Some Comf. } -4.54 <0.01 291 -1.56 0.12
Student Room Scan € {Slight Conc., Not Conc.} 5.31 203.00 2.44 2.18 0.03 *
Signif. codes: “***’= < 0.001; “** = < 0.01;* = < 0.05; <> =< 0.1

Table 5: Binomial logistic regression model to describe which factors influenced the likelihood of using online exam proctoring
tools for assessments assuming the end of the pandemic and a full return to in person learning (Extremely likely or Somewhat
likely responses to question Q17). The Aldrich-Nelson pseudo R* of the model is 0.72.

Factor Estimate Odds ratio Error z value Pr(>lzl)
(Intercept) -3.07 0.05 1.99 -1.54 0.12
Live Proctor Visible € {Ext Comf., Some Comf.} -4.09 0.02 1.86 -2.19 0.03 *
Eye Movement Tracking € {Ext Comf., Some Comf.} -1.84 0.16 2.60 -0.70 0.48
Face Detection € {Ext Comf., Some Comf.} 6.32 557.00 3.25 1.95 0.05 .
Mouse Movement Tracking € {Ext Comf., Some Comf.} -6.00 <0.01 3.29 -1.82 0.07 .
Internet Monitoring € {Ext Comf., Some. Comf. } 4.47 87.00 2.71 1.65 0.10 .
Student Full Name € {Slight Conc., Not Conc.} 3.98 53.40 1.97 2.02 0.04 *
Student Photo ID € {Slight Conc., Not Conc.} -2.29 0.10 2.01 -1.14 0.26
Signif. codes: “***’= < 0.001; “** = < 0.01;* = < 0.05; <> =< 0.1
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