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Enabling Remote Student Learning of IoT Technologies
Abstract

The proliferation of inexpensive communication, computing, and sensor devices continues to
fuel the design and deployment of a wide variety of Internet of Things (IoT) enabled devices.
Correspondingly, providing students with educational experiences that include [oT technology
has become an increasingly important element of university degree programs. In order to gain
practical hands-on experience with IoT applications students require access to the physical
devices of which these systems are constructed such as sensors, processor boards, and
communication networks. This provides a holistic educational experience in which students can
gain proficiency with designing, assembling, and programming IoT based applications.

As classes at many universities have transitioned back to an in-person format, some schools have
elected to continue offering at least some of their courses in an online format. Online courses in
which students study remotely can pose challenges for students, especially those which are lab-
based that require students to have access to physical equipment in order to complete
assignments. To support remote student learning, Texas A&M University-Kingsville, a Hispanic
Serving Institution, has adopted a strategy that utilizes a basic loT learning kit. Each kit consists
of a basic processor board (such as a Raspberry Pi or a similar board), a variety of sensors, and
the necessary equipment to connect components. Students learning remotely that are taking a
course involving [oT topics are allowed to check out an IoT learning kit for the duration of the
semester. Students can utilize the components of the kit to design solutions for IoT related
assignments in their courses.

A series of exercises have been developed at Texas A&M University-Kingsville as part of the
capstone senior design course to introduce [oT concepts to remotely located students and help
them learn how to use the components of the [oT learning kits. The exercises start with the basics
of connecting and reading data from sensors and progress through logging data to a website and
then utilizing it to control an [oT enabled device remotely. The IoT learning kits provide the
opportunity for remotely learning students to engage with hands-on learning. Thus, students gain
a better understanding of 10T concepts and technologies and how they might be integrated into
their capstone projects.

Introduction

Problem based learning (PBL) is an area of research that has been shown to increase student
interest on engineering topics [1]-[3]. Internet of Things (IoT) enabled devices present an area
where PBL methods can be readily utilized. IoT enabled devices continue to become more
common in industrial applications, consumer electronics, educational environments and curricula
[4]-[7]. IoT example applications can include uses in robotics [6], reading temperature [5] or
pressure sensors and health monitoring and applications [8]-[9]. [oT’s continued increases in
utilization necessitate more educational materials and curricula to include IoT concepts and
hands-on practice with IoT applications and devices. This provides a holistic educational
experience in which students can gain proficiency with designing, assembling, and programming
IoT based applications.



Background

Many courses at Texas A&M University-Kingsville and Texas A&M University-Corpus Christi
were affected during the COVID-19 pandemic and were moved online. As a result. most labs
had to be modified to allow students to take them remotely and even today many courses still
have online sections at Texas A&M University-Kingsville. To support online or off-campus
learning, students would be able to check out an IoT kit. The IoT learning kits provide the
opportunity for remotely learning students to engage with hands-on learning. Thus, students gain
a better understanding of IoT concepts and technologies and how they might be integrated into
their capstone projects. The assignments reported in the rest of this paper provide an opportunity
for students to learn how to incorporate [oT and are part of [oT related research and materials
[9]-[11] that have been developed by the Pls.

IoT Assignments

To introduce students to the use of the Internet of Things (IoT) concept for designs and
applications, five assignments have been developed at Texas A&M University-Kingsville to aid
students in understanding how to access and control devices over the IoT. In this case a
Raspberry Pi board has been utilized as a basis for [oT learning. Other similar FPGA or
processor-based boards would also suffice. Later implementations of the assignments will utilize
a more advanced board with more capabilities than the Raspberry Pi. Initially the five
assignments will be utilized in the Capstone Senior Design courses in Computer Science and
Electrical Engineering. Approximately 30 students are enrolled in the two courses during the Fall
or Spring semesters.

These five assignments build upon the authors’ research reported in [10]. These developed IoT
materials will enhance the students’ IoT skills and confidence to utilize them in further designs
such as in their senior design capstone projects. This material is based upon work supported by
the National Science Foundation under Grant No. 2044255.

The five assignments include the following topics:

Introduction and Running a Simple Program on a Raspberry Pi,

Connecting to the Internet with a Raspberry Pi,

Getting sensor data readings using a Raspberry Pi,

Sending data to the cloud and plotting the data, and

Remotely driving a motor, LED or other device over the internet using a Raspberry Pi.

Nk W=

An 10T survey developed for the funded grant will be administered to the students in order to
ascertain any knowledge gains concerning IoT.

In assignment 1 [12] the students first learn about connecting the Pi board to a display and
opening a programming environment. In the assignment, students will write a short program to
output a message such as “Hello World.” Python will be used in this assignment but other
languages such as C could also be utilized to accomplish this assignment.
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Figure 1 — a) Raspberry Pi Desktop b) Prompt in Python

After the Pi board is connected to a display, a keyboard, and a mouse, the student can power up
the Raspberry Pi. The desktop should look similar to Figure 1 a) above. If one clicks on the
Raspberry on the display, one can choose a programming language such as Python. This will
then bring up a command prompt as seen in Figure 1 b). Example code to print simple messages
to the screen is found below in Figure 2. The corresponding output is for the example code is
included [12].

Example Code:

Run Example Simple
print("Welcome to the world of Raspberry\n") Start > H“;,ami:‘cim":g&a
print("Let's say Hello to this Environment\n")
print("Just try adding 2 numbers\n")
a=int(input("Enter 1st number ")) l &
b=int(input("Enter 2nd number "))

C=a+b Initialize System Display “Wel-

print("\n the sum of {0} and {1} is {2}".format(a,b,c)) come to the
world of ...... ”

Output: l

Welcome to the world of Raspberry Y

Let's say Hello to this Environment S‘Eﬂ{?:!efaﬂnﬂ System End

Just try adding 2 numbers an Em,‘f,’g;a"‘“‘e';‘;”‘-’

Enter 1st number 10

Enter 2nd number 20

The sum of 10 and 20 is 30

Figure 2 — Example Python Code [12] and Flowchart Modified from [10]



In assignment 2 [13] the student will learn how to connect the Pi to the internet so that in later
assignments data and control signals can be transferred over the internet. If a WiFi network is
available that is connected to the internet, one can connect to the internet by clicking on the WiFi
icon and entering the WiFi login credentials to establish a connection. This is shown in Figure 3
[13]. The user can now check the network interface details by using commands such as
“ipconfig” or “ifconfig -a” and to check the connection by using commands such as “ping” from
a command prompt as shown in Figure 4 [13].

Click on the

i EM icon \

Figure 3 : WiFiicon [13]

max - | 1

Figure 4 : Ping Command Utilized to Check Internet Connection [13]

The “ping” command will report statistics for sending and receiving packets to/from the website
that was “pinged.”

In assignment 3 [14] a sensor will be connected to a general-purpose input output (GPIO) pin on
the Raspberry Pi. Figure 5 displays a simple circuit for utilizing a simple sensor such as an HW-
201 infrared sensor. The output for this sensor is a digital output to simplify the connection to the
Pi. Figure 6 displays example code for reading sensor data for the circuit in Figure 5.

Infrared Sensor

GND Out 5V
Raspberry [ GnD
Pi GPIO
5V

Figure 5 — Simple Infrared Circuit to Determine the Presence of an Object [14]
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File Edit Format Run Options Window Help

import RP1.GPIO z= IO
import time
10.setmode(I0.BCM)
10.setwarnings(False)

input_sensor_1 = 17 # maps to physical pin number 11 on Pi board
10.setup(input_sensor_1, I0.IN, pull up_down=I0.PUD_UP)

while True:

iight_nr_dark = I0.1input(input_sensor_1)
print("value read from sensor 1s: ", light_or_dark)

1f(light_or_dark == 8) :

) print("0OBSTACLE DETECTED")
-_--print{”NO 0BSTACLE DETECTED")
time.sleep(1)

10.cleanup()

Figure 6 —Python Example Code - Read an Infrared Sensor to Determine
Presence of an Object [14]

The corresponding output is displayed in Figure 7 [14]. In the code, the output will be “1” or “0”;
a “1” denotes no obstacle detected while a “0” represents an obstacle has been detected by the
infrared sensor.

Eile Edit Shell Debug Options Window Help

Python 3.5.3 (default, Jan 19 2017, 14:11:04) b
[6GCC 6.3.0 20170124] on linux

Type "copyright", "credits" or "license()" for more information.
=22

value read from sensor is: 1

NO oBSTACLE DETECTED ©—— No Obstacle Detected
value read from sensor is: 1

NO oBSTACLE DETECTED

value read from sensor 1is: 1

NO oBSTACLE DETECTED

value read from sensor is: 1

NO oBSTACLE DETECTED

value read from sensor is: 1

NO oBSTACLE DETECTED

value read from sensor is: 1

NO oBSTACLE DETECTED

value read from sensor is: 0

OBSTACLE DETECTED ‘K\\\ —
value read from sensor is: 5]

OBSTACLE DETECTED Obstacle Detected

value read from sensor is: 2]
OBSTACLE DETECTED

Figuré 7 —Infrared Sensor Example Code Output [14]




Now that the student has completed Assignments 1-3 the student can connect the Pi to the
internet and read sensor data on a GPIO pin. The next Assignment will store data on a
webserver. In Assignment 4 one can use a platform such as ThingSpeak [15] to facilitate internet
data storage and analytics. One can create a channel in ThingSpeak. With the channel created,
one will need to determine the Application Programming Interface (API) key for the channel so
one can write to the channel from the Raspberry Pi, see Figures 8 and 9 [16].

Private View Public View Channel Settings Sharing API Keys

Write APl Key

Read API Keys

v

Figure 8 -API Keys for the Channel [16]

File Edit Format Run Options Window Help

ort httplib A
"t urllib
rt time
© RPi.GPIO a= IO
import time
I0.setmode(I0.BCM)
I0.setwarnings(False)
input_sensor_1 = 27 # maps to physical pin number 13 on Pi board
I10.setup(input_sensor_1, I0.IN, pull up_down=I0.PUb_uP)
key = "FPSK7TWTRQPOKLJGW" # Put your API Key here
det sense():
1ile True:

light_or_dark = IO.input(input_sensor_1)
orint('value read from sensor is: ', light_or_dark)

i7(light or dark == @) :

:“;'t{”OBSTACLE DETECTED")
jf;'t{”NO OBSTACLE DETECTED")
time.sleep(1)

params = urllib.urlencode({'fieldl': light_or_dark, 'key':key })
headers = {"Content-typZZe": "application/x-www-form-urlencoded", "Accept
conn = httplib.HTTPConnection("api.thingspeak.com:808")

conn.request("POST", "/update", params, headers)
response = conn.getresponse()

data = response.read()

conn.close()

-fi t("connection failed")

if __nmame__ == "_ main_ ":
1ile True:

sense()

Ln: 28 Col: 41

Figure 9 — Example Python Code to Send Data to ThingSpeak [16]



Figure 10 shows the overall program flow to post data to a website/cloud server as described in
Assignment 4. Assignment 5 [17] will then build upon this to drive a motor or LED using control
signals via the internet. This [oT capability could be for example used to control a robot’s motors

or to send data as part of a user interface.

—
Start r
Run Example Simple
—_— Program to Control \flulf:er:bgstit[;it}al;sa
Connected Sensors

k4 P
)

A A

Connect Sensors to
System
Get Sensor
Data

Y

Read/Display
Data from
Website/Cloud

h A

Initialize System

Store/Log Sensor Yes
Data

Repeat ?

h

Y

Start Operating System

and Programming Initialize:
Environment Communication
System

Figure 10 — Flowchart for Assignment 4 — Posting Sensor Data to Cloud [9]

The data on ThingSpeak can be visualized in real-time. Figure 11 [16] displays a plot of the data
generated while running the Example Code from Figure 9. Figure 12 shows example Python

code to control a motor and an LED [17].

Field 1 Chart B O & %

AS3

o
14:43 14:44 14:45 14:46
500

ThingSpezk.com

Figure 11 — Output for Example Code on Channel in ThingSpeak [16]
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i json
Read_Key="Z8UDZRZCXZHDOBWF' # Read Api Key From the Channel
Channel_TId='2033530' #Thingspeak Channel Id
I0.setmode(I0.BCM)
I0.setwarnings(False)
input_sensor_1 = 27 # maps to physical pin number 13 on Pi board
output_sensor_1 = 6 # maps to physical pin number 31 on Pi board
I0.setup(input_sensor_1l, IO0.IN, pull up_down=I0.PUD_UP)
I0.setup(output_sensor_1,I0.0UT)
TO.setup(7,I0.0UT) #Motor 1 assignment to GPIO 7
I0.setup(8,I0.0UT) #Motor 1 assignment to GPIO 8
p=I0.PWM(7,58)
q=T0.PWM(8,508)
p.start(e)
q.start{0)
#desired speed of the wheel

= "FPBK7WTRQPOKLJGW" # Put your API Key here
7 sense():

while True:

light_or_dark = IO.input{input_sensor_1)
print('wvalue read from sensor is: ', light_or_dark)
time.sleep(l)

params = urllib.urlencode({ fieldl': light_or_dark, 'key':key })

headers = {"Content-typZZe": "application/x-www-form-urlencoded"”, "Accept": "text/plain"}

conn = httplib.HTTPConnection("api.thingspeak.com:80")
ts=urllib.urlopen{"https://api.thingspeak.com/channels/2033530/feeds. json?api key="Z8UDZRZCXZHDOBWF '&result
try:

conn.request("POST", "/update", params, headers)

response=ts.read()

data=json.loads(response.decode( 'utf-2"))

#print(data)

pr t{"value Read from channel ",data["feeds"]J[1]["field1"]) #This the walue read from our cloud channe

e('\n')
ata["feeds"][1]["field1l"]
if a=="0":

I0.output{output_sensor_1,1) # setting red led to HIGH When there is an object detected
p.ChangeDutyCycle(@) # Turn off the motor when object detected

1%
I0.output(output_sensor_1,0) # setting red led to LOW
p.ChangeDutyCycle(v) # Motor will be onn when there is no object

conn.close()

t("connection failed")

" main__ ":
True:

sense()

Ln: 29 Col: 59

Figure 12 — Example Python Code to Control a Motor and an LED [17]

In Figure 13, the Raspberry Pi, infrared sensor, motor and an H-bridge motor driver are pictured. The H-
bridge motor driver is utilized in this case to simplify the circuit to have the Raspberry Pi control the
motor. The motor speed can be adjusted inside the Python code.

Resistor

LED

H-bridge motor driver |

| Raspberry
Pi

Infrared
Sensor

Battery

Figure 13 — Setup with Motor [17]



Conclusions

Initially the five assignments will be utilized in the Capstone Senior Design courses in Computer
Science and Electrical Engineering. Students will gain experience working with IoT applications
through the Assignments 1-5. The IoT learning kits provide the opportunity for remotely learning
and in-person students to engage with hands-on learning. Thus, students gain a better
understanding of IoT concepts and technologies and how they might be integrated into their
capstone projects. Later implementations for these and future assignments will utilize a more
advanced board with more capabilities than the Raspberry Pi. An IoT survey developed for the
funded grant will be administered to the students in order to ascertain any knowledge gains
concerning loT after they complete the five assignments.
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