Check for
Updates

Utilizing The DLBAC Approach Toward a ZT Score-based
Authorization for loT Systems

Safwa Ameer
Institute for Cyber Security and NSF C-SPECC Center
Department of Computer Science
The University of Texas at San Antonio
safwa.ameer@utsa.edu

Ravi Sandhu
Institute for Cyber Security and NSF C-SPECC Center
Department of Computer Science
The University of Texas at San Antonio
ravi.sandhu@utsa.edu

abstract

The internet of Things (loT) refers to a network of physical
objects that are equipped with sensors, software, and other tech-
nologies in order to communicate with other devices and systems
over the internet. 10T has emerged as one of the most important
technologies of this century over the past few years. To ensure
loT systems’ sustainability and security over the long term, several
researchers lately motivated the need to incorporate the recently
proposed zero trust (ZT) cybersecurity paradigm when designing
and implementing access control models for loT systems. This
poster proposes a hybrid access control approach incorporating tra-
ditional and deep learning-based authorization techniques toward
score-based ZT authorization for loT systems.
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1 INTRODUCTION AND MOTIVATION

10T is the term used to describe physical objects (or groups of
objects) with sensors, processing capability, software, and other
technologies that connect and exchange data over the Internet or
other networks [19]. The number of connected smart devices is
projected to reach over 25 billion by 2025 [2, 20].

Security and privacy in loT are primary factors that will enable
wide adoption of loT especially at the consumer level. One of the crit-
ical security servicesin loT that mostly all researchers agree upon is
access control. Providing an appropriate access control model
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for 10T services is a vital but challenging topic. In IoT, the deploy-
ment of resource constrained devices, along with the adoption of a
plethora of technologies, enlarges the attack surface and introduces
new security vulnerabilities [11, 14]. Furthermore, the complexity
of 10T systems outpaces legacy perimeter-based network security
methods since there are no easily recognizable perimeters for an loT
system. As a result, the critical question is how we can have trust
in such a complex system. Recently researchers have suggested
that the solution is not to trust and to incorporate the recently pro-
posed Zero Trust (ZT) cybersecurity paradigm in loT [1, 4,7, 8, 17].
Zero trust (ZT) paradigm provides a collection of concepts and
ideas designed to minimize uncertainty in enforcing accurate, least
privilege per-request access decisions in information systems and
services in the face of a network viewed as compromised. This tech-
nology has emerged in response to current enterprise trends, which
include remote users, bring your own device, and laaS/SaaS cloud
services [15]. loT systems also exhibit these trends, along with addi-
tional complexities. Zero trust architecture (ZTA) is an enterprise’s
cybersecurity plan that utilizes ZT concepts and encompasses com-
ponent relationships, workflow planning, and access policies [15].
An integrated zero trust 10T system is the network infrastructure
(physical and virtual) and operational policies that are in place for
an loT system as the result of a ZTA plan [1]. Recently, Ameer
et al. [1] have proposed a set of authorization requirements that
should be taken into account when designing a ZT authorization
policy model. They conducted a study to analyze 10T systems based
on these requirements. According to their findings, maintaining
ZT principles in 10T systems requires an access control model that
is contextually aware and able to : (i) incorporate actors, targets,
action, action-target, and context characteristics’ (ii) continuously
perform ongoing authorization, and (iii) dynamically decide on
access requests based on calculated score (confidence level) rather
than on static access control policies. Accordingly, they introduced
a preliminary framework for score-based authorization in terms
of basic components and their interactions, where actual devel-
opment of the access control policy models, enforcement models,
and implementation mechanisms are left for future investigation.
Score-based authorization is the type of authorization that com-
putes a confidence level (score) for the requested access. As long as
the score exceeds the threshold value configured or calculated for
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the resource, access to the resource is granted, or the action is per-
formed. Otherwise, the request is declined, or access privileges are
reduced [1, 15]. Depending on the application system, there could

be different types of score and threshold calculation algorithms.
They may be probabilistic, heuristic, simple mathematical func-
tions, or utilizing machine learning techniques. On the other hand,
recent researchers [10] have proposed an automated and dynamic

access control mechanism leveraging advances in deep learning

technology. This approach denoted as Deep Learning Based Access
Control (DLBAC), addresses some major limitations of classical

access control approaches such as attributes engineering, policy

engineering, and generalization. DLBAC produces a trained neural

network that makes access control decisions based on user and

resource metadata. Rather than using policies to control access, it

relies on a neural network for decision-making. Moreover, they
conducted a comparison between their proposed DLBAC model

and some ML based policy mining algorithms which are used tradi-
tional AC approaches. They have shown that a DLBAC approach

can make more accurate access control decisions and generalize

better than ML based policy mining algorithms. In concluding that

research, the authors advocated that DLBAC could be effectively

integrated to work in conjunction with traditional access control

models to better meet authorization requirements.

Inthis poster, we propose a score-based authorization framework
for ZT loT systems that utilizes the concept of DLBAC to build a
score engine that works together with a traditional authorization
approach to decide on access. This framework will maintain the
ZT requirements for 10T authorization systems introduced in [1].
Furthermore, it will leverage the deep learning-based access control
precision and generalization feature.

2 SCORE-BASED AUTHORIZATION
According to the zero trust NIST document [15], depending to

how input factors are evaluated to decide whether or not an access
request will be approved. There are two types of AC models: criteria-
based and score-based. Criteria-based authorization models imply
that specific requirements (conditions, roles, attributes, etc.) must
be met in order to gain access to a resource (for instance, read/write
access). Resource access or action is only granted if all require-
ments are met. ABAC models [9], RBAC[18] , UCON [12], ReBAC
[3], and ACON [13], are all considered criteria-based authorization

models. The score-based model, however, calculates a confidence

level (score) for the requested access. When the calculated score

exceeds the threshold value configured or calculated for the re-
source, access to the resource is granted, or the action is carried out.
Otherwise, the request is declined, or access privileges are reduced.
Since score-based authorization models provide a current confi-
dence level for the requesting actor, they are more dynamic and

more flexible than criteria-based models, as they adjust to chang-
ing factors more quickly than static policies modified by humans

[1, 15]. The authors in [1] have investigated loT access control re-
quirements. They concluded that the need arises for a contextually
aware access control model incorporating score-based technology
to meet IoT authorization requirements. The main reason behind

this conclusion is that I0T systems are highly dynamic. The com-
munication between people, connected devices, data, utility, and

the changing nature of the system and environment characteristics
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in a smart loT connected system necessitates that actors’ rights and
access requirements change accordingly. Furthermore, a lot of con-
sumer loT devices lack certifications and do not undergo rigorous
security tests. As a result, they may be exposed to unforeseen or
unknown security threats. In addition, many of the sensor inputs
are subjective and probabilistic rather than definitive. In light of
this, it is crucial that loT authorization models take into account
the confidence level of different access requests and that they can
accommodate subjective information.

3 DEEP LEARNING-BASED AUTHORIZATION

Nobi et al. [10] have recently motivated the need for deep learn-
ing based access control (DLBAC) models. They have shown that
traditional access control models (e.g. ABAC, RBAC, ReBAC, ACAC,
ACON) have their benefits. However, in the context of dynamic,
complex, and large-scale modern systems, it is dificult for tradi-
tional access control models to maintain an accurate access control
state in the system for a human administrator. They demonstrated
that leveraging significant advances in deep learning technology
may be a potential solution. DLBAC addresses three major limita-
tions of classical access control approaches, these limitations are as
following: (i) Attribute engineering: In traditional access control
mechanisms, metadata of the system components are rarely mean-
ingful access control attributes. As a result, administrators need to
engineer attributes that can be used to express access control rules.
This is a very complicated task, and as described in [16], it is, at best
an art involving semi-formal design and requirements engineer-
ing processes. On the other hand, DLBAC is an end-to-end access
control approach. It does not need attribute engineering. (ii) Policy
engineering: In traditional AC approaches the administrator needs
to engineer the policy rules. This is accomplished through either
a manual engineering process or automated mining techniques
(including ML mining techniques) [6]. In contrast, DLBAC does not
need a policy engineering step since it utilizes users and resources
metadata to train a deep neural network. DLBAC produces a trained
neural network that makes access control decisions based on user
and resource metadata. Rather than using policies to control access,
it relies on a neural network for decision-making. Itis shown in [10]
that DLBAC captures the access control state in complex systems
more precisely than policy mining and classical machine learning
mining techniques. (iii) Generalization: Traditional access control
approaches do not support generalization [5]. The ability to make
access control decisions when examining attributes that haven't
been explicitly analyzed during mining. The DLBAC, however, is
innately capable of making reliable predictions as long as the test
sample and training data are aligned. In [10], the authors found
that engineered rules often make poor access control decisions for
users and resources associated with metadata that isn't explicitly
visible to the mining process. In this context, are DLBACs capable
of replacing traditional forms of access control in a short period of
time? According to the authors in [10], DLBAC can effectively be
integrated with traditional access control models. The challenge,
however, is how to accomplish this.
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4 UTILIZING THE DLBAC APPROACH
TOWARD A ZT SCORE-BASED
AUTHORIZATION FOR IOT SYSTEMS

This section proposes a score-based access control framework
that integrates DLBAC with traditional access control models for
smart ZT loT systems. This framework is inspired from the score-
based authorization framework for ZT systems proposed in [1]. In
this framework, we utilize the concept of DLBAC to build a scor-
ing engine that works with traditional access control policies to
decide on an access request. We aim to develop a ZT score-based
authorization model for loT systems that combines traditional and
deep learning-based access control features. Figure 1 illustrates
the framework. Here, actors create sessions through which they
can trigger or perform specific actions on specific targets. Context
states is a set of states. Each state represents a picture of the context
that we want to describe at a given time instant. Different states
represent different time instants, such as current, yesterday, etc.
Context includes environment context, system context, and threats
and logs information. The actors, the sessions, the states of the
context, the targets, and the actions each have characteristics that
are used as attributes in the authorization decision. Access is de-
termined based on a predefined access policy and accepted trust
level (score), not just a proper comparison of attributes. The prede-
fined authorization engine uses predefined authorization policies to
evaluate access requests. Defining the authorization policy should
be done using formal policy definition language and will probably
utilize different types of attributes in the system. There are two
main components of the score engine: the score calculation func-
tion and the threshold calculation function. Score engines receive
access requests from ADE engines and return scores and threshold
values associated with access requests. The score is described as
a real time, measured determination of trust granted to the input
access. This function implements a deep learning based score cal-
culation algorithm to calculate different access requests’ scores.
The threshold is described as a real-time, measured determination
of acceptable trust level for the requested resource at the current
instant of time. This function implements a deep learning based
threshold calculation algorithm to calculate different requested re-
sources’ thresholds. The access decision enforcement (ADE) engine
decides on different access requests. It executes the following steps:
(i) Receives the request from the actor. (ii) Sends the request to the
score engine and the predefined policies authorization engine. (iii)
Receives the authorization engine’s output, the calculated access
request score, and the calculated resource threshold. (iv) Depending
on its algorithm, grants or denies the actor’s access request.

5 CONCLUSION AND FUTURE DIRECTIONS
We introduce a score-based access control framework that inte-
grates DLBAC with traditional access control models for smart ZT
loT systems. Several research directions need to be considered in
the future, as follows. A formally defined, abstract, mathematically
based model for the predefined policies authorization engine needs
to be developed so that there is a precise and rigorous specification
for the intended behavior. Deep learning-based score calculation
and threshold calculation algorithms, as well as an ADE engine
algorithm, should be developed. Moreover, a comparison between
this combined score-based authorization approach on the one hand
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Figure 1: DLBAC Score-based Authorization Model

and traditional access control, as well as pure deep learning-based
approaches on the other hand, needs to be conducted.
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