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Abstract:Privacyattacksonmachinelearningmodels

aimtoidentifythedatathatisusedtotrainsuchmod-

els.Suchattacks,traditionally,arestudiedonstatic

modelsthataretrainedonceandareaccessiblebythe

adversary. Motivatedto meetnewlegalrequirements,

manymachinelearningmethodsarerecentlyextended

tosupportmachineunlearning,i.e.,updatingmodelsas

ifcertainexamplesareremovedfromtheirtrainingsets,

andmeetnewlegalrequirements.However,privacyat-

tackscouldpotentiallybecomemoredevastatinginthis

newsetting,sinceanattackercouldnowaccessboththe

originalmodelbeforedeletionandthenewmodelafter

thedeletion.Infact,theveryactofdeletionmightmake

thedeletedrecordmorevulnerabletoprivacyattacks.

Inspiredbycryptographicdefinitionsandthedifferen-

tialprivacyframework,weformallystudyprivacyim-

plicationsofmachineunlearning. Weformalize(various

formsof)deletioninferenceanddeletionreconstruction

attacks,inwhichtheadversaryaimstoeitheridentify

whichrecordisdeletedortoreconstruct(perhapspart

of)thedeletedrecords. Wethenpresentsuccessfuldele-

tioninferenceandreconstructionattacksforavariety

ofmachinelearningmodelsandtaskssuchasclassifica-

tion,regression,andlanguagemodels.Finally,weshow

thatourattackswouldprovablybeprecludedifthe

schemessatisfy(variantsof)deletioncompliance(Garg,

Goldwasser,andVasudevan,Eurocrypt’20).
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1Introduction

Machinelearningalgorithms,intheir mostbasicset-

tings,focusonderivingpredictivemodelswithlower-

rorbyusingacollectionoftrainingexamplesS =

{e1,...,en}. However,a modelhS trainedonsetS

mightreveal(sensitiveinformationabout)theexam-

plesinS,potentiallyviolatingtheprivacyofthein-

dividualswhosecontributedthoseexamples.Suchex-

posure,particularlyincertain(e.g.,medical/political)

contextscouldbea majorconcern.Infact,theever-

increasinguseof machinelearning(ML)asaser-

vice[RGC15]fordecision makingfurtherheightens

suchprivacyconcerns.Recentlegalrequirements(e.g.,

theEuropeanUnion’sGDPR[HvdSB19]orCalifornia’s

CCPA[dlT18])aimto makesuchprivacyconsidera-

tions mandatory.Atthesametime,arecentlineof

work[VBE18,CN20,NBW+17,GGV20]aimsat(math-

ematically)formalizingsuchprivacyconsiderationsand

theirenforcement.

TheworkofShokrietal.[SSSS17]demonstrated

thatnaturalandevencommercialized MLmodelsdo,

infact,leakalotabouttheirtrainingsets.Inpar-

ticular,theirworkinitiatedthemembershipinference

frameworkforstudyingprivacyattackson ML mod-

els.Insuchattacks,anadversarywithinputexam-

pleeandaccesstoan ML modelhS aimstode-

duceife∈ Sornot.Inabiggerpicture, mem-

bershipinferenceof[SSSS17]and manyfollow-upat-

tacks[LBG17,SZH+19,LBW+18,YZCL19,CTCP20,

LZ20,ZBWT+20,SBB+20,JWEG20]aswellasmodel

inversionattacks[FLJ+14,FJR15, WFJN16,VBE18]

canallbeseenasdemonstratingwaystoinferorrecon-

structinformationaboutthedatasetsusedinthe ML

pipelinebasedonpubliclyavailableauxiliaryinforma-

tionaboutthem[DN03,DSSU17,BBHM16,DSS+15,

SOJH09,HSR+08].A morerecentlineofworkstud-

iestherelatedquestionof“memorization”inmachine

learningmodelsset[SRS17,VBE18,CLE+19,Fel20].

Onthedefenseside,differentialprivacy[DN03,

DMNS06, Dwo08]providesaframeworktoprovably

limittheinformationthatwouldleakabouttheused

trainingexamples.Thisisdonebyguaranteeingthat

includingornotincludinganyindividualexamplewill
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havelittlestatisticalimpactonthedistributionofthe

produced ML model. Consequently,anyformofin-

teractionwiththetrained modelh(e.g.,evenafull

disclosureofit)willnotrevealtoo muchinformation

aboutwhetheraparticularexampleewasa member

ofthedatasetornot.Despitebeingaverypowerful

privacyguarantee,differentialprivacyimposesachal-

lengeonthelearningprocess[SCS13,DTTZ14,BST14,

DBB18,She19,TTZ15]thatusuallyleadstomajorutil-

itylosswhenoneusesthesameamountoftrainingdata

comparedwithnon-privatetraining[BST14,BBKN14].

Hence,itisimportanttounderstandthelevelofprivacy

thatcanbeachievedbymoreefficientmethodsaswell.

Privacyinthepresenceofdatadeletion. The

above mentionedattacksareexecutedinastaticset-

ting,inwhichthemodelistrainedonceandthenthe

adversarytriestoextractinformationaboutthetrain-

ingsetbyinteractingwiththetrainedmodelafterwards.

However,thissettingisnotrealisticwhenmodelsare

dynamicandgetupdated.Inparticular,inlightofthe

recentattentiontothe“righttoerasure”orthe“rightto

beforgotten,”alsostressedbylegalrequirementssuch

asGDPRandCCPA,anewlineofworkhasemerged

withthegoalofunlearningorsimplydeletingexamples

frommachinelearningmodels[CY15,GGVZ19,GAS19,

GGV20,BCCC+20,ISCZ20,GGHvdM19,NRSM20].In

thissetting,uponadeletionrequestforanexample

e∈S,thetrainerneedstoupdatethe modelhS to

h−esuchthath−e(ideally)hasthesamedistributionas

trainingamodelfromscratchusingS\{e}.Clearly,if

an MLmodelgetsupdatedduetoadeletionrequest,

wearenolongerdealingwithastaticMLmodel.

Itmightinitiallyseemlikeaperfectdeletionofa

exampleefromamodelhSandreleasingh−einstead

shouldhelpwithpreventingleakageabouttheparticu-

lardeletedexamplee.Afterall,weareremovingefrom

thelearningprocessofthemodelaccessibletothead-

versary.However,theadversarynowcouldpotentially

accessbothmodelshSandh−e,andsoitmightbeable

toextractevenmoreinformationaboutthedeletedex-

ampleecomparedtothesettinginwhichtheadversary

couldonlyaccesshSorh−ealone.Asasimplifiedcon-

trivedexample,supposetheexamplesS={e1,...,en}

arereal-valuedvectors,andsupposethe MLmodelhS
(perhapsuponmanyqueries)somehowrevealsthesum-

mation i∈[n]ei.Inthiscase,ifthesetSissampledfrom

adistributionwithsufficiententropy,thetrainedmodel

hSmightpotentiallyprovideacertaindegreeofprivacy

forexamplesinS.However,ifoneoftheexampleseiis

deletedfromhS,thenbecausetheupdatedmodelh−ei

alsoreturnstheupdatedsummation jiej,thenan

adversarywhoextractsbothofthesesummationscan

reconstructthedeletedrecordeicompletely.Inother

words,theverytaskofdeletionmightinfactharmthe

privacyoftheverydeletedexampleei.Hence,inthis

workweask:HowvulnerableareMLalgorithmstoleak

informationaboutthedeletedexamples,ifanadversary

getstointeractwiththemodelsbothbeforeandafter

thedeletionupdates?

1.1 Ourcontribution

Inthiswork,weformallystudytheprivacyimplica-

tionsofmachineunlearning.Ourapproachisinspiredby

cryptographicdefinitions,differentialprivacy,anddele-

tioncomplianceframeworkof[GGV20]. Morespecifi-

cally,ourcontributionistwo-fold.First,weinitiatea

formalstudyofvariousattackmodelsinthetwocate-

goriesofreconstructionandinferenceattacks.Second,

wepresentpractical,simple,yeteffectiveattacksona

broadclassofmachinelearningalgorithmsforclassifi-

cation,regression,andtextgenerationthatextractin-

formationaboutthedeletedexample.

Below,webrieflygoovernewdefinitions,therela-

tionbetweenthem,andtheideasbehindourattacks.In

whatfollows,hSisthemodeltrainedonthesetS,and

h−eisthemodelafterdeletionoftheexamplee∈S.

Whenthecontextisclear,wemightsimplyuse htode-

notehSandhdeltodenotethemodelafterdeletion
1. We

assumethatthedeletionisideal,inthesensethath−e
isobtainedbyafreshretrainonS\{e}.2Theadversary

willhaveaccesstohSfollowedbyaccesstoh−e.

Deletioninference. Perhapsthemostnaturalques-

tionaboutdataleakageinthecontextofmachineun-

learningiswhetherdeletioncanbeinferred.Inmem-

bershipinferenceattack,thejoboftheadversaryisto

inferwhetheranexampleeisa memberoftheused

trainingsetSornotbyinteractingwiththeproduced

modelhS.Inthiswork,weintroducedeletioninference

attackswhichare,roughlyspeaking,analogoustomem-

bershipinferencebutinthecontextwheresomedeletion

ishappening. Morespecifically,ourdefinitiondoesnot

1Usinghdelisparticularlyusefulwhenwewanttorefertothe

modelafterdeletion,withoutexplicitlyrevealingthedeletedex-

amplee.

2Wesuspectourattacksshouldhaveagoodsuccessrateon

“approximate”deletionprocedures(inwhichh−eisjustcloseto

theidealversion)aswell. Weleavesuchstudiesforfuturework.
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capturewhetherthedeletionishappeningornot,and

ourgoal(inthemaindefaultdefinition)isonlytohide

whichexamplesarebeingdeleted.Inparticular,wefor-

malizethegoalofadeletioninferenceadversarytodis-

tinguishbetweenadataexamplee∈Sthatwasdeleted

froman MLmodelhSandanotherexamplee∈S(or

e S)thatisnotdeletedfromS. Wefollowthecryp-

tographicgame-basedstyleofsecuritydefinitions.(See

Definition3.1fortheformaldefinition.)

Givenexamplese0,e1,withthepromisethatoneof

themisdeletedandtheotherisnot,onecanalwaysre-

ducethegoalofadeletioninferenceadversarytomem-

bershipinferencebyfirstinferringmembershipofe0,e1
inthetwomodelsh,hdel.However,giventhattheadver-

saryhasaccesstobothofh,hdel,itisreasonabletosus-

pectthatmuchmorecanbedonebyadeletioninference

adversarythanwhatcanbedonethroughareduction

tomembershipinference.Infact,thisisexactlywhatwe

showinSection3.3. Weshowthatwhenbothmodels

h,hdelcanbeaccessed,relativelysimpleattackscanbe

designedtodistinguishthedeletedexamplesfromthe

otherexamplesbyrelyingontheintuitionthatause-

fulmodelisusuallymorefittothetrainingdatathan

tootherdata.InSection3,weshowthepowerofsuch

attacksonavarietyofmodelsandrealworlddatasets

forbothregressionandclassification.Ineachcase,we

bothstudydeletioninferenceadversarieswhoknowthe

fulllabeledexamplese0,e1(andinferwhichoneofthem

aredeleted)aswellasstrongerattackerswhoonlyknow

the(unlabeled)instancesx0,x1.

Deletionreconstruction.Thesecondcategoryofour

attacksfocusonreconstructingpartorallofthedeleted

examplee.Asanticipated,reconstructionattacksare

stronger(andhencehardertoachieve)attacksthatcan

beusedforobtainingdeletioninferenceattacksaswell

(seeTheorem4.2).Inallofourreconstructionattacks,

theadversaryisnotgivenanyexplicitexamples,andits

goalistoextractinformationaboutthefeaturesofthe

deletedinstance. Wenowdescribesomespecialcasesof

reconstructionattacksthatweparticularlystudy.

–Deletedinstancereconstruction. Cananad-

versaryfullyorapproximatefindthefeaturesofa

deletedinstancex(wheree=(x,y)isthedeleted

example)? Weshowthatfornaturaldatadistribu-

tions(boththeoreticalandrealdata)the1-nearest

neighborclassifiercancompletelyrevealthedeleted

instance,eveniftheadversaryhasonlyblack-box

accesstothe modelsbeforeandafterdeletion.In

particular,weshowthatwhentheinstancesareuni-

formlydistributedover{0,1}d,andthemodelisthe

1-nearestneighbormodel,anadversarycanextract

virtuallyallofthefeaturesofthedeletedinstance

(seeSection4.1). Wealsopresentattacksonreal

datafortwomajorapplicationsettings:imageclas-

sificationandtextgeneration.

–Deletedimagereconstruction. Weshow

similarattackson1-nearestneighboroverthe

Omniglotdataset,wherethejoboftheadver-

saryistoextractvisuallysimilarpicturestothe

deletedones(seeSection4.1.2).

–Deletedsentencereconstruction.Wethen

studydeletionreconstructionattacksonlan-

guagemodels.Here,alanguagemodelgetsup-

datedtoremoveaninput(e.g.,asentence)e,

andthejoboftheadversaryistofindusefulin-

formationaboute. Weshowthatforsimplelan-

guagemodelssuchasbigramortrigrammodels,

theadversarycanextractecompletely.

–Deletedlabelreconstruction.Supposewedeal

withaclassificationproblem.Foradeletedexam-

ple(x,y)=e,cananadversarywhodoesnotknow

theinstancexinferanyinformationaboutthelabel

ofthedeletedpoint? Weshowthatthisisindeed

possiblewithasimpleideawhenthedatasetis

nottoolarge.Inparticular,thedeletionofapoint

withlabelcreducestheprobabilitythatthenew

modeloutputslabelcingeneral,andusingthisidea

wegivesimpleyetsuccessfulattacks.Now,suppose

theadversaryissomehowawareoftheinstancex

ofadeletedexample(x,y)=e.Cantheadversary

leverageknowingtheinstancextolearnmoreinfor-

mationaboutthelabely,thaneachofthemodels

h,hdelaloneprovide? Weshowthatdoingsoispos-

sibleforlinearregression.Inparticular,weshowan

attackusingwhichonecanextrapolateadeleted

point’slabeltoahigherprecisionthanwhatispro-

videdthroughtheoriginalmodelhorthemodelaf-

terdeletionhdel.(SeeSectionC.1formoredetails.)

Weakdeletioncompliance. Theaboveresultsall

dealwithfirstdefiningattackmodelsandthenpresent-

ingattackswithinthoseframeworks.Next,weaskifit

ispossibletorealizemachinelearningalgorithmswith

deletion mechanismsthatoffer meaningfulnotionsof

privacyforthedeletedpoints. Weapproachthisques-

tionthroughthelensoftherecentworkof Garget

al.[GGV20]inwhichtheyprovideageneral“deletion

complience”frameworkthatprovidesstrongdefinitions

ofprivatedatadeletion. Wefirstgiveaformalcom-

parisonbetweentheframeworkof[GGV20]withour

attack modelsandshowthatthedeletioncompliance
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frameworkof[GGV20]indeedcapturesalloftheabove-

mentionedattackmodels.Furthermore,wealsopresent

aweakenedvariantofthedefinitionof[GGV20]that

isadaptedtoasettingwherethefactthatdeletion

happeneditselfisallowedtoleak. Webelievethisis

anaturalsettingthatneedsspecialattention.Forex-

ample,consideratextwithredactedparts;thisreveals

thefactthatdeletionhashappened,butnotnecessar-

ilytheredactedtext. Wefurtherweakentheframework

of[GGV20]byonlyrevealingtotheadversarywhatcan

beaccessedthroughblack-boxaccesstothemodeland

notthefullstateofthemodel. Weshowthatevensuch

weakervariantsofdeletioncompliancestillcaptureall

ofourattacks,andhenceissufficientforpositiveresults.

Thismeansthat,asshownby[GGV20],differentialpri-

vacy(withstrongparameters)canbeusedtoprevent

allattacksofourpaper.However,notethatenforcing

differentialprivacycomeswithcostsinefficiencyand

samplecomplexity.Hence,itremainsaninterestingdi-

rectiontofindmoreefficientschemes(bothintermsof

runningtimeandsamplecomplexity)thatsatisfyour

weakernotionsofdeletioncomplianceintroducedinthis

work.SeeSection5formorediscussions.

Motivationbehindtheattacks. Atahighlevel,our

workisrelevantinanycontextinwhich(1)theusers

whoprovidethedataexamplescareabouttheirprivacy

andprefernottorevealtheirparticipationinthedata

setS(2)thesystemaimstoprovidethedeletionoper-

ation,perhapsduetolegalrequirements.Condition(1)

essentiallyholdsinanyscenarioinwhichmembership

inferenceconstitutesalegitimatethreat.Inscenarios

whereconditions(1)and(2)hold,iftheadversarymain-

tainscontinuousaccesstothemachinelearningmodel

(e.g.,whenthemodelisprovidedaspublicservice)then

alltheattacksstudiedinthispaperarerelevanttoprac-

ticeandwouldmodeldifferentadversarialpower.

Oursecuritygamesmodelattacksinwhichthead-

versaryaimstoinfer(orreconstruct)deletionofaran-

domexamplefromadataset.Realworldadversaries

arestrongerinthesensethattheycouldhaveaspecific

targetinmindbeforemakingtheirqueriestotheonline

model. Moreover,realworldadversariesusuallyhavea

lotofauxiliaryinformation(e.g.,asthoseexploitedin

theattacksonprivacyonusersintheNetflixchallenge

[NS06])whileourattackershaveaminimalknowledge

aboutthedistributionfromwhichthedataissampled.

Havingadiversesetofsecuritygamesandattacksis

analogoustohavingmanydifferentsecuritygamesand

notionsincryptography(suchasCPAandCCAsecu-

rityforencryption)to modeldifferentattackscenar-

ios.Informallyspeaking,andataveryhighlevel,one

canalsothinkoftheverystrongdeletioncompliance

of[GGV20]as“UCsecurity”[Can01],whileourother

securitygames/notionsmodelweakersecuritycriteria.

1.2Relatedwork

Chenetal[CZW+21]studyasettingsimilartoours.

Theyshowattacksthat,givenaccesstotwomodels–

onetrainedonadatasetSandanotheronS\{e}–de-

terminewhetheragiveninputeisequaltothedeleted

iteme.Thisisclosetoournotionofdeletioninference,

thoughnotquitethesame.Theyshowthattheirat-

tacksperformmuchbetterthanplainmembershipin-

ferenceonthefirstmodel.Ourworkdiffersfromthat

of[CZW+21]inthefollowingrespects:

1.Inadditiontodeletioninference,wealsoshowvar-

iouskindsofreconstructionattacksinavarietyof

modelswithdifferentreconstructiongoals.

2.Theirattacksareconstructedbyrunningsophisti-

catedlearningalgorithmsontheposteriorscorre-

spondingtodeletedandnotdeletedsamples. While

thisresultsinattacksthatworkquitewell,theseat-

tackshavelittleexplanatorypower–itisnotclear

whatenablesthem,anditishardtotellwhatthe

bestwaytopreventthemis.Ourattacks,onthe

otherhand,makeuseofsimplestatisticsoftheout-

putsofthemodels.

3.Theyshowthatcertain measureslikepublishing

onlythepredictedlabelorusingdifferentialprivacy

canstoptheirattacksfromworking,butthisisfar

fromshowingthatsuchmeasurespreventallpos-

sibleattacks.Inordertoprovesecurityagainstall

attacks,aformalizationofwhatentailssuchsecu-

rityisnecessary. Weprovideformaldefinitionsof

privacyandformallybuildaconnectiontothedele-

tioncomplianceframeworkof[GGV20],which,as

corollary,impliesthatdifferentialprivacycanprov-

ablypreventanypossibledeletioninferenceattack.

TheworkofSalemetal[SBB+20]alsostudiesa

relatedsetting.Intheircase,a modelisupdatedby

theadditionofnewsamples,ratherthanbydeletion,

andtheyshowattacksthatpartiallyreconstructei-

therthenewsampleitselforitslabel.Theseattacks

areconstructedbytraininggenerativemodelsonpos-

teriorsofvarioussamplesfromashadow model.Itis

possiblethattheirattackscanbeusedwhendatais

deletedaswell.Infact,ourattackscanalsopotentially

beadaptedtobeappliedwhenthedataisaddedrather

thandeleted(butthesecuritygameneedstochangeto
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formallyallowthis).Theyalsopresentacursorydiscus-

sionofpossibledefencesagainsttheirattacks,suggest-

ingthataddingnoisetotheposteriorsordifferential

privacymightwork.Thedistinctionofourworkfrom

theirsisalongthesamelinesasabove–ourattacks

aresimplerand moretransparent,andourformaliza-

tionallowsustoidentifystrategiesforprovablesecurity

againstarbitraryattacksbyprovingtherelationofour

attacksandthedeletioncomplianceof[GGV20].Onthe

attackside,ourworkstudiestheattacklandscapewith

muchmoregranularitybystudyingveryspecificattacks

thataimtoonlyreconstruct(orinfer)theinstances,or

theirlabels,orleveragetheknowledgeoftheinstance

tobetterapproximatethelabels.

2Preliminaries

Basicnotation.[n]denotes{1,...,n}.Xdenotesthe

instancespace,andYdenotesthelabelspace.Forre-

gressiontasks,Y=Risthesetofrealnumbers,and

forclassificationtasksYisafinitesetwherebydefault

Y={0,1}.DdenotesadistributionoverX×Y,andDn

denotesthen-foldproductofD.Asamplee=(x,y) ←D

iscalleda(labeled)example.ByD≡D wedenotethat

D,D areidenticallydistributed. Whenthedataexam-

plesarenotnecessarilyiidsampled,weuseSntodenote

adistributionoverdatasetsofsizen(onespecialcase

isSn≡D
n)andweuseS ←SntodenotesamplingS

fromSn.H⊆Y
Xdenotesasetofmodels(akahypothe-

sisclass)mappingXtoY.Forexample,Hcouldbethe

setofallneuralnetswithaspecificarchitectureandsize

orthesetofhalfspacesindimensiondwhenX=Rd.

Loss,risk,andlearning.Alossfunction :H×

X×Y → Rmapsaninput (h,(x,y))toRand mea-

sureshowbadthepredictionofhonxiscompared

tothetruelabely.Forclassification,weusethe0-1

loss(h,e)=1[h(x) y],where1istheBooleanindi-

catorrandomvariable.Learndenotesa(perhapsran-

domized)learnerthatmapsany(unordered)setofex-

amplesS={e1,...,en}toamodelh∈ H.RiskD(h)=

Ee←D (h,e)denotesthepopulationriskofhoveradis-

tributionD.RiskS(h)=Ee←S (h,e)denotestheempiri-

calriskofhoveratrainingsetS⊂(X×Y)∗.TheEm-

piricalRisk MinimizationruleERMisthelearnerthat

simplyoutputsa modelthat minimizestheempirical

lossERM(S)=argminh∈HRiskS(h).

Deletion.FixalearnerLearn,trainingsetS,andmodel

h← Learn(S). Weuseh−e← DelS(h,e)todenotethe

“ideal”datadeletionprocedure[GGVZ19]thatoutputs

h−e← Learn(S\{e})usingfreshrandomnessforLearnif

needed.(Hence,ife S,thenDelS(h,e)simplyreturns

afreshretrainingonS.)Ingeneral,Delneedstoknow

thetrainingsetonwhichhistrained,oritneedsa

datastructurethatkeepssomeinformationaboutSin

additiontoh. WheneverSisclearfromthecontext,we

mightsimplywriteh−e← Del(h,e).

3 Deletioninferenceattacks

Inthissection,wedescribeaframeworkofattackson

machineunlearning(i.e., machinelearningwithdele-

tionoption)schemesthatcaninferthedeletedexam-

ples.Suchattacksareexecutedbyadversarieswhofirst

accessthemodelbeforedeletionfollowedbyhavingac-

cesstothemodelafterdeletion.Ineachcase,wewill

firstformallyexplainourthreat model. Wealsopro-

videtheoreticalintuitionbehindourattacksandreport

experimentalfindingsbyimplementingthoseattacks.

Threat model.Wedefineasecuritygamethatcap-

tureshowwellanadversarycantellwhichelementisbe-

ingdeletedfromthetrainingset.Notethatour(default)

definitionisnotaimingtohidethefactthatsomething

isbeingdeleted,andtheonlythingwetrytohideis

whichelementisbeingdeleted. Weuseadefinitionthat

isinspiredbyhow(CPAorCCA)securityofencryption

schemesaredefinedthroughindistinguishability-based

securitygames[GM84,NY90].

Definition3.1 (Deletioninference).Let Learnbea

learner,DelbeadeletionmechanismforLearn,andSn
beadistributionondatasetsofsizen.Theadversary

AdvandthechallengerChalinteractasfollows.

1.Samplingthedataandrevealingthechal-

lenges.Chalpicksadataset{z1,...,zn}=S ←Sn
ofsizen.Chalpickstwoindicesi j∈[n]atrandom

andsendse0=zi,e1=zjtoAdv.

2.Oracleaccessbeforedeletion.Chaltrainsh←

Learn(S).Advisthengivenoracleaccesstoh,and

finallyinstructsmovingtothenextstep.

3.Randomselectionanddeletion.Chalpicksb←

{0,1}atrandomandletshdel← Del(h,eb).

4.Oracleaccessafterdeletion.TheadversaryAdv

isnowgivenoracleaccess(only)tohdel.

5.Adversary’sguess.Theadversarysendsoutabit

btoChalandwinsifb=b.

Thescheme(Learn,Del)iscalledρinsecureagainst

deletioninferencefordatadistributionSn,ifthereis
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aPPTadversaryAdvwhosesuccessprobabilityinthe

gameaboveisatleastρ.(Notethatachievingρ=1/2

istrivial.) Now,considera modifiedgamein which

theadversaryisgivenonlytheinstances(x0,x1)where

e0 =(x0,y0),e1 =(x1,y1). Wecallthisgamethein-

stancedeletioninference.Ifanadversaryhassuccess

probabilityatleastρintheinstancedeletioninference

game,thenthescheme(Learn,Del)iscalledρinsecure

againstinstancedeletioninferencefordistributionSn.

Similarly,wedefinelabeldeletioninference,inwhich

onlythelabels(y0,y1)arerevealedtotheadversary,

andρ-insecurityagainstsuchattacksaccordingly.To

contrastwithinstanceandlabeldeletioninference,we

mightuseexampledeletioninferenceattacktoreferto

ourdefaultdeletioninferenceattacks.

Notethatwinninginaninstanceorlabeldeletion

inferencegameispotentiallyharderthanwinningthe

normalvariant(withfullexamplesrevealedtothead-

versary)astheadversarycanalwaysignorethefullin-

formationgiventoit.Hence,showingsuccessfulinstance

deletioninferenceattacksisastronger(negative)result.

Weempiricallystudythepowerofattacksinallthese

attackmodels.

OthervariantsofDefinition3.1.Definition3.1can

beseenasaweakdefinitionofprivacyfordeletioninfer-

ence.ThefollowinglistdescribevariantsofDefinition

3.1thatareeitherdirectlyweaker,orourattackscan

beadaptedtoinaratherstraightforwardway.

–Two-challengesvs.onechallenge.Definition3.1

includestwochallengeexamplesandasksanadver-

sarytofindoutwhichoneistheactualdeletedone.

Analternativedefinitionwouldonlyrevealoneex-

ampletotheadversaryandasksittotellifthe

exampleisdeletedornot.3

–Deletion-revealingvs.deletion-hiding.Defini-

tion3.1doesnotaimtohidethefactthatadeletion

hashappened.Analternativedefinitioncouldeven

aimtocapturehidingthedeletionitselfbysampling

thenon-deletedexampleoutsidethedataset.

–Randomvs.chosenchallenges. Definition3.1

askstheadversarytodistinguishbetweenarandom

pairofchallengeexamples,oneofwhichisdeleted.

3IfonecansamplefromthesetSthetwoattackmodelscanbe

showntobeequivalentusingstandardhybridargumentswhen

theadversary’ssuccessprobabilityisnegligibleinsecuritypa-

rameter.ThisissimilartohowitisdoneforCPA/CCAsecurity

gamesincryptography.

Inastrongerattackmodel,theadversaryisallowed

tochoosethechallengeexamples.

–Auxiliaryinformation. Definition3.1doesnot

explicitlygiveanyextrainformationaboutother

examplesek,k {i,j}totheadversary,whileareal-

wordadversarymighthavesuchknowledge.

–Multiple deletions vs.one deletion. Defini-

tion3.1doesnotallowmorethanonedeletionto

happen,whileingeneralusersmightrequestmul-

tipledeletionstohappenovertime.Infact,inSec-

tion3.3,weusethisvariantoftheattackstotestour

attacksonlargedatasetsandcomparetheresult

withdeletioninferenceattacksthatareobtainedby

reductiontomembershipinference.

InSection5,wediscussstrongersecuritydefinitions

thatoncesatisfiedwouldpreventtheattackofDefini-

tion3.1andallthevariantsaboveasspecialcasesofthe

DeletionComplianceframeworkofGaretal.[GGV20].

Inparticular,thedefinitionsofthissection(including

Definition3.1)modelweakersecurityguaranteesthan

thatof DeletionComplianceframeworkof[GGV20],

whichmakesourattackresultsofthissectionstronger.

Learner’srandomness. Therandomseedsofthe

learnersmanifestthemselvesintwoways:

1.Randominitialization:Someparametersaregener-

atedfromarandomdistribution.

2.Stochasticoptimization: Wetraindeeplearning

modelsusingstochasticgradientdescent, which

runswitharandomlypermutationofthetraining

datasetineachepoch.

Followingthedefinitionofperfectdeletion,asdesired

inDefinitions3.1and4.1,inourexperimentswere-

trainthemodelsfromscratchwithoutfixingtherandom

seeds.However, Wefixallthedeterministicandalgo-

rithmicaspects,whichincludemodelarchitecture,the

hyperparameters,andtheinitializationdistribution.

Ourdeletioninferenceattacks. Weproposetwo

variantsofattacks:(1)(example)deletioninference

attackofDel-Inf-Exmwhichusesbothinstancesand

theirtruelabels,and(2)instanceinferenceattackof

Del-Inf-Inswhichonlyusestheinstances,withoutknow-

ingthetruelabels.(Inthenextsubsection,wealsoshow

howtofindthedeletedlabel,whichcanbeseenasa

formof“labelreconstruction”andisstrongerthanlabel

inferenceattacks.)

Attack Del-Inf-Exmusinglabeledexamples.Our

exampleinferenceattackDel-Inf-Exmisparameterized

byalossfunction andproceedsbyfirstcomputing

thelossforbothexamplese0,e1onbothmodelsh,hdel.
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Then,thisattackidentifiesthedeletedexamplebypick-

ingtheexamplethatleadstoalargerincreaseinitsloss

whenwegofromhtohdel.Theintuitionbehindourat-

tackisthattheexamplesinthedatasetareoptimized

(toadegreedependingonthelearningalgorithm)to

havesmallloss,whileexamplesoutsidethedatasetare

notso.Therefore,onceanexamplegoesfrominsidethe

datasettooutside,itincursalargerincreaseinloss. We

nowdefinetheattackformally.

Algorithm3.2(AttackDel-Inf-Exm).Theattackis

definedwithrespecttoalossfunction .Foranyex-

amplee,wedefinethelossincreaseofeas:δ(e,h,hdel)=

(hdel,e)−(h,e).Theadversaryisgiventwolabeledex-

amplese0=(x0,y0)ande1=(x1,y1)andalsohasoracle

accesstohfollowedbyaccesstohdel.Theattackpro-

ceedsasfollows.

1. Queryhonbothx0,x1.

2.Aftergettingaccesstohdel,queryhdelonbothx0,x1.

3.Computelossincreasesδ(e0,h,hdel)andδ(e1,h,hdel),

andletα=δ(e0,h,hdel)−δ(e1,h,hdel).

4. Output0ifα>0,output1ifα<0,andoutputa

uniformlyrandombitb∈{0,1}ifα=0.

Connectiontolabel memorization[Fel20]. At

ahighlevel,Del-Inf-Exmcanbeseenasgeneraliz-

ingthenotionof memorizationbyFeldman[Fel20]

fromthe0-1losstogenerallossfunctions. Morefor-

mally,ifweusethe0-1loss,thenfor e∈S,theex-

pectedvalueEhdel←Del(h,e)δ(e,h,hdel)wouldbecomeequal

tomem(Learn,S,e)definedin[Fel20]to measurehow

muchthelearnerLearnismemorizingthelabelsofits

trainingset.,andUsingthisintuition,ouradversary

pickstheexamplethatismostmemorizedbythemodel.

Thefollowinglemmafurtherformalizestheintu-

itionbehindourattackDel-Inf-Exm,solongasthethe

learningalgorithmistheERMrule.

Lemma3.3.LetERMbetheempiricalriskminimiza-

tionlearningruleusingalossfunction .Leth=

ERM(S),h−e← Del(h,e)fore∈S,andS−e=S\{e}.Let

δe=δ(e,h,h−e),andletδ−e=Ee←S−e[δ(e,h,h−e)]bethe

expectedvalueoflossincreaseforexamplesthatremain

inthedataset.Thenthefollowingtwohold.

1.δ−e≤0.

2.δe≥−(n−1)·δ−ewheren=|S|.(Inparticular,by

Part1,italsoholdsthatδe≥0.)

Proof.Thefirstitemofthelemmaholdssimplybecause

weareusingtheERMrule.Namely,h−eminimizesthe

empiricallossoverS−e=S\{e}.Therefore:

δ−e=RiskS−e(h−e)−RiskS−e(h)≤0.

Havingprovedthefirstpart,thesecondpartalso

followsduetousingtheERMrule.Inparticular,sup-

poseforsakeofcontradictionthatδe<−(n−1)·δ−e,

wheren=|S|.Then,

(h,e)+(n−1)·RiskS−e(h)> (h−e,e)+(n−1)·RiskS−e(h−e).

Then,thisimplies

RiskS(h)=
(h,e)+(n−1)·RiskS−e(h)

n

>
(h−e,e)+(n−1)·RiskS−e(h−e)

n
=RiskS(h−e).

However,thethiscontradictsthattheERMruleoutputs

hontrainingsetS.

Proposition 3.3showsthat whenever(1) δ−e =

Ee←S−e[δe]< 0and(2)δ(e,h,h−e)fore ∈ S−eis

concentratedaroundits meanδ−e,thenforaran-

dome∈S−e,theattackDel-Inf-ExmofAlgorithm3.2

wouldlikelyidentifythedeletedexamplecorrectly.Even

though,ingeneralwearenotabletoprovewhenthese

twoconditionshold,ourexperimentsconfirmthatthese

conditionsindeedholdinmanynaturalscenarios,lead-

ingtothesuccessofDel-Inf-ExmofAlgorithm3.2.

AttackDel-Inf-Insusinginstancesonly.Wenowdis-

cussourattackthatdoesnotrelyonknowingthetrue

labelsy0,y1.Theintuitionisthat,evenifwedonot

knowthetruelabels,whenanexampleeisdeletedfrom

thedataset,thechangeinthepredictedlabelforeis

likelytobemorethanthatofotherexamplesthatstay

inthedataset.Thereasonisthatfortheremainingex-

amples,themodelisstilltryingtokeeptheirprediction

closetotheircorrectvalue,butthisoptimizationisnot

doneforthedeletedexamplee.Hence,ouradversary

wouldpickthecandidateexamplethatleadstolarger

changeintheoutputlabel(notnecessarilytheloss).

Hence,theattackismorenaturaltobeusedforregres-

siontasks,eventhoughitcanalsobeusedforclassifi-

cationifoneusestheconfidenceparametersinsteadof

thefinallabels.

Algorithm3.4(AttackDel-Inf-Ins).Theattackispa-

rameterizedbyadistancemetricdisoverY(e.g.,Y=R

anddis(y0,y1)=|y0−y1|).Theadversaryisgiventwo

instancesx0,x1,andithasoracleaccesstohfollowed

byhdel.Theattackthenproceedsasfollows.

1. Querythemodels(intheorderofaccessingthem)to

geth(x0),h(x1),hdel(x0),hdel(x1),andletβ=|h(x0)−

hdel(x0)|−|h(x1)−hdel(x1)|.
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2.Return0ifβ>0,return1ifβ<0,andreturna

randomanswerin{0,1}ifβ=0.

3.1Experiments:Deletioninference
attackonregression

NowweapplyourattackDel-Inf-Exm(Algorithm3.2)

andattackDel-Inf-Ins(Algorithm3.4)on multiplere-

gressionmodelsincludingLinearRegression,Lassore-

gression,SVMRegressor,DecisionTreeRegressor,and

NeuralNetworkRegressor4.DAppendixAincludesthe

detailsoftheattackedmodels.

Experimentdetails.Table1includesthedetailsof

allthedatasetsweusedinthedeletioninferenceexper-

imentsandalsoinotherexperimentslater. Weusetwo

regressiondatasetsBostonandDiabetes.Fortraining

theoriginalmodelh,weusearandomsubsetwith90%

ofthedataset.Theexperimentfollowsthesecuritygame

ofDefinition3.1.Toensuretheperfectdeletion,hdelis

obtainedbyafullre-trainingwiththedatasetwithout

thedeletedexample.FortheattackDel-Inf-Exm,weuse

squaredloss,whichisdefinedas(h,(x,y))=(h(x)−y)2.

Finally,werepeatthesecuritygameofDefinition3.1

1000timesandtaketheaveragesuccessprobabilityof

theadversaries.

Results.TheresultisshowninTable2.Inmostcases,

ouradversarygetsmorethan90%successprobability

inthedeletioninference.

3.2Experiments:Deletioninference
attacksonclassification

Inthisexperiment,weapplyDel-Inf-ExmandDel-Inf-Ins

onclassificationtasks.Inourexperiments,weusedif-

ferentmodels,includinglogisticregression,supportvec-

tormachine(SVM),Decisiontree,randomforest,and

multi-layerperceptron(MLP).Duetopagelimit,de-

tailsofthemodelsareincludedinAppendixA.

Experiment details. WeusedatasetsIris, Wine,

BreastCancer,and1/12MNIST.(Thedetailsofthe

datasetsareshowninTable1.)Similarlytoattacks

onregression, Wepickarandom90%fractionofthe

datasettotrainthemodel,andwedoafullretrainto

4Implementationofthemethodsarefromthepythonlibrary

Scikit-learn.

obtainhdel.Thedifferencecomparedtothecaseofre-

gressionisthatthelabelspaceY isnowafiniteset.

Inthisexperiment,weassumetheoutputofanyhy-

pothesisfunctionh∈Hisamultinomial(confidence)

distributionoverY,andthisprobabilityisavailable

totheadversary.Thisassumptionisrealisticasmany

machinelearningapplicationshavetheconfidenceas

partoftheoutput[RGC15],andthisisalsothede-

faultsettingofmanyadversarialmachinelearningre-

searches[SSSS17,LBW+18]5.Toformallyfittheattack

intotheframeworkofDefinition3.1,wecanextendthe

setYtodirectlyincludeanysuchmultinomialdistribu-

tionastheactualoutput“label”.

ForDel-Inf-Exm,weusethenegativeloglikelihood

lossfunction(h,(x,y))=−log(Pr[h(x)=y]). Wethen

repeatthesecuritygameofDefinition3.11000timesto

approximatethewinningprobability.

Results.Wepresenttheresultofattacks Del-Inf-Exm

andDel-Inf-InsonthreeclassificationdatasetsinTa-

ble3.Asanticipated,thesuccessratesDel-Inf-Exmare

noticeablylargerthanthoseofDel-Inf-Ins.

3.3Attackinglargemodelsanddatasets

Inthissection,weaimtoshowthatourdeletioninfer-

enceattackscanbescaledtoworkwithlargedatasets

and models. Wefirstformallydescribehowdeletion

inferenceattackscanbeobtainedthroughblack-box

reductionstomembership inferenceattacks. Wethen

demonstratethepowerofourattacksondatasetsofthe

samesizeasthoseof[SSSS17]andcomparethepower

ofourdirectdeletioninferencetodoingreductionto

themembershipinferenceattackof[SSSS17]. Weshow

thatusingourmethodcanleadtosignificantlystronger

resultsthanmakingablack-boxuseofmembershipin-

ferenceattacks.

3.3.1 Howtoreducedeletioninferenceto

membershipinference

Onecanalwaysreducethetaskofdeletioninference

tothetaskof membershipinference.Inparticular,if

wehadaperfectmembershipinferenceoracle,wecould

useittoinferwhetheragivenexampleisdeletedornot

5Themodelinthisscenarioisstillconsideredasblack-boxin

mostmachinelearningadversarialliterature,butsomeonemay

argueitisnotfullyblack-box.
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No.Samples No.Features Label Predict

Regression
Boston[HAR78] 506 14 Real Themedianhouseprice

Diabetes[EHJ+04] 442 10 Real Diseaseprogression

Classification

Iris[Fis36] 150 4 3types Thetypeofirisplants

Wine [ACD94] 178 13 3types Winecultivator

BreastCancer[SWM93] 569 30 Binary Benign/malignanttumors

1/12MNIST[LBBH98] 5000 784 10types Digitbetween0to9

CIFAR-10[KH+09] 60000 3072 10classes Imageclassification

CIFAR-100[KH+09] 60000 3072 100classes Imageclassification

Table1.Descriptionsofthedatasetsusedindeletioninference.

Boston Diabetes

Learning Method Del-Inf-Exm Del-Inf-Ins Del-Inf-Exm Del-Inf-Ins

Linearregression 99.8% 99.1% 99.8% 99.3%

SVM 93.9% 89.1% 99.2% 100.0%

Lassoregression 98.8% 97.1% 99.3% 98.3%

Decisiontree 100.0% 100.0% 100.0% 100.0%

MLP 80.4% 78.3% 72.2% 72.3%

Table2.Successprobabilitiesofvariousattacksonregressorsfor

differentdatasets.

bycallingthemembershipinferenceoracleonthetwo

modelsh,hdel.

Algorithm3.5belowshowsanintuitivewaytore-

ducedeletioninference(DI)toimperfectmembership

inference(MI)inablack-boxway.Specifically,suppose

themembershipinferenceadversaryM(e,h) →{0,1}re-

turns1if(itthinks)eisamemberofthedatasetthatis

usedtoobtainthemodelh.Then,ifadeletioninference

adversarywantstofindoutwhethereisdeletedfrom

themodelhtoreachthemodelhdel,itcansimplyrun

M(e,hdel)andoutputwhatitoutputs.Notethatthereis

noneedtorunM(e,h),astheadversaryofDefinition3.1

isgiventhepromisethatbothe0,e1aremembersofthe

initialdatasetS.Thentheonlyquestionishowtocom-

binetheanswersM(e0,hdel),M(e1,hdel),whichAlgorithm

3.5decidesinanaturalway.

Algorithm3.5(Frommembershiptodeletioninference).

Givenexamplese0=(x0,y0),e1=(x1,y1)andmodels

hdel,thereductionfromdeletioninferencetomember-

shipinferenceproceedsasfollows:

1.Performtwomembershipinferencestoobtainb0=

M(e0,hdel)andb1=M(e1,hdel).

2.Return0ifb0=0,b1=1,return1ifb1=1,b0=0,

andreturnarandombitifb0=b1.

Usingconfidenceprobabilities. Analternativere-

ductiontoAlgorithm3.5canusetheconfidenceproba-

bilitiesofM(e0,hdel)andM(e1,hdel)insteadoftheirfinal

(rounded)values.Inthisvariant,thereductionreturns

0iftheconfidencedifferenceofM(e0,hdel)−M(e0,h)to

outputzerois morethantheconfidencedifferenceof

M(e1,hdel)−M(e1,h)tooutputzero.

3.3.2Experimentswithlargedata,andcomparison

withreductiontomembershipinference

We now evaluate our deletioninference attacks

Del-Inf-ExmandDel-Inf-Insonlargedatasetandlarge

neuralnetworks.Inourexperiment,weuseCIFAR-

10andCIFAR-100datasets[KH+09]asthetraining

dataset,whicharestandarddatasetsfortheevaluation

ofimageclassifiers,especiallyfordeeplearningmodels.

Tobettercomparethesuccessofourattackswith

[SSSS17]weuseavariantattackofDefinition3.1in

whichmultiple deletionshappen(asexplainedinone

ofthevariantsfollowing Definition3.1). Oneadvan-

tageofthisexperimentsettingisthattheattackof

[SSSS17]needstotrain“attack models”foreachvic-

tim model,andhencehaving multipledifferentdele-

tionsleadtomultiplefulltrainingofattackmodelsfor

[SSSS17]whichisveryexpensivetorun.However,inthe

multiple-deletionattacksetting,oneneedstoonlytrain

theattack modelsof[SSSS17]twicetocompareeach

executionofourattackwithareductionto[SSSS17].

Settingofourattack.Thesuccessprobabilityisthen

calculatedbytakingtheaverageover20roundsoffull

experiment.Ineachroundofexperiment,wefirsttrain

adeep modelwithnexamples,wherenvariesfrom

15,000,20,000,25,000,and29,540(29,540ispickedto

matchthescenarioof[SSSS17]). Wethenrandomlyre-

moveabatchof100examplesinthetrainingdataset,

andtrainanewmodelwithoutthose100examples.As

areference,wepickanother100randomexamplesthat

remainsinthedataset.Thesuccessprobabilityiscal-

culatedovereverypairs(intotal,10,000pairs)ofthe
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Datasets→ Iris Wine BreastCancer 1/12MNIST

Learning Method↓ Del-Inf-Exm Del-Inf-Ins Del-Inf-Exm Del-Inf-Ins Del-Inf-Exm Del-Inf-Ins Del-Inf-Exm Del-Inf-Ins

LogisticRegression 88.3% 86.8% 80.8% 76.1% 69.1% 60.6% 72.9% 56.6%

DecisionTree 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0%

SVM 70.5% 60.3% 76.9% 66.7% 73.8% 57.3% 72.3% 62.0%

RandomForest 89.2% 89.1% 83.3% 78.1% 89.2% 85.7% 89.9% 84.5%

MLP 92.9% 55.5% 54.2% 51.1% 83.5% 67.7% 62.5% 59.0%

Table3.SuccessprobabilitiesoftheattacksDel-Inf-ExmandDel-Inf-Insonclassifiers.

deletedandreferenceexamples,i.e.,onedeletedexam-

plesandoneremainingexampleisgiventothedele-

tioninferenceadversariesDel-Inf-ExmandDel-Inf-Ins.

Wethenmeasurethefractionofallpairsinwhichour

adversarycorrectlypredictsthedeletedexample. We

evaluateourresultsontwodeepneuralnetworkmod-

els:1.Aconvolutionalneuralnetworkthatincludestwo

convolutionallayers(calledsmallCNNbelow),similar

tothenetworkusedin[SSSS17].2.VGG-19network

(calledVGGbelow)thathas19layersintotal,whichis

well-knownforitspowerforimageclassificationtasks.

Baselinesettingsforcomparison.Wecompareour

attackswithreductionstothemembershipinferenceat-

tackin[SSSS17]6,i.e.,reductionwithlabelonlyand

reductionwithconfidenceprobabilities.

Results.InFigure1and2,weanalyzethesuccessprob-

abilitiesofourdeletioninferenceadversariesDel-Inf-Exm

andDel-Inf-InsonsmallCNN modelandVGG model.

Ourattackisabletocorrectlypredictmostofthedele-

tionsinthedeeplearningmodels,evenwhenabatchof

examplesisdeletedatthesametime.Furthermore,note

thatforthemembershipinferenceattackof[SSSS17]to

work,theadversaryneedstohavethelabelofthetarget

instanceandalsomakemanyqueriestothetargetmodel

fortraininganattackmodel(ormanyauxiliarydataex-

amplestotrainasimilarmodel).Ontheotherhand,our

attackisextremelysimple,andDel-Inf-Insevendoesnot

requirethelabeloftheexample.

Remark3.6(AboutusingreductiontoMIasbaseline).

Herewecommentonthelimitationsofmembershipin-

6Weimplemented[SSSS17]attack.[SSSS17]reportstheir

membershipinferenceattackachieves 71%successrateona

CNNmodelwithtwoconvolutionallayersthatistrainedwith

CIFAR-10datasetwith15,000randomexamples.Ourimple-

mentationofmembershipinferenceattackachieves74%success

rateonsmallCNNmodel(whichalsohastwoconvolutionallay-

ers)and88%successrateonVGGmodel,whicharetrainedon

asubsetofCIFAR-10datasetwith15,000randomexamples.

Thesuccessratematchesthenumberreportedintheirwork.

ferenceasabaselineattack,as membershipinference

isnottunedtodistinguishingbetweentwopoints(one

ofwhichisguaranteedtobeinthetrainingset).In-

deed,membershipinferenceattackersonlygetonlyone

instanceasinput,whileourformalizationofdeletion

inferencegetstwoinputs.However,pleasenotethatwe

compareourdeletioninferenceattackerstoreductions

tomembershipinferenceadversaries.Thereductionis

allowedtocalltheMIadversarymultipletimes.Indeed

ourreductionoftheprevioussubsectioncallsthe MI

adversarytwice,andthischangemakesthereductionto

MI(whichisaDIadversaryitself)powerfulenoughto

beabletowintheDIinferencegamewithprobability

closeto1,solongasits(regular) MIoraclewinsits

owngamewithprobabilitycloseto1.

4 Deletionreconstruction

Section3focusedonattacksthatinferwhichofthetwo

givenexamplesisthedeletedone.Amoredevastating

formofattackaimstoreconstructthedeletedexample

byqueryingthetwomodels(beforeandafterdeletion).

Inthissection,weshowhowtodesignsuchstrongerat-

tacks. Weproposetwotypesofreconstructionattacks

onthedeletedexample.Thefirstonefocusesonre-

constructingthedeletedinstance,whilethesecondone

focusesonreconstructingthedeletedlabel.Bothtypes

ofattacksfollowthesamesecuritygamewhichisex-

plainedinthedefinitionbelow.

Definition4.1 (Deletionreconstructionattacks).Let

Learnbealearningalgorithm,Delbeadeletionmecha-

nismforLearn,andSnbeadistributionover(X×Y)
n.

Considerthefollowinggameplayedbetweentheadver-

saryAdvandchallengerChal.

1.Samplingthedataandrandomselection.Chal

picksadataset{e1...en}=S ←Snofsizen.Italso

choosesi←[n]atrandom.

2.Oracleaccessbeforedeletion. Thechallenger

Chaltrainsh← Learn(S).TheadversaryAdvisthen
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Fig.1.TrendofsuccessprobabilitiesofattacksDel-Inf-ExmandDel-Inf-InsonsmallCNN
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modelstrainedwithdifferentnumberof

examplesareshown;(a)usesdatasetCIFAR-10and(b)usesdatasetCIFAR-100dataset.Thesuccessprobabilitiesarealsocompared

withtwobaselineattacksthatareobtainedbyreductionstothemembershipinferenceattackof[SSSS17].
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Fig.2.TrendofsuccessprobabilitiesofattacksDel-Inf-ExmandDel-Inf-InsonVGGmodelstrainedwithdifferentnumberofexamples

areshown;(a)usesdatasetCIFAR-10and(b)usesdatasetCIFAR-100dataset.Thesuccessprobabilitiesarealsocomparedwithtwo

baselineattacksthatareobtainedbyreductionstothemembershipinferenceattackof[SSSS17].

givenoracleaccesstoh.Attheendofthisstep,the

adversaryinstructsmovingtothenextstep.

3.Deletion.Thechallengerobtainsh−ei← Del(h,ei).

4.Oracleaccessafterdeletion.TheadversaryAdv

isnowgiven(only)oracleaccesstoh−ei.

5.Adversary’sguess.Adversaryoutputsaguesse.

Forasimilaritymetricdisdefinedon(X×Y),theadver-

saryAdviscalleda(ρ,ε)-successfuldeletionreconstruc-

tionattackifitholdsthatPr[dis(e,ei)≤ε]≥ρ.For

boundeddis(·,·)∈[0,1]andanadversaryAdv,wedefine

theexpectedaccuracyofAdvas1−E[dis(e,ei)].

Deletedinstance/labelreconstructionattacks.

OnecanuseDefinition4.1tocaptureattacksinwhich

thegoaloftheadversaryistoonly(perhapspartially)

reconstructtheinstancexorthelabely.Incaseofap-

proximatingx,wecanusea metricdistancedisthat

isonlydefinedoverXandignoresthelabelsofeand

ei. Werefertosuchattacksasdeletedinstancerecon-

structionattacks.Similarly,byusingaproper metric

distancedefinedonlyoverY,wecanuseDefinition4.1

toobtaindeletedlabelreconstructionattacks.Finally,

tocompletelyfinde(resp.xory)weusethe0-1metric

dis(e,e)=1[e e](resp.1[x x]or1[y y]).

Theorem4.2(Fromreconstructiontoinference).Let

Learnbealearningalgorithm,Delbeadeletionmecha-

nismforLearn,disbeadistancemetricover(X×Y),

andSnbeadistributionover(X×Y)
n.Supposethereis

a(ρ,ε)-successfulPPTreconstructionadversaryagainst

thescheme(Learn,Del),andPr[dis(e0,e1)>2ε]≥1−δ

wheretheprobabilityisoversamplinge0,e1fromthe
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sampleddatasetS ←Sn.
7Then,(Learn,Del)is(ρ−δ)-

insecureagainstdeletioninferenceoverdistributionSn.

ProofofTheorem4.2.Wegiveapolynomialtimere-

duction.Inparticular,supposeBisa(black-box)ad-

versarythatshowsthe(ρ,ε)insecurityofthescheme

(Learn,Del)againstdeletionreconstructionattacks. We

designanadversaryAdvagainstdeletioninference(as

inDefinition3.1)asfollows.Given(e0,e1)aschallenges,

firstignore(e0,e1)andusingoracleaccessto models

h,hdel,runBtoobtaineasapproximationofthedeleted

example. Output0ifdis(e0,e)≤ε,elseoutput1if

dis(e1,e)≤ε,otherwiseoutputuniformlyin{0,1}.

Wenowanalyzethereductionabove. Withproba-

bilityatleastρovertheexecutionoftheattackB,it

holdsthatdis(e,eb)≤ε,whereebisthedeletedexample.

Also,withprobability1−δitholdsthatdis(e0,e1)>2ε.

Byaunionbound,wehavethatwithprobabilityat

leastρ−δbothoftheconditionsabovehappenatthe

sametime,inwhichcasetheadversaryAdvoutputsthe

correctanswerb.

Duetothetheoremabove,allthereconstructionattacks

belowcanbeseenasstrengtheningofdeletioninference

attacks.

4.1Experiments:Deletionreconstruction
ofinstancesfornearestneighbor

Inthisexperiment,weconsideraclassificationcluster-

ingtaskinhighdimension.Thepreviouswork[Fel20,

BBF+21]studiedthesamesettingandshowedthatma-

chinelearningmodelssometimesneedtomemorizetheir

trainingsetinordertolearnwithhighaccuracy.In

thissetting,weextendtheattacksof[Fel20,BBF+21]

intotwodirectionstoobtaindeletionreconstructionat-

tacks:(1)weobtainpolynomialtimeattacksthatex-

tractinstancesratherthanprovingmutualinformation

betweenthemodelandtheexamples,(2)weshowaset-

tingwheretheextractionisenabledafterthedeletion.

Roadmapandtheleakageofthedeletion.Wede-

veloppolynomial-timereconstructionattacksthatcru-

ciallyleveragethedeletionoperation.However,inorder

toanalyzeourattacks,wefirstlimitourselvestotheso-

calledsingletonsettinginwhicheachlabelappearsat

mostonceforanexampleinthedataset(Section4.1.1).

7Forexample,whenSn consistsofni.i.d.samplesfromD,

e0,e1aresimplytwoindependentsamplesfromD.

Focusingonthiscaseallowsustoprovidetheoretical

ideasthatsupportourattacks.However,ourattacksin

thesingletoncasearealsoabletoextractinstanceseven

withoutdeletion.Hence,inthesingletoncase,ourat-

tackscanbeseenasleakageofthemodelhitself,even

withoutdeletion.Notethatsuchattackscanstillbeused

fordeletionreconstruction,theydonotreflecttheex-

traleakageofthedeletionoperation.Nevertheless,we

nextexperimentallyshow(Section4.1.2)thatvirtually

thesamepolynomial-timeattackssucceedevenwhen

thelabelsarenotuniqueontherealworlddatasetOm-

niglot.Inparticular,whenwehavemanyrepeatedlabels

(perhapsevenasneighborcells),thenoursimpoleat-

tacksdonotextracttheinstancesfromaccesstoeither

ofh,hdel,anditisneededtohaveaccesstobothmodels

tofindthe“vanished”Voronoicellbeforeextractingthe

centerofthecell.

Wenowourpolynomial-timedeletionreconstruc-

tionattackforthecaseof1-nearestneighbormodels.We

workwithinstancespaceX={0,1}d.8Wealsoassume

thelearnerLearnrunsa1-nearestneighboralgorithm.

Namelyforh=Learn(S)whereS={(x1,y1)...(xn,yn)},

wehaveh(x)=yjwherej=argminidis(x,xi).

Weproposethefollowingattack Del-Ins-Recthat

aimstoreconstructthedeletedinstancexi.

Algorithm4.3(AttackDel-Ins-Rec).Supposethead-

versaryisgivenoracleaccesstohfollowedbyoracle

accesstohdel,alongwithanauxiliarysetofinstances

T,|T|=m.(Forexample,Tcouldsimplybeminde-

pendentsamplesdifferentfromtheoriginaltrainingset

S.)Theattackthenproceedsasfollows:

–Forallx∈Tquerythemodelh.

–Thenforallx∈T,querythemodelhdel.

–Createthesetofpointsinthe“deletedregion”:T =

{x|h(x) hdel(x),x∈T}.

–Returnthe majorityforeachcoordinate;namely,

returnx=(b1,...,bd),where∀i∈[d],

bi=argmax
b∈{0,1}(b1,...,bd)∈T

1[bi=b].

Intuitionbehindtheattack.Theintuitionbehind

theattackof Algorithm4.3isthatinstanceslikex

whosepredictionlabelchangesduringthedeletionpro-

cessshouldbelongtotheVoronoicellcenteredatxi,

where(xi,yi)isthedeletedexample.Thenthealgorithm

8Weusebinaryfeaturesbecauseitis moregeneralandthat

otherfeaturescanalsoberepresentedintheformofbinary

strings.
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heuristicallyassumesthatwhenwepickxatrandom

conditionedonchangedlabels,thentheygiveapseudo-

randomdistributioninsidetheVoronoicellofxi.Inthe

nextsectionweshowthatforanaturalcasecalledsin-

gletons,inwhichthelabelsareunique,thisintuition

carriesoverformally. Wethenexperimentallyverifyour

attackforthegeneralcase(whenlabelscanrepeat)on

arealdataset.

4.1.1Theoreticalanalysisforuniformsingletons

Inthissection,wefocusonatheoreticallynaturalcase

toanalyzetheattackof Algorithm4.3. Wereferto

thiscaseastheuniformsingletonswhichisalsostud-

iedin[Fel20,BBF+21]andisasfollows.First,weas-

sumethatinstancesareuniformlydistributedin{0,1}d,

andsecondly,weassumethatthelabelsareunique(i.e.,

withoutlossofgenerality,thelabelsy1,...,ynarejust

1,...,n).Thefollowinglemmashowsthatinthiscase,

theattackofAlgorithm4.3neverconvergestowrong

answersforanycoordinateoftheinstances.

Lemma4.4(Non-negativecorrelations).Let S =

{x1,...,xn}where∀i,xi∈{0,1}
d,andsupposeh(x)=

argminidis(x,xi),andwebreaktiesbyoutputtingthe

smallestindexi,ifmultiplenearestneighborsexist.Sup-

poseCi={x|h(x)=i}betheVoronoicellcenteredat

xi.Letx[j]bethej’thbitofx.Then,foreveryi∈[n]

andeveryj∈[d],wehave

Pr
x←Ci
[x[j]=xi[j]]≥

1

2
.

ProofofLemma4.4.LetC
j,b
i ={x∈Ci|x[j]=b}be

thesubsetofCithathasbinitsj’thcoordinate.

Weclaimthatbyflippingthe j’thbitofeveryx∈

Cj,1−xi[j],weobtainavectorx∈Cj,xi[j].Thereasonis

asfollows.(1)Bydefinition,thej’thbitofxisindeed

xi[j].(2)Itholdsthath(x)=i,whichmeansx∈Ci.

Thereasonfor(2)isthat,byflippingthej’thbitofx,

xgetsonestepclosertoxicomparedtohowfarxwas

fromxi.Therefore,ifxiwasthenearestneighborofx,

itwouldalsobethenearestneighborofxaswell.A

boundarycaseoccursifmultiplepointsarethenearest

pointsofx,butthesametiebreakingrulestillassignsxi
asthenearestneighborofx.Sincethemappingfromx

toxisinjective,italsogivesaninjectivemappingfrom

C
j,1−xi[j]
i toC

j,xi[j]
i .Thisprovesthat

C
j,xi[j]
i ≥C

j,1−xi[j]
i ,

whichisequivalenttoPrx←Ci[x[j]=xi[j]]≥1/2.

4.1.2 Deletedimagereconstructionfor1-NN

WenowshowthatthesimpleattackofAlgorithm4.3

canbeusedtoreconstructvisuallyrecognizableim-

agesevenwhenthedistributionisnotnormalandla-

belsarenotunique.Hence,weconcludethattheac-

tualpowerofthisattackgoesbeyondthetheoreti-

calanalysisoftheprevioussection. WeusetheOm-

niglot[LST15]dataset,asymbolclassificationdataset

specializedforfew-shotlearning.Thedatasetincludes

handwrittensymbolsfrommultiplelanguages.

Experimentdetails.Webinarizeeachpixelofthe

datasettoremovethenoiseingray-scale.Theinput

spaceisX={0,1}d,whered=11025isthenumberof

pixels. WeassumetheOmniglotdatasetisdividedinto

twoparts:(1)atrainingsubsetwhichcontains140sym-

bolsfrom30differentlanguages.Thelanguagesserve

astheclasslabelinthedatasetinourexperiments,9

and(2)afixedtestsetwithanother140examplesfrom

eachlanguagewhichisprovidedtotheadversaryas

auxiliaryinformation.ThelearningalgorithmLearnis

the1-nearestneighborpredictor,whichforadatasetS

alwaysreturnsthelabel(i.e.,thelanguage)ofthenear-

estexampleinthedataseth(x)=argminy{dis(x,x)|

(x,y)∈S}. WeuseAlgorithm4.3astheattack,which

simplytakesmajorityoneachpixelovertheinstances

thatfallintothedisagreementregionofthetwomodels

(beforeandafterdeletion). Werunthesecuritygameof

Definition4.1with100randomimagesfromthedataset

asthedeletedimage.

Comparisonwithreconstructionattackswithout

deletion.Asacomparisontofurtherhighlighttheleak-

agethathappensduetothedeletion,wealsorunasim-

ilarreconstructionattackwithoutdeletion.Supposefor

amomentthatlabelswereunique.Then,toreconstruct

instancex,theattackeraimstoextracttheimagexfrom

thedatasetwithlabely,whereyisthelabelofx.To

dothat,thereconstructionattackercanrunthesame

exactattackasourdeletionreconstruction,asfollows:

ittestsalltheimagesinthetestdatasetonthemodel

andrecordseveryimagewithlabely.Theattackerthen

generateareconstructionimagebytakingthemajority

oftheimageswithlabelyoneverypixel.

9Notethatintheoriginaldataset,thelabelsreflectthecharac-

ter,buttodemonstratetheleakageofdeletionratherthanthe

mereleakageofdatasetsalone,weusethelabelsthatrepresent

thelanguagestoincreasethefrequencyofthelabels.
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Fig.3.33reconstructionexamplesonOmniglotdataset.Inthe

figure,Row1istheresultfromtheattackwithoutdeletion,Row

2istheresultfromthedeletionreconstructionattack,andRow3

isthedeletedexample,whichisthetargetoftheattack.

Whenthelabelsareunique,thisreconstructionat-

tackcanreconstructtheinstancesusedbya1-NNjust

likehowourdeletionreconstructionattackdoesand

succeeds.However,inourcaselabelsarenotunique.

Hence,weusethisattackasthebaselinetoshowhow

muchourdeletioninferenceattackisinfactextracting

informationthatistheresultofthedeletionoperation.

Theresult of our deletionreconstruction and

thebaseline(non-deletion)reconstructionattacksare

showninFigure3. Ourdeletionreconstructionalgo-

rithmreconstructs40outof100images,duetopage

limit,33ofthemisshowninFigure3. Asisclear

fromthepictures,thenon-deletionreconstructionat-

tackgivesno meaningfulresultinoursetting. More

concretely,for35ofthe40imagesthelabelofthedele-

tionreconstructionattackobtainsthethecorrectlabel

whenfedbackintothenearestneighborclassifier,while

only1oftheimagesgeneratedbytheattackwithout

deletionobtainsthecorrectlabel.

5 Weakdeletioncompliance

InSections3and4,westudiedattacksondatapri-

vacyunderdatadeletion.Thedefinitionsofthosesec-

tionsprovideweakguaranteesonwhatadversarycannot

do,hencetheyaresuitableforstrongernegativeresults.

Inthissection,weinvestigatetheotherside;namely,

positiveresultsthatcanpreventattacksofSections3

and4andprovidestrongguaranteesaboutwhatad-

versarycan(not)learnaboutthedatathatisbeingup-

datedthroughdeletionrequests.Inparticular,weob-

servethatthedeletioncompliancedefinitionofGarg,

GoldwasserandVasudevan[GGV20]wouldpreventat-

tacksofSections3and4.Moreprecisely,weshowthat

evenaweakervariantofthe[GGV20]definitionwould

preventtheattacksofSections3and4.

Componentsofdeletioncompliancedefinition.

The“deletioncompliance”frameworkofGarg,Gold-

wasserandVasudevan[GGV20]providesanintuitive

wayofcapturingdatadeletionguaranteesingeneral

systemsthatcollectandprocessdata.Thisframework

modelstheworldbythreeinteractingparties–thedata

collectorDatCol,thedeletion-requesterDelReq,andthe

environmentEnv.Allcomponentsarethesameasthose

of[GGV20],however, we willwork witha modified

DelReqandadifferentindistinguishabilityguarantee.

–Datacollector(learner)DatColrepresentsthealgo-

rithmthatcollectstherecords(trainingexamples)

andprocessesdataaccordingtoa(learning)mecha-

nism.ForexampleDelReqmightacceptuptondata

storagerequestsanduptokdatadeletionrequests.

–Deletionrequester(user)DelReqisaspecialhonest

userwhoonlystorestwoparticularexamplese0,e1
andwilldeleteoneofthemlater.Thetimingofsuch

requestsarestatedbelow.Intheoriginal[GGV20],

thedeletionrequesterjuststoresonerecordeand

deleteit,orthatitmightneverstoreeinthefirst

place.Atahighlevel,theirDelReqisdesignedso

thatonecandefineprivacythatevenhidesthedele-

tionitself,whileourvariantisdesignedforaweaker

definitionthatdoesnothidethedeletionitself.

–Environment(adversary)Envmodelsthe“restof

users”whomightnotbehonestandwhoareinter-

estedinfindingoutwhatDelReqisdeleting.Thein-

teractionbetweenEnvandDatCol,DelReqisdefined

bytheinterfacesofDatCol,DelReq.

Interactionofthecomponents.Welet U modela

universeofrecords.Forexample,U =Supp(D)fora

distributionoverlabeledexamplesX×Y. Wenowde-

scribetherestrictionsonhowthecomponentsinteract

witheachother.Otherthanthebelow-mentionedre-

strictions,thepartiesruninPPT.

–DatCol acceptsinstructionsAdd(e),Del(e),Eval(x).

Theinterpretationoftheseinstructionsareasfol-

lows.Add(e)addstherecorde∈ Utothesetof

recordsstoredatDatCol.Del(e)removesefromthe

setstoredbythedatacollector,andEval(x)returns
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theevaluationofthe“current model”storedby

DatCol(whichistheresultoflearningovertheset

storedatDatCol)onxandreturnstheanswer.

–Asin[GGV20],wealsorequirethatonlyEnvcan

sendmessagestoDelReq.Atsomepointintheex-

ecutionofthesystemEnvsendsDelReqthefollow-

ing messages,whichisfollowedby messagesfrom

DelReqtoDatColasdescribedbelow.

1.(Add,e0,e1):DelReq sendsAdd(e0),Add(e1)to

DatCol.

2.Del:DelReqwillsendDel(e)toDatColwheree∈

{e0,e1}.ByDelReqbwerefertotheinstantiation

ofDelReqthatsendsDel(eb)toDatCol.

Weakdeletioncompliance. Forourpurposes,we

consideradifferentweakerdefinition(comparedtothat

of[GGV20])thatstillcapturesallattacksofSection3

and4.Tostart,wedefinetwoworlds, World0and

World1,correspondingtotheinstantiationof DelReq

byDelReq0andDelReq1.

Definition5.1 (Weakdeletioncompliance).Letthe

interactivealgorithmsDatCol,Env,DelReqbe,inorder,

thedatacollector,theenvironment,andthedeletion

requester(interactive)algorithmslimitedtointeractas

describedabove. WecallDatColεdeletioncompliant,

ifnoPPTEnvcandetectwhetheritisin World0

(withDelReq0)or World1(withDelReq1)withadvan-

tagemorethanε.Ifthisholdsundertherestrictionthat

Envmakesatmost(k−1)deletionrequestsduringthe

execution,thenDatColissaidtobeε-weakdeletion-

compliantforuptokdeletions

Comparisonwith[GGV20].Thekeydifferencesbe-

tweenourDefinition5.1andthatof[GGV20]areas

follows.Ineachcase,westatethepropertyofourdefi-

nitionincontrasttothatof[GGV20].

–HidingthestateofDatColfromadversary.The

definitionof[GGV20]focusesonscenarioswhere

thedatacollector’sstatemightberevealedatsome

pointinthefuture(e.g.,duetoasubpoena).How-

ever,inthisworkwefocusonhidingtheinformation

thatisleakedfromthedatacollector(aboutdeleted

record)throughinteractionwiththeadversary.

–Notaimingtohidethedeletionitself.Whereas

plaindeletion-complianceasksthatdeletion make

theworldlookasthoughthedeleteddatawere

neverpresentinthefirstplace,hereweonlyask

thatitnotberevealedwhichrecordwasdeleted.

Forinstance,adatacollectorthatisweakdeletion-

compliant mightstillrevealthenumberofdele-

tionsithasprocessed,aslongasthedatathatis

deletedisnotrevealed. Whileweakerthandeletion-

compliancedefinitionof[GGV20],ournotionisfit

forhidingthedeletedrecordamongtherecordsin

thetrainingset,andstillgivingamoregeneraland

strongerdefinitionthanDefinition3.1.

WenowformallydiscusswhyDefinition5.1cap-

turestheattacksofSection3and4.RecallthatDef-

inition3.1wasalreadyshowninTheorem4.2tobea

strongernotionthaninstanceandlabelreconstruction

attacks(Definition4.1).Hence,wejustneedtoshow

thatDefinition5.1isstrongerthanDefinition3.1.

Theorem5.2(Deletioninferencefromcompliance).

LetLearnbealearner,Delbeadeletion mechanism

forLearn,D beadistributionoverlabeledexamples,

andU =Supp(D)betheuniverseofrecords.Thedata

collectorDatColanswersqueriesasfollows.

1.DatColdoesnotrespondanyDelorEvalqueriestill

receivingnAdd(·)queries,whichwerefertoasS.

2.DatColpermutesSandgetsh← Learn(S).

3.ThenitanswersEval(e)=h(e)queriesarbitrarily.

4.ThenitacceptsoneDel(e),andletsh−e=Del(h,e).

5.ThenitcontinuesansweringEval(e)=h(e)queries.

IfDatColis(2ε−1)-deletioncompliant(asinDefini-

tion5.1)againstPPTadversarieswithoracleaccessto

D,thenthescheme(Learn,Del)isε-secureagainstdele-

tioninference(asinDefinition3.1).

ProofofTheorem5.2.Wegiveaproofbyreduction.

SupposeAdvbreaksthemembershipinferencesecurity

gameofDefinition3.1withprobability(1+ε)/2. Wecon-

structanenvironmentEnvthatε-distinguishesDelReq0
fromDelReq0withadvantageεthatproceedsasfollows:

1.Envplaystheroleofthechallengerfrom Defini-

tion3.1andpicksadataset{e1,...,en}=S ←Sn
ofsizen.EnvpassesthistotheDatColandpicks

i j∈[n]atrandomasthechallengerecords.

2.Next,EnvinstantiatesAdvandprovidesit with

therecordsei,ejandoracleaccesstoh(through

DatCol).Attheendofthisstep,theadversaryin-

structsmovingtothenextstep.

3.Envpasses(ei,ej)toDelReq(whichwillthenrequest

thedeletionofoneofthetworecords).

4.EnvactivestheAdvagainanditisagainprovided

oracleaccesstoh(throughDatCol).Attheendof

thisstep,theadversary’soutputisincludedinthe

outputoftheenvironment.
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Fig.4.Therealandidealworldsfor(strong)deletioncompliance

Fig.5.Theworldsforweakdeletion-compliance

TheviewoftheadversaryAdvintheaboveexperiment

isidenticaltoitsviewaspartofDefinition3.1.Thus,

theoutputofAdvwillcorrectly(withprobabilitygreater

than)identifywhetherDelReqrequeststhedeletionof

recordeiorrecordej.Thisallowsustoconcludethatthe

viewoftheEnvchangesdependingofwhetherDelReq

requestsdeletionofeiorej.

UsingthesamethreecomponentsdescribedinSection5

(withadifferentDelReq),[GGV20]definesthenotionof

deletion-compliance.Heretheidealworldisthesame

astherealworldinallrespectsexceptthatDelReq

isnotallowedtocommunicatewithDatColasrepre-

sentedinFig.4.(TherestrictionofDelReqnotbeing

abletosendmessagestoEnvwasimposedinorderfor

thisidealworldtobewell-defined,byexcludingcases

whereEnvsendstoDatColmessagesthatdependnon-

triviallyonDelReq’srecords.)[GGV20]callsDatColto

beε-deletion-compliantif,foranyEnvandDelReq,the

jointdistributionsofthestateofDatColandviewofEnv

intherealandidealworldareε-closeinthestatistical

distance,denotedbynotation≈ε.Thatis,

(staterealD ,view
real
E )≈ε(state

ideal
D ,viewidealE ).

Theabove(strong)definitionfrom[GGV20]captures

theintuitionthatasystemisdeletion-compliantifthe

stateoftheworldafteritsdeletingarecordissimilar

towhatitwouldhavebeeniftherecordhadneverbeen

partofthesysteminthefirstplace.Notethatthisre-

quirementofε-closenessinstatisticaldistanceismore

relaxedthanthekindofclosenessofdistributionsre-

quiredbydifferentialprivacy,andsoDPcanbeused

tosatisfytheserequirements.[GGV20]showedhowto

obtaintheirstrongdeletioncompliancebasedondiffer-

entiallyprivatemechanisms.

TocontrastwithFigure4,inFigure5wehavede-

pictedthemoresymmetricworldsthatarebehindour

Definition5.1.Inparticular,Definition5.1requiresthat

noPPTEnvcandistinguishbetween World0and World

1ofFigure5bymorethanadvantageε.

Acknowledgements

Ji Gaoand Mohammad Mahmoody weresupported

byNSFgrantsCCF-1910681andCNS-1936799.Sanjam

GargwassupportedinpartbyDARPAunderAgree-

mentNo.HR00112020026,AFOSRAwardFA9550-19-

1-0200,NSFCNSAward1936826,andresearchgrants

bytheSloanFoundation,andVisaInc.Anyopinions,

findingsandconclusionsorrecommendationsexpressed



Deletioninference,reconstruction,andcomplianceinmachine(un)learning 431

inthismaterialarethoseoftheauthor(s)anddonot

necessarilyreflecttheviewsoftheUnitedStatesGov-

ernmentorDARPA.PrashantNaliniVasudevanwas

supportedbyfundsfromanNUSPresidentialYoung

Professorship.Partofthisworkwasdonewhilehewas

apostdoctoralresearcheratUCBerkeleysupportedby

SanjamGarg’smentionedfundsandtheUCBerkeley

CenterforLong-TermCybersecurity.

References

[ACD94] StefanAeberhard,DannyCoomans,andOlivier

DeVel.Comparativeanalysisofstatisticalpattern

recognitionmethodsinhighdimensionalsettings.

PatternRecognition,27(8):1065–1077,1994.

[BBF+21] GavinBrown,MarkBun,VitalyFeldman,Adam

Smith,andKunalTalwar. Whenismemorizationof

irrelevanttrainingdatanecessaryforhigh-accuracy

learning?InProceedingsofthe53rdAnnualACM

SIGACTSymposiumonTheoryofComputing,

pages123–132,2021.

[BBHM16] MichaelBackes,PascalBerrang,MathiasHumbert,

andPraveenManoharan. Membershipprivacy

inmicrorna-basedstudies.InProceedingsofthe

2016ACMSIGSACConferenceonComputerand

CommunicationsSecurity,pages319–330,Vienna,

2016.ACM.

[BBKN14] AmosBeimel,HaiBrenner,ShivaPrasadKa-

siviswanathan,andKobbiNissim. Boundsonthe

samplecomplexityforprivatelearningandprivate

datarelease.Machinelearning,94(3):401–437,

2014.

[BCCC+20] LucasBourtoule,VarunChandrasekaran,Christo-

pherA.Choquette-Choo,HengruiJia,Adelin

Travers,BaiwuZhang,DavidLie,andNicolasPa-

pernot. Machineunlearning,2020.

[BST14] RaefBassily,AdamSmith,andAbhradeep

Thakurta.Privateempiricalriskminimization:Ef-

ficientalgorithmsandtighterrorbounds.In2014

IEEE55thAnnualSymposiumonFoundationsof

ComputerScience,pages464–473,Philadelphia,

2014.IEEE,IEEE.

[Can01] RanCanetti. Universallycomposablesecurity:A

newparadigmforcryptographicprotocols.In42nd

AnnualSymposiumonFoundationsofComputer

Science,pages136–145,LasVegas,NV,USA,

October14–17,2001.IEEEComputerSociety

Press.

[CLE+19] NicholasCarlini,ChangLiu,ÚlfarErlingsson,

JernejKos,andDawnSong. Thesecretsharer:

Evaluatingandtestingunintendedmemorizationin

neuralnetworks.In28thUSENIXSecuritySympo-

sium(USENIXSecurity19),pages267–284,Santa

Clara,2019.USENIXSymposium.

[CN20] AloniCohenandKobbiNissim. Towardsfor-

malizingthegdpr’snotionofsinglingout. Pro-

ceedingsoftheNationalAcademyofSciences,

117(15):8344–8352,2020.

[Con09] International WarfarinPharmacogeneticsConsor-

tium.Estimationofthewarfarindosewithclinical

andpharmacogeneticdata.NewEnglandJournal

ofMedicine,360(8):753–764,2009.

[CTCP20] ChristopherAChoquetteChoo,FlorianTramer,

NicholasCarlini,andNicolasPapernot.Label-only

membershipinferenceattacks,2020.

[CY15] YinzhiCaoandJunfengYang. Towardsmaking

systemsforgetwithmachineunlearning.In2015

IEEESymposiumonSecurityandPrivacy,pages

463–480,SanJose,2015.IEEE,IEEE.

[CZW+21] MinChen,ZhikunZhang,Tianhao Wang,Michael

Backes,MathiasHumbert,andYangZhang. When

machineunlearningjeopardizesprivacy.InPro-

ceedingsofthe2021ACMSIGSACConferenceon

ComputerandCommunicationsSecurity,pages

896–911,2021.

[DBB18] AshishDandekar,DebabrotaBasu,andStéphane

Bressan. Differentialprivacyforregularisedlin-

earregression. InInternationalConferenceon

DatabaseandExpertSystemsApplications,pages

483–491,Regensburg,2018.Springer,Springer.

[dlT18] LydiadelaTorre. AguidetotheCaliforniacon-

sumerprivacyactof2018.AvailableatSSRN

3275571,2018.

[DMNS06] CynthiaDwork,FrankMcSherry,KobbiNissim,

andAdamSmith. Calibratingnoisetosensitivity

inprivatedataanalysis.InShaiHaleviandTal

Rabin,editors,TCC2006:3rdTheoryofCryptog-

raphyConference,volume3876ofLectureNotes

inComputerScience,pages265–284,NewYork,

NY,USA,March4–7,2006.Springer,Heidelberg,

Germany.

[DN03] IritDinurandKobbiNissim. Revealinginforma-

tionwhilepreservingprivacy.InProceedingsofthe

twenty-secondACMSIGMOD-SIGACT-SIGART

symposiumonPrinciplesofdatabasesystems,

pages202–210,2003.

[DSS+15] CynthiaDwork,AdamSmith,ThomasSteinke,

JonathanUllman,andSalilVadhan.Robusttrace-

abilityfromtraceamounts.In2015IEEE56th

AnnualSymposiumonFoundationsofComputer

Science,pages650–669.IEEE,IEEE,2015.

[DSSU17] CynthiaDwork,AdamSmith,ThomasSteinke,and

JonathanUllman.Exposed!asurveyofattackson

privatedata.AnnualReviewofStatisticsandIts

Application,4:61–84,2017.

[DTTZ14] CynthiaDwork,KunalTalwar,Abhradeep

Thakurta,andLiZhang. Analyzegauss:optimal

boundsforprivacy-preservingprincipalcomponent

analysis.InProceedingsoftheforty-sixthannual

ACMsymposiumonTheoryofcomputing,pages

11–20,2014.

[Dwo08] CynthiaDwork. Differentialprivacy:Asurveyof

results.InInternationalconferenceontheoryand

applicationsofmodelsofcomputation,pages1–19.

Springer,2008.



Deletioninference,reconstruction,andcomplianceinmachine(un)learning 432

[EHJ+04] BradleyEfron,TrevorHastie,IainJohnstone,

RobertTibshirani,etal.Leastangleregression.

TheAnnalsofstatistics,32(2):407–499,2004.

[Fel20] VitalyFeldman. Doeslearningrequirememoriza-

tion?ashorttaleaboutalongtail.InProceedings

ofthe52ndAnnualACMSIGACTSymposiumon

TheoryofComputing,pages954–959,2020.

[Fis36] RonaldAFisher. Theuseofmultiplemeasure-

mentsintaxonomicproblems. Annalsofeugenics,

7(2):179–188,1936.

[FJR15] MattFredrikson,SomeshJha,andThomasRisten-

part. Modelinversionattacksthatexploitconfi-

denceinformationandbasiccountermeasures.In

Proceedingsofthe22ndACMSIGSACConference

onComputerandCommunicationsSecurity,pages

1322–1333,2015.

[FLJ+14] MatthewFredrikson,EricLantz,SomeshJha,Si-

monLin,DavidPage,andThomasRistenpart.

Privacyinpharmacogenetics:Anend-to-endcase

studyofpersonalizedwarfarindosing.In23rd

USENIXSecuritySymposium(USENIXSecurity

14),pages17–32,2014.

[GAS19] AdityaGolatkar,AlessandroAchille,andStefano

Soatto.Eternalsunshineofthespotlessnet:Se-

lectiveforgettingindeepneuralnetworks.arXiv

preprintarXiv:1911.04933,2019.

[GGHvdM19] ChuanGuo,TomGoldstein,AwniHannun,and

LaurensvanderMaaten. Certifieddataremoval

frommachinelearningmodels.arXivpreprint

arXiv:1911.03030,2019.

[GGV20] SanjamGarg,ShafiGoldwasser,and

PrashantNaliniVasudevan.Formalizingdatadele-

tioninthecontextoftherighttobeforgotten.In

AnneCanteautandYuvalIshai,editors,Advances

inCryptology-EUROCRYPT2020-39thAnnual

InternationalConferenceontheTheoryandAp-

plicationsofCryptographicTechniques,Zagreb,

Croatia,May10-14,2020,Proceedings,PartII,

volume12106ofLectureNotesinComputerSci-

ence,pages373–402.Springer,2020.

[GGVZ19] AntonioGinart,MelodyGuan,GregoryValiant,

andJamesYZou. Makingaiforgetyou:Data

deletioninmachinelearning.InAdvancesinNeural

InformationProcessingSystems,pages3513–3526,

2019.

[GM84] ShafiGoldwasserandSilvioMicali. Probabilis-

ticencryption.Journalofcomputerandsystem

sciences,28(2):270–299,1984.

[HAR78] DAVIDHARRISON. Hedonichousingpricesand

thedemandforcleanair.JOURNALOFENVI-

RONMENTALECONOMICSANDMANAGE-

MENT,5:81–102,1978.

[HSR+08] NilsHomer,SzabolcsSzelinger,MargotRedman,

DavidDuggan, WaibhavTembe,JillMuehling,

JohnVPearson,DietrichAStephan,StanleyF

Nelson,andDavid WCraig.Resolvingindividuals

contributingtraceamountsofdnatohighlycom-

plexmixturesusinghigh-densitysnpgenotyping

microarrays. PLoSGenet,4(8):e1000167,2008.

[HvdSB19] ChrisJayHoofnagle,BartvanderSloot,andFred-

erikZuiderveenBorgesius. Theeuropeanunion

generaldataprotectionregulation:whatitisand

whatitmeans. Information&Communications

TechnologyLaw,28(1):65–98,2019.

[ISCZ20] ZacharyIzzo,MaryAnneSmart,KamalikaChaud-

huri,andJamesZou. Approximatedatadeletion

frommachinelearningmodels:Algorithmsand

evaluations.arXivpreprintarXiv:2002.10077,2020.

[JWEG20] BargavJayaraman,Lingxiao Wang,DavidEvans,

andQuanquanGu. Revisitingmembershipinfer-

enceunderrealisticassumptions.arXivpreprint

arXiv:2005.10881,2020.

[KH+09] AlexKrizhevsky,GeoffreyHinton,etal.Learning

multiplelayersoffeaturesfromtinyimages.2009.

[LBBH98] YannLeCun,LéonBottou,YoshuaBengio,and

PatrickHaffner.Gradient-basedlearningappliedto

documentrecognition.ProceedingsoftheIEEE,

86(11):2278–2324,1998.

[LBG17] YunhuiLong,VincentBindschaedler,andCarlA

Gunter. Towardsmeasuringmembershipprivacy.

arXivpreprintarXiv:1712.09136,2017.

[LBW+18] YunhuiLong,VincentBindschaedler,Lei Wang,

DiyueBu,Xiaofeng Wang,HaixuTang,CarlA

Gunter,andKaiChen.Understandingmembership

inferencesonwell-generalizedlearningmodels.

arXivpreprintarXiv:1802.04889,2018.

[LST15] BrendenMLake,RuslanSalakhutdinov,and

JoshuaBTenenbaum. Human-levelconcept

learningthroughprobabilisticprograminduction.

Science,350(6266):1332–1338,2015.

[LZ20] ZhengLiandYangZhang.Label-leaks:Member-

shipinferenceattackwithlabel,2020.

[MSM93] MitchellMarcus,BeatriceSantorini,andMaryAnn

Marcinkiewicz. Buildingalargeannotatedcorpus

ofenglish:Thepenntreebank.1993.

[NBW+17] KobbiNissim,AaronBembenek,Alexandra Wood,

MarkBun,MarcoGaboardi,UrsGasser,DavidR

O’Brien,ThomasSteinke,andSalilVadhan.Bridg-

ingthegapbetweencomputerscienceandlegal

approachestoprivacy.Harv.JL&Tech.,31:687,

2017.

[NRSM20] SethNeel,AaronRoth,andSaeedSharifi-

Malvajerdi. Descent-to-delete:Gradient-based

methodsformachineunlearning. arXivpreprint

arXiv:2007.02923,2020.

[NS06] ArvindNarayananandVitalyShmatikov. Howto

breakanonymityofthenetflixprizedataset.arXiv

preprintcs/0610105,2006.

[NY90] MoniNaorandMotiYung.Public-keycryptosys-

temsprovablysecureagainstchosenciphertext

attacks.InProceedingsofthetwenty-secondan-

nualACMsymposiumonTheoryofcomputing,

pages427–437,1990.

[RGC15] MauroRibeiro,KatarinaGrolinger,andMiriam

AMCapretz. MlaasMachinelearningasaser-

vice.In2015IEEE14thInternationalConference

onMachineLearningandApplications(ICMLA),

pages896–902.IEEE,2015.



Deletioninference,reconstruction,andcomplianceinmachine(un)learning 433

[SBB+20] AhmedSalem,ApratimBhattacharya,Michael

Backes,MarioFritz,andYangZhang. Updates-

leak:Datasetinferenceandreconstructionattacks

inonlinelearning.In29thUSENIXSecuritySym-

posium(USENIXSecurity20),pages1291–1308,

2020.

[SCS13] ShuangSong,KamalikaChaudhuri,andAnandD

Sarwate. Stochasticgradientdescentwithdif-

ferentiallyprivateupdates.In2013IEEEGlobal

ConferenceonSignalandInformationProcessing,

pages245–248.IEEE,2013.

[She19] OrSheffet. Oldtechniquesindifferentiallyprivate

linearregression.InAlgorithmicLearningTheory,

pages789–827,2019.

[SKS+06] ToddEScheetz,Kwang-YounAKim,RuthE

Swiderski,AlisdairRPhilp,TerryABraun,KevinL

Knudtson,AnneMDorrance,GeraldFDiBona,

JianHuang,ThomasLCasavant,etal.Regulation

ofgeneexpressioninthemammalianeyeandits

relevancetoeyedisease.ProceedingsoftheNa-

tionalAcademyofSciences,103(39):14429–14434,

2006.

[SOJH09] SriramSankararaman,GuillaumeObozinski,

MichaelIJordan,andEranHalperin. Genomic

privacyandlimitsofindividualdetectioninapool.

Naturegenetics,41(9):965–967,2009.

[SRS17] CongzhengSong,ThomasRistenpart,andVitaly

Shmatikov. Machinelearningmodelsthatremem-

bertoomuch.InProceedingsofthe2017ACM

SIGSACConferenceonComputerandCommu-

nicationsSecurity,pages587–601,Dallas,2017.

ACM.

[SSSS17] RezaShokri,MarcoStronati,CongzhengSong,and

VitalyShmatikov. Membershipinferenceattacks

againstmachinelearningmodels.In2017IEEE

SymposiumonSecurityandPrivacy(SP),pages

3–18,SanJose,2017.IEEE,IEEE.

[SWM93] WNickStreet, WilliamH Wolberg,andOlviL

Mangasarian.Nuclearfeatureextractionforbreast

tumordiagnosis.InBiomedicalimageprocessing

andbiomedicalvisualization,volume1905,pages

861–870.InternationalSocietyforOpticsandPho-

tonics,1993.

[SZH+19] AhmedSalem,YangZhang,MathiasHumbert,

MarioFritz,andMichaelBackes. Ml-leaks:Model

anddataindependentmembershipinferenceat-

tacksanddefensesonmachinelearningmodels.In

NetworkandDistributedSystemsSecuritySympo-

sium2019.InternetSociety,2019.

[TTZ15] KunalTalwar,AbhradeepGuhaThakurta,and

LiZhang. Nearlyoptimalprivatelasso.InAd-

vancesinNeuralInformationProcessingSystems,

pages3025–3033,2015.

[VBE18] MichaelVeale,ReubenBinns,andLilianEdwards.

Algorithmsthatremember:Modelinversionattacks

anddataprotectionlaw.CoRR,abs/1807.04644,

2018.

[WFJN16] Xi Wu,MatthewFredrikson,SomeshJha,andJef-

freyFNaughton. Amethodologyforformalizing

model-inversionattacks.In2016IEEE29thCom-

puterSecurityFoundationsSymposium(CSF),

pages355–370,Lisbon,2016.IEEE,IEEE.

[YGFJ18] SamuelYeom,IreneGiacomelli,MattFredrikson,

andSomeshJha.Privacyriskinmachinelearning

Analyzingtheconnectiontooverfitting.In2018

IEEE31stComputerSecurityFoundationsSympo-

sium(CSF),pages268–282,Oxford,2018.IEEE,

IEEE.

[YZCL19] ZiqiYang,JiyiZhang,Ee-ChienChang,and

ZhenkaiLiang. Neuralnetworkinversioninadver-

sarialsettingviabackgroundknowledgealignment.

InProceedingsofthe2019ACMSIGSACConfer-

enceonComputerandCommunicationsSecurity,

pages225–240,London,2019.ACM.

[ZBWT+20] SantiagoZanella-Béguelin,Lukas Wutschitz,Shruti

Tople,VictorRühle,AndrewPaverd,OlgeOhri-

menko,BorisKöpf,andMarcBrockschmidt. An-

alyzinginformationleakageofupdatestonatural

languagemodels.InACMConferenceonComputer

andCommunicationSecurity(CCS).ACM,ACM,

November2020.

A Hyperparametersofmodels

Herewedescribethehyperparametersofthe models

usedintheexperimentsofourpaper.

–MLP: Weusemultiplelayerperceptronwithtwo

hiddenlayers.Forregression,wesetthesizeofhid-

denlayersas(20,2),andforclassification,weset

thesizeofhiddenlayersas(20,10).Thereasonbe-

hindisthattheoutputlayerofclassificationtasks

havemoreneurons. WeuseLBFGSastheoptimiza-

tionalgorithmtotrainthemodel,andwetrain200

epochsoneachmodel.

–SVM:WeusethedefaultSVMClassifierandSVM-

RegressorinScikit-learn.Specifically,weusethe

RBFkernelwithC=1.0.

–Decisiontree: Forthedecisiontree model,we

usethedefaultDecisionTreeClassifierandDecision-

TreeRegressorinScikit-learn.Specifically,weuse

Giniimpuritytosplittheleafsanddonotseta

limitonthetreesize.

–Randomforest: Weusethedefault Random-

ForestClassifierinScikit-learn,whichgenerates10

treesintheforest.Foreachtree,itshyperparameter

isthesamewiththedecisiontreeclassifierabove.

–LogisticregressionandLinearregression:We

usethedefaultLinearRegressionandLogsticRegres-

sionfromScikit-learn.

–Lassoregression:Wesetα=0.1inlassoregressor.
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BComparisonwithreductionto

the MIattackof[YGFJ18]

Additionally,herewecompareourdirectdeletionin-

ferenceattackDel-Inf-Exmwithareduction(asstated

inAlgorithm3.5)to membershipinferenceattacksof

Yeometal.[YGFJ18].Themembershipinferencead-

versaryofYeometal.[YGFJ18]workswithathreshold

valuethatischosentobetheaverageoflossesoverall

thetrainingexamplesasanauxiliaryinformation.This

thresholdcanbeestimatedbytheadversaryfromextra

examplessampledfromthedistribution.Theadversary

predictsanexampletobeamemberofthemodelifthe

lossofthatexampleissmallerthantheaveragetrain-

ingloss. Weusetheoriginalcode, models,anddata

releasedby[YGFJ18].Specifically,weusetwodatasets

IWPC(International WarfarinPharmacogeneticsCon-

sortium)[Con09]andEyedata[SKS+06]from[YGFJ18].

ThestatisticsofthedatasetsaresummarizedinTable1.

Regardingthehyperparameters,wereportthesuccess

probabilityofbothattacksonthemodelwithbestper-

formancewithoutattack,whichisselectedviacrossval-

idation.Theexperiment’sresultsareshowninTable4.

Oursimpleadversaryalgorithmsachievearound

90%successprobabilityinalmostallcases,inbothset-

tingsofcomparingwithsamplesinthetrainingset(in-

sideS)orcomparingwithsamplesoutsidethetraining

dataset(outsideS).Inmostcases,thesuccessinfact

closeto100%.Clearly,withtheaccessofbothversions

ofmodels,thereexistsanobviousprivacyleakthatcan

beeasilyexploitedbynaiveadversaries.

Reductionto Mem.Inf. Del-Inf-Exm

Eyedata 64.80% 97.54%

IWPC 68.83% 95.98%

Table4.Comparingthesuccessprobabilitiesofourattack

Del-Inf-Exmandanalternativeattackbasedonreductiontothe

membershipinferenceattackofYeometal.[YGFJ18].

C Deletedlabelreconstruction

Wenowshowthatwhenthedatasetissmall,thelabel y

forthedeletedexamplee=(x,y)mightcompletelyleak

throughablack-boxaccesstothe modelsbeforeand

afterthedeletion.Notethatwhenyisbinary,thereis

littledifferencebetweenlabelinferenceandreconstruc-

tion,butourattacksworkevenwhenthelabelsarenot

binary,henceitissuitabletocallthemlabelreconstruc-

tionattacksasdefinedinDefinition4.1.

Weproposethefollowingattack Del-Lbl-Rectore-

constructthedeletedlabel.

AlgorithmC.1(AttackDel-Lbl-Rec).Givenmodelsh

andhdel,anumbern∈N,thelabelinferenceattacker

Del-Lbl-Recproceedsasfollows:

1.Randomly pick m random samples T =

{x1,x2,...,xm}inthedatarangeX.

2.Foralli∈[m],queryhtoobtain̂yi=h(xi).

3.Foralli∈[m],queryhdeltoobtain̂yi=hdel(xi).

4.Returnargminc∈Y
m
i=1(Pr[̂yi=c]−Pr[̂yi=c]).

Theintuitionisthatfornaturalmodels(e.g.,ERM

rule),removingoneexampleofaspecificclasswilltend

tomovethepredictiontowardsotherclasses,i.e.,the

expectationofpredictionstothatspecificlabelislikely

todecrease.Inotherwords,iftheattackabovefails,it

meansthataddingthisdeletedsamplebacktothetrain-

ingsetwillletthemodeltendtopredictotherclasses,

whichisanunlikelyscenario.Ourexperimentsconfirm

thatthisattackintuitionsucceeds.

Experimentdetails.Wetesttheattackonthreeclas-

sicclassificationdatasets,includingtheIris Dataset

[Fis36],the WineRecognitiondataset[ACD94],andthe

BreastCancer WisconsinDiagnosisdataset[SWM93].

ThelabelisamongadiscretesetY.Thelearningalgo-

rithmsarethelogisticregressionmodelandK-Nearest

Neighbormodel.Theexperimentresultispresentedin

Table5.Thesuccessprobabilityoftheattackishigher

than90%ontheIrisand Winedatasets,andishigher

than75%onBreastCancerdataset.

Iris Wine BreastCancer

LogisticRegression 92.90% 97.30% 86.60%

KNearestNeighbor 93.70% 90.10% 77.80%

Table5.Resultsofourdeletedlabelreconstructionattacks

C.1 Known-instancelabelreconstruction

Inthissection,westudyattacksinwhichtheadversary

knowstheinstancexofthedeletedrecorde=(x,y)and

wishestoapproximatethetruelabelybyqueryingthe

models handhdel.Thegoalistobeatthecorrectness
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ofboth modelsfortruelabely.This meansthat,in

casethetwo modelsweresupposedtohidethelabel

(perhapsifitwasasensitiveinformationtoknowvery

precisely)thedataremovalprocess,inthiscase,clearly

goesagainstthegoalofhidingyinitsexactform.

DefinitionC.2 (Known-instancelabelreconstruction).

ThisdefinitionisidenticaltoDefinition4.1withthe

onlydifferencethattheadversaryisnowgivenxi(but

notyi)inStep2oftheattack.

Eventhoughonecandefinethesuccesscriteriaofthe

attackersofDefinitionC.2thesamewayasthoseofDef-

inition4.1,suchattacksareonlyinterestingiftheycan

beattheprecisionoftheanswersprovidedbythetwo

modelsh,hdel,asanyone(includingtheadversary)could

querythosemodelsonthepointxi,oncexiisrevealed.

Ourexperimentsshowthatsuch“accuracyboosting”

attacksareindeedsometimespossibleinthepresence

ofdeletionoperations.

Weproposeasimpleattack Ins-Rev-Lbl-RecinCon-

structionC.3below.Ins-Rev-Lbl-Recmakesanestima-

tiononybasedontheoutputofthetwomodels.

AlgorithmC.3(AttackerIns-Rev-Lbl-Rec).This at-

tackisparameterizedbyλ>0.Givensamplex,models

handhdel,andaconstantλ,thelabelreconstruction

adversaryIns-Rev-Lbl-Recproceedsasfollows:

1. Querytoobtainŷ=h(x)andŷ=hdel(x).

2.Returnỹ=ŷ+λ·(̂y−ŷ).

Intuitionbehindtheattack.Similartotheattacks

ofSection3(seeProposition3.3),thelossofthedeleted

samplewillincreaseafterthedeletion.Forsimplicity,

supposethelossis meansquarederror.Inthiscase,

whenthelearnerfollowstheERMrule,wehave|̂y−

y|2≥|̂y−y|2.Therefore,movingfrom̂ytowardŝymakes

thepredictionclosertotheactuallabely.Consequently,

usingasmallpositiveλcouldleadtolessloss.Thebest

valueofλineachdifferentscenariocouldbeempirically

estimatedbyasimilarsizedatasetthatisindividually

sampledbytheattacker.

Experimentdetails.Weperformtheattackonlin-

earregressionmodels. Wetesttheattackontwoclassic

regressiondatasets,theBostonHousingPriceDataset

[HAR78]andthediabetesdataset[EHJ+04].Foreach

dataset,wetrainthemodelhwiththewholedataset.

Theadversaryreturnsanapproximationỹ.|̃y−y|2will

denotethedistanceofthepredictionbytheadversary,

andweusemin(|h(x)−y|2,|hdel(x)−y|2)asthebaseline

valuetocomparethequalityofadversary’sprediction.

Results.Wecalculatetheaveragedistanceof ỹiandyi
withdifferentλvalues.Ourresults(inTable6)show

thatthereexistsaλvalueforeachdataset,suchthat

canreducethetheestimatedlossbyaround70%.

Bestλ Models Adversary %

Boston 17.5 21.897 7.149 30%

Diabetes 30 2859.7 829.8 28%

Table6.ResultofthelabelreconstructionAttackonLogisticRe-

gression.ThecolumnModelsliststheaverageoftheminimum

distanceofthepredictionsofthetwomodelsh,hdel.Thecol-

umnAdversaryliststheaveragedistanceofthepredictionofthe

adversaryandtherealprediction,andthepercentageshowsthe

percentageoftheimprovementinthepredictioncomparedwith

thebetterofthepredictionsofthetwomodelsh,hdel.

D Deletedsentence

reconstruction

Inthisexperimentweperformreconstructionattackson

sequentialtextdata.Namely,weshowhowtoextract

thedeletedsentencebyqueryingalanguagemodelac-

cordingtothesecuritygameofDefinition4.1.

Westartbygivingformaldefinitions. Wedefinea

textsequenceasx=(x1,x2,...,xt)∈X
t,whereeach

xi∈Disaword,Disasetofwordsthatshapesaprede-

fineddictionary.A(next-step)languagemodelisagen-

erativemodelwhichmodelstheprobabilityPr[x]byap-

plyingthechainrulePr[x]=Πt1Pr[xi|x1,x2,...,xi−1].

Specifically,anext-steplanguagemodelftakesapre-

fixofthetextsequencex1,...,xiasinput,andwiththe

parameterθitreturnsthelikelihoodfθ(xi|x1,...xi−1)

thatideallyequalsPr[xi|x1,x2,...,xi−1].Asanexam-

ple,anN-gramlanguagemodelmodelsthementioned

probabilitieswithaMarkovchain,anditapproximates

Pr[xi|x1,...,xi−1]withtheestimatedprobabilityof

N−1previouswords,i.e.,Pr[xi|xi−N+1,...,xi−1](Ncon-

tiguouswordsxi−N+1,...,xiiscalledanN-gram).Specif-

icallyabigramlanguagemodel(N=2)followsfbi[xi|

x1,...,xi−1]≈Pr[xi|xi−1]andatrigramlanguagemodel

(N=3)followsftri[xi|x1,...,xi−1]≈Pr[xi|xi−2,xi−1].

Inthetrainingofthelanguagemodel,atrainingdataset

Swithmultiplesequencesisgiven.Thelanguagemodel

parameterθisoptimizedtomaximizetheoveralllike-
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lihoodofsequencesinthetrainingdataset,thatis,the

probabilityofreturningthedatasetgivensuchN-gram

probability.

Threat model.Ingeneral,wefollowthesecuritygame

describedinDefinition4.1.Namely,wefirsttrainthe

languagemodelwithadatasetS.Inthedeletionstep,

wedeletearandomsequencex=x1,...,xi−1fromthe

datasetandretrainthe model.Finally,theadversary

aimstoreconstructtheexamplex.Notethatblack-box

accessbytheadversarymeansthatitcansendantext

sequencex1,x2,...,xttothelanguage modelandgets

theprobabilityofthetextsequencefθ(x1,x2,...,xt).

Ourdeletedsentencereconstructionattack.We

nowdefineasimpleadversarythatcanaccuratelyre-

constructthedeletedsentence.Itfirstsimplyqueries

everypossibleN-gramsinthedictionarytothemodel

handrecordstheirprobabilities.Thenafterdeletion,it

againsendseverypossibleN-gramsqueriestothemodel

hdel.NowsupposeN=2,i.e.bigram.Accordingtothe

definitionoflanguagemodels,forawordpair(xi−1,xi),

ifh(xi−1,xi)>hdel(xi−1,xi),thenthenumberofoccur-

renceofthebigramxi−1,xiisdecreasedintheupdated

dataset,whichfurtherindicatesthebigramisincluded

inthedeletedexample.Therefore,foroneparticularsuf-

fixxi−1,theadversarycanguessawordxiwhichsatisfies

thath(xi−1,xi)>hdel(xi−1,xi).

Wethenproposeaheuristicapproachtoreconstruct

thedeletedtextsequence.First,weabstracttheprob-

lemintoasearchproblemdefinedonagraph,where

eachnodeisaN-gramthatsatisfiesh(xi−N+1,...,xi)>

hdel(xi−N+1,...,xi). WedrawadirectededgefromanN-

gramnodevitovjifandonlyifthelastN−1words

ofviisthefirstN−1wordsofvjwiththesameorder.

Theneachpathinthegraphrepresentsasentence. We

thensearchtofindaHamiltonianpathinthegenerated

graph.Notethatitispossiblethatthedeletedsentence

includesaspecificN-gramwithmultiplicitymorethan

one. Wethenallowthe“Hamiltonian”pathtotolerate

alimitednumberofrepetitivevisitstoanode.Finally,

wereturntheshortesttraversepathfound,i.e.,withthe

fewestnumberofrepetitions.Toimplementthisattack

weusearecursivealgorithmtotraversethenodesofthe

graphwhilewemaintainthenumberoftimesthatthe

currentpathhasvisitedeachnode.

Experiment details. Weperformourattackson

unigram,bigram,andtrigramlanguage models. We

trainthelanguagemodelsonthePennTreebankCor-

pus[MSM93].Afterregularpreprocessing,thedataset

includes42068textsequences,whichincludes971657

wordsand10001uniquewords. Weusetwometricsto

evaluateourattacks.

–Successrate:Probabilitythattheadversaryrecon-

structsasequencexcompletely,whenxischosen

atrandomfromS,itisdeleted,andthenthead-

versaryisabletoextractxbyfirstinteractingwith

handthenwithh−x.

–F1scoreofthereconstruction:Letthereconstructed

sequenceoftheadversaryAdvbexandthedeleted

sequencebex.Let’streatbothofthemasunordered

multisets.ThentheF1scoreofthereconstruction

measuresthequalityofthereconstructionbybal-

ancingtheprecisionandrecalloftheprediction,

namely,

F1=
2

1
Precision+

1
Recall

=
2|x∩x|

(|x|+|x|)
.

whichisequalto1ifandonlyifx=x(asmulti-

sets).

Wethenrepeatthesecuritygamefor1000times

(i.e.,eachtimearandomsentenceisdeleted),andmea-

surethetwometricsonthreelanguagemodels.

Results. Wepresenttheexperimentalresultonthe

threelanguagemodelsinTable7.Notethattheunigram

languagemodeldoesnotstoreanythingonorder,soit

isimpossibletoreconstructthefullsequenceinthecor-

rectorder.Ourdefinedreconstructionattackgets99%

onthebigramandtrigrammodelsontheF1score,and

alsosuccessfullyreconstruct97%ofthesequencewith

correctwordsandcorrectorderonthetrigrammodel.

Successrate F1score

unigram \ 93.76%

bigram 62.00% 99.72%

trigram 97.30% 99.90%

Table7.Reconstructionattackonlanguagemodels.

Leakageof deletion. Notethat withoutdeletion,

eveniftheadversarycanfullyreconstructtheN-gram

model,theadversaryonlyhastheprobabilityof N-

grams,whichisanaggregationoveralltheN-grams

inthedataset.AlthoughtheadversaryhasthoseN-

grams,itisstillhardtogetspecificprivateinformation

whenthedatasetislarge.However,weshowthatwhen

deletionhappens,bytracingthechangesintheproba-

bilitiesduringthedeletion,anadversarycanextractthe

fulldeletedsequence(oflengthlongerthanN)withhigh

probability,completelyrevealingthedeletedsequence.
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