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Abstract—Aprivatemachinelearningalgorithmhidesasmuchas
possibleaboutitstrainingdatawhilestillpreservingaccuracy.In
thiswork,westudywhetheranon-privatelearningalgorithmcan
bemadeprivatebyrelyingonaninstance-encodingmechanism
thatmodifiesthetraininginputsbeforefeedingthemtoanormal
learner. Weformalizeboththenotionofinstanceencodingand
itsprivacybyprovidingtwoattack models. Wefirstprove
impossibilityresultsforachievinga(stronger)model.Next,we
demonstratepracticalattacksinthesecond(weaker)attack
modelonInstaHide,arecentproposalbyHuang,Song,Liand
Arora[ICML’20]thataimstouseinstanceencodingforprivacy.

I.INTRODUCTION

Neuralnetworksareincreasinglytrainedonsensitiveuser
data,forexamplebuildingclassifierstodiagnosediseasesfrom
medicalimages[1],[2]orhelpuserscomposeemailsortext
messagesbytrainingonactualuserdata[3].

Protectingtheprivacyofusers’datawhiletrainingsuchmodels
currentlyrequireseitheratrustedcentralpartywithallusers’
data,orapplyingcryptographictechniquessuchasmultiparty
computation[4],[5],[6]thatintroducelargecomputationand
communicationoverheads.Inturn,preventingthetrainedmodel
itselffromleakingprivateinformation,e.g.,withdifferential
privacy[7],[8],[9],typicallycomesatahighcostinaccuracy.
Thisraisesthequestion:Arethereotherwaystoperform
privatelearningwithoutsacrificingperformanceoraccuracy?

Analternatemethodforprivatelytraininganeuralnetworkis
tofirstconvertusers’datatoanencoded(private)version,and
thentrainanon-privatemodelonthisencodeddataset[10],
[11].Sincethetrainingdatahasbeenprivatelyencoded,the
modeltraininggetsprivacy“forfree.”Weformalizethisprivate
instanceencodingsetup,andinvestigatefundamentallimitson
howwellsuchanapproachcanworkintheory.

Weshowthattrainingamodelonencodeddatacannotoffer
privacyguaranteesasstrongascryptographictechniques.
Specifically,weprovethatnousefulencodingcanresist
distinguishingattacksoftwoforms.Ourfirstattackdistin-
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guisheswithnon-negligibleprobabilitywhetherdatasetS1
ordatasetS2wasusedtogenerateanencodeddataset.Our
secondattackdistinguishesencodingsofinstancesalonewitha
higherprobabilitybyrelyingonfurtherassumptionsaboutthe
encodingfunctionanditsutility.Weformalizethesedefinitions
inSectionII,andtheoremsinSectionIII.

Wenextstudypracticalprivateinstanceencodingschemes.
Whileourdistinguishingattacksapplytoanyinstantiation
ofinstanceencoding,wenowattemptthestrongergoalof
reconstructionforspecificinstanceencodingschemes.Given
theencodeddataset,areconstructionattackrecovers(nearly
identical)copiesofindividualtrainingexamplesused.This
privacygoalisweakerthanindistinguishability,andarguably
theweakestformofprivacythatcouldbeexpected.

WedesignareconstructionattackthatbreaksInstaHide[10],the
state-of-the-artprivacy-preservingencoding-basedtechnique
whichwasawardedaBellLabsPrize[12].InstaHideapplies
toimageclassification.Itsencodingfunctionmixestogether
multipleimages[13](withalinearpixelblend),andthen
itrandomlyflipsthesignsofthepixels.Ourreconstruction
attack(SectionIV)recovershigh-qualityreconstructions—for
examplewesolvethechallengereleasedbytheauthors[14]
andrecoveranearlyvisuallyidenticalreconstructionofallthe
privateencodedimages.OurattackdemonstratesthatInstaHide
failstosatisfymeaningfulprivacynotions.

OurattackleveragesthefactthatInstaHideencodingsare
distinguishable,asourtheoreticalresultspredict.Givenmultiple
encodedimages(producedbytrainingformultipleepochs),
weclusterencodingsthatcorrespondtothesamesourceimage.
Wethenmergetheseencodingstorecovertheoriginalimage
bysolvinganoisylinearsystem.Ourattacksidestepsthe
encoding’ssignflipping(whichprovidesnoprivacyinitself)
bysimplytakingtheabsolutevaluebeforealloperations.

Wefurthershow(SectionIV-H)thatextensionsofInstaHide
offernomoreprivacy.Mixingmoreimagesintoeachencoding
strengthensourattack.Evengivenasingleencodingofan
image,anattackerwithpreciseknowledgeofInstaHide’spublic
parameterscanreconstructtheencodedimagenear-perfectly.
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A.TheInstanceEncodingProblem

Intheinstanceencodingproblemsetup,thedefenderencodes
a(sensitive)trainingdatasetS={(x1,y1),...(xn,yn)}by
processingitwithanencodingfunctionE.Theencodedversion
S̃←E(S)isreleasedpublicly.

AnylearningalgorithmLcanthentrainontheencodedset
S̃tolearntheconceptfunctioncthatwasusedtoconstruct
thetrainingdataset(i.e.,itwasusedtoconstructthelabels
c(xi)≡yi).Theencodingisusefulifgetbothofthefollowing.

•Utility-preserving.Amodeltrainedontheencodeddatset
S̃shouldbe(approximately)asaccurateasamodeltrained
ontheoriginaldatasetS.

•Privacy-preserving.Givenaccesstotheencodeddataset
S̃,itshouldbedifficulttolearnsensitivepropertiesabout
theoriginaltrainingdatasetS.

Formsofencoding. Anencodingfunctionisanarbitrary
functionoperatingoveratrainingdatasetS,allowingfora
widerangeoftechniques.Atoneextreme,avalidencoding
functioncouldtaketheentiretrainingdatasetS,runthelearning
algorithmLonallofit,andoutputthetrainedmodelh←L(S)
astheoutputoftheencoding.This“encoding”may(ormaynot)
beusefulorprivate.Attheotherextreme,anencodingscheme
mightbecompletely“local”andoperateindependentlyoneach
trainingexampletoproducẽS={e(xi,yi):(xi,yi)∈S}.

Anothernaturalclassofencodingschemesarethosethat
arebasedon“mix-up”-typeoperations[13]thatapplya
simplelinearoperationonasmallnumberofinstancesto
produceanencodedinstance.Suchencodingschemesusually
haveaniceproperty:theycanbe“decomposed”intotwo
encodingalgorithmsthatoperateseparatelyoninstancesand
onlabels.Thisclassofencodingschemesincludesthemix-
upencodingfunctionusedintherecentInstaHideprotocol
[10].Sincedecomposableencodingsapplytoinstancesand
labelsseparately,insuchcasesweindeeddealwithaninstance
encodingtogetherwithalabelencodingthatworkintandem.

Adversarycapabilities. Weassumetheadversaryisgiven

accesstotheencodeddatasetS̃.Theadversarydoesnothave
anyaccesstotheoriginaldatasetSInsomealgorithms,the
encodingschememightreceiveasinputsomepublicdataP;
fortheseschemesweassumetheadversaryhasaccesstoP.
(TheInstaHidealgorithm,forexample,takesa“private”and
“public”datasetasinput.)

Adversaryobjective. Theadversaryaimstolearnasmuch
informationaspossibleaboutSgivenallavailableinforma-
tion.Themostpowerfulattacksweconsiderarecomplete
reconstructionattacksthatrecovertrainingexamplesxiwhere
xi ≈m xiaccordingtosomesimilarity metricm (e.g.,
Euclideandistance).

Wealsoconsidermorerestrictive distinguishing(inference)
attackswheretheadversaryaimsonlytodetermineifa
particularxiwasusedastrainingdataornot.

Mainquestion. Thispaperstudiesthefollowingquestion

ForadatasetSwithinstanceslabeledbyanontrivial
conceptfunction,isitpossibletodesignanencoding
functionE(S)=̃SsothatgivenS̃alearningalgorithm
Lcanproduceanaccuratemodelbutsothattheoriginal
dataSremainshiddenfromanadversary?

Notethatweassumethattheadversaryhasdirectaccessto
S̃←E(S),beforethelearningalgorithmLisrunoñS.

ItiseasytoachieveprivacyaloneifEhideseverythingabout
S(e.g.,defineE(x)≡0asaconstantfunction),butthenno
meaningfullearningispossible.Alternatively,iftheconcept
functionistrivial(e.g.,allexampleshavethesamelabel)
thentrivialencodingfunctionsexist. Weareinterestedonly
inencodingfunctionsthatoperateovernontrivialconcept
functions.Ourgoalistounderstandthebarriersandtrade-
offsthatarisebetweentheprivacyprovidedbytheencoding
functionvs.theutility/accuracyofthelearningalgorithm.

B.Results

Weprovidenegativeresultsintheformoftheoreticalbarriers
thatpreventanyencodingfunctionfromprotectingsomeforms
ofprivacy. Moreover,wedemonstratepracticalattackson
specificencodingfunctionsfromtheliterature[10].

1)TheoreticalImpossibilityResults.

Weprovethatforthecaseofdistinguishingattacks,itisnot
possibletoconstructnontrivialencodingfunctionsthatpreserve
bothutilityandaweakformofdistinguishingprivacy.

Limitsofprivacywithdatasetencoding. Wefirststudy
distinguishingattackswhosegoalistofindoutwithprobability
(non-negligibly) morethan1/2whichdatasetoutoftwo
(different)setsS1,S2hasbeenencoded.Infact,wewillshow
howtoachievethisevenifthedatasetssharemanysimilarities
andonlydifferinoneexamplepair(withthesamelabel).

Theorem1(Informallystated–limitsofprivacybasedon
datasetencoding).Let(E,L)beanarbitraryencodingand
learningschemewithatleast51%accuracyontheoriginal
data(nottheencodeddata).Thenforany“nontrivial”concept
classC(e.g.,sufficienttobeclosedundercomplementandto
containatleasttwodistinctconcepts),thereisanadversary
whocanpickaconceptc←CandtwodatasetsS1,S2and
distinguishtheirencodingswithprobability1/2+Ω(1/n),
whilethesetssatisfythefollowingrestrictions:

1)S1={e1}∪S,S2={e2}∪Sdifferinonesampleonly.

2)AllinstancesinS1,S2arecleanlylabeled(byc).This
includesalsothedifferingexamplese1,e2(i.e.,e1=
(x1,y),e2=(x2,y)fory=c(x1)=c(x2)).

Limitsofprivacywithinstanceencoding. Wenowdescribe
ournextresultwhichstatesthelimitsofwhatinstanceencoding
(asaspecialformofgeneraldatasetencoding)canofferfor
(ourminimalandnaturalindistinguishability-basednotionof)
dataprivacy.Inthissetting,wedealwithadecomposable
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Fig.1:OurreconstructionattackontheInstaHideChallenge,
for10randomlyselectedimages[14].Upperrow:ground
truthobtainedfromacryptanalyticattack[15]onthePRNG
inInstaHide’simplementation(AppendixB).Lowerrow:our
reconstructionattackyieldshighfidelityimagereconstructions.
Acompletesetofthe100recoveredimagesareinAppendixC.

encoding,whichencodesinstancesandtheirlabelsseparately.
Suchdecomposableencodingscancover,e.g.,themix-up
operation[13]usedinInstaHide[10].Forencoding̃xand
instancex,wewritex∈E−1(̃x)ifxisoneoftheinstances
thatareusedforgeneratingtheencoding̃x.

Inournextresultweshowbarriersforachievingprivacy
basedoninstanceencoding,whentwoconditionshold:(1)
Thegoaloftheadversaryistodistinguishencodingsx̃where
x∈E−1(̃x)fromthosewherex∈E−1(̃x)forx=x.(2)
Thelearningalgorithm(E,L)allowssomenontrivialaccuracy
onencodedstringsasdefinedabove.

Theorem2(Informallystated–limitsofprivacybasedon
instanceencoding).Supposethegoalistolearninstancesthat
aredistributedaccordingtodistributionDandtheconcept
classisrichenoughtocontainmconceptfunctionsc1,...,cm
thatareeachbalancedunderD(i.e.,Pr[ci(D)=1]=1/2)
andarealsoindependentfromeachother.(Forexample,this
wouldbethecasewhentheconceptscontainmorthogonal
halfspacesandDistheisotropicGaussian,allindimension
m).Also,supposetheprotocol(E,L)hasencodedaccuracy
1/2+δforaconstantδ>0(thatcandependonthelocality
ofE,e.g.,δ≈2−r).Then,theadversarycandistinguishthe
encodingsoftworandomlyselectedinstancesx,x←Dwith
advantageΩ(1)(overthetrivialboundof1/2).

WealsoproveavariantofTheorem2thatdoesnotrelyonthe
richnessoftheconceptclass.Thisresultstatesthatifinstance
encodingworksonasingleconceptfunctionc,thenoneof
thefollowinghappens:either(1)weobtainadistinguishing
attackontheinstanceencoding,or(2)thelearningerroronc
canbearbitrarilycloseto0.Thisbarrierappliestoanysetting
whereclassifiersoncachieveaccuracyboundedaway(by
someconstant)from1(e.g.,imageclassification).

2)ConcreteAttackResults.

WefurtherdemonstratethatInstaHide[10],apracticalinstance
encodingscheme,isnotprivate.Figure1showstheresult
ofourattackontheInstaHideChallenge.Thischallenge
contains|̃S|=5,000encodedimagesfrom|S|=100original
encodedimages—thus,eachoriginalimagehasbeenencoded
50differenttimes. Weareabletocompletelyreconstructa
nearly-identicalversionSgivenaccesstoS̃.

OurattackdirectlyleveragesthefactthatInstaHideencodings
aredistinguishable.Giventheencodeddataset,weconstructa
similarityfunctionthatallowsustodetectwhentwoexamples
x,y∈S̃arederivedfromthesameoriginalimageinS.
Theorem2explainswhysuchsimilarityfunctionshouldexist
aswecanusearichconceptclasstomapencodingtoa
embeddingspaceanduseclusteringtoidentifyencodingthat
encodethesameimage.Howeverouractualattacktakesa
differentapproachandleavesthecomputationofthissimilarity
metrictoaneuralnetwork.Specifically,wetrainaneural
networkthatdistinguisheswhetherapairofencodingssharethe
sameinputimagewhichgeneralizestounseenexampleswith
highaccuracy.Thisconstructionalreadyconsistsofaprivacy
leakaccordingtothedefinitioninthepriorsection.However,
weareabletoextendtheattacktocompletereconstruction.
Givenoursimilarityfunction,wecangrouptogethermultiple
encodedimagesT⊂S̃sothatallimagesintheencodedsubset
Tcorrespondtothesameoriginalimage.andthendevelopa
recoveryfunctionrsothatr(T)≈x∈S.

Wefurtherintroduceasecondattackthatworksin linear
timeandthatsucceedsevenwhengivenasingleencoding
ofanimagexi.Thisattackassumesknowledgeofthepublic
imagesusedintheInstaHidealgorithm.(Whileweassumean
adversarywouldhaveaccesstothe“public”images,wecan
notusethisattackontheInstaHideChallengeasitdoesnot
releasetheseimages.)Thisattacksimilarlyproducesnearly
perfectimagereconstructionswhenitsucceeds,butdoesfail
withasmallconstantprobabilityinourexperiments.

C.RelatedWork

Theorem1canbeseenasa(dimension-independent)lower
boundonthesamplecomplexityofprivatePAClearning.Prior
workhasstudiedsimilarlowerboundsonsamplecomplexity
oflearningalgorithmsinvariouscontexts.Forexample,the
workof[16],[17],[18]usepackingargumentstogivesharp
boundsforparameter/probabilityestimationgoals,and[19]
proveslowerboundsonthesamplecomplexityofdifferentially
privatealgorithmsthataccuratelyanswerlargesetsofcounting
queries.Inaddition,lowerboundsonthesamplecomplexity
ofdifferentiallyprivate(general)PAClearningwereproved
in[20],[21].ItmightbepossibletoimproveTheorem1by
incorporatingthedatadimension,howevernotdependingon
thedimensionisapostive,andweemphasizethatourresult
comeswithspecificguaranteesthatareimportant:thetwosets
areconsistentwithaconceptfunctionandhavethesameset
oflabels.Thismakesourlowerboundmoreamenabletoreal
worldsetting,wherewewanttodistinguishtwodatasetswith
say,thesamenumberofcatanddogimagesinthem.

Ourattacksondataprivacyof MLmodelsarerelatedto
“membershipinference”attacks[22],[23],[24],[25]aswell
asmodelinversionattacks[26],[27],[28],andourattackon
InstaHideisaformofreconstructionattack[29],[30],[31],
[32],[33],[34].
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II.PRIVACY WITHINSTANCEENCODING:DEFINITIONS

A.FormalDefinitionsForLearningwithInstanceEncoding

Notation.LetX beaninstancespaceandY bealabel
space.Wespecifyalearningproblemwithatuple(D,C,H)
whereC⊂YX (resp.H⊂YX)isaclassofconcept(resp.
hypothesis)functionsfromXtoYandDisadistributions
overX.1Foraconceptfunctionc∈C,weuseDctospecify
thejointdistributionoflabelsandinstances(x,c(x))x←D
wherewesamplex←D first,andthenlabelxaccording
toc.Forahypothesish∈H,aconceptclassc∈Cand
hwithrespecttocunderthedistributionDisdefinedas
Risk(h,c)=Prx←D[h(x)=c(x)].

Thefollowingdefinitionformalizesageneralnotionofencod-
ingthatallowsinstanceencodingstodependonthedataset.
This,e.g.,cancaptureencodingthroughdataaugmentation.

Definition1(Datasetencodingmechanism).Adataseten-
codingmechanismforalearningproblem(D,C,H)isa
potentiallyrandomizedalgorithmE:(X×Y)∗→ (̃X×Ỹ)∗

thattakesadatasetSasinputandoutputsanencodeddataset
S̃.Wedefinetwopropertiesforsuchencodings:

1)Decomposablity:Theencodingisdecomposableifit
performsoninstancesandlabelsseparately;namely,it
couldbeexpressedusingapairofpotentiallyrandomized
algorithmsEX:X

∗→ X̃∗andEY:Y
∗→ Ỹ∗that

sharerandomness.Toencodealabeleddatasetusing
suchmechanism,onewouldapplyEX toinstancesto
getx̃1,...,̃xm andEY tolabelstoget̃y1,...,̃ym and
thenoutput{(̃x1,̃y1),...,(̃xn,̃yn)}.Sincesuchdataset
encoding mechanismworksoninstancesandlabels
separately,werefertoitasinstanceencodingaswell.

2)Locality:Andencodingschemeisr-localifall̃x∈E(S)
woulddependonlyontherandomnessofEandatmost
rexamplesinS.If̃zisanencodingthatmightdepend
onexamplez,wedenoteitbyz∈E−1(̃z).Additionally,
fori∈[m],byEi(z1,...,zn)wedenotetheprocess
ofencodingSusingEandthenoutputtingoneofthe
encodedexamplesz̃wherezi∈E

−1(z)uniformlyat
random.Fordecomposableencodings,wedefinenotations
EiX,E

i
Y fori∈[m]∪{−1}similarly.

Examples. Werecallthreenaturalexamples:(i) Identity
mechanism:Inthiscase,weletEbetheidentityfunction.
Thistrivialencodingmechanismfullypreservestheutility
oflearningontheoriginaldataset,butitdoesnotoffer
anyprivacygains.(ii)Nullmechanism:Here,weletEbe
theconstant⊥function.Inthiscase,theencodinghides
everythingabouttheoriginaldata,butthegeneratedencodings
areuselessfornontrivialtraining.(iii)LocalDPmechanism:
Here,E(S)generatesadeferentiallyprivatenoisyversionof
S.Inthiscase,wecantrainusingtheencodeddatasetwith

1Sinceweaimtoproveimpossibilityresults,focusingonthedistribution-
specificlearningsettingonlymakesourresultsstronger.

somepossibledegradationinaccuracy.Notethatinallthese
examples,encodingscanbemadedecomposableand1-local

Discussion. Definition1capturesabroadrangeoftechniques
toachieveprivacy.Forexample,itcaptureslocal(bychoosing
r=1)andcentral(bychoosingr= n)encodingsthat
mightofferrespectivelylocalorcentralnotionsofdifferential
(oranotherformof)privacy.2Importantly,thisencoding
mechanismalsocapturesInstaHideasitisallowedtobe
randomizedandweputnolimitationonthecomplexityofthe
encodingmechanism.Indeed,theInstaHideschemeisallowed
touserandomnessandalsohaveaccesstoapublicdataset.To
incorporateInstaHideintooursetting,theencodingalgorithm
couldhavethefullpublicdatasethard-codedinitsdescription
andthenuserandomnesstosamplepointsfromthatdataset.
Infact,InstaHidecomeswithdecomposaibilityandlocality
propertiesandisaspecialcaseofourdefinition.

Wenowformalizeseveralaccuracyandprivacynotionsof
encoding-basedlearningprotocols.Onecandefineaccuracy
onbothencodedandoriginalexamples.Herewefirstdefine
theaccuracyontheoriginalexamples.

Definition2(Accuracyonplain(non-encoded)data).The
protocol(E,L)is(ε,δ)-accurate,ifforallc∈C,n∈N,

Pr
S←Dn

c,̃S←E(S),h←L(̃S)
[RiskD(h,c)≥ε(n)]≤δ(n).

Onenaturalpropertythataninstanceencodingmechanismcan
provideistoenablethetrainedmodeltohavesome(perhaps
weak)formofaccuracyforpredictinglabelsontheencoded
examples.Forexample,supposeweuseanr-localinstance
encodingmechanism,andthatx̃isanencodedinstancethat
dependsonrdistincttrainingsamples,oneofwhichisx.Then
wecouldaskthetrainedmodelhtopredictthetrueconcept
c(x)ofxwhenitisgiventheencodedsamplex̃asinput.
Indeed,wedefine(seeDefinition3)thenotionofencoded
accuracyforthemodelhtobetheprobabilityofsatisfying
h(̃x)=c(x))whenxisarandominstanceandx∈E−1X (̃x).Of
coursethisnotionofaccuracymayonlybesatisfiableinaweak
sense,aseachlocallyencodedinstanceencoding̃xdependson
rdifferentinstanceswhichmayhavedifferentlabels.However,
wearguethatnaturalinstanceencodingschemescouldstill
allowtheerrortobeboundedawayfrom(andsmallerthan)1/2.
Forexample,usinga2-localencodingonallpairs(x,x)of
instancesinasetSpotentiallyallowsgetting(weak)accuracy
onencodedinstancesof≈0.75,becausewhenthelabelsof
(x,x)arethesame,thepredictionofthemodelhonthe
encodedstringx̃couldbecloseto1,andinothercasesit
couldbecloseto0.5.

Definition3(Accuracyonencodedinstances).Wesaythe

2AmoregeneralnotionoflocalityreferstothesettingwherethedataSis
partitionedintorsubsets,andtheneachofthesesubsetsareindependently
encoded.Our1-localitydefinitioncoversthiscasewheneachofthesets
includesoneexampleonly,butthedefinitioncouldbegeneralizedeasily.
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protocol(E,L)is(ε,δ)-accurateonencodedinstancesif:

Pr
S←Dn

c

S̃←E(S)

h←L(̃S)

Pr
x←Dn−1

x←D
x̃←E1X(x,x)

[h(̃x)=c(x)]≥ε(n)≤δ(n).

Additionallywesaytheprotocolhasbalanced(ε,δ)-accuracy
ifforallpossiblelabelsywehave

Pr
S←Dn

c

S̃←E(S)

h←L(̃S)

Pr
x←Dn−1

x←D|c(D)=y

x̃←E1X(x,x)

[h(̃x)=c(x)]≥ε(n)≤δ(n).

NotethatifthedecomposableencodingEcombinesinputs
withdifferentlabels,wemightnotexpectthelabelingerror
εonencodedinstancestobetoocloseto0.Indeed,ifan
encodedinstancex̃combinestwosamplesofdifferentlabels,
thelearnedmodelnecessarilyassignsan“incorrect”labelwith
respecttooneoftheinstances.Nevertheless,iftheencoder
samplestherinputstocombineuniformlyatrandom,theser
inputswillhaveconsistentlabelswithprobability2−r+1 and
thusnon-trivialaccuracyispossiblewheneverrisconstant.

B.ThreatModelFormalization

WenowformalizeourthreatmodelintroducedinSectionI-A.

Attackinginpolynomialtime. Thereisanasymmetry
betweenthe“efficiency”requirementsforalgorithmsthatare
usedfrequentlybyhonpartiesinasystem,versusforalgorithms
thatmightrarelybeusedbymaliciousparties.Whendesigning
alearningscheme,onegoalistominimizeitsrunningtimeas
muchaspossible.Evenshavingalogarithmicfactormightbe
importantwhenthealgorithmisrunfrequentlyandonlarge
inputs.Attacks,ontheotherhand,arerunrarelyandinextreme
cases(possiblyonlyonce).Thus,thesystemdesigner’sgoal
istoachievesecurityagainstadversarieswhomightspend
anunspecified,yetfeasible,amountofresources.Thereason
isthatwedonotwanttobaseitssecurityonthehopethat
anadversary’srunningtimecannotbeimprovedfurtherin
thefuture.Indeed,modelingadversariesapolynomial-time
entitiesiscommonplaceincryptography.Hereweemploythe
sameapproachforadversariesandthethreatthreat.Hence,
weconsideranattackefficientifitrunsinpolynomialtime.
Yet,weemphasizethatourattacksdohavesmall(absolute)
runningtimes,eventhoughwedonotoptimizethem.

Distinguishingvs.reconstructionattacks. Justlikeinen-
cryption,ourultimategoalinprivatelearningistohide
examplesfromthepartieswhoarenotsupposedtoknow
them.Inbothcontexts,onecanimagineweakerformsof
attackerswhocanonlydistinguishthetargetpieceofdata
(e.g.,plaintextincryptographyorprivatedatainthecontextof
learning)fromirrelevant(e.g.,random)piecesofinformation.
Thistypesofattacks,e.g.,arethestandardattacksagainst
pseudorandomgeneratorsincryptographyaswellasattacks
ondifferentialprivacy(e.g.,membershipinferenceattacks)
inlearning.Astronger,andmoredevastatingformofattack

consistsofadversarieswhocompletelyrecoverthesensitive
information.E.g.,one-wayfunctionsaredesignwithrespectto
suchattackers(andnotsurprisinglyinvertingfunctionsbreaks
theirpseudo-randomnessaswell).Suchattacksalsoexistin
thecontextoflearningand,moregenerally,releasingpublic
informationaboutprivate.Inthisworkweusebothtypesof
distinguishingandreconstructionattacks. Weprovegeneral
barriersagainstdistinguishingadversariesinthecontextof
private-learningusinginstanceencodings,andfortheconcrete
caseofInstaHidescheme,wepresentthe(stronger)formof
adversaries,namelyareconstructionattack.

Whatdoesit meantokeepexamplesprivate? Infull
generality,amulti-partylearningprotocolconsistsofasetof
partiesP1,...,Pn.EachPihasaccesstoadatasetSithatthey
usefortraining.Werefertothetranscriptofcommunication
betweenthepartiesasTandtheoutputoftheprotocolasM.
ThepartiescanalsohavesomesecretrandomnessR1,...,Rn.
Withinthissetting,wecandefinetwotypesofprivacythat
arebothimportantandcomplementary.

Physicalprivacy(MPC).Inthissetting,thereisasetof
indicesofhonestpartiesIhon thatactbasedontherules
oftheprotocol.ThereisasetofindicesIdh=[n]\Ihon
thatindicatesthesetofpartiesthataredishonest.Theprivacy
oftheschemerequiresthatnopolynomial-timeadversarial
algorithmAwhocompletelycontrolsthepartiesinIdhcannot
extractanyinformationaboutSIhon otherthatwhatonecan
inferbyonlylookingattheoutputoftheprotocol(whichis
thefinalmodelincaseofmulti-partylearning).

Notethatinthissetting,theprivacyrequirementdoesnot
captureleakagefromtheactualoutcomeoftheprotocol.
Forexample,onecanimagineaprotocolthatoutputsthe
trainingdataofalltheparties,whilestillsatisfyingphysical
privacytrivially.Therefore,ultimately,physicalprivacyshall
beaccompaniedalsobyaleakageanalysisofthefinaloutput.

Functionalprivacy.Here,againthegoaloftheadversaryisto
infersomesensitiveinformationaboutSIhon,butmainlyby
lookingattheattheoutputM.Notethathereadversary’sgoal
isnottogainsomeextraknowledgeaboutSIhon beyondwhat
Tentails,butrathertofindoutsomethingaboutSIhon based
onM comparedtowhenM isnotknown.Indeed,notionssuch
asdifferentialprivacyork-anonymityareinventedtoallowus
quantifythefunctionalformofprivacy.Toachievefunctional
privacyincontextssuchassearchableencryption,sometimesa
leakagefunctionLeakage(M,RIdh,SIdh)isdefinedtomodel
whatisconsideredacceptabletobeleakedtotheadversary.

Weemphasizethattheabovetwotypesofprivacyare
incomparableandcomplementary.

Caninstanceencodingprovidephysicalprivacy? Private
learningwith1-localinstanceencodingcanbeseenasa
protocolwhereeachpartysendsonlyone messagenon-
interactively.Then,usingthesemessages,theprotocoloutputs
amodelM.Now,onecantrytoprovebothphysicaland
functionalprivacyforsuchaprotocol.

5



WefirstobservethatnodatasetencodingalgorithmEachieves
thephysicalprivacyrequiredbyanMPCprotocol,unlessthe
learningtaskistrivial(i.e.,doesnotdependonthedata)orthe
learningalgorithmisrunbyatrustedparty.Thisfollowsfroma
folkloreclaim(provenin[35])thatitisimpossibletoconstruct
anMPCprotocolwherepartiessendonlyonemessageeach—
representedbytheencodeddatasetsentbyeachoftheparties.
Wenowgiveanintuitionofthisclaim,tailoredtothetwo-
partycaseofourdatasetencodingframework.Inthetwo-party
case,computationproceedsasfollows:Eachpartyencodes
itsdatasetSitoE(Si)andsendsittoanaggregator.Next,
theaggregatorperformsthetrainingdirectlyontheencoded
datasetsE(S1),E(S2),yieldingthetrainedmodelh.However,
amaliciousaggregatorcouldalso(i)sampleafreshdatasetS2,
(ii)encodeitobtainingE(S2),and(iii)useitalongwithE(S1)
toobtainanothermodelontheunderlyingdatasetS1andS2.
Infact,amaliciousaggregatorcouldlearnarbitrarilymany
differentnewmodelsonS1. Whileabitinnocuouslooking,
suchasimpleattackcanbequiteproblematicingeneralandis
preventedbythestandardnotionofphysicalprivacyforMPC
protocols.Butprotocolsthatachievethisverystrongnotionof
privacyinherentlyrequiremorethanoneroundofinteraction.

Thismeansthat,toanalyzetheprivacyofaninstanceencoding
mechanism,wecannotfollowthepathoffirstprovingphysical
privacyandthenanalyzingfunctionalprivacy.Instead,inorder
tounderstandtheprivacyofinstanceencodingprotocolswe
mustanalyzetheleakageofeachmessagesentbyeachparty
individually.Onthepositiveside,ifwecanshowthatthis
leakageissmall,thenwedonotneedtoworryaboutanything
elseasthisencodingistheonlyinformationthateachparty
revealsabouttheirdata.Also,presenceofmaliciousparties
willnotchangetheleakageaseachpartyperformslocally
andindependentofallotherparties.Inthenextsubsectionwe
proposeleakagemeasurementapproachesforinstanceencoding
andtheninthenextsection,weaimatunderstandingthe
minimumpossibleleakageofaninstanceencodingbasedon
ourproposedleakageformulation.

1)PrivacyDefinitionsforInstanceEncoding

Privatelearningthroughinstanceencoding.Wenowde-
fineaminimalprivacynotionfor(encoding-based)learning
protocols(E,L)foralearningproblem(D,H,C)whereE
isadatasetencodingschemeandLisalearningalgorithm
thatworksonencodeddatasets.Thedefinitionisofthe
“cryptographic”indistinguishabilityflavor.

Forprivacy,wedefinetwoattackmodelsbothofwhichare
privacynotionsfortheencodingitself —meaningthatthe
privacyrequirestheencodingtohidethesensitiveinformation.
Iftheencodingcanhidetheinputsothatitishardtodistinguish
fromotherinputs,oratleasthardtorecover,thenthemodel
trainedonencodedinstanceswouldalsobeprivatebystandard
post-processingarguments.Westressthatbothnotionsbelow
canbestudiedfordatasetencodingsandthespecialcaseof
instanceencodings(whereEisaninstanceencoding).

Definition4(Instancedistinguishingattacksfordatasetencod-

ingmechanisms).TheadversaryAselectsaconceptfunction
c,andinstances{x0,x1,...,xn}suchthatc(x0)=c(x1)
andsendsthemtothechallenger.Thechallengershapessets
S={(xi,c(xi))|2≤i≤m},S0={(x0,c(x0))}∪Sand
S1={(x1,c(x1))}∪S.Thenthechallengersamplesarandom
bitb←{0,1},encodesSbtoget̃S← E(Sb),andsends̃S
totheadversary.GiveñStheadversaryannouncesitsguess
b(aboutb).Theadvantageoftheadversary(againstc)is
definedasp−1/2wherepistheprobabilitythatb=b.

Notethatthisdefinitioncapturesaweakernotioncompared
todifferentialprivacy,asthesetsarebothconsistentwiththe
sameconceptfunction,andevenwheretheydifferthetwo
pointsstillhavethesamelabel.Infact,whenweprovelimits
ofprivacyunderDefinition4,theadversaryonlystatesthe
distributionoftheinstancesinthesetSwothoutpickingthem!

Next,weconsideraslightlyweakerdistinguishinggamefor
thespecialcaseofinstanceencodingswheretheattackeris
givenanencodingofjustonesample.Thismakesthetaskof
distinguishingpotentiallyeasierfortheattacker.Thissetting
isinspiredbytheInstaHideframework,butitismoregeneral.

Definition5 (Instancedistinguishingattacksforinstance
encodingmechanisms).Thissecuritygameisdefinedforan
instanceencodingmechanismsE=(EX,EY).Theadversary
AselectsadistributionD,aconceptfunctionc,andtwo
instancesx0andx1suchthatc(x0) =c(x1).Thenthe
encodersamplesS=(x2,x3,...,xn)← D

n−1andabit
b←{0,1}andencodesE1X(xb,x2,...,xn)toget̃x.Given
x̃theadversarymustdecidewhetherb=0orb=1by
outputtingb.Theadvantageoftheadversary(againstc)is
definedasp−1/2wherepistheprobabilitythatb=b.

Finally,weconsideraweakformofprivacythatpreventsan
adversaryfromrecoveringpartsofaninputgivenitsencoding.

Definition6(Instancerecoveringattacks).AdatasetS=
{(x1,y1),...,(xn,yn)}isencodedto(̃X,Ỹ)← E(S)and
giventotheadversary.Thegoaloftheadversaryistofind
ax∗suchthatd(x∗,xi)≤γ,forsomei∈[n]undersome
(context-dependent)metricd(·,·).

Distinguishingattacksarehardertodefendagainst.Inthe
followingsection,wegiveabarrieragainstachievingprivacy
againstdistinguishingattacks.Notethatourresultdoesnot
ruleoutthepossibilityofprivacyagainstinstance-recovering
attacks.Indeed,toruleoutsuchattacks,onehastofirstchoose
anaturalmetric(e.g.,basedonsomepnorm),whichiscontext
dependent.Incontrast,ourresultsinSectionIIIaregeneral.

III.BARRIERSFORPRIVACY WITHINSTANCEENCODING

Inthissection,wepresentdistinguishingattacksagainst
learningprotocolsequippedwithaninstance/datasetencoder.
Wefirstproveatheoreminthemostgeneralsetting.Namely,
weconsidergeneraldatasetencodingmechanismsandshow
theexistenceofdatasetdistinguishingattacks.
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Duetospacelimitations,allproofsaremovedtoAppendixA.

Theorem3(FormalstatementofTheorem1).Letc1andc2
betwodistinct3andnon-constantconceptfunctionsforinputs
X andlabels{0,1}.LetDbeadistributionoverX such
thatE[c2(D)]=0.5andE[c1(D)]=0.5.Ifaprotocol(E,L)
canachieve(0.51,δ)-accuracyonplaindataoverbothofDc1
andD1−c1,thenthereisandatasetdistinguishingadversary
for(E,L)againsteitherc1,1−c1orc2withadvantageat
least(0.99−2δ(n))/3n(accordingtoDefinition4),wheren
isthesizeofthedataset.Moreover,therunningtimeofthis
adversaryisessentiallytherunningtimeofL.

Discussion. Theorem3givesadistinguishingattackof
advantageΩ(1/n).Sincethetwodatasetsusedbytheadversary
intheproofareneighbors(i.e.,differinonepoint),this
alsoimpliesalowerboundonthesamplecomplexityof
differentiallyprivatelearners(basedonthelevelεofdifferential
privacy).Thisresultfurthershowsthatnoneoftherestrictions
ontheadversary(asstatedinTheorem3)canlimitthe
adversary’sdistinguishingadvantage(orthecorresponding
εinacandidatedifferentiallyprivatescheme)too(1/n).In
fact,theproofofTheorem3showssomethingstronger:the
adversarywillnotpickthecoresetSthatissharedbetween
S0,S1,butratherthatsetissampledfromadistributionchosen
bytheadversary.Finally,wenotethatthecomplexityofthe
conceptfunctionsinTheorem3cannotbereducedtohaving
onlyoneconceptfunction.Thatisbecause,ifC={c},the
learnercanbasicallyignorethedataandjustoutputacanonical
representationofc,leadingtoaperfectlyprivatescheme.

Theimpossibilityresultabovedoesnotconsiderthescenario
wheretheencodingmechanismcangetsomeauxiliaryinfor-
mationabouttheconceptfunction.Specifically,weassume
thattheonlyinformationthattheencoderobtainsfromthe
underlyingconceptisthroughthedataset.Infact,iftheconcept
functioncwasdirectlyknowntotheencodingmechanism,it
couldsimplyoutputadescriptionofcandhidetheinputdata.

Next,weconsiderthesettingoflocalinstanceencodingsthat
areappliedindependentlytoeachtrainingsample(i.e.,a1-
localencoding).Ourfirstresultappliestolearningtaskswith
arichclassofconcepts,asformalizedhereafter.

Definition7(Richconceptclass).ForconceptclassCand
givenparametersm∈N,γ∈R+,wesaythattheconcept
classCis(m,γ)-richwithrespecttodistributionD,ifthere
existsavectorF=(c1,...,cm),ci∈Cwiththefollowing
property:Foranyconfigurationf∈{0,1}|F|

Pr
x←D

γ≤
|F(x)−f|

|F|
≥0.99

Itiseasytoseeifthatiftheconceptsc1,...,cm ∈Dare
allbalancedandorthogonal(theprobabilityofeveryoutput
f∈{0,1}m tobeproducedbythemoverarandomx←Dis
2−m),thenbystandardChernoff-typearguments,the(m,γ)-

3Bydistinctwemeanc2isnotidenticaltoc1or1−c1.

richnesspropertyholdsforanyconstantγ>0andsufficiently
largem.(Thebalancedandorthogonalsettingwasusedasa
specialcasewhenstatingTheorem4informallyinSectionI-B).
Wenowstatetheformalversionofourresult.

Theorem4(FormalstatementofTheorem2:Barrierfor
privacywithinstanceencodingonarichconceptclass).
Consideralearningproblem(D,C,H)whereC,H⊂{0,1}

X

andwhereCis(m,γ)-richaccordingtoDefinition7.Ifa
learningprotocolwithencoding(E,L)hasencodedaccuracy
(,δ)onthisproblem.Then,foranyc∈C thereisan
instancedistinguishingattack(accordingtoDefinition5)
AL(·),E(·),F(·),D thathasoracleaccesstoE(·),L,F and

asamplerforD andgetsadvantage0.99− (n)
γ against

EaccordingtoDefinition5.Theexpectedrunningtimeof
thisadversaryisO( m

1−δ(n)).Moreover,theattacker’ssamples

(x0,x1)aresampledjointlyfromthesamedistributionD
conditionedonlabelsbeingthesame.

Discussion. TheideabehindtheproofofTheorem4isthat
ifthelearnedmodelhasnon-trivialencodedaccuracy(i.e.,we
canpredictthelabelofaninstancefromitsencoding),thenthis
leakagealreadyimpliesa(possiblyweak)distinguishingattack
betweenencodings.Toamplifytheattack’sdistinguishing
power,weleveragethefactthatwecanlearnmultipleconcept
functionsfromtheclassCusingthesameencodings.

Theorem4showsabarrieragainstachievingbothindistin-
guishabilityprivacyandencodingaccuracyonarichclassof
conceptfunctions.Theorem5belowshowsabarrierforthe
orthogonalcasewheretheencodingcandependontheconcept
functionitself(e.g.,ifthereisjustoneconcepttolearn).In
particular,forthefollowingtheorem,wedonotrequirethe
protocoltoworkformultipleconceptfunctionsanditcanbe
tailoredtoaspecificconceptfunction.Thesameargumentwe
usetoproveTheorem4abovewillnotworkanymore,asthe
protocolmightuseanentirelydifferentencodingfordifferent
tasksandaclassifiertrainedforonetaskwillnotbeagood
distinguisherfortheencodingsofothertasks.

Notethat,intheextremecase,theencodingcouldcompletely
dependontheconceptfunctionc∈C.Forexample,imaginean
encodingalgorithmthatmapseachinstancetoitscorrectlabel.
Thisencodingisperfectlysecureagainstthedistinguishing
attacksofDefinition5.Thisencodingcanalsoachieve100%
accuracyifanidentityclassifierisappliedtoit.Therefore,
thereisnoprivacyversusaccuracytrade-offforthiscase.
However,wecanstillprovesomebarriersagainstprivacyif
weassumethatlearningaperfectlycorrectclassifierishard.
Bellow,weshowthatifanencodingachievesbothreasonable
privacyandaccuracy,thenitispossibletoefficientlyextract
analmost-perfectclassifierfromit.

Theorem5(Barriersforprivacywithinstanceencodingon
asingleconcept).Consideralearningproblem(D,C,H)
whereH,C⊂{0,1}

X
.Alsoassumethatforaconceptc∈C,

Pr[c(D)=1]=0.5.Consideranefficientlearningprotocol
withdecomposableinstanceencoding(E,L)thathasbalanced
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(,δ)accuracyonencodingforcandaccordingtodistribution
D.Then,foranyτ∈[0,1],oneofthefollowingiscorrect:

•Lackofprivacy:Thereisanefficientattackwithoracle
accesstoL,E andDc,thatrunsinexpectedtime
O(m/δ(m)+m/τ2)andhasaverageadvantage(according
toDefinition5)atleast12− (m)−τinwinninginthe
instancedistinguishinggame(Definition5).

•Veryhighaccuracy:Thereisanefficientlearningprotocol
(L,E)thatlearnsthisproblem(privately)usingm
samplesandoutputsaclassifierh(withrunningtime
O(m/τ3))thathasaccuracyatleast1−τ.

Thistheoremshowsthatifanencodingfunctionmakesall
examplesofaclassindistinguishablefromeachother,thenthat
encodingmustcontainalmostalltheinformationthataperfect
classifierhas(andthisinformationcanbeextractedefficiently).
Thisshowsabarrieragainstprivatelylearningtasksthathave
alowerboundontheirsamplecomplexity.Forexample,ifwe
knowthataproblem(D,H,C)isnotlearnablewithaccuracy
morethat95%,thenitisnotpossibletolearnitprivatelywith
accuracymorethanaround50%ontheencodeddata.

IV.ANATTACKONINSTAHIDE

Theaboveformalanalysisappliestoanyencoding-based
scheme.Tomakeouranalysisconcrete,wenowintroduce
areconstructionattackonInstaHide[10],aninstance-encoding
schemepublishedatICML2020andawardedthe2ndplace
2020BellLabsPrize.Givenaccesstoasetofencodedimages,
thisattackrecoverstheoriginalimagesthatwereusedto
generatetheencoding.

A.Background

InstaHideproceedsasfollows.First,gatheralargepublic
datasetp∈P,e.g.,ofarbitraryimagesfromtheInternet.
Then,generatetheencodeddataset(e,z)∈E(representing
encodedimagesewithencodedlabelsz)byassigning

E← (XMix({xi,xj},p,λ),YMix(yi,yj,λ)

:((xi,yi),(xj,yj))∈X,p⊂P,|p|=k−2.

ThecorealgorithmsinInstaHide,XMix andYMix,are
definedasfollows.

XMix(x,p,λ)=σ◦
2

i=1

xiλi+
k

i=3

pi−2λi

withλchosenuniformlyatrandomsuchthat iλi=1;the
maskσchosenuniformlyatrandomfromσ∈{−1,1}d,and
wherea◦bdenoteselement-wisemultiplication.Thefunction
YMixismuchsimplerandgivenby

YMix(yi,yj,λ)=yiλ1+yjλ2

withadditiontakencomponent-wiseacrossone-hotlabels.The
sizeoftheencodeddatasetisdeterminedbytheencoding
multipleN=|E|/|X|,witheachinstancebeingencoded

Cluster
similar

Recover
originals

N

Fig.2:OurattackprocessonInstaHideencodings.Giventhe
encodeddataset,weclustertogetherimagesgeneratedfromthe
sameoriginalsourceimageandthenfromthesesets“decrypt”
themtotheoriginalsources.

times.Inpractice,thismultipleisequaltothenumberof
trainingepochs(e.g.,50or100).TheauthorsargueInstaHide
issecurefork≥4,withthestrongestversionatk=6(e.g.,
theInstaHideChallengereleasedbytheauthorsusesk=6).

Wemakeuseofsomeadditionalnotation.Let φ:E →
(|X|×|X|)representthemappingfromtheencodedimages
tooriginalprivateimages.Byφ(ei)=(j,k)wemeanthat
encodedimageeiisbuiltoutoftheoriginalimagesxjand
xk.Similarly,letφ

−1betheinversesothatφ−1:X→2|E|,
forexamplei∈φ−1(xj)andi∈φ

−1(xk).Notethatwhileφ
mapsonex∈Xtoexactlytwoe1,e2∈E,theinverseφ

−1

mapsonex∈Xtoapproximately2Nencodedimagese∈E.

B.AttackOverview

WebreakInstaHide’sprivacythroughanattackthatconsists
ofthreestages:

1)Removeinstancehiding:Replacetheencodeddatasetby

E←{abs(e):e∈E}

whichnullifiesthesignflippingstepinXMix.
2)Clusterencodeddataset: Giventheseabsolute-value
images,werecoverthemappingφthatdetermineswhich
originalimageswereusedtogenerateeachencodedimage.
Weachievethisbytraininganeuralnetworktodetectwhen
twoencodingsweregeneratedfromthesameoriginalimage.
Thisletsusbuildagraphofpairwisesimilaritybetween
encodings,fromwhichwecanextractonecliqueper
originalimagewiththeverticesinthiscliquecorresponding
totheencodingsgeneratedfromthatoriginalimage.

3)Recoveroriginalimages:Then,giventheencodedimages
andthemappingφ,werecover(anapproximationof)the
originallabeledimagesX.
Thisstepinvolvessolvinganunder-determined(nonlinear)
systemofequationsviagradientdescent.Becausethe
systemisunder-determined,itisprovablyimpossibleto
recovertheoriginalimagespixel-perfect,howeverthisdoes
notpreventreconstructionsthathavehighsimilaritytothe
originalimagesbothqualitativelyandquantitatively.

Wereleasethesourcecodeofourattackasautilitythatcanbe
usedtobreaktheprivacyofarbitraryInstaHideencodedimages.
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Aswewillshow,ourattackishyperparameterfree(exceptfor
thesizesoftheimages)andtheoneconfigurationwerelease
breakstheprivacyofInstaHideonCIFAR-10,CIFAR-100,and
theInstaHidechallenge[14].

C.Clustering

Thepurposeoftheclusteringstageistorecoverφ,thefunction
thatmapsoriginalsourceimagestoencodedimages.Because
eachencodedimagehastwooriginalimagesthatwereused
togenerateit,ourgoalistorecover|X|setsSiofencoded
images,whereeachsethassizeabout|Si|≈2N.Attheendof
thisstep,wewillknowwhichencodedimagesweregenerated
usingeachoriginalimagexi.

Thisstagefollowsfivesteps.

1)Createapairwisesimilarityfunctionsim(ei,ej)→[0,1]
sothatsimishighifeiandejshareatleastonesource
imageandlowotherwise.

2)ConstructthecompleteweightedsimilaritygraphGthat
representstheall-pairssimilarity.

3)Findsets{Sj}
|X|
j=1 byfindingdenselyconnectedcliques.

4)Constructanewbipartitegraphthatmapsthesimilarity
betweeneachencodedeiandthenearestsetSj.

5)AssigneachencodedimageeitotwosetsSj,andassign
eachset|N|encodedimages,minimizingtotalcost.

1)LearningaSimilarityFunction

Ourfirststepoftheattackconstructsasimilarityfunctionsim
thatdeterminesiftwoimageseiandejweregeneratedusing
atleastonesharedoriginalimage.

Inputs: ThepublicdatasetP.

Outputs: Thefunctionsim,sothatsim(ei,ej)is(usually)
1ifφ(ei)∩φ(ej)=∅and0otherwise.

Method: Wetrainaneuralnetworktoapproximatethis
similarityfunctionsim. Wecreatealargetrainingdataset
withexamplesofpairsofimagesencodedtogetherandnot.
Thisneuralnetworkreceivesthetwoinputseiandejstacked
onthechanneldimension(so,concretely,for32×32×3color
imagestheinputtotheneuralnetworkis32×32×6).The
neuralnetworkoutputsasinglescalary∈Randweassign
astandardsigmoidlosssothaty>0whenthetwoimages
shareanoriginalimageandy<0otherwise.

Wetrainasingleneuralnetworktobeusedforallattacksin
thispaper.WeuseaWideResNet-28trainedwithAdamwith
alearningrateof0.1andaweightdecayfactorof5·10−4

for106steps.Weusea32x32downsamplingofImageNetas
thepublicdatasetfollowingtheprocessdescribedin[10],and
theCIFAR-10,CIFAR-100,andSTL-10trainingimagesasthe
privateimages.Weaugmentthetrainingprocesswithstandard
flipsandshifts.Thefinaltrainedmodelreaches91%accuracy
onaheld-outvalidationset.

2)ConstructingtheSimilarityGraph

Inputs: TheencodedimagesE,andthesimilarityfunction
simfromthepriorsubsection.

Outputs: AcompleteweightedsimilaritygraphGthathas
anedgebetweeneachencodedimageeiandejwithweight
equaltosim(ei,ej).

Method: Thisstepistrivial.Weevaluatetheneuralnetwork
onall|E|2pairsofimages.Formodestlysizedencodeddatasets
thisprocessisefficient,forexampleonthe5,000imagecontest
datasetthisstepfinishesin10minutes.

3)IdentifyingDenselyConnectedCliques

Inputs: TheweightedgraphGfromthepriorsubsection.

Outputs: Acoloringoftheverticesinto|X|non-overlapping

subsetsS={S(i)}
|X|
i=1 thatapproximatelymaximizes

S∈Sei∈S,ej∈S

weight(ei,ej).

Inanidealreconstruction,wewouldhavethat

e∈S(i)

φ(e)=1 ∀i=j:

e∈S(i)∪S(j)

φ(e) =∅

Thatis,eachsubsetcontainsencodingsthatshareexactlyone
sourceimage(therepresentativeofthissubset).Moreover,no
twosubsetshavethesamerepresentative.

Method: Thepurposeofthisalgorithmistocreate|X|
clusters,oneforeachoriginalimageinthedataset.Notethat
eachencodedimageisactuallycreatedfrom2differentoriginal
images;however,fornow,wewillsimplyassigneachencoded
imagetojustoneoriginalimage.Thatallowsthissteptobe
asimplerproblemof“coloring”thisgraphwith|X|different
colorsminimizingcost.

Wedevelopagreedyalgorithmtoapproximatelysolvethis
problem.Thecoreofouralgorithmisarecursiveloopthat
iterativelyselectsthenextbestencodedimagetoaddtoan
existingsetusingtheupdaterule

insert(S)=S∪ argmax
e∈E

u∈S(i)

weight(e,u).

Thatis,wegreedilyaddtheclosestexamplethathasthehighest
weightwhenconsideringthoseexamplesthatarealreadyin
theset.Thenwedefine

create(S,M)=insert(insert(...(insert

repeatedM times

(S))...)

ThisletsuscomputethesetsT(i)=create({ei},M)foreach
encodingei∈E.TochoosetheintegerM weselectaconstant
M<N/2(wefoundthatsettingM =N/4worksinpractice).
Atthispoint,weshouldexpectthatthereare|X|distinctsets

amongthecollectionofsets{T(i)}
|E|
i=1.
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Justification: Ifeachstepupuntilthispointwasperfect(i.e.,
ifthesimilarityneuralnetworkreturned1ifandonlyiftwo
encodedimagesweregeneratedfromthesamesourceimage)
thenwithprobabilityalmost1wewouldexpectexactly|X|
distinctsets:oneforeachoriginalimage.Thatis,formally,
wecaninductivelyprovethat s∈T(i)φ(s)>0(andwith
overwhelmingprobabilitythisintersectioncontainsexactly
oneelement).Toseethatthisisthecase,whenwestartwith
asetcontainingasingleelement{ei}andcall{ei,ej} ←
insert({ei})weareguaranteedtohavethateiandejshare
atleastoneoriginalimagex(formally,|φ(ei)∩φ(ej)|>0).
Withprobability 1

|X|weshouldexpect|φ(ei)∩φ(ej)|=1
becauseeachencodedimageisconstructedbypairingtogether
twooriginalimagesatrandom,andsotheprobabilitythattwo
encodedimagessharebothoriginalimagesgiventhatatleast
oneisidenticalis 1

|X|.Theinductivecaseisidentical.

Importantly,ifφ(ei)=(xa,xb),thenbothoftheoriginal
imagesxaandxbhaveequalprobabilityofalsobeingpartof
someotherencodingej.Thus,considereachencodedimage
ethatisgeneratedusingtheimagexb.Theprobabilitythat

xb∈
e∈φ−1(xb)





x∈create(e)

φ(x)





isexactly1/2N,asthishappensonlyifeachcalltocreate(e)
createsasetbasedaroundtheotherprivateimageusedto
generatethatencodinge.Thus,withN=100aswehavein
ourexperiments,wecandiscountthiseverhappening.This
allowsustoconcludethatwewillhave|X|sets.

Unfortunatelythepriorstepsarenotperfect.Asaresult,it
ispossibletohave <|T(i)∩T(j)|<N for aninteger
greaterthanzero.Wecanstillsolvethisproblemapproximately,
however.Giventhe|E|sets,wewanttoclustertheminto|X|
clusters-of-setswherewemaximizethesimilarityofthesetsin
individualclusters.Todothis,weperformk-meansclustering
onthesesets(withk=|X|),wherethedistancebetweensets

isdefinedasd(s,t)=|s∩t||s∪t|. Werunthistoclusterthesets

into|X|differentclustersandthenchooseonerepresentative
(arbitrarily)fromeachclustertoformthesetsS(i).

4)ComputingSimilarityBetweenEncodingsandCliques

Inputs: TheencodedimagesE,the|X|(near-)cliquesS.

Outputs: AnewgraphG thatcomputesthedistancefrom
anyencodedimagee∈EtoeachoftheothersetsS.

Method: Thesimpleststrategyjustcomputestheaverage

v∈Sweight(e,v)foreachS∈S.

Wecandobetter,though.Thissimilaritygraphwasconstructed
withaneuralnetworkthatreceivestwoencodedimagesand
testswhethertheyshareanoriginalimage.Ourproblemisnow
easier:wehave|S(i)|encodedimages,allofwhich(probably)
belongtothesameoriginalimagex,andwewanttotestifan
encodedimageealsobelongstothesameoriginalimagex.

Wethustrainanewsimilarityneuralnetworktoreturn 1if
anencodedimageesharesthesameoriginalimageasaset

ofexamples{e1,e2,e3,...}.Wefindexperimentallythatwe
reachdiminishingreturnsonceweprovidetheneuralnetwork
withmorethan4examples.Thisnewtaskiseasierforthe
networktosolve.Byhaving4examplesofwhattheoriginal
imagelookslike,itiseasierforthemodeltolearntopredict
ifa5thimageusesasimilarbaseimage.Inpractice,thisnew
neuralnetworkincreasesthepredictionaccuracyfrom91%to
96%(reducingtheerrorratebyafactorof2).

ToconstructthesimilaritygraphG wechoosefourimages
ineachsetSatrandom.Then,wecomputethedistancefrom
eache∈Etothefourrepresentativesfromeachset,givingus
abipartitegraphconnectingthe|X|setstothe|E|examples.

D.AssigninganEncodedImagetoanOriginalImage

Inputs: ThenewsimilaritygraphG.

Outputs: Amappingφthatmapsencodedimagestooriginal
images.Ideally,wewillhavethatφ=φ.

Method: Wecansolvethefinalassignmentproblemwitha
singlecalltomincostmaxflow[36].Weconstructasource
nodewithasupplyof2|X|,andasinknodewithasupply
of−2|X|.Then,weconnectthesourcetoeachsetSwith
capacity|N|,eachsetStoeachexampleeiwithcapacity1,
andeachexampleetothesinkwithcapacity2.Themincost
maxflowassignmentwillthereforeassigneachexampleeito
exactlytwosetsS,andassigneachsettoexactly|N|distinct
examplesei,exactlysatisfyingtheconstraintsspecifiedforφ.
Thisgivesusthemappingfunctionφ.

Thefactthateachencodedimagecorrespondtoexactlytwo
originalimages,andeachsetcontainsexactlyN encoded
images,isbuiltintothedesignoftheInstaHidealgorithm:
insteadofrandomlychoosingtwoimagestopairtogetherto
formeachencodedimage,InstaHidegeneratestworandom
permutationsoftheoriginalimagesp(1),p(2)andthenpairs
togethertheelementsinthissequence,soe1isgeneratedfrom

p
(1)
1 andp

(2)
1 ,throughtoeN generatedfromp

(1)
N andp

(2)
N .A

newpermutationisthengenerated,andtheprocessrepeats.

IfInstaHideinsteadrandomlyselectedsetsofsizeapproxi-
mately(butnotexactly)|N|ourattackswouldremaineffective;
itwouldrequireaslightlymodifiedschemebutpreliminary
experimentssuggestthatattacksuccessrateremainsunchanged.

E.RecoveryoftheOriginalImages

Giventheresultingimagespairingsφ,wemustnowreconstruct
theactualvaluesoftheoriginalimages.

1)ASimpleProofofConcept

Atthisstage,wecangatherallencodedimages{exi}that
includethesameoriginalimagexbyinvertingtherecovered
mappingφ.Then,bycomputingthepixel-wisemeanafter
takingtheabsolutevaluẽxi=meane∈S(i)abs(e)weobtainan
approximationoftheabsolutevalueoftheoriginalimages.

Whydoesthiswork?Bytakingtheabsolutevalue,weremove
thepixel-flippinginformation-hidinginducedbymultiplication
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withσ.Then,bytakingthepixel-wisemeanwe“averageout”
thenoisefromalloftheotherimagesthataremixedupwith
thisoneimage,whichgivesusjustthesignal.

Thisrecoversvisuallyrecognizableimages,but(a)wehavelost
thesigninformation,andmoreimportantly(b)weintroducea
largeamountofvisualnoisetotheresultingimages.

2)RecoveringtheMix-UpValuesλ

Inordertodobetter,wewillfirstneedtorecovernotonlyσ
butalsothemix-upvaluesofλused.Fortunately,thisstepis
(almost)trivial.Theunorderedvaluesofλareprovidedtothe
adversarybytheInstaHidealgorithmintheformofthelabels
z—eachlabelinInstaHideisalsomixedupdirectly.

Asaresult,wecan(almostdirectly)readoffthecoefficients
ofλwithoneexception:ifInstaHidemixesuptwoimages
ofthesameclass,thenweobtainasinglelabelwithvalue
l=λi+λj.Becauseitisimpossibletodisentanglethese
values,wesimplyguessλi=λj=l/2.

3)RecoveringOriginalImagesAssumingnoSignFlipping

Giventhisadditionalinformationofλweshowhowtoimprove
therecoveryoftheoriginalimages.Tosimplifyexposition,
webeginbyassumingthatInstaHidedoesnotperformany
pixel-flippingbymultiplyingimageswith{−1,1}d.

Inputs: TheencodedimagesE(withoutpixelflipping),the
mappingφ,andthevaluesofλ.

Outputs: The(near)originalimagesX.

Method: Thisattackisstraightforwardleastsquares.LetA
bea|X|×dunknownmatrix(ifsolvedforcorrectly,with
rowscorrespondingtoimagesx).LetBbea|E|×dknown
matrixwithrowscorrespondingtoimagese.

B= e1 e2 ... e|E|
T

ThenfinallyletletM beasparse|E|×|X|dimensionalmatrix
thatiszeroalmosteverywhereexceptwhenφ(i)=(j,k)where

Mi,j=λei,1 and Mi,k=λei,2.

ThereforeifAwascorrectthenwewouldhavethat

M ·A=B+σ.

whereσisthenoisecomponentforthepublicimages(factored
out).Thereforewecan“just”solvefortheequation

A=M−1(B+σ)=M−1·B+M−1σ≈M−1·B

assumingthatσisdistributednormally.Thereasonthisholds
trueisthatifσissymmetricaboutzero,thentheexpected
meanvalueofM−1σ≈0.

Putdifferently,whatwe’reeffectivelydoingisminimizingthe
“unexplainedvariance”byminimizing

argmin
A∈[−1,1]|X|×d

B−M ·A 2
2 (1)

becausethetruesolutiontothisequationwouldgive

B−M ·A 2
2= (M ·A+σ)−M ·A 2

2= σ22.

andsothisapproachiswelljustifiedaslongasminimizingσ2

isthecorrectobjective—anditisforisotropicGaussiannoise.

4)RecoveringOriginalImagesonFullInstaHide

Itismoredifficulttosolvetheaboveequationifwemask
theimagesbymultiplyingwitharandom{−1,1}dvector.
However,wecanstillrelyonthesameintuitionasbefore.

SolvingEquation1isthesameassolvingtheformulation

argmin
A∈[−1,1]|X|×d

σ22 (2)

suchthatM ·A+σ=B.

Thismodifiedformulationisidentical,butwhileEquation1
willnotgeneralizetothefullInstaHideEquation2will.To
dothis,wemodifytheminimizationtoinsteadsolve

argmin
A∈[−1,1]|X|×d

σ22 (3)

suchthatM ·abs(A)+σ=abs(B)

whereabsistakencomponent-wiseonthematrix.

Wesearchfor A viagradientdescent.Givenanattempted
solutionAwecanusetheconstraintM·abs(A)+σ=abs(B)
tosolveforσ,whichthenletsuscomputetheobjective
σ22.Thereisonecomplicationhere:givenamatrixA,
therearemultiplevaluesσwhichsatisfytheaboveconstraint.
Fortunately,becauseweknowthatitisourobjectiveto
minimize σ22wecangreedilychooseeachentryσijas
thesmallerofthetwocandidates.Alongwithbeingmuch
morecomputationallyefficient,thisapproachhasthebenefit
thatwecansolvethe2normminimizationaswell.

F.AdjustingColorSaturationLevels

Giventherecoveredoriginalimages,werepairtheirsaturation
levelstobetterreflectthedistributionofnaturalimages.

Inputs: ThereconstructedimagesX.

Outputs: Thecolor-adjustedimagesXfixed.

Method: Wefindthatwhilethereconstructionsareofhigh
quality,saturationcurvesaremisalignedbetweentheoriginal
andthereconstructedinputs.Manualadjustmentofthesecurves
iseffective,butwecandevelopanautomatedapproach.

Wetrainatiny(73totalparameter)neuralnetworkforthistask.
Thenetworkreceivesasinputasinglepixel(3RGBcolors),
hasa10-neuronhiddenstate,andthenoutputsasinglepixel
withthenewcolorvalues.Totrainthismodel,wecreatea
newchallengeusingourownimages,runthefullattackupto
thispoint,andrecordthereconstructedimagesalongwiththe
originalimages.Then,wecreateatrainingdatasetmappingthe
reconstructedpixelvaluesontotheoriginalpixelvalues.We
trainthismodelforoneepochon100,000trainingexamples,
andthenapplyitonthefinalimagesforeachofourattacks.
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Original

Reconstructed

(a)CIFAR-10

Original

Reconstructed

(b)CIFAR-100

Fig.3:OurreconstructionattackonInstaHideevaluatedon
CIFAR-10(a)andCIFAR-100(b).Thetoprowofeach
subfigurecontains10originalimagesthatwereencoded,and
thebottomrowourreconstructionofthatimage.

G.Results

Weevaluateourattackonthetwodatasetsconsideredinthe
originalpaper:CIFAR-10andCIFAR-100.Wefurtherevaluate
ourattackonanunknowndatasetchallengereleasedbythe
authorsconsistingof5,000encodedimagesfromanunknown
distributiongeneratedfrom100originalsourceimages.

Becauseourattackishyperparameterfreeandindependent
ofanyparticulardataset(aslongastheimagesarethesame
size—fortunately,alldatasetsconsideredare32×32)wedo
notneedtochangeanydetailstoperformtheattackbelow.

WeimplementourattacksinJAX[37],anumericallyacceler-
atedversionofNumPywithbuiltinautomaticdifferentiation.
WetrainourneuralnetworksusingObjax,4.

1)CIFAR-10andCIFAR-100Results

Constructingtheencodeddataset. Weconstructourown
datasetbyusingtheauthorsexistingopensourcecode.5

Wetakethefirst100imagesinthetestset,andthenencode
thistoadatasetof5,000totalencodedimagesusingthek=6
InstaHideschemedescribedabove.

Ourattackisextremelyeffectiveacrossbothofthesedatasets.
Figure3showsthefirst10imagesofthe100totalimagesin
thedataset.Thefull100examplesaregiveninAppendixC.

Ourattackiscomputationallyefficient.Computingtheinitial
all-pairsdistancetakestwohoursononeGPU,findingthe|X|
cliquestakes2CPU-hours,computingthe|X|×|E|all-pairs
graphtakes19minutes,andthefinalrecoverysteptakes1
minute.Intotal,theattacktook2GPUhoursand2CPUhours.

2)InstaHideChallengeResults

TheInstaHideChallenge[14]wasreleasedbytheInstaHide
authorsasapublicchallengetobreakInstaHide.Theauthors
usethestrongestversionofInstaHideandrelease5,000
encodedimagescorrespondingto100privateimages.Because
onlytheencodedimagesarereleased,wedonothaveground

4https://github.com/google/objax
5https://github.com/Hazelsuko07/InstaHide

OriginalMixed

RecoloredMixed

Original

Reconstructed

Fig.4:ReconstructionattackonInstaHideevaluatedonCIFAR-
10withasingleencodingperprivateimage.Ourattackfirst
trainsaGANtoinvert(i.e.,“re-color”)theabsolutevalueof
themixedimage(top). Whenthere-coloringsucceeds,the
privateimageisextractednear-perfectlybysubtractingthe
publicimageswithhighestsimilaritytothemixture(bottom).

truthavailableandsocannotvisuallycompareourresultswith
theactualimages.Ourattacktakesunderanhourtocomplete.

Figure1showstenoftheoriginalimagesthatwerecovered.
Thecomplete100recoveredimagesaregiveninAppendixC.

H.AnalysisofInstaHide’sSecurityParameters

Theabovereconstructionattackisfullygeneralandbreaks
InstaHideunderthedefensesettingsdescribedbytheauthors
andthereleasedInstaHidechallenge.However,InstaHidehas
two“securityparameters”thatareclaimedtoincreasethe
securityifsetappropriately.Specifically,

•Thetotalnumberofreleasedimages|E|ascontrolledby
thenumberoftimesthedatasetisreplicatedN.Alarger
N isnecessaryforaccuratemodels(e.g.,theInstaHide
challengesetsN =50,butthesecurityisclaimedto
increasewithsallerN.

•TheMixUp-kvaluecontrolsthenumber(k)oforiginal
imagesusedtoformasingleencodedimage.Theauthors
showthatincreasingkdecreasesaccuracy,butclaimthat
increasingkimprovessecurity.

Wenowintroducetwoattacksthatshowneitherofthese
securityparameterssignificantlyincreasetheactualsecurityof
InstaHide.Evenifk>100,InstaHideremainsbrokenunder
thesameattackasabove,andanewattackwedevelopcan
breakInstaHidewhenN=1epochofdataisreleased.

1)AttackingInstaHideWithaSingleEncoding

TwocorecomponentsofourattackonInstaHide,theclustering
stepandfinalimagerecoverystep,exploitthefactthatwehave
accesstomultiplerandomencodingsofeveryprivateimage.
Wenowproposeanalternativeattackstrategythatrecovers
privatedatagivenasingleencodingofeachimage.

Toachievethisstrongerformofattack,weconsiderastronger
adversary(whichlieswithinInstaHide’sthreatmodel).First,
weassumethattheadversaryhasknowledgeofthedistributions
oftheprivatedataXandpublicdataP.Withthisknowledge
alone,ourattacksucceedsinrecoveringthemaskσ,thereby
leakingvisually-identifiablecontentofmixedimages.Second,
torecovermixedimagesfromasingleencoding,wefurther
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assumethattheadversaryhasfullknowledgeofthepublic
datasetP.Whilethislatterassumptionisstrong,thesuccessof
ourattackillustratesthatifInstaHideistoprovideanysecurity
evenwhenreleasingasingleencoding,thenthissecuritymust
partiallyrelyonthesecrecyofthe“public”mixingdataP.

Ourattackproceedsintwosteps(withdetailsdeferredto
below).First,wetrainaGenerativeAdversarialNetwork[38]
tolearnto“re-colorize”[39]encodedimages.Thatis,welearn
themappingabs(x)→ xwherexisamixtureofkimages.
Learningthismappingrequiressomeprioronthedistribution
ofprivatedataX andmixingimagesP.Then,wesimply
computetheimagesimilarityofthemixedimagewithall
publicimagesandrecoverthemixedpublicimagesviathis
simpleprocess(thecomplexityofthisstepislinearin|P|).

Evaluation. WeevaluatethisattackonCIFAR-10foran
InstaHideschemewithk=4.Sinceasingleencodingis
releasedperprivateimage,wemixeachprivateimage(from
thefirst100examplesintheCIFAR-10testset),with3images
fromapublicsetPcontainingtheremaining9,900testsamples.
Theoutputsofourtwo-stageattackareshowninFigure4.

WefirsttrainaGANtolearnthemappingabs(x)→xwhere
xisamixtureofk=4imagesfromtheCIFAR-10training
set.OurapproachborrowsfromtheuseofGANstocolorize
grayscaleimages.6Giventheabsolutevalueofamixedimage
abs(x),thegeneratoristrainedtooutputamask̂σ∈[−1,1]
sothatabs(x)◦̂σisindistinguishable(tothediscriminator)
fromunmaskedmixedimages.Inamajorityofcases,theGAN
re-coloringsuccessfullyrecoversmostoftherandommaskσ.

Inthesecondstep,givenare-coloredmixedimagex,we
iterateoverthepublicdatasetPandcompute,foreachpublic
imagep,theStructuralSimilarityIndex,SSIM(x,p)[40].We
selectthepublicimagewithhighestsimilarity,subtractitfrom
themixture(wesimply“guess”thatthemixingweightis
λ= 1

k),andrecurse.Thatis,werecomputethestructural
similaritywiththeremainingpublicimagesandrepeatuntil
wehavesubtracted3publicimages.Thisstepcouldpotentially
beimprovedbylearningasimilarityfunction,aswedidin
SectionIV-CforourattackontheInstaHidechallenge.

Thesuccessofthesecondstepiscontingentonthefirst.Given
anaccuratere-colorization,subtractingthepublicimageswith
highestsimilaritytothemixturerecoversanear-perfectcopy
oftheprivateimage.Forthe100encodingswegenerated,our
attackrecoversthe3publicmixingimagesin69%ofcases,
andatleast2/3in85%ofcases.

2)AttackingInstaHidewithaLargerMixUp-k

RecallthattheparameterkinInstaHidecontrolsthenumber
oftotalimagesmixedtoformoneencodedimage.Theauthors
arguethatlargervaluesofkresultinstrongerversionsof
thescheme.SpecificallytheauthorsclaimbreakingInstaHide
requiresO(|P|k)work.OurattackabovebreaksInstaHidefor
thesettingk=6,howeverasthisisasecurityparameterit

6https://github.com/karoly-hars/GAN_image_colorizing.

isreasonabletoaskiflargervaluesofkwouldpreventour
proposedattack.

Wefinditwouldnot.Surprisingly,wefindthataskgetslarger
ourreconstructionattackbecomesbetter.InEquation2we
treatthenoiseσ,whichisonlypresentbecauseofthepublic
images,aspointwiseGaussiannoise. Whenk=6thisis
alreadyanacceptableapproximationandtheattacksucceeds.
Butaskgrowslarger,thisapproximationgetsbetterandbetter.
Infact,fork→∞ weshouldexpectthattheaverageoverall
publicimageswillresultinnonoise.

V.CONCLUSION

Trainingneuralnetworkswhilepreservingdataprivacyisof
clearimportanceinmanysettings[22],[41].Inprinciple,
trainingmodelswithprovableprivacyguaranteesispossible:
securemultipartycomputation[42],[4],[43]orfullyhomomor-
phicencryption[44],[45]canprovideprovablecryptographic
guaranteesontheconfidentialityofuserdataduringtraining,
anddifferentialprivacy[46],[47],[9]canboundthestatistical
leakageoftrainingdataforthefinalmodel.

Astheseprovableguaranteescancomeatahighcostin
performanceandaccuracy,recentworkhasproposedalternative
instance-encodingschemesthataimtoofferstrongprivacy
guaranteeswithlittleoverhead.Instantiationsoftheseproposals,
suchasInstaHide[10],oftenlackrigorousnotionsofprivacy
andrelyonad-hocsecurityarguments.

Wehaveformalizednatural(cryptographic)privacynotionsfor
instanceencodingschemes,andhaveprovenstrongbarriers
againstachievingthese.Specifically,wehaveshownthatany
encodingschemethatallowsfortrainingaccuratemodels
cannotprovidesimilarindistinguishabilityguaranteesasMPC.

Wehavethusfurtheraskedwhetherexistinginstance-encoding
schemessatisfyweakerprivacynotions,inparticularavery
weaknotionofsecurityagainstreconstructionattacks.Wehave
shownsuccessfulreconstructionattacksonInstaHide[10],
andinparticularwehavesucceededinfullybreakingthe
challengepostedbytheauthors.Ourattacksdirectlycontradict
theheuristicprivacyargumentsthatunderlietheInstaHide
construction.Assimilarconstructionsunderlieotherrecent
proposalsforprivatetraining[11]andinference[48],these
heuristicschemescanlikelybedefeatedbysimilarattacks.

Thegoalofprivatelytrainingneuralnetworkswithoutsacrific-
ingperformanceisnotable,andwehopeitwillbeachievable
inthefuture.Yet,toenablemeaningfulprogress,proposed
schemesshouldstrivetoprovidepreciseandfalsifiableprivacy
claims,inplaceofad-hocsecurityarguments.
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APPENDIXA
PROOFS

A.ProofofTheorem3

Proof.Wefirstshowthattheencodingsofdatasetssampled
fromDc1andD1−c1aredistinguishablewithadvantage0.99−
2δ(n),byadistinguishingalgorithmq.Thealgorithmqgets
S̃whichiseithertheencodingofadatasetsampledfromDc1
orD1−c1.ThenittrainsamodelhbyapplyingLonS̃.Then
itqueriesthemodelhonthetestseton1000samplesfrom
Dc1.Sincethetrainingaccuracyofhshouldbebetterthan
0.51withrespecttoeitherc1or1−c1withprobabilityat
least1−δ(n),thealgorithmqcandistinguishthetwocasesby
lookingatthepredictionsofthetrainedmodelontheexamples
Inparticular,ifthepredictionsweremostlyagreeingwithc1
theadversaryoutputs1otherwiseitoutputs0.Specifically,
conditionedonthemodeltrainedbeing0.51correctonboth
datasetssampledfromc1andc2,thealgorithmwouldbeable
todistinguishcorrectlywithprobabilityatleast0.99usinga
Chernoffbound.Thenapplyingaunionboundwecanbound
thesuccessofthealgorithmby0.99−2δ(n).

Pr[q(E(Dnc1))=1]−Pr[q(E(D
n
1−c1))=1]≥0.99−2δ(n)(4)

Sofar,wehaveshownthatanalgorithmcandistinguish
betweentheencodingofDnc1andD

n
1−c1.Butnotethatwestill

donothavearealattackasthedatasetssampledfromthese
distributionsarenotlabeledaccordingtothesameconcept
function.Intherestoftheproofweseehowwecanuse
Inequality4toprovethatthereareatleasttwodistributions
thatarelabeledaccordingtothesameconceptfunctionand
thattheirencodingsarestilldistinguishable.

Toprovethis,weusethreehybridarguments.Weconstructtwo
distributionsDaandDbasfollows.LetDabeadistribution
consistingoftwopartsDa≡

1
2Da1+

1
2Da2where

Da1=(D,0)|c1(D)=c2(D)=0

Da2=(D,1)|c1(D)=c2(D)=1.

WealsoconstructDb=
1
2Db1+

1
2Db2suchthat

Db1=(D,0)|c1(D)=1∧c2(D)=0

Db2=(D,1)|c1(D)=0∧c2(D)=1.

NotethatDa isconstructedinawaythatitslabelsare
consistentwithbothc1andc2,whileDbisconstructedin
awaythatitslabelsareconsistentwithbothc2and1−c1

NowconsideranadversaryAc1 thatwantstodistinguish
betweenencodingsofdatasetssampledfromDc1 andDa,
usingthealgorithmqdescribedabove.Wedefine:

Adv(Ac1,n)=Pr[q(E(D
n
a))=1]−Pr[q(E(D

n
c1))=1](5)

ConsideranadversaryAc2thattriestodistinguishencodingsof
twodistributionDbandDausingthealgorithmq.Wedefine:

Adv(Ac2,n)=Pr[q(E(D
n
a))=1]−Pr[q(E(D

n
b))=1](6)

Similarly,wedefineA1−c1anditsadvantageasfollows:

Adv(A1−c1,n)=Pr[q(E(D
n
b))=1]−Pr[q(E(D

n
1−c1))=1] (7)

Puttingthesetogether,applyingtriangleinequalityonEquations
(5),(6)and(7)wehave:

Adv(Ac1,n)+Adv(Ac2,n)+Adv(A1−c1,n)

≥ Pr[q(E(Dnc1))=1]−Pr[q(E(D
n
1−c1))=1]

≥0.99−2δ. (ByInequality(4))

Thereforebyanaveragingargumentatleastoneofthe
advantagesmustbeatleast0.99−2δ(n)/3.

Withoutlossofgenerality,assume Adv(Ac1)≥0.99−2δ(n)/3.
Nowconsideraseriesofn+1distributionsT0,...,Tnwhere
T1=Dc1 andTn=Daandfor1≤i<nwehaveTi=
i
n·Da+

(n−i)
n Dc1.Usingnhybridargumentswecanshow

thatthereexisti∈nsuchthatqwouldbeabletodistinguish
theencodingofoneTifromTi+1.Namely,

Pr[q(E(Tni))=1]−Pr[q(E(T
n
i+1))=1]≥

0.99−2δ(n)

3
.

Now,weconstructtheadversarythatprovesthetheorem.
AdversaryAtriestobreakc1andoutputsTiasthedistribution
ofsamples.Then,forthetwochallengepoints,theadversary
sample(x0,y0)and(x1,y1)jointlybyfirstselectingarandom
bitbforthelabelandsettingy0=y1=bandthensampling
(x0,x1)from(D|c1(D)=b,D|c2(D)=b∧c1(D)=b).

Thiswayofsamplingensuresthatthelabelofthetwochallenge
samplesarelabeledthesameaccordingtoc1.

B.ProofofTheorem4

Proof.TheadversaryfirstlearnsavectorofclassifiersG=
(h1,...,hm)whereeachhiistrainedbysamplingnexamples
fromD andlabelingthemaccordingtoci.Theadversary
wouldmakesurethateachhihasencodedaccuracyatleast
1− (n)byrepeatingtheprocessanexpected 1

1−δ(n)number
oftimes.Thereforetheexpectedrunningtimeofacquiring
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suchclassifiersisO(m·n/(1−δ(n)).Nowbylinearityof
expectationwehave

E
x←D
x←Dn−1

x̃←E1X(x,x)

|F(x)−G(̃x)|

|F|
≤ (n).

Therefore,usingtheMarkovinequality,foranyτ>0wehave

Pr
x←D
x←Dn−1

x̃←E1X(x,x)

|F(x)−G(̃x)|

|F|
≤ (n)+τ ≥

τ

τ+ (n)
.

Whichmeansifwesetτ=γ− (n)weget

Pr
x←D
x←Dn−1

x̃←E1X(x,x)

|F(x)−G(̃x)|

|F|
≤γ ≥1−

(n)

γ
.

Ontheotherhand,bythe(m,γ)-richness,foranỹxwehave

Pr
x←D

|F(x)−G(̃x)|

|F|
≥γ ≥0.99.

Nowforgeneratingthedistinguishingsamplestheadversary
Asamplestwopoints(x0,x1)jointlyfromDconditionedon
bothofthemhavingthesamelabelaccordingtoc.Andthen
whendistinguishing,itdecidesbasedon|F(x0)−G(̃x)|.If
|F(x0)−G(̃x)|≥γoutput1otherwiseoutput0.Theadvantage
ofthisadversaryisequalto

Pr
(x0,x1)←D

2

x←Dn−1

x̃←E1X(x0,x)

|F(x0)−G(̃x)|

|F|
≥γ

− Pr
(x0,x1)←D

2

x←Dn−1

x̃←E1X(x1,x)

|F(x0)−G(̃x)|

|F|
≥γ ≥0.99−

(n)

γ
.

Thisfinishestheproof.

C.ProofofTheorem5

Proof.Intheproofofthetheorem,weleveragealearning
algorithmL definedasfollows:

•Training:GivenadatasetS,trainamodelh←L(E(S)).

•Inference:outputamodelhthatgivenaninstancex,
constructsmultipleencodingse1,...,ek usingxand
thenreturnsthemajorityvoteoverallofthemh(x)=
maj{h(e1),...,h(ek)}.

Havingdefinedthisalgorithm,wecontinuedesigningtheattack.
Theattackalgorithmisasfollows:

1)Theadversaryfirsttrainsamodelhusingm labeled
samplesfromDcusingtheprotocol(E,L),anditkeeps
doingthisuntilthebalancederroroftheclassifierisat
most (m).

2)Givenamodelh,constructaclassifierhthatgivenan
inputx,firstconstructsk=−20ln(τ)/τ2freshencodings
e1,...,ekandthenreturnsthemajorityvoteh(x)=
maj{h(e1),...,h(ek)}.

3)Theadversaryjointlysamples(x0,x1)← (D,D)|
c(x0)=c(x1),untilitfindsapair(x0,x1)suchthat

Pr
x←Dm−1

x̃0←E
1
X(x0,x)

[h(̃x0)=c(x0)]≥1/2−τ/2.

and

Pr
x←Dm−1

x̃1←E
1
X(x1,x)

[h(̃x1)=c(x1)]≥1− (m)−τ/2

4)Theadversaryoutputsx0andx1,andreceivesafresh
encodinguofxbforarandomb.Thenadversaryoutputs
1ifh(u)=c(x0)and0otherwise.

Firstletsseewhatistheadvantageoftheadversaryifitcan
successfullyfindthepair(x0,x1).Theadvantageisequalto

Pr
x←Dm−1

x̃0←E
1
X(x0,x)

[h(̃x0)=c(x0)] − Pr
x←Dm−1

x̃1←E
1
X(x1,x)

[h(̃x1)=c(x0)]

≤
1

2
− (m)−τ.

Nowweprovethateitherwehavethattheerrorofh is
lessthanτortheadversarycansuccessfullyfind(x0,x1)in
polynomialtime. Wedothisbyassumingthathhaserror
largerthanτandthenprovingthatadversarycanfind(x0,x1).
DefineaneventZ(x)forx∈XsuchthatZ(x)=1ifwe
have

Pr
x←Dm−1

x̃←E1X(x,x)

[h(̃x)=c(x)]≤1/2−τ/2.

IfforsomexwehaveZ(x)=1thenusingtheChernoff-
HoeffdingboundwehavePr[h(x)=c(x)]≤τ/4.Hence,
sincetheerrorofhislargerthanτ,wehavePrx←D[Z(x)=
0]≥τ/2.Therefore,thereexistsalabely∈{0,1}suchthat
Prx←D|c(x)=y[Z(x)=0]≥τ/2.

AlsodefineaneventW(x)forx∈XsuchthatW(x)=1if:

Pr
x←Dm−1

x̃←E1X(x,x)

[h(̃x)=c(x)]≤1− (m)−τ/2.

Sincethebalancederrorofhonencodingsislessthan(m)
wehavePrx←D|c(D)=y[W(x)=0]≥τ/2.Therefore,the
probabilitythatPr(x0,x1)←D2[Z(x0) =0∧W(x1) =0∧
c(x0)=c(x1)=y]≥τ

2/8.Thus,theadversarycanfindapair
(x0,x1)bysampling8/τ

2numberofsamplesinexpectation.

Puttingthingstogether,wehaveshownthateithertheadvantage
ortheadversaryortheaccuracyofhishigh.Tofinishthe
proof,weneedtocalculatetherunningtimeoftheadversary.
ThefirststepoftheattackrequiresO(m/δ(m))time.The
secondstepoftheattackjustrequireswritingthedescription
ofhwhichtakesconstanttime.Thethirdstepoftheattack
requiresO(1/τ2)samplesandforeachsamplesweneedO(m)
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timetocalculatetheeventsZandW whichmakestherunning
timeofthethirdstepO(m/τ2)inexpectation.Thereforethe
adversary’srunningtimeisO(m/τ2+m/δ(m))inexpectation.

Weshouldalsodescribetheefficiencyofthelearningalgorithm
generatinghandalsotheefficiencyofhitself.Notethat
althoughhisarandomizedalgorithmasdescribed,wecanuse
standardde-randomizationtechniquestomakeitdeterministic
withoutlosingitsaccuracy.Then,torunh,oneneedstospend
O(1/τ3)timetocalculatetheencodingsandtakethemajority.
EachencodingtakesO(m)time,sooverall,therunningtime
ofhwithoracleaccesstohisO(m/τ3).

APPENDIXB
PIXEL-PERFECTBREAKINSTAHIDEDUETO

IMPLEMENTATIONFLAWS

TheattacksinSectionIVandIV-Hbreakthealgorithmic
foundationofInstaHide,andanyimplementationofInstaHide
wouldbevulnerabletotheseattacks.Weadditionallydiscov-
eredseveralweaknessesintheimplementationofInstaHide
thatallowustoachieveapixelperfectreconstructionofthe
originaldataset.Theseimplementationweaknessesarenot
fundamentaltoInstaHide,andcanbeeasilybecorrected;
nevertheless,wedescribethisattackforcompleteness.

AstheauthorsofInstaHidedidnotreleasethe ground
truthimagesfortheirchallenge,thisattackalsoservesas
acomparisonpointforourother(implementation-independent)
attacks.Toensurethatthisattackdoesnottainttheresultsof
theattackswedevelopedinpriorsections,wedevelopedthis
attackonlyaftercompletingallotheraspectsofthispaper.

Atahighlevel,thisattackexploitstwoweaknessesinthe
implementationofInstaHide(andoftheInstaHideChallenge):

•InstaHidemaskseachencodedimagewitharandom
maskσ.However,insteadofusingacryptograhpically
securerandomnumbergeneratortheimplementationcalls
torch.random,andnumpy.random,whichusesa
MersenneTwister[49].

•TheInstaHideChallengereleasestheencodeddataset
whereeachpixelisrepresentedasa32-bitfloatingpoint
number,4×moreprecisionthantypical8-bitintegers
usedtorepresentimages.

A.PRNGStateExtraction

Pseudorandomnumbergenerators(PRNG),workbymaintain-
ingastatevectorv.Whencallingthegenerator,adeterministic
functionisappliedtothecurrentstatetoyieldanewnumber
tooutput,andanupdatedstate.Critically,ifinitializedwiththe
samestate,aPRNGwillgeneratethesameoutputsequence.

TheInstaHideimplementationusesaMersenneTwister[49]
PRNG,thedefaultrandomnumbergeneratorinNumPy,in
mostofitscomputations.Thisincludestherandomnessin
theencoding,includingselectingwhichoriginalimageswill

beusedtogenerateeachencodedimage,generatingtheλ
values,choosingwhichpublicimagestomixintotheprivate
images,andgeneratingtherandommasksσ.ThisPRNGis
notintendedforsecurity-sensitivepurposes.

WeextractthePRNGstateviabruteforcesearchofthe232

possibleinitialseeds.7Todothisweimplementanefficienttest
that,givenapotentialPRNGseed,allowsustodetermineif
theseedwascorrect.Thisallowsustocheckifanyparticular
seediscorrectinroughly0.1milliseconds. Wethenrepeat
thischeckforeachofthe232possibleseeds.Thistakes120
CPUhours,whichweparallelizeacross100corestoobtain
thesolutioninalittleoveranhour.

OnceweextractthePRNGseed,wecanuseittocomputethe
exactmappingφ,theexactvaluesofλ,and,mostimpotantly,
allowsustoundotheencryptionoperationofmultiplication
byσ.NotethatifInstaHideonlyreleasedabs(e)foreach
encodedimagee,thisattackwouldnotbepossiblebecause
theinformationwouldbetrulydestroyed.

However,becausetheauthorsinsistonmakingananalogyto
encryption(andinstancehiding)bymultiplyingbyarandom
{−1,1}dvector,itispossibleto“decrypt”theoriginalimages
andrecovertheencodedimageswithoutsigninformation
missing.Thisdemonstratesthateventwo mathematically
identicaltechniquescanhaveverydifferentfailuremodes
inpracticalimplementations.

1)High-FidelityImageReconstruction

Givenallofthisinformation(φ,λ,andEwithoutsignflipping),
thereconstructionattackfromSectionIV-E3appliesdirectly.
Figure1showstheresultofthisattackontheInstaHide
challengecomparedtotheimagesweextractusingtheprior
attack.All100reconstructedimagesaregiveninFigure8.

2)Pixel-PerfectRefinement

Weareabletomakeonefinalimprovementthatallowsusto
recoverapixelperfectreconstructionwhengivenaccesstothe
publicdataset.BecausewehavereverseengineeredthePRNG
seed,itturnsoutthatnotonlydowegetaccesstothefunction
φbutwecanevendeterminewhichpublicimageswereused
ineachencodedimage—becausethesevaluesaredetermined
usingthesamePRNG.Asaresultofthis,wenowhavean
over-determinedsystemofequations.Byreplacingthenoise
valueσfromEquation2withtheactualpublicimages,this
reducesthenumberoffreevariablestojustM ·dwhenthere
areM originalimagesofdimensiond.Becausethenumber
ofencodedimagesisgreaterthanthenumberoforiginal
images(andinpractice50×asmanyfortheChallenge)we
canperfectlysolveforthereconstruction.

Unfortunatelyweareunabletomountthisattackontheactual
InstaHideChallenge:theauthorsdonotreleasethepublic
datasetofthechallengedataset.However,wehaveconfirmed
thisattackonCIFAR-10anditworksasexpected.

7Ifthiswascomputationallyintractablethenstrongermathematicalanalysis
wouldallowustorecoverthecompletestate[15].
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APPENDIXC
ADDITIONALFIGURES

Fig.5:Reconstructionofthefirst50imagesintheCIFAR-10
encodeddataset.Ineachpairofrows,theupperimageisthe
originalandthelowerimageisthereconstruction.

Fig.6:Reconstructionofthefirst50imagesintheCIFAR-100
encodeddataset.Ineachpairofrows,theupperimageisthe
originalandthelowerimageisthereconstruction.

Fig.7:Reconstructionofeachofthe100imagesinthe
InstaHideChallengeusingthefullygeneralattack.

Fig.8:Reconstructionofeachofthe100imagesinthe
InstaHideChallenge,usingtheimprovedPRNGcryptanalytic
attackthatexploitsimplementationweaknessesinInstaHide.
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