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ABSTRACT

Data security plays a crucial role in all areas of data transmission, processing, and storage. This
paper considers security in eavesdropping attacks over wireless communication links in aeronauti-
cal telemetry systems. Data streams in these systems are often encrypted by traditional encryption
algorithms such as the Advanced Encryption Standard (AES). Here, we propose a secure coding
technique for the integrated Network Enhanced Telemetry (iNET) communications system that can
be coupled with modern encryption schemes. We consider a wiretap scenario where there are two
telemetry links between a test article (TA) and a legitimate receiver, or ground station (GS). We
show how these two links can be used to transmit both encrypted and unencrypted data streams
while keeping both streams secure. A single eavesdropper is assumed who can tap into both links
through its noisy channel. Since our scheme does not require encryption of the unencrypted data
stream, the proposed scheme offers the ability to reduce the size of the required secret key while
keeping the transmitted data secure.

INTRODUCTION

Consider a wireless communications system that consists of a test article (TA), a telemetry link,
and a ground station (GS) receiver that collects and processes transmitted signals from the TA. In
the world of aeronautical telemetry, such systems may require some real-time processing, and all
links have strict reliability and security requirements. Due to the nature of wireless transmissions,
aeronautical telemetry systems can be vulnerable to a number of factors that degrade reliability
and/or security over telecommunications links. Performance over telemetry links may suffer, e.g.,
due to intersymbol interference from multi-path propagation [1, 2], or due to more sinister distur-
bances such as cyber-attacks [3].

To prevent system attackers from obtaining sensitive information, data security is typically
guaranteed through the use of modern encryption protocols and algorithms. The last few decades,
however, have given rise to a new area of inquiry called physical-layer security [4] that has been
shown to be capable of enhancing security efforts at other layers through coding and signaling ef-



forts at the physical layer of communications systems [5]. In the original work on the subject [6],
Wyner introduced the basic wiretap channel model, and showed how one could use coding tech-
niques similar to error-control coding to devote coding overhead to secrecy rather than reliability.

This paper explores how physical-layer security may affect the level of achievable secure com-
munications in modern telemetry links. We explore the possibility of adding physical-layer security
components to the iNET system. The iNET is the telemetry networking approach that enhances
reliability and security between TA and GS compared to older point-to-point links using network
capabilities [7]. Traditional telemetry systems consist of only a one-way radio link from TA to
GS, but iNET also adds another bidirectional link between the legitimate transmitter and receiver
that leads to increased efficiency and effectiveness on data communication [8, 9]. In this paper, we
propose a new scheme based on physical-layer security and network coding principles that main-
tains data security while reducing the size of the required secret key for the iNET communications
system.

TRADITIONAL ENCRYPTION IN AERONAUTICAL TELEMETRY

AES is a formal encryption method adopted by the National Institute of Standard and Technology
(NIST) of the US government [10] and is accepted in the telemetry industry [11]. The AES en-
cryption algorithm is a block-based algorithm, which means that AES’s encryption and decryption
processes work on a single block of data at a time. Encryption and decryption of a block of data
occur in several rounds using a key. The algorithm’s use case depends on the length of the key. The
term “rounds” refers to the way in which the encryption (or decryption) algorithm mixes the data,
and then re-encrypts (or re-decrypts) it. These processes can be repeated in 10, 12, and 14 rounds
with respective key sizes of 128-bits (16 bytes), 192-bits (24 bytes), and 256-bits (32 bytes). It is
of note that AES’s encryption and decryption functions are performed using the same key, which
makes AES a symmetric encryption algorithm. At the first step of the procedure, data is arranged in
blocks and then encryption (or decryption) operations are executed over multiple rounds, as previ-
ously stated. Each round consists of two main functions (1) substitution, and (2) permutation. The
substitution function exchanges each byte of data based on a non-linear look-up table, while the
permutation function shifts and mixes rows and columns of the blocked data respectively. Figure 1
describes the mathematical encryption and decryption process of the AES algorithm.

AES has superior security performance compared to previous encryption algorithms from the
same family such as Data Encryption Standard (DES), and Triple-DES (3DES), but computational
cost and energy consumption are excessive in each of these algorithms [8]. The performance of
these cryptosystems depends on secure keys, and the sharing of secret keys is one of the biggest
challenges in the application of cryptography today. This holds true for aeronautical telemetry ap-
plications, and designing good key management systems still remains an open problem in teleme-
try networks. This work provides a mechanism to reduce the length of the required key by one half.
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Figure 1: The AES mathematical encryption and decryption process.

SYSTEM SETUP

A. Notation Clarification

In this work, we indicate random variables (such as random vectors) and matrices as capital letters
(e.g. X), and lower case letters denote realizations of their corresponding random variables ().
Calligraphic letters (X') represent alphabets for their associated random variables, and the prob-
ability mass function (p.m.f) of a random variable is denoted by p(x). Superscripts on variables
indicate the length of vectors, and sets used as subscripts denote sub-vectors or sub-matrices that
include only the columns indexed in the set. For instance, Zx is a sub-vector of Z consisting of
only columns with indices in the set X. Superscripts may be omitted when the length of vectors
is clear. In this paper all codes are binary and vectors are row vectors. H(X) is the entropy of X,

defined as
==Y p(x)log, p(x), (1)

reX

and H(X|Y) is the conditional entropy of X given Y that denotes how much entropy a random
variable X has remaining if we already have perfect knowledge of Y. This is given by

HX[Y) =Y py)HX|Y =y) )
yeyY
== > plx,y)log, plzly). 3)
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Finally, mutual information I(X;Y") between two random variables measures the amount of
information obtained about one random variable through observing the other random variable and
is defined as

IX:Y) =33 ple,y) log, p]f”'y) @)
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B.  Proposed Secrecy Coding

Consider the wiretap channel model for the iNET communication system in Figure 2. Here we
see a TA is trying to send a secret message M* to a GS in the presence of an eavesdropper. M*
is assumed to be a length-k binary vector with bits chosen independently, uniformly at random.
There are two telemetry links between legitimate parties (TA and GS); one is encrypted and the
other is unencrypted, and the TA wants to encrypt less data but keep data as secure as possible.
For this purpose, first, the TA divides secret message M k into two parts Mf /2 and M; / 2, then
encrypts M to produces ciphertext S*/2. In practice, the encrypted link could use AES or any other
cryptosystem. To simplify the security analysis, we will assume the crypto-layer is accomplished
using the one-time pad (OTP) encryption technique with the secret key A, which is known to have
perfect secrecy [12]; i.e.,
I(M;; S*%) = 0. 5)
Then, W*/2 be calculated as
Wk/2 — Mlk/Q D M2k/2> (6)

where @ is a bit-wise XOR operation. Then the TA encodes W*/2 into an n-bit codeword X",
and transmits the encrypted message S*/? through the encrypted link, and the codeword X™ over
the unencrypted link to the GS. Again for simplicity, we assume the GS receives each of these
signals error free. In practice, this may require forward error correction. Therefore, the GS is able
to reconstruct M; and W error-free, and finally recover the secret message M.

Now consider the eavesdropper side. The eavesdropper’s channel is a binary erasure channel
(BEC), which means that the eavesdropper receives a bit of either data stream X" or S*/2 each
independently with probability (1 — €;), and (1 — €3), respectively. The signals Zg/ *and Z7,
respectively represent the eavesdropper’s received versions of S¥/2 and X™. We will consider the
security implications of leaking information about M through the eavesdropper’s observed signals.
The symbol ‘?” indicates an erased bit in the eavesdropper’s observed signals.

C. Coset Coding

The encoding of W*/2 into the X™ is done using a secrecy (or wiretap) code. The secrecy coding
we employ is based on a coset coding structure that maps the signal IV, to one of secured code-
words. It should be noted that these types of codes produce codewords without using any secret
keys, and generally use the noise in the communications channel to keep the data secure. Let

Z=2% z§? 7

be the collection of all received signals at the eavesdropper. The best coding strategy in this sce-
nario is to choose a code that maximizes the equivocation

E=H(M|Z). (®)

4



TA GS

Key Key
Stream Stream
¢ Sk/Z ¢ N
m1 my
> Encrypt |---f----------- 1----- --» Decrypt
1
1
M I > M
1
(m1 ® my) X" ! (1 @ 1)
»| Encoder T »| Decoder
1
1
\ 4 \ 4
0d=ao 0d=20
a>? o >?
1 — 1 1 — 1
T Eavesdropper
zy |1z

Figure 2: Wiretap channel model for the iNET.

Let C be an (n,n — (k/2)) binary linear block code, and C = Cy, C1, Cs, ..., Cor/2_; be the cosets
of C. Also let G be an (n — (k/2)) x n generator matrix, and H be a (k/2) x n parity-check matrix
for C. Then define

e
G = M ©)

where G* is the matrix used to encode W, and G’ consists of k/2 linear independent row vectors
from [} that are not in C. The TA encoder function also requires an (n — (k/2))-bit uniformly
random binary auxiliary message 1¥’. Then,

" = [w’ w] G* = [w’ w} {(C;’] =uw'G o wd, (10)

where z" represents the codeword of the corresponding binary message w. Note that, in coset
coding, w'G chooses the coset and wG’ chooses a specific codeword from the coset uniformly at
random.

On the decoding side, the decoder of GS attempts to decode codeword ™ by calculating the

syndrome
o=a"HT, (11)

and because every codeword in a specific coset must have the same syndrome, consequently this
syndrome can be map to the message w using a look up table.



w =00 w=0 w=10 w =11
w = 00 0000 0110 1001 1111
w =01 0111 0001 1110 1000
w =10 1100 1010 0101 0011
w=11 1011 1101 0010 0100

Table 1: A secrecy code table based on coset coding when n = 4, k = 2.

D. Numerical Example

Let us consider that the TA wants to send secret message m = [1 0 0 1] to the GS, through both
telemetry links as shown in Figure 2. The TA divides m into two parts m; = [1 0] and m = [0 1],
and produces binary vector w from m, and my which is equal to w = [1 1]. The TA encrypts m;
to generate ciphertext s¥/2. Let

G* = {G,} =110 (12)
11

The TA’s encoder in (10) gives the secrecy code book as in Table 1. The TA selects w’ at random,
which then selects one of the codewords in the coset corresponding to binary message w = [1 1]
and sends ciphertext s*/2 and codeword 2" to GS through encrypted and unencrypted telemetry
links, respectively. Since we assume that both telemetry links are noise-free, therefore, the GS is
able to receive s*/2 and 2™ without any error. For example, if GS receives 2" = [1 1 0 1], then
the syndrome can be calculated, or code Table 1 can simply be referenced to find that the binary
message is equal to w = [1 1]. Also the GS decrypts s*/2, and get m; = [1 0], and finally can
generate m; as follows

me=my Gw=1[10]@[11]=]01]. (13)

Suppose the eavesdropper receives an erasure-prone version of transmitted codeword z" and
ciphertext s¥/2 due to its noisy channel. For example, if the eavesdropper’s observation on the
unencrypted link is zx = [1 1 7 7], the eavesdropper is unable to get any information about w,
because according to our code table all four messages have a codeword that starts with [1 1]. Even
if, however, the eavesdropper recovers w, there is still confusion about the message m due to the
encrypted text and the network coding to produce W, as given in (6).

EQUIVOCATION EVALUATION

According to our wiretap channel model for the iNET in Figure 2, the eavesdropper has binary
erasure channels with the erasure probabilities of €; and e, for unencrypted and encrypted links
respectively. The ith bit of Z% is then

7 — {?, with probability e, (14

X[, with probability (1 — ¢;),
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and the +th bit of Zg/ %is given as

k2 _

Si

{ ?, with probability e, , (15)

S¥/2 " with probability (1 — &),

where X" and Sf /2 represent the *"-bit of the transmitted codeword and ciphertext, respectively.

Recall that Z = [Z% Zlg/ ?] is the collection of received signals at the eavesdropper. Now we
analyze the equivocation on the message given a specific observation z € Z

H(M|Z) = B(M|Z%, Z5?). (16)
We provide this analysis as a function of €y, €5, which yields the following four cases:

1. Noise-free case (¢; = 0 and €5 = 0).

In this case the eavesdropper can get data from both telemetry links without any error. Hence,
the eavesdropper can reconstruct I/, and the equivocation decreases to the entropy of the
key; i.e.,

H(M|Zy, ZE?) = H(M| X", S¥/2) = H(M|W*?, 5*/?) = H(A). (17)

This shows that when the eavesdropper receives all signals without errors the confusion to
the eavesdropper is only a function of the unknown key, which is consistent with encrypted
system. In the cases that follow we will see how our system adds confusion to the eaves-
dropper when the channels are noisy.

2. Noise on encrypted channel (e; = 0 and €5 > 0).

We now assume the eavesdropper has full access to the unencrypted text and can receive
erasure-prone ciphertext S¥/2 through the encrypted link. The eavesdropper can again re-
construct message W and the equivocation becomes

H(M|Z%, ZE?) = H(M| X", Z8?) = B(M|W*?, ZE?) = H(A). (18)
Just as in case 1, every bit of key contributes to a unique bit of equivocation.

3. Noise on unencrypted channel (¢; > 0 and €5 = 0).

Here the assumption is that the eavesdropper has error-free access to the encrypted link and
has a noisy channel on the unencrypted link. The equivocation in this case is

H(M|Z%, Z&%) = H(M|Z%, S*?) = H(M|Z%) + H(A), (19)

because each bit of key and each bit of confusion brought on from the wiretap code yield
independent bits of equivocation.



4 T ——
- - ]
_ -
35+ -
-
-
-
-
3r -
Ve
e
Ve
25 2
o v
N s
~ L /
= 2 s
Ve
m /
1.5} 7z
Y
Y
1
————— case 1
05k case 2 |
. case 3 and case 4 (lower bound)
— — —case 4 (upper bound)

0 . . . I i i i
0 01 02 03 04 05 06 07 08 09 1

Erasure probability e

Figure 3: The equivocation H(M|Z) curves of proposed scheme with the secrecy code in Table 1.

4. Noise on both channels (¢; > 0 and €5 > 0).

In this scenario, the presence of noise in the telemetry channels, which may be caused by
natural disturbances, does not allow the eavesdropper to have perfect knowledge of either
transmitted signal. Here the eavesdropper experiences erasure channels for both telemetry
links. Thus, the equivocation of this case is lower bounded by the result from case 3 as

H(M|Z%, Z§%) > H(M|Z%, S*?) = H(M|Z%) + H(A). (20)

Moreover, €(k/2) + H(M|Z%, S*/?) is an upper bound for H(M|Z%, Z§/2), because each
erased bit over the encrypted channel can add no more confusion than 1 bit in maximum
case, i.e.,

H(M|Z%, Z8%) < e(k/2) + H(M|Z%, S*?) = e(k/2) + H(M|Z2) + H(A).  (21)

In all these cases, the proposed secrecy code does not rely on the eavesdropper’s computing ca-
pability and it adds confusion to the eavesdropper as a function of the noise in the channel. The
equivocation curves for all cases corresponding to the example of our scheme with the secrecy code
in Table 1 are plotted in Fig 3. Note that as the eavesdropper’s channels get noisier, the secrecy
coding is able to add additional confusion beyond that supplied by the encrypted text.

CONCLUSIONS

Over the last few decades, information security in aeronautical telemetry systems has depended
on cryptographic algorithms, which are deployed at the upper layers of network protocols. These
algorithms require secret keys and proper key management. In this paper, we proposed a coding
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approach for the iNET communication system with the presence of an eavesdropper who is able
to tap into both telemetry links between the two legitimate parties. We showed that the TA can
use the inherent noise of the telemetry channels to help keep the data provably secure. We demon-
strated that our approach not only reduces the length of the key dramatically (by half), but also
requires only low-complexity encoder/decoder operations to deploy. In the worst case (when the
eavesdropper receives all signals error-free) the system retains its security from the encrypted text.
As the quality of the eavesdropper’s observed signals deteriorates, our system adds confusion to
the eavesdropper above and beyond the level obtained using only cryptography.
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