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Abstract—MIMO processing enables jammer mitigation
through spatial filtering, provided that the receiver knows the
spatial signature of the jammer interference. Estimating this
signature is easy for barrage jammers that transmit continuously
and with static signature, but difficult for more sophisticated
jammers: Smart jammers may deliberately suspend transmission
when the receiver tries to estimate their spatial signature, they
may use time-varying beamforming to continuously change their
spatial signature, or they may stay mostly silent and jam only
specific instants (e.g., transmission of control signals). To deal with
such smart jammers, we propose MASH, the first method that
indiscriminately mitigates all types of jammers: Assume that
the transmitter and receiver share a common secret. Based on
this secret, the transmitter embeds (with a linear time-domain
transform) its signal in a secret subspace of a higher-dimensional
space. The receiver applies a reciprocal linear transform to the
receive signal, which (i) raises the legitimate transmit signal from
its secret subspace and (ii) provably transforms any jammer into
a barrage jammer, which makes estimation and mitigation via
MIMO processing straightforward. We show the efficacy of MASH
for data transmission in the massive multi-user MIMO uplink.

I. INTRODUCTION

Jammers are a critical threat to wireless communication
systems, which have become indispensable to society [1]–[3].
Techniques such as direct-sequence spread spectrum [4], [5] or
frequency-hopping spread spectrum [6], [7] provide a certain
degree of robustness against interference, but are no match for
strong wideband jammers. MIMO processing, in contrast, is
able to completely remove jammer interference through spatial
filtering [8] and is therefore a promising path towards jammer-
resilient communications. However, MIMO jammer mitigation
relies on accurate knowledge of the jammer’s spatial signature
(e.g., its subspace or its spatial covariance matrix) at the receiver.
This signature is easy to estimate for barrage jammers (jammers
that transmit continuously and with time-invariant signature):
The receiver can analyze the receive signal from a training
period which provides a representative snapshot of the jammer’s
signature. A more sophisticated jammer, however, may thwart
such a naïve approach, for example by deliberately suspending
jamming during the training period, by manipulating its spatial
signature through time-varying beamforming, or by jamming
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only specific communication parts (e.g., control signals) and
staying unnoticeable during other parts [9]–[11]. In all such
cases, the receive signal during a training period does not pro-
vide a representative snapshot of the jammer’s spatial signature.

A. Contributions

We propose MASH (short for MitigAtion via Subspace
Hiding), a novel approach for MIMO jammer mitigation, and
the first that mitigates all types of jammers, no matter how
“smart” they are. MASH assumes that the transmitter(s) and
the receiver share a common secret. Based on this secret,
the transmitter(s) embed their time-domain signals in a secret
subspace of a higher-dimensional space using a linear time-
domain transform, and the receiver applies a reciprocal linear
time-domain transform to its receive signal. We show that the
receiver’s transform (i) raises the legitimate transmit signal
from its secret subspace and (ii) provably transforms any
jammer into a barrage jammer, which renders it easy to mitigate.
To showcase the effectiveness of MASH, we consider data
transmission in the massive multi-user MIMO uplink. We
provide three exemplary variations of MASH for this scenario,
and we highlight its universality through extensive simulations.

B. State of the Art

The potential of MIMO processing for jammer mitigation is
well known [12]. A variety of methods have been proposed that
aim at mitigating barrage jammers [13]–[22], which either as-
sume perfect knowledge of the jammer’s spatial signature at the
receiver [13]–[15] or exploit the jammer’s stationarity by using
a training period [16]–[22]: References [16]–[18] estimate the
jammer’s spatial signature during a dedicated training period in
which the legitimate transmitters are idle. References [19], [20]
estimate the jammer’s spatial signature during a prolonged pilot
phase in which the jammer interference is separated from the
legitimate transmit signals by projecting the receive signals onto
an unused pilot sequence that is orthogonal to the legitimate
pilots. References [21], [22] propose a jammer-resilient data
detector directly as a function of certain spatial filters which
are estimated during the pilot phase. While these methods are
only effective against barrage jammers, MASH first transforms
any jammer into a barrage jammer and therefore can be used
to improve the efficacy of the aforementioned methods for the
mitigation of non-barrage jammers.



It is widely known that jammers do not need to transmit in a
time-invariant manner. Several MIMO methods have therefore
been proposed for mitigating time-varying jammers [23]–[28].
References [23], [24] consider a reactive jammer that only jams
when the legitimate transmitters are actively transmitting. Such
methods mitigate the jammer by using training periods in which
the legitimate transmitters send pre-defined symbols that can be
compensated for at the receiver. References [25], [26] assume
a multi-antenna jammer that continuously varies its subspace
through dynamic beamforming. Such methods mitigate the
jammer using training periods (during which the legitimate
transmitters are idle) recurrently and whenever the jammer
subspace is believed to have changed substantially. References
[27], [28] consider general smart jammers. To mitigate such
jammers, they propose a novel paradigm called joint jammer
mitigation and data detection (JMD) in which the jammer
subspace is estimated and nulled jointly with detecting the
transmit data over an entire communication frame.

All of these methods make stringent assumptions about the
jammer’s transmit behavior (i.e., that the jammer is a barrage
[13]–[22] or reactive jammer [23], [24], or that its beamforming
changes only slowly [25], [26]), or they require solving a hard
optimization problem while still being susceptible to certain
types of jammers [27], [28]. Moreover, the number of jammer
antennas is often required to be known in advance (see e.g.,
[20], [24], [28]). MASH, in contrast, makes no assumptions
about the jammer’s transmit behavior, does not require solving
an optimization problem, is effective against all jammer types,
and does not require the number of jammer antennas to be
known in advance.

C. Notation

Matrices and column vectors are represented by boldface
uppercase and lowercase letters, respectively. For a matrix A,
the transpose is A

T, the conjugate transpose is A
H, the

submatrix consisting of the columns (rows) from n through m
is A[n:m] (A(n:m)), and the Frobenius norm is kAkF . The
columnspace and rowspace of A are col(A) and row(A),
respectively. Horizontal concatenation of two matrices A and B

is denoted by [A,B]; vertical concatenation is [A;B]. The
kth column and row of A are ak and a

T
(k), respectively. The

N ⇥N identity matrix is IN . The compact singular value
decomposition (SVD) of a rank-R matrix A 2 CM⇥N is
denoted A = U⌃VH, where U 2 CM⇥R and V 2 CN⇥R have
orthonormal columns and ⌃ 2 RR⇥R is a diagonal matrix
whose entries on the main diagonal are the non-zero singular
values of A in decreasing order. The main diagonal of ⌃ is
denoted by � = diag(⌃).

II. SYSTEM MODEL

We consider jammer mitigation in communication systems
with multi-antenna receivers. For ease of exposition, we focus
on the multi-user (MU) MIMO uplink, but we emphasize
that our method can also be applied in single-user (SIMO) or

point-to-point MIMO settings. We consider a frequency-flat
transmission model1 with the following input-output relation:

yk = Hxk + Jwk + nk. (1)

Here, yk 2 CB is the time-k receive vector at the basestation
(BS), H 2 CB⇥U is the channel matrix of U legitimate single-
antenna user equipments (UEs) with time-k transmit vector
xk 2 CU , J 2 CB⇥I is the channel matrix of an I-antenna
jammer (or of multiple jammers, with I being the total number
of jammer antennas) with time-k transmit vector wk 2 CI ,
and nk ⇠ CN (0, N0IB) is i.i.d. circularly-symmetric complex
white Gaussian noise with per-entry variance N0.

We assume that the jammer can vary its transmit character-
istics. For this, we use a model in which the jammer transmits

wk = Akw̃k (2)

at time k, where, without loss of generality, E
⇥
w̃kw̃

H
k

⇤
= II

for all k, and where Ak 2 CI⇥I is a beamforming matrix that
can change arbitrarily as a function of k. In particular, Ak

can be the all-zero matrix (the jammer suspends jamming
at time k), some of its rows can be zero (the jammer uses
only a subset of its antennas at time k), or it can be rank-
deficient in another way. Moreover, there need not be any
relation between Ak and Ak0 for k 6= k0. Our only assumption
is that the number of jammer antennas I is smaller than the
number of BS antennas B.

Our proposed method operates on transmission frames of
length L, and we assume that the channels H and J stay
approximately constant for the duration of such a frame. We
therefore restate (1) for a length-L transmission frame as

Y = HX+ JW +N, (3)

where Y = [y1, . . . ,yL] 2 CB⇥L is the receive matrix, and
X = [x1, . . . ,xL] 2 CU⇥L and W = [A1w̃1, . . . ,ALw̃L] 2
CI⇥L are the corresponding transmit matrices. Note that, since
there are no restrictions for the matrices Ak, W can be arbitrary
and need in general not follow an explicit probabilistic model.

III. ON BARRAGE JAMMERS

We prepare the ground for the exposition of MASH by
considering a class of jammers that is easy to mitigate: barrage
jammers, which transmit noise-like stationary signals over the
entire spectrum [10]. In general, the notion of barrage jammers
neither includes nor excludes the use of transmit beamforming.

We now provide a novel, formal notion of barrage jammers.
This notion explicitly allows for transmit beamforming, as long
as the beams stay constant for the duration of a communica-
tion frame. Following our model in Section II, we consider
communication in frames of length L. During such a frame, a
jammer transmits some matrix W 2 CI⇥L with corresponding
receive interference JW 2 CB⇥L. We denote by I⇤ the rank
of JW, i.e., I⇤ is the dimension of the interference space
which, depending on the jammer’s transmit beamforming type,

1An extension to frequency-selective channels with OFDM is possible [29].
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Fig. 1. Error rate performance of a coherent communication receiver that uses
a training period-based orthogonal projection for mitigating the jammer, least
squares channel estimation, and LMMSE data detection. The setup is described
in Section V and the 10-antenna jammers are a barrage jammer transmitting
i.i.d. CN (0, 1) symbols as well as the jammers 6 and 7 from Section V-C.

can be equal to or strictly smaller than I . We now consider
the compact SVD of the interference, which we write as

JW = U⌃VH. (4)

We call U 2 CB⇥I⇤
the spatial scope of the jammer: The

columns of this matrix form an orthonormal basis of the inter-
ference space in the spatial domain. We call V 2 CL⇥I⇤

the
temporal extension of the jammer within the frame: its columns
form an orthonormal basis of the interference space in the time
domain. Finally, we call � = diag(⌃) = [�1, . . . ,�I⇤ ]T (with
�1 � · · · � �I⇤ > 0) the energy profile, which determines how
much energy the jammer allocates to the different dimensions
in space and time. While the decomposition of the receive
interference in (4) does not assume a probabilistic jammer, our
definition of barrage jammers requires probabilistic behavior:

Definition 1. A barrage jammer is a jammer for which the
columns of V are distributed uniformly over the complex
L-dimensional unit sphere.

Barrage jammers are fully characterized by their spatial
scope U and their energy profile �. Examples are a jammer
that transmits W with i.i.d. CN (0, 1) entries or a jammer that
transmits W = aw

T, with a 2 CI and with w ⇠ CN (0, IB).
Such a formal definition of barrage jammers allows us to see

why barrage jammers can be mitigated easily and effectively:
Consider a length-L communication frame as in (3), where
the jammer is a barrage jammer with compact SVD as given
in (4). For simplicity, let us neglect the impact of thermal noise
by assuming N = 0. If we insert a jammer training period of
duration R at the start of the frame, i.e., if the first R columns
of X are zero, then the corresponding receive signal is

Y[1:R] = JW[1:R] = U⌃(VH)[1:R]. (5)

Since the columns of V are uniformly distributed over the
complex L-dimensional unit sphere, the truncated temporal
extension (VH)[1:R] 2 CI⇤⇥R has full rank min{I⇤, R}
with probability one. So provided that I⇤ � R, we have
col(Y[1:R]) = col(U) with probability one. The receiver can
thus find the jammer subspace col(JW) of the entire frame
from the compact SVD Y[1:R]=Ũ⌃̃Ṽ

H
as col(JW)=col(Ũ),

and it can mitigate the jammer for the entire frame using a pro-
jection matrix P = IB� ŨŨ

H
, which satisfies PJW = 0B⇥L.

A smart or dynamic jammer, in contrast, might stop jamming
during these R training samples, in which case (5) becomes
Y[1:R] = 0B⇥R so that the projection P = IB is simply the
identity, which will not mitigate any subsequent interference
of the jammer, since PJW[R+1:L] = JW[R+1:L].

Similarly, a dynamic multi-antenna jammer could at any
given instant use only a subset of its antennas but switch be-
tween different subsets over time, thereby changing the spatial
subspace of its interference. If col(W[1:R]) 6◆ col(W[R+1:L])
and the columns of J are linearly independent, then
col(JW[1:R]) 6◆ col(JW[R+1:L]), so the projection P will not
completely mitigate the jammer, PJW[R+1:L] 6= 0B⇥(L�R).

Fig. 1 shows the effectiveness of jammer mitigation with an
orthogonal projection based on a training period for a barrage
jammer as well as for two non-barrage jammers (the simulations
of Fig. 1 do take into account the effects of thermal noise N).

IV. MASH: UNIVERSAL MIMO JAMMER MITIGATION
VIA SECRET TEMPORAL SUBSPACE EMBEDDINGS

We are now ready to present MASH. We assume that the UEs
and the BS share a common secret . Based on this secret, the
UEs and the BS construct, in pseudo-random manner, a unitary
matrix C = f( ) which is uniformly (or Haar) distributed
over the set of all unitary L⇥ L matrices.2 Since the jammer
does not know , it does not know C. The matrix C is then
divided row-wise into two submatrices C = [C?;Ck] with
C? 2 CR⇥L and C

K⇥L
k , where R and K are non-negative

integers such that R+K = L. We call R the redundancy, and
we require that R � I⇤, i.e., that the redundancy is at least as
big as the rank of the interference.3

The UEs use the matrix Ck to embed a length-K transmit
signal S 2 CU⇥K in the secret K-dimensional subspace of CL

that is spanned by the rows of Ck by transmitting

X = SCk. (6)

The transmit signal S could consist, e.g., of pilots for channel
estimation, control signals, or data symbols. Embedding S into
the secret subspace requires no cooperation between the UEs:
The uth UE simply transmits the uth row of X, which it can
compute as x

T
(u) = s

T
(u)Ck, where s

T
(u) is its own transmit

signal. With X as in (6), the receive matrix in (3) becomes

Y = HX+ JW +N (7)
= HSCk + JW +N. (8)

Since C is unknown to the jammer, W is independent of C.
(This does not imply a probabilistic model for W—it only
means that W is no function of C.) We make no other assump-
tions about W. In particular, we also allow that W might
depend on H and J (the jammer has full channel knowledge),
or even on S (the jammer knows the signal to be transmitted).

2See [30, Sec. 1.2] on how to construct Haar distributed matrices.
3We do not require this dimension to be known a priori. The choice of R

simply limits number of interference dimensions that can be mitigated.



Having received Y as in (8), the receiver raises the signals
by multiplying Y from the right with C

H, obtaining

Ȳ , YC
H = HSCkC

H + JWC
H

| {z }
,W̄

+NC
H

| {z }
,N̄

(9)

= [0B⇥R,HS] + JW̄ + N̄, (10)

where CkC
H = [0K⇥R, IK ] in (10) follows from the unitarity

of C = [C?;Ck]. We obtain an input-output relation in
which the channels H and J are unchanged, the UEs are idle
for the first R samples and transmit S in the remaining K
samples, the jammer transmits W̄ = WC

H, and the noise is
N̄ = NC

H and is i.i.d. circularly-symmetric complex Gaussian
with variance N0. We call the domain of the input-output
relation (10) the message domain, which contrasts with the
physical domain of (8). We now state our key theoretical result,
the proof of which is in Appendix A:

Theorem 1. Consider the decomposition of the physical domain
jammer interference JW in (8) into its spatial scope U, its
temporal extension V, and its energy profile �. Then the jammer
interference JW̄ in the message domain (10) has identical
spatial scope Ū = U and energy profile �̄ = �, but its temporal
extension V̄ is a random matrix whose columns are uniformly
distributed over the complex L-dimensional unit sphere. Thus,
JW̄ is the receive interference of a barrage jammer.

In other words, MASH transforms any jammer into the
(unique) barrage jammer with identical spatial scope and
identical energy profile. Furthermore, we can see in the message
domain input-output relation (10) that MASH also conveniently
deals with the legitimate transmit signals: The first R columns
of the message domain receive signal Ȳ contain no UE signals
and thus correspond to a jammer training period which can be
used for constructing a jammer-mitigating filter that is effective
for the entire frame (since the message domain jammer is a
barrage jammer). The remaining K columns of Ȳ correspond
to the transmit signal S, which can be recovered using the
jammer-mitigating filter from the training period.

To concretize MASH, we consider the case of coherent data
transmission, for which we propose three different ways to
proceed from (10): (i) orthogonal projection, (ii) LMMSE equal-
ization, and (iii) joint jammer mitigation and data detection. In
coherent data transmission, the transmit signal S = [ST ,SD]
consists of orthogonal pilots ST 2 CU⇥U and data symbols
SD 2 SU⇥(K�U) taken from a constellation S. To simplify
the ensuing discussion, we define [ȲJ , ȲT , ȲD] , Ȳ and
rewrite (10) as three separate equations:

ȲJ = JW̄J + N̄J 2 CB⇥R (11)
ȲT = HST + JW̄T + N̄T 2 CB⇥U (12)

ȲD = HSD + JW̄D + N̄D 2 CB⇥(K�U). (13)
A. Orthogonal Projection

The matrix ȲJ contains samples of a barrage jammer
corrupted by white Gaussian noise N̄J , but not by any UE
signals. We can thus use ȲJ to estimate the projection
onto the orthogonal complement of the jammer’s spatial

scope (cf. Section III). The maximum-likelihood estimate of
the jammer’s spatial scope is given by the I⇤ leading left-
singular vectors U = [u1, . . . ,uI⇤ ] 2 CU⇥I⇤

of ȲJ .4 The
corresponding projection matrix is therefore

P̂ = IB �UU
H, (14)

and the jammer can be mitigated in the pilot and data phase via

ȲP,T , P̂ȲT = P̂H|{z}
,HP

ST + P̂JW̄T + P̂N̄T| {z }
,NP,T

(15)

⇡ HPST +NP,T , (16)

and

ȲP,D , P̂ȲD = P̂HSD + P̂JW̄D + P̂N̄D (17)
⇡ HPSD +NP,D. (18)

where the approximations in (16) and (18) hold because
P̂JW̄T ⇡ 0 and P̂JW̄D ⇡ 0. The BS thus obtains an
input-output relation that is jammer-free and consists of a
virtual channel HP corrupted by Gaussian noise with spatial
distribution CN (0, N0P). The receiver can now estimate the
virtual channel HP, e.g., using least-squares (LS), as follows:

ĤP = ȲP,TS
†
T . (19)

Finally, the data symbols SD can be detected using, e.g., the
well-known LMMSE detector:

ŜD = (ĤH
P
ĤP +N0IU )

�1
Ĥ

H
P
ȲP,D. (20)

B. LMMSE Equalization

The orthogonal projection method from the previous subsec-
tion is highly effective. However, it requires the computation
of a singular value decomposition (of ȲJ ) and the explicit
estimation of the jammer interference dimension I⇤. Both of
these can be avoided if, instead of an orthogonal projection, we
directly use an LMMSE-type equalizer based on an estimate of
the jammer’s spatial covariance matrix CJ , E

⇥
JW̄(JW̄)H

⇤
.

Such an estimate can be obtained from ȲJ in (11) as

ĈJ = 1
RȲJȲ

H
J . (21)

An “LMMSE-type” jammer-mitigating estimate of H based on
(12) is then (the impact of the thermal noise N̄T is neglected)

Ĥ =
⇣
IB +

1

U
ĈJ

⌘�1
ȲTS

†
T , (22)

and the LMMSE estimate of the data SD based on (13) is

ŜD = Ĥ
H�

ĤĤ
H +N0IB + ĈJ

��1
ȲD. (23)

This avoids the calculation of an SVD, but would require us to
invert two matrices of size B⇥B (in (22) and in (23)). However,
using identities from [31], we can rewrite (22) and (23) as

Ĥ =
�
IB � ȲJ

�
UR IR + Ȳ

H
J ȲJ

��1
Ȳ

H
J

�
ȲTS

†
T (24)

4The effective dimension I⇤ of the jammer interference can directly be
estimated from ȲJ as the number of its singular values that significantly
exceed the threshold

p
BN0 which is expected due to thermal noise.
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R
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"

Ĥ
H

1p
R
Ȳ

H
J

#
(25)

ŜD= A(1:U)ȲD. (26)

So we only need to invert an R ⇥ R matrix (in (24)) and a
(U +R)⇥ (U +R) matrix (in (25)). In contrast, the orthogonal
projection approach requires computing the SVD of a B ⇥ L
matrix and the inverting a U ⇥ U matrix (in (20)).

C. Joint Jammer Mitigation and Data Detection (JMD)

JMD is a recent paradigm for smart jammer mitigation. In
JMD, the jammer subspace is estimated and nulled (through an
orthogonal projection) jointly with detecting the transmit data
over an entire transmission frame [27], [28]. JMD operates by
approximately solving a nonconvex optimization problem. In
principle, this can provide excellent performance even without
any jammer training period at all (corresponding to R = 0).
However, JMD suffers from several limitations: (i) it performs
poorly against jammers with very short duty cycle, (ii) it needs
to know the dimension I⇤ of the jammer interference, and (iii) it
does not reliably converge to the correct solution if I⇤ is large.
All of these shortcomings can be substantially alleviated if JMD
is combined with MASH: (i) MASH transforms jammers with
short duty cycles into fully non-sparse barrage jammers, (ii) in
combination with non-zero redundancy (R > 0), ȲJ can be
used to estimate the dimension of the jammer interference (cf.
Footnote 4), and (iii) ȲJ can be used for optimal initialization
to improve performance against high-dimensional jammers.

We exemplarily write down the optimization problem to
solve if the JMD method MAED [27] is enhanced with MASH
(a detailed account will be given in an extended journal paper):

min
P̃,H̃P,S̃D

��P̃[YP,T ,YP,D]� H̃P[ST , S̃D]
��2
F
. (27)

Here, the range of P̃, H̃P, and S̃D are the (B � I⇤)-dimen-
sional Grassmanian manifold, CB⇥U , and SU⇥D, respectively.
MASH allows I⇤ to be estimated from ȲJ (cf. Footnote 4),
and P̃, S̃D, and H̃P can be initialized using the orthogonal
projection method of Section IV-A, which results in high
robustness even against many-antenna jammers.

V. EXPERIMENTAL EVALUATION

A. Simulation Setup

We simulate the uplink of a massive MU-MIMO system
with B = 64 antennas at the BS and U = 16 UEs. The channel
vectors are generated using QuaDRiGa [32] with the 3GPP
38.901 urban macrocellular (UMa) channel model [33]. The
carrier frequency is 2GHz and the BS antennas are arranged
as a uniform linear array (ULA) with half-wavelength spacing.
The UEs and the jammer are distributed randomly at distances
from 10m to 250m in a 120� angular sector in front of the
BS, with a minimum angular separation of 1� between any two
UEs as well as between the jammer and any UE. The jammer
can be a single- or a multi-antenna jammer (see Section V-C).

(a) MASH

interleave
(b) Baselines

Fig. 2. MASH (left) maps a length-K signal S = [ST ,SD] to a length-L
signal X by multiplying with Ck. The baselines (right) map a length-K signal
S = [ST ,SD] to a length-L signal by interleaving it with evenly distributed
zero-symbols (depicted in gray) that serve as jammer training period.

The antennas of multi-antenna jammers are arranged as a half-
wavelength ULA that is facing the BS’s direction. All antennas
are omnidirectional. The UEs use ±3 dB power control.

As in Section IV, we consider coherent data transmission.
The framelength is L = 100, and is divided into a redundancy
of R = 16, T = 16 pilot samples, and L�R� T = 68 data
samples. The transmit constellation S is QPSK, and the pilots
ST are chosen as a 16⇥ 16 Hadamard matrix (normalized to
unit symbol energy). We characterize the strength of the jammer
interference relative to the strength of the average UE via

⇢ , kJWk2
F

1
U ES[kHXk2

F ]
. (28)

The average signal-to-noise ratio (SNR) is defined as

SNR , ES

⇥
kHXk2F

⇤

EN[kNk2F ]
. (29)

As performance metrics, we use uncoded bit error rate (BER)
as well as a surrogate for error vector magnitude (EVM) [34]
which we call modulation error ratio (MER) and define as

MER , E
⇥
kŜD � SDkF

⇤�
E
⇥
SDkF

⇤
. (30)

B. Methods and Baselines

We compare MASH against baselines which, instead of
embedding the pilots and data symbols in a secret higher-
dimensional space, transmit them in the conventional way, but
interleave them with R zero-symbols that are evenly distributed
over the frame and serve as jammer training period (cf. Fig. 2).

MASH-L: This receiver operates as described in Sec. IV-B.
MASH-M: This receiver operates as described in Sec. IV-C.
JL: This baseline operates on a jammerless (JL) system.

The transmitter operates as depicted in Fig. 2(b). The receiver
ignores the receive samples of the jammer training period and
performs LS channel estimation and LMMSE data detection.

Unmitigated (Unm.): This baseline does not mitigate the
jammer. The transmitter operates as depicted in Fig. 2(b). The
receiver ignores the receive samples of the jammer training
period and performs LS channel estimation and LMMSE data
detection as one would in a jammerless environment.

LMMSE: This baseline is identical to MASH-L, except that
it does not use secret subspace embeddings. The transmitter
operates as depicted in Fig. 2(b). The receiver estimates
the jammer’s spatial covariance matrix using the receive
samples YJ from the training period, ĈJ = 1

RYJY
H
J , and

then performs jammer-mitigating channel estimation and data
detection analogous to (22) and (23).
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(e) multi-ant. eigenbeamf. jammer 5
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(f) multi-antenna data jammer 6
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(g) multi-ant. dynamic jammer 7

−5 0 5 10 15 20
10−4

10−3

10−2

10−1

100

avg. SNR per receive antenna [dB]

JL Unm.

MASH-L LMMSE

MASH-M MAED

(h) multi-antenna repeat jammer 8

Fig. 3. Bit error rate (BER) performance of the different MASH implementations and baselines for eight different types of jammers.

MAED: This baseline is identical to MASH-M, except that
it does not use secret subspace embeddings. The transmitter
operates as depicted in Fig. 2(b). The receiver uses JMD and
operates as described in [27].

For the sake of figure readability, we omit the orthogonal
projection variant of Section IV-A from our experiments, which
performs similar to MASH-L. None of the methods is given
a priori knowledge about the dimension I⇤ of the interference
space. The methods that require such knowledge estimate I⇤

as the number of the singular values of ȲJ (MASH-M) or
of YJ (MAED) that exceed 2

p
BN0 (cf. Footnote 4).

C. Jammers
The transmit signals of all jammers are normalized to

⇢ = 30 dB. All multi-antenna jammers have I = 10 antennas.
1 Single-antenna barrage jammer: This jammer transmits

i.i.d. CN (0, 1) symbols in all samples.
2 Single-antenna data jammer: This jammer transmits i.i.d.

CN (0, 1) symbols in all samples in which the UEs transmit
data symbols5 and is idle in all other samples.

3 Single-antenna pilot jammer: This jammer transmits i.i.d.
CN (0, 1) symbols during the UE pilot transmission period. It
is idle in all other samples.

4 Single-antenna sparse jammer: This jammer transmits
i.i.d. CN (0, 1) symbols in a fraction of ↵ = 0.1 of non-contigu-
ous randomly selected samples and is idle in all other samples.

5 Multi-antenna eigenbeamforming jammer: This jammer
is assumed to have full knowledge of J = U⌃VH and uses
eigenbeamforming to transmit W = VW̃, where the entries
of W̃ are i.i.d. CN (0, 1). By Definition 1, this jammer is
considered a barrage jammer.

5This refers to the samples of the baseline methods as in Fig. 2(b). The
subspace embeddings of MASH entail that data symbols are not transmitted
during specific samples, cf. Fig. 2(a). The same applies to jammers 3 and 6 .

6 Multi-antenna data jammer: This jammer transmits i.i.d.
random vectors wk ⇠ CN (0, II) for all samples k in which
the UEs transmit data symbols and is idle in all other samples.

7 Multi-antenna dynamic-beamforming jammer: At any
given instance k, this jammer uses only a subset of its antennas,
but it uses dynamic beamforming to change its antennas over
time. Specifically, its time-k beamforming matrix Ak contains
at most eight non-zero rows (the index set of these rows is
generated uniform at random) whose entries are drawn i.i.d. at
random from CN (0, 1). The matrix Ak+1 is equal to Ak with
probability 0.95, and with probability 0.05, it is redrawn at
random. The vectors w̃k are drawn from CN (0, II) for all k.

8 Multi-antenna repeat jammer: This jammer is assumed
to have sensing capabilities that allow it to perfectly detect
the UE transmit signal. The jammer then simply repeats the
transmit signal X(1:i) (cf. (6)) of the first I UEs with a delay
of one sample, i.e., W = [0I⇥1,X(1:I),[1:L�1]].

D. Results

The results in Fig. 3, Fig. 4 show that MASH mitigates all
jammers under consideration, and so confirm the universality
of MASH. We start by discussing the BER results of Fig. 3.

When facing the single-antenna barrage jammer in Fig. 3(a),
MASH-L and MASH-M have exactly the same performance
as their non-MASH counterparts LMMSE and MAED. This is
expected, since transforming a barrage jammer into its equiva-
lent barrage jammer changes nothing. LMMSE and MASH-L
perform close to the JL baseline. MAED and MASH-M use a
more complex, nonlinear JED-based data detector [27], and so
are able to perform even better than the JL baseline.

For the more sophisticated single-antenna jammers, however,
the picture changes (Fig. 3(c)–Fig. 3(d)): LMMSE performs
poorly against all of them, since the training receive matrix YJ

does not (or not necessarily, in the case of jammer 4 ) contain



samples in which the jammer is transmitting. MAED performs
just as bad.6 However, MASH-L and MASH-M transform all
these jammers into their equivalent barrage jammers and thus—
as predicted by theory—have exactly the same performance as
they do for the barrage jammer in Fig. 3(a).

For the multi-antenna jammers, we observe the follow-
ing (Fig. 3(e)–Fig. 3(h)): The eigenbeamforming jammer in
Fig. 3(e) is also a barrage jammer (even if it uses beamforming).
So, as in Fig. 3(a), the MASH methods have exactly the same
performance as their non-MASH counterparts. However, since
the jammer now occupies 10 spatial dimensions (instead of 1)
that need to be suppressed, the performance gap between
the mitigation methods and the JL baseline (which does not
have to suppress any dimensions) is larger than in Fig. 3(a)
(the JMD methods MASH-M and MAED now perform worse
than JL in spite of their nonlinear data detectors). For the
multi-antenna data jammers in Fig. 3(f), the non-MASH
baselines fail spectacularly, while the MASH methods still
have the same performance as for the multi-antenna barrage
jammer in Fig. 3(e). Similar obervations apply to the dynamic-
beamforming jammer in Fig. 3(g), except that here, the non-
MASH baselines can estimate parts of the interference subspace
(or all of it, if they are lucky) during the training period
and thus fare somewhat better. Finally, the repeat jammer in
Fig. 3(h) behaves functionally almost like a barrage jammer
and is sucessfully mitigated by all mitigation methods (note
that the jammer transmits different signals for the MASH and
the non-MASH methods). This experiment shows that sneaky
repeat attacks are not able to overcome MASH. This was to be
expected, of course, since row(Ck) is, in general, not closed
under cyclic shifts of the rows of Ck. (However, to prevent
repeat attacks against MASH on the level of entire frames, the
transmitters and receiver should update the matrix C according
to a pseudo-random sequence after every transmission frame.)

The MER results in Fig. 4 show strong agreement with the
BER results in Fig. 3. The only observable difference is that the
nonlinear methods MAED/MASH-M perform slightly better
compared the linear methods JL/LMMSE/MASH-L in terms
of MER than in terms of BER. (This is due to the data symbol
prior of MAED/MASH-M, which pulls symbol estimates to
constellation points and so achieves lower euclidean error than
linear detection even when the underlying decoded bits are
the same.) Even so, the results of Fig. 4 agree with those of
Fig. 3: the MASH methods are the only ones that successfully
mitigate all types of jammers, while the traditional baselines
that do not use subspace embeddings fail in many of the cases.

VI. CONCLUSIONS

We have provided a mathematical definition to capture the
essence of the notion of barrage jammers, which are easy
to mitigate using MIMO processing. We have then proposed
MASH, a novel method where the transmitters embed their
signals in a secret temporal subspace out of which the receiver

6In principle, MAED would be able to mitigate such jammers—if given
knowledge of I⇤ [27]. Here, the problem is that MAED’s estimate of I⇤ will
(wrongly) be zero whenever YJ contains no jammer samples.
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Fig. 4. Modulation error ratio (MER) performance of the MASH imple-
mentations and baselines for the eight types of jammers. The correspondence
between line styles and methods is the same as in Fig. 3. Note that the MER
can exceed 100% when mitigation fails. Note also that the y-axis is scaled
linearly between 0 and 100, and logarithmically between 100 and 1000.

raises them, thereby provably transforming any jammer into
a barrage jammer. Considering a massive MU-MIMO uplink
example scenario, we have provided three concrete variations
of MASH with different performance-complexity tradeoffs.
Numerical simulations have confirmed that these MASH-based
methods are able to mitigate all jammers under consideration.

APPENDIX
PROOF OF THEOREM 1

We rewrite the compact SVD of JW = U⌃VH as a full
SVD JW = U⌃V

H with U 2 CB⇥B ,⌃ 2 CB⇥L, and
V 2 CL⇥L. We then have JWC

H = U⌃(CV)H. Since C is
Haar distributed, so is CV [30, Thm. 1.4]. The compact SVD of
JWC

H = Ū⌃̄V̄
H is Ū=U[1:I⇤] = U, ⌃̄=⌃(1:I⇤),[1:I⇤] = ⌃,

which implies �̄ = �, and V̄ = (CV)[1:I⇤]. Since CV is Haar
distributed, the columns of V̄ are distributed uniformly over
the complex L-dimensional sphere.

REFERENCES

[1] 5G Threat Model Working Panel, “Potential threat vectors to 5G
infrastructure,” CISA, NSA, and DNI, May 2021.

[2] “The unmanned future is at risk,” Indian Defense Review, Aug. 2021.
[3] “Satellite-navigation systems such as GPS are at risk of jamming,” The

Economist, May 2021.
[4] G. Guanella, “Means for and method of secret signaling,” U.S. Patent

2405500, Aug. 1946.
[5] U. Madhow and M. L. Honig, “MMSE interference suppression for

direct-sequence spread-spectrum CDMA,” IEEE Trans. Commun., vol. 42,
no. 12, pp. 3178–3188, Dec. 1994.

[6] N. Tesla, “System of signaling,” U.S. Patent 725605A, Apr. 1903.
[7] W. Stark, “Coding for frequency-hopped spread-spectrum communication

with partial-band interference-part i: capacity and cutoff rate,” vol. 33,
no. 10, pp. 1036–1044, 1985.

[8] Y. Léost, M. Abdi, R. Richter, and M. Jeschke, “Interference rejection
combining in LTE networks,” Bell Labs Tech. J., vol. 17, no. 1, pp.
25–50, Jun. 2012.



[9] R. Miller and W. Trappe, “Subverting MIMO wireless systems by
jamming the channel estimation procedure,” in Proc. ACM Conf. Wireless
Netw. Security, Mar. 2010, pp. 19–24.

[10] M. Lichtman, J. D. Poston, S. Amuru, C. Shahriar, T. C. Clancy, R. M.
Buehrer, and J. H. Reed, “A communications jamming taxonomy,” IEEE
Security & Privacy, vol. 14, no. 1, pp. 47–54, 2016.

[11] M. Lichtman, R. Rao, V. Marojevic, J. Reed, and R. P. Jover, “5G NR
jamming, spoofing, and sniffing: Threat assessment and mitigation,” in
Proc. IEEE Int. Conf. Commun. Workshop (ICCW), May 2018, pp. 1–6.

[12] H. Pirayesh and H. Zeng, “Jamming attacks and anti-jamming strategies
in wireless networks: A comprehensive survey,” IEEE Commun. Surveys
Tuts., vol. 9, no. 2, pp. 767–809, 2022.

[13] G. Marti, O. Castañeda, S. Jacobsson, G. Durisi, T. Goldstein, and
C. Studer, “Hybrid jammer mitigation for all-digital mmWave massive
MU-MIMO,” in Proc. Asilomar Conf. Signals, Syst., Comput., Nov. 2021,
pp. 93–99.

[14] X. Jiang, X. Liu, R. Chen, Y. Wang, F. Shu, and J. Wang, “Efficient receive
beamformers for secure spatial modulation against a malicious full-duplex
attacker with eavesdropping ability,” IEEE Trans. Veh. Technol., vol. 70,
no. 2, pp. 1962–1966, 2021.

[15] M. Chehimi, M. K. Awad, M. Al-Husseini, and A. Chehab, “Machine
learning-based anti-jamming technique at the physical layer,” Concur-
rency and Computation: Practice and Experience, vol. 35, no. 9, 2023.

[16] G. Marti, O. Castañeda, and C. Studer, “Jammer mitigation via beam-
slicing for low-resolution mmWave massive MU-MIMO,” IEEE Open J.
Circuits Syst., vol. 2, pp. 820–832, 2021.

[17] L. Yang, X. Jiang, F. Shu, W. Zhang, and J. Wang, “Estimation of
covariance matrix of interference for secure spatial modulation against
a malicious full-duplex attacker,” IEEE Trans. Veh. Technol., vol. 71,
no. 8, pp. 9050–9054, Aug. 2022.

[18] H. He, T. Su, H. Wang, Y. Teng, W. Shi, F. Shu, and J. Wang, “High-
performance estimation of jamming covariance matrix for IRS-aided
directional modulation network with a malicious attacker,” IEEE Trans.
Veh. Technol., vol. 71, no. 9, pp. 10 137–10 142, Sep. 2022.

[19] T. T. Do, E. Björnsson, E. G. Larsson, and S. M. Razavizadeh, “Jamming-
resistant receivers for the massive MIMO uplink,” IEEE Trans. Inf.
Forensics Security, vol. 13, no. 1, pp. 210–223, Jan. 2018.

[20] H. Akhlaghpasand, E. Björnsson, and S. M. Razavizadeh, “Jamming

suppression in massive MIMO systems,” IEEE Trans. Circuits Syst. II,
vol. 68, no. 1, pp. 182–186, Jan. 2020.

[21] H. Akhlaghpasand, E. Björnsson, and S. Razavizadeh, “Jamming-robust
uplink transmission for spatially correlated massive MIMO systems,”
IEEE Trans. Commun., vol. 68, no. 6, pp. 3495–3504, Jun. 2020.

[22] H. Zeng, C. Cao, H. Li, and Q. Yan, “Enabling jamming-resistant
communications in wireless MIMO networks,” in Proc. IEEE Conf.
Commun. Netw. Security (CNS), Oct. 2017, pp. 1–9.

[23] W. Shen, P. Ning, X. He, H. Dai, and Y. Liu, “MCR decoding: A MIMO
approach for defending against wireless jamming attacks,” in Proc. IEEE
Conf. Commun. Netw. Security (CNS), Oct. 2014, pp. 133–138.

[24] Q. Yan, H. Zeng, T. Jiang, M. Li, W. Lou, and Y. T. Hou, “Jamming
resilient communication using MIMO interference cancellation,” IEEE
Trans. Inf. Forensics Security, vol. 11, no. 7, pp. 1486–1499, Jul. 2016.

[25] L. M. Hoang, J. A. Zhang, D. N. Nguyen, X. Huang, A. Kekirigoda,
and K.-P. Hui, “Suppression of multiple spatially correlated jammers,”
IEEE Trans. Veh. Technol., vol. 70, no. 10, pp. 10 489–10 500, 2021.

[26] L. M. Hoang, D. Nguyen, J. A. Zhang, and D. T. Hoang, “Multiple
correlated jammers suppression: A deep dueling Q-learning approach,”
in Proc. IEEE Wireless Commun. Netw. Conf. (WCNC), Apr. 2022, pp.
998–1003.

[27] G. Marti, T. Kölle, and C. Studer, “Mitigating smart jammers in multi-user
MIMO,” IEEE Trans. Signal Process., vol. 71, pp. 756–771, 2023.

[28] G. Marti and C. Studer, “Joint jammer mitigation and data detection for
smart, distributed, and multi-antenna jammers,” in Proc. IEEE Int. Conf.
Commun. (ICC), May 2023, pp. 1–6, (available as arXiv:2211.07211).

[29] G. Marti and C. Studer, “Single-antenna jammers in MIMO-OFDM can
resemble multi-antenna jammers,” IEEE Commun. Lett., vol. 27, no. 11,
pp. 3103–3107, Nov. 2023.

[30] E. S. Meckes, The random matrix theory of the classical compact groups.
Cambridge University Press, 2019, vol. 218.

[31] K. B. Petersen and M. S. Pedersen, “The matrix cookbook,” Nov. 2012.
[32] S. Jaeckel, L. Raschkowski, K. Börner, and L. Thiele, “QuaDRiGa: A

3-D multi-cell channel model with time evolution for enabling virtual
field trials,” IEEE Trans. Antennas Propag., vol. 62, no. 6, pp. 3242–3256,
Jun. 2014.

[33] 3GPP, “3GPP TR 38.901,” Mar. 2022, version 17.0.0.
[34] 3GPP, “5G; NR; base station (BS) radio transmission and reception,”

Mar. 2021, TS 38.104 version 17.1.0 Rel. 17.


	Introduction
	Contributions
	State of the Art
	Notation

	System Model
	On Barrage Jammers
	MASH: Universal MIMO Jammer Mitigation via Secret Temporal Subspace Embeddings
	Orthogonal Projection
	LMMSE Equalization
	Joint Jammer Mitigation and Data Detection (JMD)

	Experimental Evaluation
	Simulation Setup
	Methods and Baselines
	Jammers
	Results

	Conclusions
	Appendix: Proof of thm:barrage
	References

