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Abstract

We study the problem of locally private mean estimation of high-dimensional
vectors in the Euclidean ball. Existing algorithms for this problem either incur sub-
optimal error or have high communication and/or run-time complexity. We propose
a new algorithmic framework, ProjUnit, for private mean estimation that yields
algorithms that are computationally efficient, have low communication complexity,
and incur optimal error up to a 1 4 o(1)-factor. Our framework is deceptively
simple: each randomizer projects its input to a random low-dimensional subspace,
normalizes the result, and then runs an optimal algorithm such as PrivUnitG in the
lower-dimensional space. In addition, we show that, by appropriately correlating
the random projection matrices across devices, we can achieve fast server run-time.
We mathematically analyze the error of the algorithm in terms of properties of
the random projections, and study two instantiations. Lastly, our experiments
for private mean estimation and private federated learning demonstrate that our
algorithms empirically obtain nearly the same utility as optimal ones while having
significantly lower communication and computational cost.

1 Introduction

Distributed estimation of the mean, or equivalently the sum, of vectors vy,...,v, € R? is a
fundamental problem in distributed optimization and federated learning. For example, in the latter,
each of n devices may compute some update to parameters of a machine learning model based on its
local data, at which point a central server wishes to apply all updates to the model, i.e. add Y | v;
to the vector of parameters. The typical desire to keep local data private necessitates methods for
computing this sum while preserving privacy of the local data on each individual device, so that
the central server essentially only learns the noisy sum and (almost) nothing about each individual
summand v; [20, [11]].

The gold standard for measuring privacy preservation is via the language of differential privacy [21].
In this work, we study this problem in the setting of local differential privacy (LDP). We consider (one-
round) protocols for which there exists some randomized algorithm R : R — M (called the local
randomizer), such that each device i sends R (v;) to the server. We say the protocol is e-differentially
private if for any v,v’ € R? and any event S C M, Pr(R(v) € S) < e Pr(R(v') € S). Ife = 0
then the distribution of R(v) is independent of v, and hence the output of R(-) reveals nothing about
the local data (perfect privacy); meanwhile if & = oo then the distributions of R(v) and R(v’) can be
arbitrarily far, so that in fact one may simply set R(x) = z and reveal local data in the clear (total
lack of privacy). Thus, € > 0 is typically called the privacy loss of a protocol.
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There has been much previous work on private protocols for estimating the mean p := % o v;in

the LDP setting. Henceforth we assume each v; lives on the unit Euclidean sphereE]Sd_l C R% Letfy
be the estimate computed by the central server based on the randomized messages R (v1), ..., R(vp)
it receives. Duchi and Rogers [[18]] showed that the asymptotically optimal expected mean squared
error E ||p — [L||§ achievable by any one-round protocol must be at least Q(m) which is in
fact achieved by several protocols [19, 9, 14} 24]. These protocols however achieved empirically
different errors, with some having noticeably better constant factors than others.

Recent work of Asi et al. [7] sought to understand the optimal error achievable by any protocol. Let
‘R be any local randomizer satisfying -DP, and .A be an aggregation algorithm for the central server
such that it computes its mean estimate as 1 := A(R(v1), ..., R(v,)). Furthermore, suppose that
the protocol is unbiased, so that Efy = p for any inputs vy, . . ., v,. Lastly, let Apivunit, ; RprivUnit.
denote the PrivUnit. protocol of [9] (parameterized to satisfy e-DP EI) Let Err,, 4(A, R) denote

sup [AR(v1), .., R(va)) — pill3

V1 yeenyUy €SI
Asi et al. [7] proved the remarkable theorem that for any n, d:
Errn,d(Aa R) 2 Errn,d(~/4PrivUnit€ ) 7zPrivUnitE ) .

Thus, PrivUnit is not only asymptotically optimal, but in fact actually optimal in a very strong sense
(at least, amongst unbiased protocols).

While this work thus characterizes the optimal error achievable for e-LDP mean estimation, there are
other desiderata that are important in practice. The most important amongst them are the device run-
time (the time to compute R(v)), the server runtime (the time to compute A on (R(v1), ..., R(vn))),
and the communication cost ([log, | M]|] bits for each device to send its R(v) to the server). The
known error-optimal algorithms (PrivUnit [9]] and PrivUnitG [7])) either require communicating d
floats or have a slower device runtime of Q2(e°d). As mean estimation is often used as a subroutine in
high-dimensional learning settings, this communication cost can be prohibitive and this has led to
a large body of work on reducing communication cost [2| 27, 14} 26} [24] [12]. Server runtimes of
these optimal algorithms are also slow, scaling as nd, whereas one could hope for nearly linear time
h

O(n + d) (see(Table 1).

Chen et al. [14]] recently studied this tradeoff and proposed an algorithm called SQKR, which has an
optimal communication cost of £ bits and device runtime only O(d log® d). However, this algorithm
incurs error that is suboptimal by a constant factor, which can be detrimental in practice. Indeed
our experiments in[Section 4] demonstrate the significance of such constants as the utility of these
algorithms does not match that of optimal algorithms even empirically, resulting for example in 10%
degradation in accuracy for private federated learning over MNIST with £ = 10.

Feldman and Talwar [24] give a general approach to reducing communication via rejection sampling.
When applied to PrivUnitG, it yields a natural algorithm that we call Compressed PrivUnitG. While
it yields optimal error and near-optimal communication, it requires device run time that is O(e®d).
These algorithms are often used for large d (e.g. in the range 10° — 107) corresponding to large model
sizes. The values of ¢ are often in the range 4-12 or more, which may be justifiable due to privacy
being improved by aggregation or shuffling [10l (15| 22 25]). For this range of values, the ©(e°d)
device runtime is prohibitively large and natural approaches to reduce this in Feldman and Talwar [24]]
lead to increased error. To summarize, in the high-dimensional setting, communication-efficient local
randomizers are forced to choose between high device runtime or suboptimal error (see[Table T).

Another related line of work is non-private communication efficient distributed mean estimation where
numerous papers have recently studied the problem due to its importance in federated learning [37,
4,129, 12 261 23, 132, 138}, 39]. Similarly to our paper, multiple works in this line of work have used
random rotations to design efficient algorithms [37H39]]. However, the purpose of these works is to

'One often considers the problem for the vectors being of norm at most 1, rather than exactly 1. It is easy to
show that vectors v in the unit ball in R¢ can be mapped to Sq € R***, simply as (v, 1 — ||v||3). Thus up to
changing d to d + 1, the two problems are the same. Since we are interested in the case of large d, we choose
the version that is easier to work with.

There are multiple ways to set parameters of PrivUnit to achieve e-DP; we assume the setting described by

Asi et al. [[7], which optimizes the parameters to minimize the expected mean squared error.



develop better quantization schemes for real-valued vectors to reduce communication to (1+0(1))-d
bits. This is different from our goal, which is to send k < d parameters while still obtaining the
statistically optimal bounds up to a 1 + o(1) factor. Moreover, in order to preserve privacy, our
algorithms require new techniques to handle the norms of the projected vectors, and post-process
them using different normalization schemes, in order to guarantee that the projection error after
post-processing is negligible.

1.1 Contributions

Our main contribution is a new framework, ProjUnit, for private mean estimation which results in near-
optimal, efficient, and low-communication algorithms. Our algorithm obtains the same optimal utility
as PrivUnit and PrivUnitG but with a significantly lower polylogarithmic communication complexity,
and device runtime that is O(d log d) and server runtime O (n+d). We also implement our algorithms
and show that both the computational cost and communication cost are small empirically as well.
[Figure T|plots the error as a function of ¢ for several algorithms and demonstrates the superiority of
our algorithms compared to existing low-communication algorithms (see more details in[Section 4).
Moreover, we show that the optimal error bound indeed translates to fast convergence in our private
federated learning simulation.

At a high level, each local randomizer in our algorithm first projects the vector to a randomly
chosen lower-dimensional subspace, and then runs an optimal local randomizer in this lower-
dimensional space. At first glance, this is reminiscent of the use of random projections in the
Johnson-Lindenstrauss (JL) transform or the use of various embeddings in prior work (such as [14]]).
However, unlike the JL transform and embeddings in prior work, in our application, each point uses
its own projection matrix . The JL transform is designed to preserve distances between points, not
the points themselves. In our application, a random projection is used to obtain a low-dimensional
unbiased estimator for a point; however the variance of this estimator is quite large (of the order
of d/k). Our main observation is that while large, this variance is small compared to the variance
added due to privacy when k is chosen appropriately. This fact allows us to use the projections as a
pre-processing step. With some care needed to control the norm of the projected vector which is no
longer fixed, we then run a local randomizer in the lower dimensional space. We analyze the expected
squared error of the whole process and show that as long as the random projection ensemble satisfies
certain specific properties, the expected squared error of our algorithm is within (1 + o(1)) factors of
the optimal; the o(1) term here falls with the projection dimension k. The required properties are
easily shown to be satisfied by random orthogonal projections. We further show that more structured
projection ensembles, that allow for faster projection algorithms, also satisfy the required properties,
and this yields even faster device runtime.

Although these structured projections result in fast device runtime, they still incur an expensive
computational cost for the server which needs to apply the inverse transformation for each client,
resulting in runtime O(ndlogd). Specifically, each device sends a privated version ©; of W;uv;,
and the server must then compute 27 W T%,. To address this, we use correlated transformations in
order to reduce server runtime while maintaining optimal accuracy up to 1 + o(1) factors. In our
correlated ProjUnit protocol, the server pre-defines a random transformation W, which all devices
then use to define W; = S;W where S; is a sampling matrix. The advantage is then that ) ", AR
is replaced with >, W T9; = W' (3", S;0;), which can be computed more quickly as it requires
only a single matrix-vector multiplication. The main challenge with correlated transformations is
that the correlated client transformations result in increased variance. However, we show that the
independence in choosing the sampling matrices S; is sufficient to obtain optimal error.

Finally, we note without correlating projections each client using its own projection would imply
that each projection needs to be communicated to the server. Doing this naively would require
communicating kd real values completely defeating the benefits of our protocol. However the
projection matrix does not depend on the input and therefore can be communicated cheaply using a
seed to an appropriate pseudorandom generator.

2 A random projection framework for low-communication private algorithms

In this section we propose a new algorithm, namely ProjUnit, which has low communication com-
plexity and obtains near-optimal error (namely, up to a 14 o(1) factor of optimum). The starting point



Run-time Run-time
Utility (client) (server) Communication
Repeated PrivHS
(1924 O(OPT) ed n[e] e - poly(log d)
PrivUnit
] OPT d nd d
SQKR
4 O(OPT) dlog?®d nelogd + dlog? d elogd
CompPrivUnit
24 (I1+0(1))-OPT esd ndlogd e - poly(log d)
FastProjUnit
(Section 2) (1+0(1))-OPT | dlogd ndlogd elog?d
FastProjUnit-corr
(Section 3) (I1+0(1))-OPT dlogd nlog®d + nelogd + dlogd clog?d

Table 1: Comparison of Error-Runtime-Communication trade-offs for different algorithms for private
mean estimation. The last two rows use our algorithms from [Section 2| and [Section 3| with a
communication budget k£ = ¢ log d. PrivUnitG is omitted as it has the same guarantees as PrivUnit
except utility where it has (1 + o(1)) - OPT. We omit constant factors from the run-time and
communication complexities.
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of our algorithms is a randomized projection map in R**? which we use to project the input vectors
to a lower-dimensional space. The algorithm then normalizes the vector as a necessary pre-processing
step. Finally, the local randomizer applies PrivUnitG [7] (see[Algorithm §]in Appendix) over the
normalized projected vector and sends the response to the server. The server then applies the inverse
transformation and aggregates the responses in order to estimate the mean. We present the full details
of the client and server algorithms in[Algorithm I{and|Algorithm 2|

To analyze this algorithm, we first present our general framework for an arbitrary distribution over
projections. In the next sections we utilize different instances of the framework using different
random projections such as random rotations and more structured transforms.

Algorithm 1 ProjUnit (client)

Requlre Input vector v € R?, Distribution over projections .
: Randomly sample transform W € R¥*? from W
Project the input vector vp = W
Normalize uv = Hv H
pll2

Let & = PrivUnitG(u) (as in|Algorithm 8]

Send @ and (encoding of) W to server

A

The following theorem states the privacy and utility guarantees of ProjUnit for a general distribution
over transformation )V that satisfies certain properties. For ease of notation, let Rpy denote the
ProjUnit local randomizer of the client (Algorithm TJ), and Apy denote the server aggregation of



Algorithm 2 ProjUnit (server)

1: Receive w4, ..., %1 from clients with (encodings of) transforms W1, ..., W,
2: Return the estimate =1 3" W, 4,

ProjUnit (Algorithm 2)). To simplify notation, we let

. . d
Errn,d(PHVUnltG) == Errn,d(-Al:’rivUnitGE 3 RPrivUnith) = Cd,e E

denote the error of the PrivUnitG e-DP protocol where Apgivunit. » Rerivunitc, denote the PrivUnitG
protocol with optimized parameters (see|Algorithm 8)) and ¢4 . = O(1) is a constant [7]. We defer
the proof to|Appendix B.1

Theorem 1. Let k < d and assume that the transformations W; € R**? are independently chosen
from a distribution YV that satisfies:

1. Bounded operator norm: E [HW;r Hﬂ <d/k+ Bw.

W, Wiv
Wivll,

2. Bounded bias: HIE { } — UH < /ooy for all unit vectors v € RY.
2

Then for all unit vectors vy, ...,v, € R% setting fi = Apy (Rpy(v1),...,Rpu(vn)), the local
randomizers Rpy are e-DP and

2
1 & k log k
E |- - Zvi < Erry, ¢(PrivUnitG) - (1 + ﬂ + 0 (5—&—0g>> + aw.
i=1 2

d k

2.1 ProjUnit using Random Rotations

Building on the randomized projection framework of the previous section, in this section we instantiate
it with a random rotation matrix. In particular, we sample W € R**? with the structure

d
Wh = \/ZSU, ey

where U € R%*? is a random rotation matrix such that U 'U = I, and S € R¥*? is a sampling
matrix where each row has a single 1 in a uniformly random location (without repetitions). The
following theorem states our guarantees for this distribution.

Theorem 2. Let k < d and W € R**? be a random rotation matrix sampled as described in (T)).
Then for all unit vectors vy, ...,v, € R% setting fi = Apy (Rpuy(v1), ..., Rpu(vn)), the local
randomizers Rpy are e-DP and

1 n
i — - ;vi < Erry ¢(PrivUnitG) - <1 + 0 (z:‘—&—iogk)) + O (]:2) .

The proof follows directly from and the following proposition which proves certain
properties of random rotations. We defer the proof to

Proposition 1. Let W € R¥*? be a random rotation matrix sampled as described in (). Then

E

2
2

1. Bounded operator norm: |WT|| < \/%

2. Bounded bias: for every unit vector v € R%: HE% - UH = O(1/k).

We also have similar analysis for Gaussian transforms with an additional O(+/k/d) factor in the first

term. We include the analysis in[Appendix D|



2.2 Fast ProjUnit using the SRHT

While the random rotation based randomizer enjoys near-optimal error and low communication
complexity, its runtime complexity is somewhat unsatisfactory as it requires calculating Wv for W €
R¥*4_ taking time O(kd). In this section, we propose a ProjUnit algorithm using the Subsampled
Randomized Hadamard transform (SRHT), which is closely related to the fast JL transform [3]]. We
show that this algorithm has the same optimality and low-communication guarantees as the random
rotations version, and additionally has an efficient implementation with O(d log d) client runtime.

The SRHT ensemble contains matrices Wy € R¥*? with the following structure:

Wy = \/gSHD, 2)

where S € R¥* is a sampling matrix where each row has a single 1 in a uniformly random
location sampled without replacement, H € R%*¢ is the Hadamard matrix, and D € R¥¢ is
a diagonal matrix where D;; are independent samples from the Rademacher distribution, that is,
D;; ~ Unif{—1,+1}. The main advantage of the SRHT is that there exist efficient algorithms for
matrix-vector multiplication with H.

The following theorem presents our main guarantees for the SRHT-based ProjUnit algorithm.
Theorem 3. Letr k < d and W be sampled from the SRHT ensemble as described in [2). Then for

all unit vectors vy, . .., v, € RY, setting i = Apy (Rpy(v1), ..., Rpu(vy)), the local randomizers
Rpy are e-DP and
2
1 & log k log? d
E |- ;vi 2 < Ett.a(PrivUnitG) - (1 +0 (ﬁkog» +0 <°i) :

Remark 1. The communication complexity of SRHT-based ProjUnit can be reduced to O(klogd +

1og2 d). To see this, note that @ is a k-dimensional vector. Moreover, the matrix W = /d/k - SHD
can be sent in O(klog d) as follows: S has k rows, each with a single entry that contains 1, hence
we can send the indices for each row using log d bits for each row. Moreover, H is the Hadamard
transform and need not be sent. Finally, D is a diagonal matrix with entries D;; ~ Unif{—1,+1}.
By standard techniques [36] [5], we only need the entries of D to be O(log(d))-wise independent for

to hold. Thus O(log2 d) bits suffice to communicate a sampled D.

The proof of the theorem builds directly on the following two properties of the SHRT.
Proposition 2. Let W be sampled from the SRHT ensemble as described in [2). Then we have

1. Bounded operator norm: E[|WT|]] = E[|W]] < \/d/k.

.
2. Bounded bias: for every unit vector v € R%: HE% —v

= O(log(d)/Vk).
Theorem 3|now follows directly from the bounds of using ayy = O(log?(d)/k). We
defer the proof to|Appendix B.3|

Remark 2. While our randomizers in this section pay an additive term that does not decrease with n

(e.g. og®(d)/k for SRHT), this term is negligible in most settings of interest. Indeed, using
and the fact that Err,, q(PrivUnitG) = cq.d/ne, we get that the final ervor of our SRHT algorithm is

roughly cq .d/ne(1 + o(1)) + O(log?(d) /k). This implies that in the high-dimensional setting the
bias term is negligible.

However, to cover the whole spectrum of parameters, we develop a nearly unbiased versions of these

algorithms in[Appendix A| In particular, we show in[Theorem 6|that our unbiased version has error

e+logk n log(nd/k)
k k '

Erry, o (PrivUnitG) - (1 + 0 (

3 Efficient Server Runtime via Correlated Sampling

One downside of the algorithms in the previous section is that server runtime can be costly: indeed,
as each client uses an independent transformation, the server has to apply the inverse transformation



(matrix multiplication) for each client, resulting in runtime O(nd log d). In this section, we propose a
new protocol that significantly reduces server runtime to O(nlog® d + dlog d + nk) while retaining
similar error guarantees. The protocol uses correlated transformations between users which allows
the server to apply an inverse transformation only a small number of times. However, clients cannot
use the same transformation as this will result in large bias.

The protocol works as follows: the server samples U € R%*? from the Randomized Hadamard
transform: U = HD where H € R?*? is the Hadamard transform, and D € R%* is a diagonal
matrix where each diagonal entry is independently sampled from the Rademacher distribution. Then,
client i € [n], samples a random sampling matrix S; € R¥*<, and uses U to define the transform

W, e RFxd.
W, — \/gsiu 3)

We describe the full details of the client and server algorithms for correlated ProjUnit in
and [Algorithm 4] and denote them Rcpy and Acpy, respectively. We have the following guarantee.

We defer the proof to

Algorithm 3 Correlated ProjUnit (client)

Require: Input vector v € R?.
1: Randomly sample diagonal D from the Rademacher distribution based on predefined seed
2: Sample S € R¥*? where each row is chosen uniformly at random without replacement from

standard basis vectors {e1,...,eq}
Project the input vector v, = SHDv where H € R?*4 i the Hadamard matrix
Normalize © = Hv H

pll2

Let @ = PrivUnitG(u) (as in|Algorithm §)

Send @, and (an encoding of) S to server

AN

Algorithm 4 Correlated ProjUnit (server)

1: Receive 41, . .., @ from clients with (encodings of) transforms Sy, ..., S,

2: Sample diagonal matrices D from Rademacher distribution based on predefined seed
3: Let U = HD where H € R%*? is the Hadamard matrix

4: Return the estimate g = 1UT " | ST,

Theorem 4. Let k < d. Then for all unit vectors vi,...,v, € RY, setting o=
Acpu (Repu(v1), ..., Repu(vn)), the local randomizers Repy are e-DP and
1 < log k log? d
i — - Zvl < Erry, 4 (PrivUnitG) <1 + O (&tqtkog)) + O ( Og]; > .

Moreover, server runtime is O(n log(d) log®(nd) + dlog d + nk).

4 Experiments

We conclude the paper with several experiments that demonstrate the performance of our proposed
algorithms, comparing them to existing algorithms in the literature. We conduct our experiments in
two different settings: the first is synthetic data, where we aim to test our algorithms and understand
their performance for our basic task of private mean estimation, comparing them to other algorithms.
In our second setting, we seek to evaluate the performance of our algorithms for private federated
learning which requires private mean estimation as a subroutine for DP-SGD.

4.1 Private mean estimation

In our synthetic-data experiment, we study the basic private mean estimation problem, aspiring to
investigate the following aspects:
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Our experimentﬂ measure the error of different algorithms for estimating the mean of a dataset.
To this end, we sample unit vectors v, ...,v, € R? by normalizing samples from the normal
distribution N(p, 1/d) (where pu € R is a random unit vector), and apply a certain privacy protocol

NumRep times to estimate the mean Z?:l v;/n, producing mean squared errors ei, . .., eNumRep-

. . NumR
Our final error estimate is then the mean WRep ST e;. We test the performance of several

algorithms: ProjUnit (Subsection 2.1)), FastProjUnit (Subsection 2.2)), FastProjUnit-corr (Section 3)),
PrivUnitG [[7], CompPrivUnitG [7, 24], PrivHS [19], RePrivHS [19, 24], SQKR [14].

In we plot the error for our ProjUnit algorithms as a function of the communication budget
k. We consider a high-dimensional regime where d = 2'® with a small number of users n = 50 and
a bounded communication budget & € [1,2000]. Our plot shows that our ProjUnit algorithms obtain
the same near-optimal error as PrivUnitG for k£ as small as 1000. Moreover, the plots show that the
correlated versions of our ProjUnit algorithms obtain nearly the same error.

To translate this into concrete numbers, the transform W can be communicated using a small seed
(~ 128 bits) in practice, or using klogd + log? d ~ 20400 bits or less than 3kB for d = 10°.
Sending the k-dimensional vector of 32-bit floats would need an additional 4kB. Thus the total
communication cost is between 4 and 8kB. This can be further reduced by using a compressed version
of PrivUnitG in the projected space, which requires the client to send a 128-bit seed. In this setting,
the communication cost is a total of 256 bits. Thus in the sequel, we primarily focus on the £ = 1000
version of our algorithms.

3 d
—e— PrivUnitG 10°3 _e— privunitc
—8— ProjUnit —8— ProjUnit

—e— FastProjUnit —e— FastProjUnit
—&— PrivHS —&— PrivHS
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)
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o
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Figure 3: Run-time (in seconds) as a function of the dimension for (a) ¢ = 10 and (b) € = 16. The
plots for some algorithms are not complete as they did not finish within the cut-off time.

3The code is also available online on https://github.com/apple/ml-projunit


https://github.com/apple/ml-projunit

MNIST (epsilon = 10)

0.90 q

0.85 Figure 4: Test accuracy

> .
2 on the MNIST dataset with
§ 0.80 1 90% confidence intervals as
g : a function of epoch for ¢ =
- —8— Gaussian
S 0.754 —e— PrivUnitG 10.0.
= —e— FastProjUnit (k = 1000)
—8— FastProjUnit-corr (k = 1000)
0.70 4 —8— RePrivHS (R = 5)
0 2 4 6 8
Epoch

Next, we compare the performance of our low-communication algorithms against existing low-
communication algorithms: PrivHS and SQKR. In we plot the error as a function of the
privacy parameter for each algorithm using the best choice of k (bound on communication) for
each algorithm. In particular, we choose k = ¢ for SQKR, num repetitions R = ¢/2 for repeated
PrivHS, £ = 1000 for ProjUnit and FastProjUnit. Moreover, in this experiment we set n = 1
and NumRep = 50 to estimate the variance of each method. The figure shows that PrivHS and
SQKR, while having low-communication complexity, suffer a significantly worse utility than (near-
optimal) PrivUnitG. On the other side, both our ProjUnit algorithms obtain nearly the same error as
PrivUnitG with a bounded communication budget of k£ = 1000.

In our third experiment in [Figure 3] we plot the runtime of each algorithm as a function of the
privacy parameter. Here, we use n = 1, NumRep = 10 and measure the run-time of each method
for different values of the dimension d and privacy parameter ¢, allowing each method to run for 1
hour before interrupting. As expected from our theoretical analysis, the runtime of ProjUnit using
random rotations is noticeably slower than the (high communication cost) PrivUnitG. However,
our SRHT-based FastProjUnit is substantially faster and has a comparable run-time to PrivUnitG.
Moreover, for large € and d, the run-time of compressed PrivUnitG becomes too costly compared to
our algorithms due to the e®d time complexity.

4.2 Private federated learning

Having demonstrated the effectiveness of our methods for private mean estimation, in this section we
illustrate the improvements offered by our algorithms for private federated learning. Similarly to the
experimental setup in [[13]], we consider the MNIST [31]] dataset and train a convolutional network
(see using DP-SGD []] with 10 epochs and different sub-routines for privately estimating
the mean of gradients at each batch. In order to bound the sensitivity, we clip the gradients to have
{5-norm 1, and run DP-SGD with batch size of 600, step-size equal to 0.1, and momentum of 0.5.

shows our results for this experiment, where we plot the test accuracy as a function of
the epoch for each method. The plots demonstrate that our ProjUnit algorithms obtain similar
performance to PrivUnitG, and better performance than the Gaussian mechanism or PrivHS. For
the Gaussian mechanism, we set 6 = 10~ and add noise to satisfy (g, )-DP using the analysis
in [8]. We did not run SQKR in this experiment as it is not sufficiently computationally efficient for
this experiment and has substantially worse performance in the experiments of the previous section.
We also did not run the MVU mechanism [[13]] as their experiments show that it is worse than the
Gaussian mechanism which has worse performance than our methods.

Finally, our private algorithms obtain accuracy roughly 91%, whereas the same model trained
without privacy obtains around 98%. This degradation in accuracy is mostly due to the choice of the
optimization algorithm (DP-SGD with clipping); indeed, even without adding any noise, DP-SGD
with clipping achieves around 91% accuracy, suggesting that other private optimization algorithms
with different clipping strategies (e.g. [34.l6]) may tighten this gap further. As this is not the main
focus of our work, we leave this investigation to future work.
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A Nearly unbiased ProjUnit randomizers

Our randomizers in|Section 2|and [Section 3|may have O(log(d)/k) bias which can become relatively
large when n >> d. In this section, we propose a different normalization technique which allows to
provide a sufficiently small bound on the bias, while still enjoying the same guarantees as the fast
ProjUnit algorithm. We develop versions of this algorithm for both random rotations

and the SRHT transform (Appendix A.2).

A.1 Unbiased variant of ProjUnit using random rotations

In this section, we describe the modification for random rotation matrices. These transformations are
not as efficient as SRHT hence we only present the simple non-correlated version; in the next section
we present our unbiased and correlated sampling procedure for SRHT transforms.

For rotationally symmetric distributions of matrices, we slightly modify the algorithm by scaling the
output of PrivUnitG by a fixed factor c so that it leads to an unbiased estimate of v i.e. E[W 4] = v.

Algorithm 5 Unbiased version of ProjUnit using random rotations (client)

Require: Input vector v € RY.
1: Randomly sample a rotation matrix W € R¥*¢ as described in (T])
2: Project the input vector v, = Wwv
3: Normalize u = H:TPHQ

. o . ; _ [k I((d+1)/2)T(k/2)
4: Letu =c- PerUnltG(u) where ¢ = \/;W
5: Send u and (encoding of) W to server

We present the details of this modification in [Algorithm 5|and state its guarantees in the following
theorem. We let Rpy denote the local randomizer described in

Theorem 5. Let £ < d. For all unit vectors vi,...,v, € RY setting i =
Apy (Rpy(v1), - .., Rpu(vn)), the local randomizers Rpy are e-DP and
1 | log k
. . . €+ log
— i < Erry, q(PrivUnitG) - |14+ O | ————— .
i | < St (10 (S520))

Proof. The proof proceeds in the same way as Theorem[I] We break the error down into two terms:

1 | 1 & ’
ﬂ_ﬁzvi =E EZWiTﬁi—Uz
i=1 2 i=1 2
1 & ’
=K E Z W;ﬂz — CWZT’U@ + CWiT’LLi — V;
2

n 2

T
E W, u; —v;

=1

—
=

H 1 . 2 1
SO E (W s = Wl [5] + —E

2

n 2

-
E W, u; —v;

i=1

2
C—max]E [HW 5 } - Erry & (PrivUnitG) + %E

n i€n

IN

2

where (7) follows from the fact that PrivUnitG is unbiased and E[¢;] = cu;. The first term is bounded
in the same way as before noting that ¢ = 1 + O(1/k) (see|Lemma F.1)). To analyze the second term,

we first show that E[cW," u;] = v; using a change of variables. Let W/ = W;P,” where P; is the
rotation matrix such that P;v; = ey, the first standard basis vector. Due to the rotational symmetry
of the uniform distribution over rotation matrices, Wl’ is also a random rotation matrix. Note that
W,; = W!P;, hence
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By, [cW, w)] = By | ——o PTW' W/ P
wleleud = B | rp, !

1

]
e, Wier
7 2

=cP'E

z

Notice that z; = W TI/V W/er = (W]e;, ||W' T W!ey). Because W/ is a random rotation

matrix (re-scaled by \/d/k), [Lemma F.1|implies that E[z;] = [% ==+=1+

O(1/k) and E[z;] = 0 for all j > 1. Thus, E[z] = 1e; and E[cW, u;] = P,e; = P;1 PvZ = v;.
Because cWiTui is an unbiased estimator of v;, we have

n

2
-
E cW, u; —v;

i=1 2

E

_ iE (B

= ZE [||CW1TU7H§ + ||vl||§ - QCviTWiTui}
i=1
= > E [ewi il + il - 2¢ [T vl

i=1

<t Y (W]

=1

< O(nd/k).

Combining all of these together, the claim follows by noting that Erry 4(PrivUnitG)/n =
Err,, o(PrivUnitG) = ©(d/ne). O

A.2 Nearly unbiased SRHT-based randomizers

While rescaling by a constant was sufficient to debias the random rotation based randomizer, it is
not clear whether such rescaling can debias the SRHT ProjUnit randomizer as it is not rotationally
symmetric. To address this, we propose a different normalization technique for the SRHT randomizer
which allows to provide tighter upper bounds on the bias. We provide the details for our new client
and server protocols in[Algorithm 6|and|Algorithm 7| respectively.

Let Rypy denote the unbiased ProjUnit local randomizer of the client (Algorithm 6)), and Aypy
denote the server aggregation of unbiased ProjUnit (ATgorithm 7). We have the following guarantees
for this procedure.

Theorem 6. Let k < d and § = k/nd. Assume k > max{e + logk,log?(nd)}. Then for all

unit vectors vy, . . ., v, € RY, setting ji = Aupu (Rupu(v1), - - -, Rupu(vn)), the local randomizers
Rupuy are e-DP and

e+logk n log?(nd)

< Erry, q(PrivUnitG) - | 1+ O 3

1 |
ﬂ_gzvi
i=1 2
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Algorithm 6 Nearly Unbiased ProjUnit (client)

Require: Input vector v € R?, Bias bound probability &.

1:
2:

AR A

Randomly sample diagonal D from the Rademacher distribution based on predefined seed
Sample S € R**9 where each row is chosen uniformly at random without replacement from
standard basis vectors {e1,...,eq}

Let W = \/d/kSHD

Set C' =14 O(4/log?(k/d)/k)
Project the input vector v, = Wv
Complete the norm then normalize:

2 . 2
& (/O TlR) . it It <o
(vip 0) , otherwise

lloplly?

u =

Let @ = PrivUnitG(u)
Send C, @ and (encoding of) S to server

Algorithm 7 Nearly Unbiased ProjUnit (server)

1: Receive C, 44, ..., 41, from clients with (encodings of) transforms Sy, ..., S,

2:
3:
4:

Sample the diagonal matrices D from the Rademacher distribution based on predefined seed
Let U = HD for where H € R%*? is the Hadamard matrix
Return the estimate

VC 1 o1
= Tl k
i nU;:lS”u[ ]

Proof. Note that fi = @ S W1 : k). Thus we get

_ L axE [H\chmiu k] — v

“

2
I
H—== Ui

2

i=1

2

N i€n]

} = STENVOW, wil1 k] — v, VOW (1 < k] — vy)
i£j
Q)

Now we upper bound both terms in (3)) separately. Note that[Corollary F.I|implies that with probability

at least 1 — nd we have ||W; vz||2 (14 C1y/log®(k/5)/k) ||vil, for all i € [n]. We let E denote
the event that this event holds. Note that P(E) > 1 — § where 6 = né.

We begin with the second term in (3)). Let C' = 1+C41/log?(k/8)/k for appropriate constant C; > 0.

Note that W, = \/d/kS; HD, taking expecations over the randomness of the local randomizer, and
noticing that PrivUnitG is unbiased, we have that for ¢ £ j

E(VCW, a,[1 : k] — v;, \/aVVjTﬂj[l k] — ;) = EVCW, w1 : k] — v, \/5W]Tuj [1:k]—vj)

(6)
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Since W; = \/d/kS;HD and W; = /d/kS; HD, we have
E [(\/BWiTui[l K] — vy, VOW, 11 K] — vj>]
=E (W, Wiv; — v, W Wjv; —v;) | E] P(E)
+E [(VOW, Wivs/ |[Wiilly = 01, VOW] Wi/ [Wywsll, — vg) | E<| P(E)
<ol E[(W,"W; — I)(W, W, — I) | E]v; + 6(2Cd/k + 2)
<] E[DH(d/kS;' S; — I)(d/kS] S; — I)HD | EJv; + 6(2Cd/k + 2)

g |E[d/kS; S; — I| ]|, |Eld/kS} S; — I'| ||, + 6(2Cd/k + 2)

< O((6d/k)?) + 6(2Cd/k +2) < O(dd/k),
where inequality (¢) follows since ||E[d/kS] S; — I | E]||, < O(6/k) since

I =E[(d/k)S; Si] = E[(d/k)S] Si | EIP(E) + (1 — P(E))E[(d/k)S; S; | E°]
which implies that
I— (1-P(E))E[(d/k)S]S; | E°]

P(E) '

Since P(E) > 1—6 and ||(d/k)S;" Si||,, < (d/k), this shows that || (E [(d/k)S;"S; | E] —I) v, =
O(dd/k).
Now we proceed to analyze the first term in (3. Note that for any i € [n]

E [Hﬁwfai[l K] — o z] —E [H\FCWJM[I k] = VOW, w1 s k] + VOW, will : k] — v,

E[(d/k)SiTSz‘ | E] =

)

9 o [ijaiu k] — W[l k]||j} +E {chwfuiu k] — v

)

(g) CE [”W;H;] - C - Erry g4+q (PrivUnitG) + E {H\/EW;“Z‘H L] =i

2

2} ’
where (i) follows since E[@;] = u; as PrivUnitG is unbiased, and (i¢) since PrivUnitG is applied for
k + 1 dimensional vectors of squared norm C, hence its error is C' - Erry ;41 (PrivUnitG). For the

first term, as ||W;||> < d/kand C = 1+ 01 log?(k/8) /k, we have:

c? ||WTH2 Erry gy 1 (PrivUnitG) < C? fckH sk 1

d c
_ 025%5 Gkl (1 4 1/k)

d,e

d e+ logk
— (2 .
=C Cd.e (1+O< ’ )>

1 log
= Erry q(PrivUnitG) - (1 +0 (6 +k0gk: Ty ](f/a))) ,

where the third step follows from [Proposition 3] For the second term, we have
2 2
IE[H\/anu,[l : k‘] — Uy 2] =E l:H\/éWzTuz[l : k‘} - \/GWITWﬂ}L + \FCWiTWivi — U; 2:|
< 2CE |||[W; w[1 - k] — W, W | } +2E {H\fW Wiv; — v;

)

Wl wilt k) = W W] + 28 [H\FWTWM W, Wi,

)

{
cE|

+ 28 | [ W Wiv; — i3]
|

< 2CE (| W wilt « k] = W Wiwi 3] +2(v/C = 1)%a/k + 2(a/k — 1),
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where the second inequality follows since E[W," W;] = I. Now we have

B[ W wlt : K - W W[} =& [HW;WM,/@ CWTWi, z ‘ E} P(E)
E [ W] Wi/ Wi, — W, Wi
< (1VC —1)2d/k + 25(d/k + (d/k)?)

d\/log?(k/d) 542
SO\ TeE T

2] E] P(E)

Overall, putting these back in Inequality (3)), we get

e +logk log®(k/§)
+ k

1
= —Erry ¢(PrivUnitG) - | 1+ O
n ’ k

1 |
P2
=1 2

1 (AIog k)0 noa

+0 St

+ (ndd/k)?

Noting that Erry 4(PrivUnitG)/n = Err, q(PrivUnitG) = ¢4 - % for some constant ¢, ., this
implies the theorem given that § = k/n?d.

O

B Missing proofs for

B.1 Proof of

First, note that the claim about privacy follows directly from the privacy guarantees of PrivUnitG [7]]
as our algorithm applies PrivUnitG over a certain input vector with unit norm.
For accuracy, note that oo = 2 37" | W;" 4i;, therefore

1 | 1< ’
ﬂ—EZvi =E EZWiTﬂi—vz
i=1 2 i=1 2
- ) . 9
= ]E E Z W,LT'LALZ — Wi—rui + WiTuZ- — U;
i=1 2

2

—
<

9 %ZE {ijai - WIu,-Hﬂ 42
=1

n

T
E Wz U; — Vg
i=1

2
2

N

Z

lmauxIE [HWTH ] Erry . (PrivUnitG) —l— ]E

n i€n]

2

where (%) follows since E[¢ | W; = w;| = w as PrivUnitG is unbiased. Now we analyze each of
these two terms separately. For the first term, as E[||W;||*] < d/k 4 By for all i € [n] we have that
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is is bounded by

d k

m?)?E [HWTH } - Erry & (PrivUnitG) < ( + 5)/\/) cn E]Z
temn

— d /BWk Ck.e

- E e Cd.e

~ (44 ﬁwk) (10 (210

c ’ k
1
= Erry_4(PrivUnitG) - (1 + Pk +0 (‘H—ng>) 7

where the third step follows from [Proposition 5] For the second term,

n 2 n n
S wlw— vl | =SS B[ w— v, W = v)] + Y E[[W i — il
i=1

2 i=1 j#i i=1
n n 2
ZZHEWM = vill, - [EW; s = s, + DB (W s - i3]
i=1 j#i i=1

<n(n—1aw + ZE |:HWZTUZH§ + ||vz||§ — 21);'—W1Tui}
i=1
= n(n—Law+ > E [HWTWH; +1-2 ||Wivi||2}
i=1
<n(n—1aw + nm?u]{E [HWTH } +n.
€ln
Opverall, this shows that

2
L
H—== Ui

E

log k
< Err(PrivUnitGg, n) - (1 +0 (E—’_Og)>

k
d 1 n—1a
+0 () 11y (e Dew
nk n n
Noticing that Err,, 4(PrivUnitG) = ¢4, - % for some constant cq . (see [7]), this implies that

2
IR L e+ logk
(L — — ; <E P -1 _— .
= Zv, < Errp,q(PrivUnitG) ( +0 < k: )) + ayy
i=1 2
This completes the proof.

B.2 Proof of

The first item follows immediately as U € R?*¢ is a random rotation matrix where U " U = I, hence
U] < 1.

For the second item, we use a change of variables. Let W' = W PT where P is the rotation matrix
such that Pv = ey, the first standard basis vector. Recall that the rotation matrix P is orthogonal i.e.
PT = P~1. Due to the rotational symmetry of rotation matrices, W’ is a random also a random
rotation matrix. Note that W = W'P.

WTWU 1 T
— | = — —  _ PT"W WP
[ Wl ] [|W'Pv||2 !
—P'E #W’TW’el
Werll,

z
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Notice that z; = HW’ell\ TVV’TW’el = (W'e;, HW’e B W'ey). First, note that E[z;] = 0 for all
J > 1. Moreover, z; = ||W’ e1||,, therefore because W' is a random rotation matrix,
implies that E[z1] = \/d/k(\/k/d + O(1/Vkd)) = 1+ O(1/k). We let ¢ = E[z]. Thus
E[z] = ce; and EW TWw/ [Wul,] = ¢cPTe; = ¢PT Pv = cv. Therefore, ‘ﬁVWXK: H

e =1[[vlly, = O/K).

B.3 Proof of

The bound on the operator norm is straightforward and follows from the fact that the Hadamard
transform has operator norm bounded by 1.

Next we bound the bias. Let § = min(1/d?, k/2d) and let E; denote the event where |[Wv|| €

14+ O(In(k/5)/vk). By|Corollary F.1, E; happens with probability 1 — 4. Note that W W is PSD

and E[W W] = I. Thus,

= [
W

TwWTWw
E|-—Y_ WTWU|E1}

- WTWU:|
L [[Woll

+[= (et

ML WTWv|El}
W

‘ P(E,)

/1
<|E|[———1 WTWvEl]
_<||Wv ) |

/1
<|E|[———1 WTWE}
(nw [ ) 11

\ (W + DBED)

] W+ DR

< ||E

1‘ WTW|E1]

o - o
‘W | ‘HIW |+ 1)P(E)

< O(In(k/8)/VE) + (Vd [k +1)5

Substituting in the value of ¢ gives the desired bound on the bias, by noticing that
||IE[WTW \ El]’|2 < 2 since for any unit vector z,

' Tx=Elz'W Wz
=Elz"W Wz | E\|P(Ey) +Elz"W Wz | E\|P(E;)
>ElxW Wz | By](1 - 6).

In other words, E[xW "Wz | Ey] < 125 for all # € R? with unit norm.

C Proof of Theorem 4

The proof of this result follows from the next proposition.

Proposition 3. Let k < d, G > 1 be an integer, Uy,...,Ug and W1, ..., W, be sampled as
described in B). Moreover, U; for j € |G| and W; for i € [n] satisfy:

1. Bounded operator norm: HUJTH <1

-
2. Bounded bias: HE [M} — vH < /oy for all unit vectors v € R4,
2

Wivll,
Then for all unit vectors vy, . .., v, € RY, setting ji = Acpy (Rcpu(v1), ..., Repu(vn)),
2
1 log k log?(nd
- ;vi 2 < Errpa(PrivUnitG) - (1 ) (E +k°g e gédé” )>> +am.

Before proving the proposition, we can now prove

Proof. The proof follows fromby noting that the server returns y ;- W, ai; /n. The
first property holds immediately from the definition of U;. Moreover, for the second property,
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[Proposition 2] implies that ayy = O(log?(d)/k). Since Err,, q(PrivUnitG) = ©(d/ne), the claim
about utility follows.

Now we prove the part regarding runtime. First, note that calculating the matrix D can be done
efficiently using standard techniques [36} 15]]. The server has to calculate the quantity

n
Uty sl
i=1
Note that the summation has vectors which are k-sparse, therefore can be done in time O(nk). Then,
we have a multiplication step by Hadamard transform,which can be done in O(d log d). O

We now prove [Proposition

Proof. Note that i = L 3" W, 4;. Therefore we have

2 2
1 L~ 7
,uf;Zvi =E EZWZ U; — U;
=1 2 =1 2
1« ’
=E|[|= W.a, — Wy T — v,
- Z R G us W u — o
= 2
1 O 1 ’
(2) " 2
= —22 |:||W1T’LL1 7Wi—rui||2:| —+ i Wi — Uy
i=1 2
) 2
< —maxE [HWTH ] Erry i (PrivUnitG) + ]E ZW u; — v;

N i€n] )
where (7) follows since E[@] = u as PrivUnitG is unbiased. Now we analyze each of these two terms
separately. For the first term, as E[||W;||*] < d/k for all i € [n] we have that it is bounded by

d k d
maxE [HWTH } - Erry ,(PrivUnitG) < —cge— = —Cqe Chee
i€ln ke € 7cae

= e (10 (F52E))
e k
= Erry 4(PrivUnitG) - <1 +0 (5‘*'1055]“)) 7

k
where the third step follows from [Proposition 3| For the second term,
n 2 n n
ZWiTui — U; = Z ZE [<WZT’UJ1 — V4, Wj—ruj — ’Uj>] + ZE |:||WZT’Z,L1 — 1)1"§:| .
i=1

2 i=1 j#i =1
For the second term note that

Y E {HW:W — vi||j] -YE {HW:WHE +lug)? — QU;FWiTui}
=1 =1

= S E[W iy + 1 - 21w,
i=1
< n?el%f](]E {HWTH } n <n(d/k+1).
For the first term, we have
E [<Wz—ruz — v, Wj—ruj - vj>]
=B [(W," (u; = Woy) + W, Wiy — v, W, (uj — Wjv;) + W Wjv; — ;)]
=E [(W," (u; — Wuy) , W, (uj — Wv;))] + E (W, Wiv; — v, W)' (u; — Wjv;))]

E [<W1T (Ui — WUZ) s W]TW]‘U]' - ’Uj>] +E [<WiTWiUi — Vs, WjTijj — ’Uj>]
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Because Eg, [£57S;] =1, H'H = I,and D" D = I, we can evaluate the second term:

d
Es, [(W," Wiv; — vi, W (u; — Wjv;))] = Eg, [<kDTHTSJSiHDvi — v, W, (u; — ijj)ﬂ =0

Similarly, we can evaluate the fourth term:

d
E [<W7TW7U7 — v, WjTWjUj — Ujﬂ =E {<kDTHTSiTSiHDU¢ - Ui,WjTWjUj - vj>} =0

The third term is similar. Thus, we only need to bound the first term. First we give an upper bound
that holds with probability 1.

(Wi (i = Wiva), W (uy = W) < [[W3T|[ [T (WAl + 1) (1511 + 1)
<O (d*/k?)

Let E be the event that ||[IW;v;]| , [|[W;v;]] € 1 £ O (ln (k/9) /\/E) where § is a parameter to be
chosen later. We will split the expectation depending on the event F;.

<WT( - Wivi), WUJ)>

-
J
T T : T L
<WmH )(WW )””QMW”%”
d2 1 -1 — 1) UTSTS, UUT ST S.Uv;
[Wivi| IIijjII ’ ’ Z\;-’ A

Note that M := SZ-TSiS]-TSj is PSD (both S;' S; and S]-TSj are diagonal matrices and so is the
product). Furthermore, E[45;" S;] = I. Thus

1
1) (—— -1 UJUTMUU»,E]-PrE
=5z (i - ) () »Er| Prif]

[4162 (|qul|| 1) (m_l> (vf +0])UTMU (v; +v;) , E1 | - Pr[E)]
[0
(In”

(1n (k/8) 2/K?) (v + 0] ) UT MU (v; + vy)]

<E
<E
O (n? (k/5) /k)

Therefore,
E [(W;" (u; — Wivi) , W, (u; — Wiv;))] < O (In? (k/6) /k) + O (d*/k?) - Pr [E\]
We now complete the proof of the claim. Combining the analysis, we get

2

1 « i i e +logk
i~ =Y wi| | < Erryq(PrivUnitG) - (140 [ =2"
i ni:lv 1= rrp,q(PrivUnitG) ( ( ))

k

d d* 1n2(k:/6)
+ O ( + @ Gk + Oéw> .

Noticing that Errq 4(PrivUnitG)/n = Err,, q(PrivUnitG) = ¢4, -
and § < k/(nd), this implies that
2
1 o log k In?(k /o
on—— Zvi < Erry,, 4 (PrivUnitG) - (1 +0 (5 + o8 + ne In”(k/ )>> + aw.
n
i=1 2

k Gdk
This proves the claim. O

P 4 for some constant ca,e (see [[7]),
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D ProjUnit using Gaussian transforms

Building on the randomized projection framework of the previous section, in this section we in-
stantiate it with the Gaussian transform. In particular, we sample W € R**? from the Gaussian
distribution where W has i.i.d. N'(0,1/k) entries. The following theorem states our guarantees for
this distribution.

Theorem 7. Let k < d and W € RF*? be sampled from the Gaussian distribution where
W has iid. N(0,1/k) entries. Then for all unit vectors vi,...,v, € R% setting ji =
Apu (Rpu(v1), - .-, Rpu(vn)),

1 & k log k 1
(L — - ;vi < Err(PrivUnitGg, n) (1 + 0 < p + 5+k0g>> + 0 <k2> .

The proof follows directly from and the following proposition which proves certain
properties of the Guassian transform.

Proposition 4. Consider W € R¥*? with i.i.d. N'(0,1/k) entries and a fixed v € R%. Then

d k
2

wWiPP<=|(1+ -1l
E|W | k<1 O( >>

2. Bounded bias: for every unit vector v € R?

E

2
2

1. Bounded operator norm:

= O(1/k).

— v

H WTWo
Wl

Proof. For the first item, we rely on standard results in random matrix theory. If we let Z denote the
top singular value of v/AW ', then (17, Theorem 2.13) shows that for any ¢, Pr(Z > Vd+VE+
t) < exp(—t?/2). This implies that median(Z) < v/d + vk + 2. Further, by the isoperimetric
inequality, Z is concentrated around its median with subGaussian tails, so that the second moment of
Z — median(Z) is at most O(1). Thus the second moment of Z is at most median(Z)? + O(1) <

(Vd + VE +2)% + O(1). Scaling this by k, we conclude that E[[ W T [|2,] < (1 + 2\/§ + 2y,

For the second item, we use a change of variables. Let W/ = W PT where P is the rotation matrix
such that Pv = ey, the first standard basis vector. Recall that the rotation matrix P is orthogonal i.e.
PT = P! Due to the rotational symmetry of the normal distribution, W' is a random matrix with
i.i.d. (0, 1/k) entries. Note that W = W'P.

Ew [W ] = Ey PTW’TW’PU]
W' Pull,
1 T
=P'E|—"W We
[W7exll,

z

Notice that z; = We}W’TW’el = (W'ej, moi—W'e1). Because W’ has i.i.d. N'(0,1/k)
2

e,

entries, z; = ||[W’ey||, is 1/v/k times a x random variable with k degrees of freedom. We let
L= Blo) = & 2D — 1~ O(1/k) and E[z;] = 0Vj > 1. Thus, E[z] = le
and E[W,"w;] = 1PTe; = 1PTPv = ly. Therefore, E[% —uH2 = |||[1/c = 1|, =
O(1/k). O
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0.70 —&— RePrivHS (R = 8)

0 2 4 6 8 0 2 4 6 8 0 2 4 6 8

(a) (b) (©)

Figure 5: Test accuracy on the MNIST dataset as a function of epoch for (a) ¢ = 4.0, (b) € = 10.0
and (c) € = 16.0.

E Additional plots for the MNIST experiment

We present additional details for the MNIST experiment including the description of the neural
network (Table 2)) and additional plots with different values of the privacy parameters for the MNIST
experiment. In|Figure 5| we present more plots for the MNIST experiment where we train models
with several privacy parameters € € {4, 10, 16}.

Layer Parameters

Convolution + tanh 16 filters of 8 x 8, stride 2, padding 2
Average pooling 2 x 2, stride 1

Convolution + tanh 32 filters of 4 x 4, stride 2, padding 0
Average pooling 2 x 2, stride 1

Fully connected + tanh 32 units
Fully connected + tanh 10 units

Table 2: Architecture for convolutional network model.

F Helper Lemmas

F.1 Helper lemmas for random rotations

Lemma F.1. Let  be a random unit vector on the unit ball of R% and z be the projection of x on to
the last k coordinates. We have

1111 - V&7d| =0 (=)

Proof. We represent d dimensional vector x using spherical coordinates as follows.

x1 = cos (¢1)

Ty = sin (¢1) cos (¢2)

ZTg—1 =sin (¢1) - - sin (pg—2) cos (pg—1)

Tq = sin (¢1) -+ - sin (¢g—2) sin (Pa—1)
The squared length of the projection is
d

Y 2 =sin®(¢1) - sin® (¢ar)

i=d—k+1
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Recall the surface area element is sin (¢1) sin? ((;52) -sin (pg—2) dpr - - - ddpg—1.

For k > 2, the expected length is

f fo fo sin (¢1) - - - sin (pg_g)) sin? =2 (¢1) sin =2 (¢g) - - - sin (¢pg_2) dpy - - - dpg_1
Sa—1

where S;_1 is the surface area of the unit ball, which is S;_; = Ig(’:://;).

We first evaluate the integral for each sine power.

Claim F.1. For integer n > 1 we have

" i pdp — LU+ 1)/2)
/0 sin” wdv = T (1+n/2) VT

Proof. Forn > 2, we have
/sin” xdr = — / sin ! zd(cos )
= —sin" 'zcosz + (n—1) / sin""?% x cos® xdx

= —sin" ' zcosx + (n—1) / sin" 2 (1 — sin® z)dx

Thus,
/Wsin”xdx _n-l /ﬂsin"_Qxdx— M T
0 n Jo n 0
-1)/2 [T
= u / Sinn72 rdr
n/2 0
The claim then follows using induction with base cases foﬂ sin zdx = 2 and f0” de — . O

™ ™ 2m
/0 e /o /o (sin (¢1) - - - sin (¢g_1)) sin?=2 (¢1) sin? =2 () - - - sin (¢pg_2) depy - - - dpg_1

:271' /ﬂ e /ﬂ- sind71 ((bl) e sink ((bd—k) sink72 (¢d—k+1) . 'SiIl ((ﬁd_g) d¢1 s d¢d_2
0 0
PSS (/2 IS (GRS VY By N(CE VTE B W C I

((d+1)/2) I'((k+2)/2) I'(k/2) I'(3/2)
s DUE+1)/2)
L((d+1)/2)T (k/2)
The expected length is
E[||2[] = I'((k+1)/2)T'(d/2)
r'((d+1)/2)T (k/2)
~ T(k)2°0(d/2)?
~ 2kT(k/2)2T(d)
k(1— 440 (1/k?))

Vd (1 -4 +0(1/d?))
In the second line, we use the Legendre duplication formula I'(k/2)T((k + 1)/2) = 2'=*/=(k).
)

In the third line, we use the Stirling’s approximation I'(z) = /27/2(z/e)*(14+1/(122) + O(1/2?)).
O
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F.2 SRHT Analysis

The Subsampled Randomized Hadamard Transform (SRHT) is the random matrix ensemble defined
as W = \/% SHD. Here D € R%*? is a diagonal matrix with independent uniform 41 values on its

diagonal, and H € R?*? is the normalized Hadamard transform (H; ; = (—1){*("):v()) /\/d, where
v(i) is the (log, d)-dimensional vector obtained by writing i in binary). The matrix S € R¥*9 is a
sampling matrix. The fact that the SRHT preserves the Euclidean norm of any fixed vector with large
probability has been known for some time [3} (16} 35], though different works have analyzed slightly
different variants of the SRHT, all having to do with how S is defined.

In this work, we make use of the SRHT in which .S samples without replacement: that is, each row
of S has a 1 in a uniformly random entry and zeroes elsewhere, and no two rows of .S are equal.
The tightest known analysis of the SRHT [[16] analyzes the SRHT with a different sampling matrix:
Sy = diag(n), where 11, . . ., 4 are independent Bernoulli random variables each with expectation
k/d (so that we sample a random number of rows from H D, which is equal to k only in expectation).

The following is a special case of Theorem 9 in the full version of [16]

Theorem 8 ([[16]). Suppose W = \/%SWHDfor S = diag(n), where 11, . .. ,n4 is a sequence of

independent, uniform Bernoulli random variables each with expectation k/d. Then for some constant
C > 0, for any fixed u € R? of unit Euclidean norm and § € (0, 1),

EB(IIIWUHS — 1| > C\/log(1/0)log(k/8)/k) < §

An analysis of the SRHT using sampling without replacement then follows as a corollary.

Corollary F.1. Suppose W = \/% SHD is obtained with S being a k x d sampling matrix without

replacement. Then for some constant C > 0, for any fixed v € R of unit Euclidean norm and

5 € (0,1),
Pr(IWul = 1] > O/ log? (k/0)/b) < &

Proof. Consider W' = \/% Sy H D with Bernoulli parameter k/d, as in|{Theorem 8 Then for any

&' € (0,1) and fixed unit vector u € R%, Pr,, p(E) < &', where E is the event that |[|[IW/ul|3 — 1| >
C+/1og(1/8") log(k/&') /k. But we also have

Pr(E) > Pr(EN ([l = k))
=Pr(E | |Inly = k) - Pr(llnlly = k)

= Pr(E | [nlh = k) - ©(1/VE).

Note Pr(E | ||n]l1 = k) is exactly Pr(||Wu||3 — 1| > C+/log(1/5)log(k/5")/k), where W is
defined by sampling without replacement. Thus we have

Pr(|[|[Wul2 — 1| > C\/log(1/6")1log(k/d") k) < C&'Vk.
The claim then follows by applying the above with 6’ = 6 /(CVk). O

G Details of PrivUnitG

For completeness, in this section we provide the full details of PrivUnitG which was proposed by Asi
et al. [7]. Roughly, this algorithm uses the normal distribution to approximate the uniform distribution
over the sphere for large dimensions. We refer the reader to [7]] for more details about PrivUnitG.

In the algorithm, ® and ¢ denote the Cumulative distribution function and probability density function
for a Gaussian random variable N(0, I;). There are multiple ways to set the parameters of PrivUnitG
to achieve -DP; in our paper, we use the optimized parameters as described by Asi et al. [[7]], which
allow to minimize the expected mean squared error (see Proposition 4 in [[7]).
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We note that describes the clients’ algorithm (local randomizers) in the PrivUnitG
protocol. The server aggregation simply adds all messages received from clients. Thus, we let
Rprivunitc. denote the local randomizer in (with optimized parameters to satisfy e-DP)
and let Apyivunitg,. denote the additive server aggregation.

Algorithm 8 PrivUnitG(p, q)

Require: v € S~1, ¢ € [0,1],p € [0,1]
1: Draw z ~ Ber(p)

2: Let U = N(0,0?) where 02 = 1/d
3: Sety = D5 (q) =0 -2 (g)

4: if z = 1 then

5: Drawa~U|U >~

6: else

7. Drawa~U|U <~

8: Draw V+ ~ N(0,02(I — vv™)

9: SetV =av+V+

10: Calculate

m=aor/o) (2 - 22

11: Return &+ -V
m

We also use the following useful result on the error of PrivUnitG for different dimensions. Recall
that Err,, q(PrivUnitG) = cd’gn—‘i. Then we have the following.

Proposition 5 (Propsition 5, [7]). Fixe > 0. Forany1 < k <d,

e+logk ¢ Ck.c e+logk ¢
1- — )< 2L b= AT I
O< k +k>_cd7e_ +0 k +kj

H Compressed PrivUnitG

Compressing the PrivUnit (resp. PrivUnitG) algorithm, using the technique of Feldman and Talwar
[24], requires a pseudorandom generator that generates samples from a unit ball (resp. Gaussian)
and fools spherical caps. As observed in [24]], such PRGs with small seed length are known [30, [28]].
However, the constructions in those works are optimized for seed length, and the computational cost
of expanding a seed to a vector is a large polynomial. In this section, we argue that for inputs x
having b bits of precision, we can compress PrivUnit/PrivUnitG to small seed length with a relatively
efficient algorithm for seed expansion.

We will rely on Nisan’s generator [33]] which says that any space S computation that consumes N bits
of randomness can be d-fooled using a random seed of length O(log N (S + log N/¢)). Moreover,
the computational cost of generating a pseudorandom string from a random seed is O(N log N). In
our set up, the test that privacy of PrivUnit/PrivUnitG depends on is the [¢g - = > 7], when g is chosen
from the Gaussian distribution. This probability that this test passes for the Gaussian distribution is
e~ ¢ for some constant ¢, and thus it suffices to set § to be e~“¢ 3 to ensure that mechanism satisfies
(e 4+ 23)-DP. For the rest of this discussion, we will set § = e7/2 which leads to ¢’ < (1 + 7). We
can set 7 to be inverse polynomial as the dependence of the parameters on 7 will be logarithmic.

The test of interest for us can be implemented in S = O(logd + b) space, and requires N = db
bits of randomness. Plugging in these values and § = eTe™ % /2, we get seed length O(log db(b +
ce + log db/eT) and each expansion from seed to value requires run time O(dblog db). Each run of
PrivUnitG requires O(e“) expected random strings, leading to a run time of O(e““bd log db).

For our algorithm, we run this on a k-dimensional vector instead of a d-dimensional one, with
b = logd. This gives us seed length O(log(klogd) - (logd + € + log(klogd/e))). Given the
projected vector, the run time is O(e**k log® d).
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