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1 Introduction

Phishing is a social engineering attack [7] that typically aims
at tricking people into revealing their personal information
[10]. To deceive victims, phishing attackers typically send
spoofed emails [8] or instant messaging [9] as from trusted
sources. Falling prey to phishing scams could have devastat-
ing consequences (e.g., financial loss) for both individuals
and organizations [6].

Despite the advancements of automated detection ( [15,16],
see [10] for a review), a large number of phishing emails con-
tinue to evade the detection and a large proportion of people
who receive them continue to be deceived. Previous stud-
ies have examined how users perceive and react to phishing
emails and legitimate emails [3, 14, 18]. Most studies have
shown that users are not good at separating phishing emails
from benign ones (e.g., [17]). Moreover, attackers exploits
the use of phishing emails in various situations. For example,
in a specific phishing technique called spear phishing, emails
are sent as from the receiver’s friends [1], colleagues [4], or
social and professional groups [12], exploiting human weak-
ness [11]. Recent studies have also shown that mobile device
users are more vulnerable to phishing attacks as compared to
desktop users [5].

In this work, we describe our efforts on evaluating one
real-world spear phishing attack in a university setting. We
seek to answer the following research questions (RQs):

e RQ1: Why was the phishing attack successful in the set-
ting of an academic-research team within a universality?

e RQ2: How can we better detect and mitigate the spear
phishing attack on academic-research teams?

2 Case Investigation

Our case study includes two parts: 1) we examine the phishing
emails to understand the aims behind the attack; and 2) we
conduct group interviews with two research groups targeted
by the investigated phishing attack to gain insights about how
to better detect and mitigate such attacks in the future.
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Figure 1: The Phishing Emails

2.1 Phishing Email Analysis

Before the interview, we examined the phishing emails in
the investigated case. We asked the involved faculty members
(n = 2) and the students (n = 4) to send us the phishing emails
that they received. Our team analyzed the phishing emails and
there are a few interesting findings.

The reported phishing emails came from both desktops
and mobile devices (see Fig. 1). Both faculty members and
students have forwarded their university Office 365 emails to
their Gmail accounts. User interfaces (Uls) of popular email
services (e.g., Gmail and Office 365) typically vary across
those devices. Critically, with the mobile interface, users could
only see the name of the sender but not the email address (see
Fig. 1b top row). Both students who had communicated with
the phisher (i.e., replied to the phishing email) used a mobile
device. Based on the investigation results, we prepared mobile
and desktop interfaces for the group interviews.

2.2 Group Interview
We conducted semi-structured, group interviews to investigate
the tactics used by the attacker and common patterns across
the two groups under attack. We also elicited insights from
students and faculty members involved in the phishing attack
about how to mitigate similar scams in the future.

Method. We recruited two research teams involved in the



phishing attack. There were a total of five participants, two
faculty members (both male) and three Ph.D. students (one
female). Two to three participants from each group joined the
interviews, which were conducted online using Zoom. Each
interview lasted between 75 to 90 min. We obtained an IRB
approval for the study. Participants were not compensated.

After verbal consent, each interview started with warm-
up questions, in which participants described their everyday
email processing, including devices and apps. Then, we asked
them to share their phishing attack experience with screen-
shots of emails on both desktop and mobile interfaces. Partic-
ipants were later asked to elaborate on their email processing
on both interfaces and especially the cues that are important
for them to detect phishing emails. Their awareness of the
interface differences across devices (i.e., desktop vs. mobile)
was also examined.

Data Analysis. Interviews were audio recorded with the
interviewees’ permission. Each recording was initially auto-
transcribed by Zoom and corrected by two researchers. Each
transcript was then analyzed by at least two researchers. Us-
ing open coding, researchers constructed their own indepen-
dent codebooks focusing on the participants’ phishing scam
experience and their daily email processing behavior. The
researchers then met to discuss the codes that they identi-
fied. Through iterative coding and discussion sessions, the
researchers reached an agreement on the analyzed results.

3 Results

The Phishing Attack Experience. The reported phishing attack
was a gift card scam. The attacker did not reveal the real in-
tention in the phishing email initially. Two students using the
mobile device responded to the phisher. After three rounds of
email exchanges, the real intention was revealed (see Fig. 1b).
Once the phisher requested a gift card, one student stopped
the communication immediately and then reported the inci-
dent to the faculty member. However, the other student (the
victim) mentioned that the urgent request prevented her from
checking the validity further. Also, as an international stu-
dent, she did not have any prior knowledge about the gift card
scam. The victim student described that the scams occurred
over multiple iterations and the requested money increased
throughout the iterations.

Both faculty members learned about the phishing attacks
on their team from the students. There were several attacks
on different members (e.g., current and alumni students) in
each group. When more than one case was reported, the fac-
ulty members informed other students of the phishing attack.
For each team, neither the students nor the faculty members
notified their IT department when there was a single case.

Email Processing. Both faculty members and students used
mobile phones to check their university emails. They also
noticed that the desktop version gives more information com-
pared to the mobile version. Specifically, the students noticed
that the mobile Ul does not show email addresses but only

shows the name of the sender. Students can remember their
advisors’ email addresses, so it is easy for them to check the
email address to verify the legitimacy. However, the students
also mentioned that typically they ignored the email address
when opening an email.

4  Discussion

College students are one of the most vulnerable populations
with regard to phishing attempts [13]. The case we inves-
tigated was similar to that reported in 2019 [2]. Critically,
our investigation revealed that the use of mobile devices and
students’ lack of knowledge and awareness of the phishing
scam are two primary reasons for such phishing attacks being
successful in the setting of an academic-research team (RQ1).

In recent years, more phishing attacks have been evident
for mobile users [5]. Our case study results are consistent
with prior findings showing that the cues to detect possible
phishing emails are unavailable on mobile devices (RQ1). In
particular, our case study revealed that such a lack of cues
might have resulted in more interactions between users and
attackers, leading to successful attacks.

Students and faculty members are encouraged to report
suspected phishing emails during cyber security training or
simulated phishing campaigns. Yet, neither the faculty mem-
bers nor the students in our case study reported the phishing
scam under the initial attack (RQ1). Such behavior suggests
that reporting phishing scams immediately should be high-
lighted in phishing training (RQ2).

Participants gave suggestions on email Uls to enhance
their awareness and detection of phishing emails, such as
highlighting the mismatch between the sender’s name and the
email address (RQ2). The victim student described that she
would like to see warnings or alerts about keywords related
to known phishing attacks (e.g., gift cards).

While the above findings are generalizable to other set-
tings, we obtained two unique insights about spear phishing
mitigation in university settings. First, the faculty members
offered insights regarding the source of the phishing attack.
They conjectured the phishing attack could be due to the link-
ability between their homepage and the students’ LinkedIn
pages (RQ1). Such insights are intriguing, which highlights
the importance of protecting students’ privacy (e.g., emails)
to prevent them from phishing scams. Second, the victim case
in our investigation revealed that international students are
vulnerable to phishing attacks. Considering the ratio of inter-
national students in the academic research teams, additional
training should be considered to equip them with knowledge
and skills to detect phishing attacks.

Our case study highlights challenges in preventing phishing
scams in the education setting. We believe that our findings
could inform future research to design interfaces and develop
training to help college students detect and report spear phish-
ing scams. We also recommend enhancing privacy awareness
and protection of college students.
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