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ABSTRACT

Recent years have shown increased cyber attacks targeting less
secure elements in the software supply chain and causing fatal
damage to businesses and organizations. Past well-known exam-
ples of software supply chain attacks are the SolarWinds or log4j
incidents that have affected thousands of customers and businesses.
The US government and industry are equally interested in enhanc-
ing software supply chain security. On June 7, 2023, researchers
from the NSF-supported Secure Software Supply Chain Center
(S3C2) conducted a Secure Software Supply Chain Summit with a
diverse set of 17 practitioners from 13 government agencies. The
goal of the Summit was two-fold: (1) to share our observations
from our previous two summits with industry, and (2) to enable
sharing between individuals at the government agencies regarding
practical experiences and challenges with software supply chain
security. For each discussion topic, we presented our observations
and take-aways from the industry summits to spur conversation.
We specifically focused on the Executive Order 14028, software bill
of materials (SBOMs), choosing new dependencies, provenance and
self-attestation, and large language models. The open discussions
enabled mutual sharing and shed light on common challenges that
government agencies see as impacting government and industry
practitioners when securing their software supply chain. In this
paper, we provide a summary of the Summit. Full panel questions
can be found at the beginning of each section and in the appendix.
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1 INTRODUCTION

Recent years have shown increased cyber attacks targeting less
secure elements in the software supply chain and causing fatal
damage to businesses and organizations. Past well-known exam-
ples of software supply chain attacks are the SolarWinds or log4j
incidents that have affected thousands of customers and businesses.
On June 7, 2023, two researchers from the NSF-supported Secure
Software Supply Chain Center (S3C2) conducted a one-day Secure
Software Supply Chain Summit with a diverse set of 17 practitioners
from 13 government agencies. The goal of the Summit was two-
fold: (1) to share our observations from our previous two summits
with industry [2, 7], and (2) to enable sharing between individuals

at the government agencies regarding practical experiences and
challenges with software supply chain security.

Summit participants were recruited from 13 government agen-
cies with interests in the security of software. Attendance was
limited to keep the event small enough that honest communication
between participants can flow. The Summit was conducted under
the Chatham House Rules, which state that all participants are
free to use the information discussed, but neither the identity nor
the affiliation of the speaker(s), nor any other participant may be
revealed. As such, none of the participating government agencies
are identified in this paper.

The Summit consisted of five discussion topics led by one of
the S3C2 researchers. Before the Summit, participants completed
a survey to vote on the topics of the five discussion topics. As
such, the panel topics of interest to the government agencies. The
remaining topics discussed in the industry summits were also briefly
presented but with only minor discussion. The questions posed to
the panelists appear in the Appendix.

The two researchers (two professors) took notes on the discus-
sions and created the first draft summary of the discussion based on
these notes. The draft was then by the other authors of this paper,
who are also S3C2 researchers and experts in software supply chain
security.

The next seven sections provide a summary of the Secure Supply
Chain Summit.

2 EXECUTIVE ORDER

Executive Order 14028 [3] issued on May 12, 2021, charges organiza-
tions supplying critical software to the US government to improve
the security and integrity of their software and the software supply
chain. Most organizations need to make procedural, operational,
and cultural changes as a result.

2.1 What is the Goal?

In contrast to the industry summits, the participants of the gov-
ernment summit are consumers of the EO requirements. One par-
ticipant noted that the EO does not apply to in-house developed
software. The participants reflected on what they see through their
interactions with contractors.

The discussion began by reflecting on the ambiguity concerns
raised in the industry summits [2, 7]. One participant acknowl-
edged that when it comes to operationalizing the EO, a lot is still
in flight. Some deadlines of the EO have been missed, and there is



uncertainty about when things will go into effect. Another partici-
pant gave valuable insight into the ambiguity problems raised by
industry: “Ambiguity from a government perspective also means
choice for the company” The government is careful not to be too
prescriptive about specific technologies, which may change faster
than government requirements.

The discussion also revealed a sense that industry has latched too
much onto Software Bill of Materials (SBOMs) (see Section 3) and
not enough onto other aspects, including attestations (see Section 5).
For example, the EO requires attestation that companies follow the
NIST Secure Software Development Framework (SSDF) [4]. The
attestation process is currently very manual; however, there is
potential to automate many aspects of it. One participant noted
that companies are starting to automate different aspects of the
attestation requirements and that the first one to do so will define
the landscape.

Finally, there were comments and concerns about the fact that
the EO only states that SBOMs should be created and does not
describe what should be done with that data. On the one hand, a
participant stated that the EO lacks a clearly articulated problem
statement. SBOMs have existed. Specifications have existed. There
is an incredible amount of literature that we are not using in the
workshops. On the other hand, there was the recognition that
each system is different. A risk for one might be different than a
risk for another. This makes it complicated to prescribe specific
SBOM uses. One participant noted that a key value of the EO is
that we are speaking openly that we are operating in an adversarial
environment.

2.2 Open Questions
At the end of the panel, some open questions remained:

e How can attestations be made more automated and scal-
able? Companies are starting to do this already. The first
there will define the landscape.

3 SOFTWARE BILL OF MATERIALS (SBOM)

An SBOM is a nested inventory of ’ingredients’ that make up the
software component or product that helps to identify and keep
track of third-party components of a software system. The EO
states that any company that sells software to the federal govern-
ment must issue a complete SBOM that complies with the National
Telecommunications and Information Administration (NTIA) Mini-
mal Elements [5].

Vulnerability Exploitability eXchange (VEX) [1] information
was touched upon throughout the discussion. An SBOM can be
accompanied by a VEX [1] addendum, which is a form of a security
advisory that indicates whether a product or products are affected
by a known vulnerability or vulnerabilities.

3.1 Current State of the Practice

Increasingly, tool vendors and package managers are providing
the capability to generate SBOMs. Participants acknowledged that
SBOM output is not consistent between tools. Additionally, tool
support is lagging for embedded software. Participants expressed a
desire for SBOMs to be signed, which is not currently the state of
the practice.
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Tools to consume and provide actionable information from SBOMs
are lagging tools to produce SBOM. As a result, participants ac-
knowledged it could take years to use SBOMs effectively to aid in
response and recovery from a cyber event. Some expressed concern
that information in SBOMs may make it easier for adversaries.

3.2 Open Questions

At the end of the panel, some open questions remained:

e What are the use cases for SBOM? What is the benefit of
benefit gained by having an SBOM?

e How will SBOMs be shared, including how will they be
shared across agencies so companies do not have to share
separately with each agency they do business with?

o What other kinds of Bills of Materials should be considered,
such as Firmware Bill of Materials (FBOM) or Hardware
Bill of Materials (HBOM)?

4 CHOOSING DEPENDENCIES

Open source dependencies vary widely in quality, maintenance,
origin, and licenses. Every dependency introduces value and risk,
and once a dependency is incorporated into a project, it is often
hard to replace. Therefore, it is important to have a policy that
governs how software developers may choose new dependencies.

4.1 Consumers of Software

“Dependencies” can be thought of at different levels. In contrast to
the industry summits, participants at the government summit are
more often on the consumer side of software production. They do
not focus much on choosing or updating specific software library
dependencies. Their contractors do this. That said, participants felt
that the increased attention to the software supply chain has led
to a significant increase in awareness of how much open source
software they use. This awareness leads to a better understanding
of what they need to manage.

Having policies around choosing dependencies is also vastly
different in the government space. In contrast to an industry policy,
a policy in a government organization comes with its own bureau-
cracy, and bureaucracy can stifle innovation. Therefore, there was a
significant hesitance to a permission-based culture around software
development. One participant reflected on a government policy
decades ago that only allowed software development using the Ada
programming language.

Finally, the participants discussed what it meant to use software
dependencies from foreign countries, i.e., anything not developed in
the United States. There was discussion about efforts to identify and
manage when software comes from embargoed countries. However,
there was also an awareness that adversaries can find ways around
those mechanisms. Overall, there was the sentiment that “foreign”
doesn’t mean bad; it means risk.

4.2 Open Questions

e How can we be objective about the risk of dependencies
with foreign origins?
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5 SELF-ATTESTATION AND PROVENANCE

As discussed in Section 2, Executive Order 14028 requires govern-
ment contractors to attest to (1) conformity with secure software
development practices as well (2) the integrity and provenance of
open-source software used within any portion of a product. In the
context of the software supply chain, provenance refers to not only
the identity that created each dependency and transitive depen-
dency but also the process through which each software component
was built. For example, provenance is a key part of the SLSA frame-
work [6], and systems such as in-toto! can be used to capture and
communicate provenance information.

5.1 Attestation

Earlier summit discussion (see Section 2) touched upon industry’s
concerns about ambiguity in self-attestation requirements. Contrac-
tors are asked to self-attest conformance to NIST’s Secure Software
Development Framework (SSDF) [4]. However, one participant
noted that the SSDF is “fuzzy buckets.” There is not a lot of speci-
ficity and many degrees of freedom. What it means to attest to
the SSDF is a wide range, which is why industry is looking for
something more concrete.

Participants also compared the SSDF conformance requirements
to the (arguably) failed rollout of the original Cybersecurity Ma-
turity Model Certification (CMMC) requirements. Ultimately, self-
attestation was not working for the DoD, so CMMC started requir-
ing external parties to come in. However, participants noted that
SSDF is different than CMMC, because industry is already working
towards machine-consumable ways of tracking the information
that is part of the self-attestation. Of specific note were efforts in
the IETF and the OpenSSF’s supply chain integrity group. Many
participants agreed that the SSDF and attestation are far more foun-
dational to security than the SBOM. Similar to the discussion of
SBOM product and consumption (see Section 3), participants ac-
knowledged that processes to consume and share attestation data
were lagging further behind the production of attestation data.

5.2 Provenance

The participants had mixed feelings on provenance in the software
supply chain. For example, one participant noted that some partners
really like to know who is contributing to projects. However, others
were concerned that policies based on provenance information sim-
ply are not enforceable. There was also recognition that sometimes
critically needed software might have origins buried within them
that violate policies. This is just the nature of open-source software.

Some participants also raised the sentiment that it is more im-
portant to verify quality than consider provenance. As an anecdote,
a participant noted that we should not have cared about Kaspersky
from a provenance perspective. Instead, the real concerns emerged
when you considered the functionality it was performing. Another
participant recalled incidents that were identified not because of
provenance information, but because of a whistle-blower.

Finally, there were comparisons to provenance in hardware sup-
ply chains. There was a discussion of supply chain illumination
tools with concerns of false positive rates resulting from their prob-
abilistic risk assessment approaches. Given that many of these tools

Ihttps://in-toto.io/

consider contractual elements, they apply more to closed-source
software than open-source.

5.3 Open Questions
At the end of the panel, some open questions remained:

e To what extent can the evaluation of conformance to the
SSDF be automated?

o To what extent should we focus on provenance versus other
indicators of security?

e How will attestation data be shared and consumed?

6 LARGE LANGUAGE MODELS (LLMS)

Within the last year, Large Language Model (LLM)-based systems,
such as ChatGPT, are increasingly being used for automated code
generation.

6.1 Security Concerns

The popularity of LLM-based systems for code generation causes
a security concern of adversarial models resulting in tainting the
training data such that vulnerable code is generated and infiltrated
into software systems. A participant expressed concerns that the
public’s accelerated use of LLM can lead to large-scale data exfil-
tration. LLM system users regularly pull LLM output into their
product and regularly contribute their own proprietary data into
training data through their queries.

Participants also expressed concern about the use of social en-
gineering of LLM-based tools. For example, a participant knew of
a country that input a policy into an LLM system for language
translation. Now that country’s official policy may be considered
to be generated by a computer and may have subtle unintended
differences when compared with the original that could cause un-
rest. There is concern about the use of LLMS to manipulate public
opinion and to manipulate society. Some government agencies do
not allow LLM use on government computers.

6.2 Open Questions
At the end of the panel, some open questions remained:

o Is it possible to quantify the vulnerabilities in LLM training
data?

e How can LLMs be used to aid in software supply chain
security? Can LLMS enable whole proof generation and
proof repair?

7 MISC DISCUSSION

Throughout the Summit, several additional topics were discussed,
primarily originating from the sharing of the two prior industry
summits.

7.1 Updating Dependencies

Most software uses a plethora of third-party dependencies that pro-
vide common functionality and help developers with productivity.
However, these dependencies add an additional layer of complexity
and lead to an ecosystem of direct and transitive dependencies that
each software replies on. A security vulnerability in a third-party
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dependency can lead to cascading issues and needs to be updated
with the newly released version fix as soon as possible.

As primarily software consumers, the government participants
acknowledge the complexities of software suppliers needing to up-
date dependencies. They expressed being even more nervous about
updating vulnerable containers than with software components
due to the processes of scanning and updating containers being
less mature than components.

7.2 Secure Build and Deploy

Various build platforms and CI/CD tools support developers in au-
tomating the parts of software development related to building,
testing, and deploying. These platforms further help in enhancing
software build integrity by establishing documented and consis-
tent build environments, isolating build processes, and generating
verifiable provenance. Participants shared that agencies may have
a process for evaluating and “blessing” tools. The agencies may
enforce that vendors use approved tools in their CI/CD pipeline.

8 EXECUTIVE SUMMARY

Though some government agencies have large software develop-
ment teams, most are primarily consumers of software and, there-
fore, consumers of the software development practices and artifacts
mandated by the EO. The participants acknowledged that industrial
organizations may be confused by the lack of specificity in the EO,
including guidance on SBOM sharing and attestation production.
Work is underway to produce the specificity, but the lack of guid-
ance may also provide implementation flexibility by organizations.
For example, a company that solves automating attestation informa-
tion may be influential in establishing this specificity. Participants
acknowledged the complexities organizations face in choosing and
updating dependencies and provided a realistic perspective that an
adversary in an embargoed country can find the means to disguise
the geographic origins of the dependency. Finally, LLMs are consid-
ered both a security risk and offer the potential to aid in securing
the software supply chain.
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FULL SURVEY QUESTIONS FOR PANEL

(1) What effect has the Executive Order had on the government
agencies, contracted and third-party suppliers you interact
with?

(2) From your perspective, how wide-spread is the practice of
producing SBOMs? What will/can SBOMs actually achieve?
How can they be leveraged/used? Do you see VEX being
helpful or hurtful? In what ways?

(3) From the perspective of the government agencies you inter-
act with, what policies (if any) do you see around choosing
new dependencies and bringing them into the project and
developer workstations? Has this changed in the last few
years? If so, how? Are you seeing adoption of OpenSSF
Scorecard or other metrics to help you with your decision
making?

(4) From the perspective of government agencies you inter-
act with, to what extent is provenance information being
produced and/or consumed? From the perspective of gov-
ernment agencies you interact with, to what extent is self-
attestation information being produced and/or consumed?

(5) From the perspective of government agencies you interact
with, what is your perspective on the use of large language
models (LLMs) such as ChatGPT as another supply chain
attack vector?
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