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ABSTRACT

Existing research has primarily delved into the realm of computer
science outreach aimed at K-12 students, with a focus on both infor-
mal and non-formal approaches. However, a noticeable research gap
exists when it comes to cybersecurity outreach tailored specifically
for underserved secondary school students. This article addresses
this void by presenting an iterative pilot of a cybersecurity curricu-
lum. This innovative curriculum integrates a one-week summer
camp and a series of 1.5-hour workshops designed to provide stu-
dents with a comprehensive understanding of cybersecurity.

The overarching goal of this approach is to foster wider par-
ticipation in the field of computing, particularly in the realm of
cybersecurity. This research aims to spark interest among students
who may currently face limited access to computing resources. The
cybersecurity lessons featured in this curriculum adhere to the
standards set by Cyber.org, an organization supported by the Cy-
bersecurity and Infrastructure Agency (CISA). Key topics covered
include networking, the confidentiality, integrity, and availability
(CIA) triad, and operating system security.

This paper not only outlines the process of creating and imple-
menting these cybersecurity lessons but also emphasizes the itera-
tive refinement process they underwent. The discussion primarily
revolves around the valuable insights gained from implementing
this curriculum at two prominent public universities in the east-
ern United States. By bridging the research gap and focusing on
practical applications, this initiative contributes significantly to
the broader discourse on cybersecurity education for underserved
secondary school students.
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1 INTRODUCTION

Computer science (CS) education has seen a large increase in practi-
tioners and students who are eager to incorporate computer science
into the curriculum as a full course or integrated curriculum [17]
[16] [18] [7], however, less of a push for incorporating cybersecurity
into schools than there is for computer science, or even artificial
intelligence [2]. Recent research investigated incorporating com-
puter science or ICT topics at either the primary [34] [29] or upper
secondary level [19], but few at the lower secondary school level
pertaining to cybersecurity [13, 25].

With a projected 32% growth in cybersecurity jobs, there is a
need for cybersecurity education at the K-12 level. As well, 23 of
the world’s population ages 15-24 used the internet in 2017 and
most children use more than one device when connected to the
internet [1]. Unfortunately, cybersecurity has yet to be mandated as
a computer science topic in primary and secondary education not
only in the United States [8], but also globally [21]. A 2019 report
found that only 57% of surveyed instructors intended to implement
a cybersecurity section in their K-12 curriculum [12].

Despite the lack of K-12 cybersecurity requirements across the
globe, a growing population of students have an interest in cy-
bersecurity, with those needs not being met in formal education
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settings. In informal educational settings, limited research on cyber-
security education that teaches a wide range of topics for students
to determine if they have an interest in pursuing additional cy-
bersecurity and computer science courses at the secondary level
[31] [6] [5]. Both informal and formal education settings lack of
accessible cybersecurity education for middle school students that
is an all encompassing, full curriculum. In attempts to address this
gap, we developed a two phase cybersecurity outreach program,
named SecurelT, for early age, secondary school students. Phase 1
encompasses a one week summer camp developed from previous
curriculum and Phase 2 includes a multi-session weekend outreach
event expanding on curriculum supported by Cyber.org standards
[9].

The contributions of this research are:

e Develop reuseable curriculum that can be used at multiple
research sites to teach students introductory cybersecurity
concepts

e Understand how the participants interaction with the cur-
riculum contributes to their perceived learning, interest, and
confidence in cybersecurity

e Determine what, if any, correlation exists between partici-
pants’ level of enjoyment in cybersecurity activities correlate
with their intent to pursue further studies or a career in cy-
bersecurity

e Observe participants change in attitudes towards the pro-
gram, SecurelT, before and after the program

e Discover what, if any, significant difference in participants’
attitudes towards the program, SecurelT, before, during, and
after engaging with the curriculum?

— If a significant difference exists, determine what factors
contribute to the difference

We follow this introduction with background on previous work
investigating cybersecurity education and design based research.
We then share the phases of our work creating and refining the
curriculum in sections 3.1 and 3.3. Finally, we share lessons learned
and implications for practice of cybersecurity education.

2 BACKGROUND

Previous research has investigated children’s understanding of the
internet [15] [11], networking [27], computer viruses [31], social
networking [6], and informatics [5], but not additional cyberse-
curity topics like operating systems, the CIA Triad, and hacking
[9]. This is critical gap as there is a 32% increase in cybersecurity
jobs and students need to begin building a strong cybersecurity
education foundation.

Prior work examined children’s understanding of cyber-safety,
particularly online safety, with a focus on primary school aged (K-5)
students [10]. While online safety is important, the goal of this re-
search is to focus on a broad cybersecurity education that includes
the prior topics discussed as singular lessons. Research by Riel and
Romeike found that students did not have a clear understanding of
computer networks and how communication happens on those net-
works [27]. This was another motivating factor to increase students’
understanding of networking and cybersecurity.

Students’ understanding of computer viruses was the focus of
the study by Tsarva et al in 2020. The research found that the topic
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of computer viruses and how they work can be taught to children as
young as 3rd and 4th grade [31]. Folk models of malware have also
been investigated by Wash [33] and found that users erroneously
think that certain operating systems or devices are immune to
viruses. While the respondents in Wash’s work are older than this
work’s population, students in secondary schools still have the
ability to develop folk models, so it is important to keep this in
mind that students may come into learning about cybersecurity
and other topics with erroneous preconceptions.

When conducting this research, it was imperative that the topics
taught were relatable to the students and built off of their existing
knowledge around computing, while also being scalable for stu-
dents who had completed prior computing or cybersecurity courses
offered in the community [32]. When piloting the curricular pro-
grams, it was critical that the research was implemented with an
iterative design process and improved and tailored as the project
continued. Thus, this research follows a Design-Based Research
(DBR) approach [4]. The DBR approach allows a team to conduct
research in authentic educational settings, focusing on the design
of the intervention, using mixed methods research in an iterative
fashion while focusing on multiple stakeholders and a persistent
problem. This is an appropriate research model since University of
Maryland, College Park and North Carolina State University are in
two different geographic areas with a similar research agenda of
improving access to and engagement with cybersecurity education.
The persistent problem we encountered was the lack of cyberse-
curity education and a cohesive curriculum for early secondary
school students.

3 IMPLEMENTATION CONTEXT AND
CURRICULUM DESIGN

Our project is broken down into two preliminary phases; Phase
1, the first summer camp pilot, and Phase 2, weekend workshops
taking place during the academic year. The goal of these two phases
is to determine what is more impactful when teaching cybersecurity;
summer camps or weekend workshops. Both summer camps and
workshops took place at two large public universities in the eastern
United States.

University of Maryland, College Park (UMCP) is a leading public
institution in a suburban area with a majority African American
population. UMCP offers 8 STEM-related summer programs and
12 computer science after school programs for secondary-aged
students. Of the 8 middle-grade summer programs, the camp imple-
mented in Phase 1 was the only camp that geared towards cyberse-
curity. There was also one residential cybersecurity camp designed
for upper-secondary aged students.

North Carolina State University (NCSU) is a large public univer-
sity adjacent to a bustling downtown city center. NCSU offers gen-
eral engineering and computer science-themed day camps across
the K-12 grade band in addition to residential camps for 11th and
12th-grade students. NCSU had not hosted a cybersecurity-specific
computer science camp prior to Phase 1. However, exploratory
middle-grade computer science camps have been hosted for over a
decade with varying themes of games and block-based coding.

The camps were instructed by local university students major-
ing in computing related field. Instructors taught in teams of 3-4
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during the camp, rotating roles between lead instructor and teach-
ing assistant for each activity. The program coordinator was also
present and hands-on for both camps. The goal of the camp was for
students interested in the growing field of cybersecurity to learn
to think like cybersecurity engineers and employ design thinking
to protect the devices they interact with daily (smart technologies,
wearables, internet sites). Each day included a warm-up activity, an
introductory tutorial, plugged and unplugged cybersecurity activi-
ties, and then a challenge activity in the afternoon for students to
extend upon the lessons learned earlier in the day or week.

3.1 Phase1l

3.1.1  Recruitment. To assist in recruitment, UMCP used its strate-
gic partnership with the Center for Inclusion and Diversity (Center),
located on their campus. The Center has a history of implement-
ing summer programs and school-year outreach for students from
historically underrepresented groups in computing. In addition to
building relationships with families, the Center has established
partnerships with local schools, campus departments, neighbor-
ing universities, and organizations such as Girl Scouts of the USA,
the National Center for Women and Information Technology, and
Computer Science Teachers Association, and has leveraged these
relationships to support recruitment efforts. The Center also man-
ages a website, newsletter, and several social media platforms to
communicate upcoming events and programs.

At NCSU, a partnership was formed with the outreach branch of
the college of engineering that has provided over 20 years of infras-
tructure such as recruiting, meals, and logistics for K-12 summer
programs. The partners use a camp management software to main-
tain a mailing list for advertisements and potential participants.
They also utilize national connections and local area school net-
works to communicate messages to parents and teachers. Similar
to UMCP, a program website and newsletter was also used to share
upcoming programs and events.

A breakdown of Phase 1 participant demographics is provided in
Tables 1 and 2. The mean age of students at both campuses was 12,
with a breakdown by location provided in figure 1. Overall, each
camp hosted a diverse participant group including at least 33% girls,
and 33% Black, Hispanic, or Native American students.

Table 1: Demographic Characteristics of UMCP Phase 1 Par-
ticipants

Total Gender Race/Ethnicity
Female Male Other | Black Asian Hispanic White Unknown
N=21 8 12 1 7 6 3 2 2

Table 2: Demographic Characteristics of NCSU Phase 1 Par-
ticipants

Total Gender Race/Ethnicity
Female Male | Black Asian Hispanic Native American White Unknown
N=24 8 16 3 4 3 2 8 4
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Figure 1: Ages of campers at UMCP and NCSU

3.1.2  Phase 1 Content. Content originated from UMCP’s Center’s
cybersecurity camp curriculum designed for high school juniors
and seniors. Lecture materials and lesson activities were modified
to be accessible to a middle school audience by providing more
scaffolding within the content. Scaffolding helps students make
connections between any prior knowledge they may have. Scaf-
folding is also important in instruction as it has been found to
help broaden participation in computing through more accessible
learning ramps and increased engagement [29]. Additionally, we
modified the materials, following a similar topical reduction strat-
egy to that of Kaur et al. in their 2023 work [19]. Kaur et al found
that secondary school students learned and applied the concepts
taught after applying a reduction approach to the amount of content
and concepts being taught.

Consequently, content topics such as networking, cryptography,
hacking, and cybersecurity attacks were selected for inclusion in
Phase 1. Previous research found that students needed more net-
working knowledge to understand cybersecurity concepts [27]. This
was addressed in Phase 1 by ensuring students had the foundational
knowledge of networking prior to learning about cybersecurity,
therefore the first day of camp in Phase 1 was spent learning about
networking. Students gained hands-on experience with networking
by using NetsBlox, a block-based programming language [22, 30]
to implement message passing. Students also visited websites that
host ethical hacking puzzles to engage in simple warm-ups.

3.1.3  Phase 1 Implementation. Local students majoring in a com-
puting related field served as instructors for both camps. The lead
instructor at NCSU had 3 years of teaching experience at the col-
legiate level and disseminated the lessons learned to other NCSU
staff. The program director at UMCP had 6 years of K-12 teaching
experience and also lead a training for the UMCP instructors. Demo-
graphic details of the instructors are available in Table 3. To cover
the expenses of instructor salaries, transportation, and materials
UMCP charged each camper $400 and NCSU charged $450, with
NCSU providing meals. Additionally, both universities provided
funding for students who expressed financial hardship or need and
were awarded scholarships to offset the cost of attending camp. To
develop the flow of each camp day in Phase 1, the curriculum fol-
lowed an active learning approach. A copy of the camp schedule is
shown in Figure 2. The warm up activities included playing online
game-based learning games, like Kahoot and Blooket, related to



ITiCSE 2024, July 8-10, 2024, Milan, Italy

the topic students would be learning that day or a review from the
previous day. Additionally, the population of students were from
different secondary schools, so these activities helped promote en-
gagement among the student groups during the beginning of the
session; and as learning aids throughout the lesson. Each day, the
instructor lectured on the daily topic, which included computer
networks, encryption and decryption, or types of computer hacking.
Students then completed unplugged and plugged-in cybersecurity
activities like being a human firewall. The goal of the afternoon
challenge activity is for students to extend upon the lessons learned
earlier in the day or week.

The camp also followed a project based learning approach [26],
with students creating projects through block-based programming
that encompassed what they learned throughout the week. Stu-
dents had creative freedom to complete a project that they were
interested in with any topic they learned throughout the week, as it
has been shown that students value having a choice [21] [29] [23].
Students were able to iteratively work on the project throughout
the week, getting assistance from the camp instructors as well. Each
participant completed a pre-survey on the first day of camp and a
post-survey on the last day of camp. The surveys utilized questions
from the Computer Science Attitudes Survey [20] and the Cyberse-
curity Engagement and Self-Efficacy Scale, Version 2.0 [3, 24] and
were modified to meet the needs of this intervention and age group.
The survey questions explored key themes such as a student’s atti-
tude, belonging, confidence, exposure, future plans, interest, and
self-efficacy as it relates to computing and cybersecurity. Questions
consisted of multiple choice, open-ended, and Likert scale responses
with scales between 1-3, 1-4, and 1-7. At both universities, students
engaged with cybersecurity outside of the classroom via cyberse-
curity company and museum tours to make connections to their
classroom experiences. Regarding their favorite part of the camps,
both groups ranked working on projects as number one followed
by visiting the labs/field trips. When investigating the open-ended
responses for what was the most exciting concept or skill learned
at camp, six different concepts emerged from the data (frequency
of appearance): coding (13), cryptography/ciphers (9), hacking (6),
networking (5), binary numbers (3) and protection/security (3). In
regards to the open response question on what they may want to
learn in the Phase 1 camp the following summer, 25% of students re-
ported that they would like to learn more coding or more advanced
coding. Another 17% wanted to learn more practical hacking and
10% of students were interested in learning about more ways to
protect information. These requests were split evenly across camp
locations. Given the differing dynamics of the two camp popula-
tions, the overall survey feedback on activities was positive, with
students saying they enjoyed the time spent coding and working
on projects. Campers further self-reported increases in interest in
studying computer science/cybersecurity in college as well as 95%
reporting increased skills and knowledge with technology after
attending the camp. There was one significant difference in results
between campus A and B, where campers at NCSU reported more
changes in attitude toward computer science/cybersecurity, 86.4%
vs 55%, p=.025.

Madison Thomas et al.

Table 3: Demographic information of Phase 1 instructors

Total Gender Classification Multiracial, Black
Female Male | Undergrad Graduate Staff or Hispanic
Uni A N=4 3 0 3 0 1 3
Uni B N=4 3 1 2 1 1 2

3.2 Iterative Refinement Process

After Phase 1, the curriculum and survey instruments were modified
based on feedback and student interactions. Since the curriculum
came from a prior cybersecurity high school camp, the research
team determined it would be more impactful if campers learned
from the secondary school standards set forth by Cyber.org [9].
Additionally, even though the team scaffolded the curriculum in
Phase 1, additional scaffolding was needed, so the material was
accessible to all learners. The results from Phase 1 were limited
as an oversight led to a missing correlation between the pre and
post survey questions for some constructs. Prior to starting the
implementation of Phase 2, the surveys were modified to ensure
all constructs were assessed in both the pre and post surveys. The
Phase 1 and Phase 2 implementations utilized similar curriculum
but were not a continuation of one another. As well, the projects
students created did not incorporate the topics discussed and were
shallow demonstrations such as games that mentioned the topic
superficially. For Phase 2, it was imperative that more guidance
was provided on what is expected in final projects [14].

3.3 Phase 2

3.3.1  Recruitment. Recruitment at UMCP was the same protocol
as conducted in Phase 1. To help provide infrastructure for work-
shops during the academic year, NCSU changed partnerships to
a Science Technology Engineering and Math (STEM) enrichment,
pre-college program put on through one of the university’s ex-
tension programs. Within the pre-college program rising 6th-8th
grade students were recruited from school districts within close
proximity to the university. Recruitment placed a special emphasis
on enrolling students from underserved groups, including students
in underrepresented minorities (African-American, Hispanic, Pa-
cific Islander, Native American), first-generation college student,
or come from a low-income background. As part of the pre-college
program, each student is required to have at least a “C” (2.0/4.0) av-
erage in his/her core classes (Math, Science, Language Arts/English,
Social Studies). Given this new recruitment partnership, it is as-
sumed that students at NCSU did not have any computer science
or cybersecurity experience.

A breakdown of Phase 2 participant demographics is provided in
Tables 4 and 5. The most common age of students at both campuses
was 12, with a breakdown by location provided in figure 1. UMCP
had 0 non-responses and NCSU had 2 non-responses. Overall, each
camp hosted a diverse participant group including at least 33% girls,
and 33% Black, Hispanic, or Native American students.

3.3.2  Phase 2 Content. The Phase 2 curriculum was developed by
utilizing the Cyber.org standards [9]. After completing the first
iteration of the curriculum, it was imperative that the learning
outcomes aligned with established principles. Cyber.org provides
three major themes in their standards: Computing Systems (CS),
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Monday Tuesday Wednesday Thursday Friday
8:45-9:00 Drop Off (Location) Drop Off (Location) Drop Off (Location) Drop Off {Location) Drop Off {Location)
9:00-9:15 Intro to Camp and Cyber Intro to Cyrptography Introduced Security
9:15-9:30 security - P Intro to Ethical Hacking Project _
9:30-9:45 MR Base Activity, 3 Part e

Ice Breaker Project on ELMS Base Activity
9:45-10:00 7-Steps of Hacking group

— Intro to Cyrptography oo
10:00-10:15 Unplugged Activity Activity
10:30-10:45
Intro to Cyrptography Security Project
10:45-11:00 Intro to Cyber Intro to Ethical Hacking
11:00-11:15
11:15-11:30
Slul:)enl Cyhe.r Attack DS\N"I'ARIep.nrl m;;[‘?\;é Stark Capture the Flag Activity
11:30-11:45 Social Activity resentations ctivily on Field Trip
11:45-12:00 Intro to Ethical Hacking
12:00-12:15 Wialk to Lunch Location Walk to Lunch Location Wialk to Lunch Location Walk to Lunch Location
12:15-12:30 Lunch Lunch Lunch Lunch
12:30-12:45 (Location) (Location) (Location) (Location)
12:45-1:00 Walk Back Walk Back Walk Back Walk Back
1:00-1:15 Binary Flippy Do Lecture Unplugged Activity - DDoS
1:15-1:30 It to Network Activity + Binary Challenge
- 3 ntro to Networks Phisihing Myself Activity + )
1:30-1:45 Running Dog Activity Presenting Phishing Emails Security Project Prepare for Presentations/
1:45-2:00 Clean Code
2:15-2:30 Netsblox Setup
Chatroom Activity + Security

2:30-2:45 Security Project Post Surve

. » Chatroom Activity Project Base Activity ) U
2:45-3:00 Running Dog Activity Student Security Gallery Walk
3:00-3:15 Social Activity Social Activity Presentations
3:15-3:30 Clean Up Clean Up Clean Up Clean Up Clean Up
3:30-3:45 Pick Up {Location] Pick Up (Location) Pick Up (Location) Pick Up (Location) Pick Up (Location)

Figure 2: Phase 1 Schedule

Table 4: Demographic Characteristics of UMCP Phase 2 Par-
ticipants

Total Gender Race/Ethnicity
%% Female Male Other | Black Asian White Multi-racial Unknown
N=16 5 8 3 5 3 3 2 3

Table 5: Demographic Characteristics of NCSU Phase 2 Par-
ticipants

Total Gender Race/Ethnicity
Female Male Other | Black Hispanic Multi-racial Unknown
N=30 15 13 2 18 3 18 1

Digital Citizenship (DC), and Security (SEC) and three categories
under each theme. The research team selected topics that seemed
appealing to novice learners while providing the most hands-on
experience. The selected topics include: Computer Networks, CIA
Triad, Software and Operating Systems, Authentication, Data Secu-
rity, and Adversarial Thinking. Furthermore, activities were curated
to help with learning the material and promote active learning. For
each lesson, student guides were created to break the activities
into smaller tasks to help improve scaffolding. Research has found
that unplugged activities have positive effects on girls’ attitudes
and performance, thus this was used as a guiding idea for some
of the activities such as creating a Jeopardy game for Day 3 and
roleplaying as a computer operating system for Day 2 [29]. Students
engaged with physical hardware in Phase 2, such as Raspberry Pi’s.
At the end of each session, students completed exit tickets related
to the lesson.

3.3.3 Phase 2 Implementation. During the development of the
Phase 2 curriculum, students were considered to be at a novice
level related to cybersecurity. In the development process, the re-
search team discussed how each session would be conducted to
maintain site reliability. We opted for a setup that had minimal lec-
turing and implemented interactive participation in the classroom,
as students in Phase 1 mentioned the lectures were too lengthy.
Phase 2 curriculum was designed so the lecture and discussion
would include technology and applications that are popular among
secondary-school students. For each session, students were greeted
with a warm-up brain teaser, to encourage collaboration. Then, the
instructors lectured about the respective topics for the day. After-
ward, students were put into groups by the instructors to complete
an activity that was submitted online before the end of the session.
Finally, students completed their exit tickets. Due to a difference
in IRB approval and workshop timings, students were given a pre-
survey at the beginning of Session 1 at NCSU and Session 2 at
UMCP. Survey questions consisted of multiple choice, open-ended,
and Likert scale questions where the scales for most questions were
1-5. The question: How likely are the following people to encourage
you to participate in Computer Science or Technology classes, clubs,
or camps? used a 1-7 scale of strongly agree to strongly disagree (as
prescribed by the original question authors) for a pre-selected list
of responses. Sessions during Phase 2 were held on the weekends, 2
hours at UMCP and 1.5 hours at NCSU. UMCP and NCSU both had
3 sessions each. These sessions occurred during the Fall 2023 semes-
ter at both universities. The program coordinator was also present
and hands-on for workshops at UMCP. Local university students
majoring in computing served as instructors for both workshops,
operating in teams of 3-4 and rotating roles between lead instructor
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and teaching assistants. As Phase 2 is still ongoing, post-test data
has not been collected, and will be presented in future work.

4 DISCUSSION

Student data was collected in the form of pre and post surveys
for both Phases. IRB approval was given by UMCP that included a
reliance agreement to cover researchers at NCSU. The IRB allowed
collecting student demographic data survey responses related to
the students experience and knowledge levels around cybersecurity
and computer science. Over 70% of students in Phase 1 expressed
enjoyment with the overall camp, excluding those with ‘some agree-
ment. Students familiar with cybersecurity found the networking
topic confusing and expressed disappointment in learning the same
encryption and decryption methods that they learned in prior ex-
periences. Those new to cybersecurity enjoyed both networking
and cipher activities, with 30% listing those as their favorite activ-
ities. A majority of NCSU students preferred coding. Students at
both UMCP and NCSU had varying degrees of experience, both in
cybersecurity and computer science. At UMCP, 60% of the students
participated in the Center’s K-12 Outreach summer or UMCP’s
school year computing outreach program. At UMCP, only 10% of
students self-reported having confidence in their knowledge of
cybersecurity, whereas, 90% self-reported having little to no expe-
rience in cybersecurity outside of cyber safety. Students at NCSU
had little to no computer science or cybersecurity experience. We
also saw that students at UMCP had more programming experience
than students at NCSU. With this, we noticed that UMCP students
finished the activities quicker than anticipated. Future work should
look at developing extension activities for students with more ex-
perience. Hosting both a cybersecurity-specific summer camp and
a workshop has been a good experience for the students and the in-
stitutions’ broadening participation in computing efforts. We have
discovered there are differences in developing both program efforts.
At UMCP, summer camp is a fee-based program that launched for
the first time last year. Attendance was consistent, engagement fluc-
tuated but overall an experience that students valued for a first of its
kind. NCSU’s summer camp is also a fee-based program. Although
attendance was consistent, engagement was not as prevalent. The
Phase 2 workshops were free of charge. With the curriculum ad-
justments that were made, we noticed students were more engaged
with the new lessons and activities. During the Phase 2 workshops,
attendance fluctuated, which was attributed to the program being
free and on a weekend. Once data is collected from the post-surveys
at each location, we hope to do further analysis on UMCP’s quick
to learn group versus the slower paced group at NCSU to help
understand where extra scaffolds and extensions were placed.

4.1 Lessons Learned

To other practitioners who want to use this content, we would
recommend the following:

e Curriculum development - The lessons in Phase 1 incorpo-
rated lectures that were too lengthy for lower secondary
students. We saw that in Phase 2 students enjoyed learn-
ing more when the lecturing was kept to no more than 25
minutes at most.
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o Content delivery - Certain topics, such as networking mod-
els and social engineering, required more hands-on lesson
planning. Students required more physical engagement and
hands-on activities to understand the topics.

Student knowledge levels - UMCP and NCSU had students

of varying computer science and cybersecurity knowledge.

We found that students at UMCP would complete the activi-

ties faster than the students at NCSU. Future work should

consider implementing open-ended lesson extensions so stu-
dents can stay engaged if they finish their work early.

Student reading comprehension - During Phase 2, we found

that students had differing levels of reading comprehension

skills. This coincides with the work done by Shehzad et al and

Salac et al, where they found that language and literacy skills

impact participation in computing [29] [28]. Some students

had English as a second language, and would benefit from
materials in another language or that relied more on figures
and pictorial information.

o Cross site implementation - In order to succeed at a cross site
implementation of the curriculum, research and outreach
staff should meet biweekly to discuss how each program is
going. It was critical that both universities were aware of
the ongoing situation at the other location to help prepare
materials and set evaluation goals.

4.2 Limitations

One limitation in this research was participation biases. Both uni-
versities relied on outside organizations to recruit participants for
their programs and were unable to control for prior experience or
parental coercion. We recognize the potential influence of parental
enrollment in various camps and programs. To address this limita-
tion, collaborative efforts with the respective universities will be
undertaken to ensure a thorough and varied selection of available
camps. Furthermore, NCSU plans to recruit for summer camp par-
ticipants independently. Another limitation related to recruitment
was the cost of the camp. While scholarships were provided, they
were limited. Future work should look into ways to implement cost
effective cybersecurity summer camp. A second limitation is the
discontinuity in NCSU’s program. A large break was taken between
sessions due to building closures used by their partner organization.
We believe using the program coordinator to organize more of the
logistics may help the implementation be more agile in response.

5 CONCLUSION AND FUTURE WORK

This work focused on implementing a two phase outreach pro-
gram to teach early secondary aged students about cybersecurity.
Phase 1 included a one week long summer camp at two universi-
ties. Phase 2 included weekend sessions taking approximately two
hours each. In both phases, students learned cybersecurity topics.
Improvements around scaffolding and standards alignment took
place between sessions. Future work will look at focus groups in
different types of Phase implementation (camps versus weekend
events) to determine student enjoyment and knowledge retention
via exit tickets and end of course surveys. We intend to perform an
in-depth empirical analysis using post surveys from the workshop



Equitable Access to Cybersecurity Education: A Case Study of Underserved Middle School Students ITiCSE 2024, July 8-10, 2024, Milan, Italy

sessions. Overall, we hope to use this experience to present imple-
mentation recommendations and insights regarding cybersecurity
education, language accessibility, and material extendability. Future
work should look at the longitudinal impacts of these interventions.
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