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ABSTRACT

Conformal prediction has shown spurring performance in constructing statistically
rigorous prediction sets for arbitrary black-box machine learning models, assuming
the data is exchangeable. However, even small adversarial perturbations during the
inference can violate the exchangeability assumption, challenge the coverage guar-
antees, and result in a subsequent decline in prediction coverage. In this work, we
propose the first certifiably robust learning-reasoning conformal prediction frame-
work (COLEP) via probabilistic circuits, which comprises a data-driven learning
component that trains statistical models to learn different semantic concepts, and a
reasoning component that encodes knowledge and characterizes the relationships
among the statistical knowledge models for logic reasoning. To achieve exact and
efficient reasoning, we employ probabilistic circuits (PCs) to construct the reason-
ing component. Theoretically, we provide end-to-end certification of prediction
coverage for COLEP under /5 bounded adversarial perturbations. We also provide
certified coverage considering the finite size of the calibration set. Furthermore, we
prove that COLEP achieves higher prediction coverage and accuracy over a single
model as long as the utilities of knowledge models are non-trivial. Empirically, we
show the validity and tightness of our certified coverage, demonstrating the robust
conformal prediction of COLEP on various datasets.

1 INTRODUCTION

Deep neural networks (DNNs) have demonstrated impressive achievements in different domains (He
et al.,[2016;|Vaswani et al.,[2017;|Li et al.,[2022b; [Pan et al.,[2019; /Chen et al., 2018). However, as
DNNss are increasingly employed in real-world applications, particularly those safety-critical ones
such as autonomous driving (Xu et al.,2022a) and medical diagnosis (Kang et al.,|2023a), concerns
regarding their trustworthiness and reliability have emerged (Szegedy et al.| 2014; Eykholt et al.,
2018; |Cao et al.| 2021} |Li et al., 2017; Wang et al., 2023). To address these concerns, it is crucial
to provide the worst-case certification for the model predictions (i.e., certified robustness) (Wong
& Kolter, 2018; |(Cohen et al., 2019; [Li et al.| |2023), and develop techniques that enable users to
statistically evaluate the uncertainty linked to the model predictions (i.e., conformal prediction) (Lei
et al.| 20185 Solar1 & Djordjilovic, 2022).

In particular, considering potential adversarial manipulations during test time, where a small perturba-
tion could mislead the models to make incorrect predictions (Szegedy et al.,2014; Madry et al.|[2018;
Xiao et al., 2018 |Cao et al.;, 2021} | Kang et al., 2024b), different robustness certification approaches
have been explored to provide the worst-case prediction guarantees for neural networks. On the
other hand, conformal prediction has been studied as an effective tool for generating prediction
sets that reflect the prediction uncertainty of a given black-box model, assuming that the data is
exchangeable (Romano et al.,2020; Vovk et al.l[2005). Such prediction uncertainty has provided a
probabilistic guarantee in addition to the worst-case certification. However, it is unclear how such
uncertainty certification would perform in the worst-case adversarial environments.
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Although the worst-case certification for conformal prediction is promising, it is challenging for
purely data-driven models to achieve high certified prediction coverage (i.e., worst-case coverage
with bounded input perturbations). Recent studies on the learning-reasoning framework, which
integrates extrinsic domain knowledge and reasoning capabilities into data-driven models, have
demonstrated great success in improving the model worst-case certifications (Yang et al., [2022;
Zhang et al., 2023). In this paper, we aim to bridge the worst-case robustness certification and
uncertainty certification, and explore whether such knowledge-enabled logical reasoning could help
improve the certified prediction coverage for conformal prediction. We ask: How to efficiently
integrate knowledge and reasoning capabilities into DNNs for conformal prediction? Can we prove
that such knowledge and logical reasoning enabled framework would indeed achieve higher certified
prediction coverage and accuracy than that of a single DNN?

In this work, we first propose a certifiably robust learning-reasoning conformal prediction framework
(COLEP) via probabilistic circuits (PCs). In particular, we train different data-driven DNNs in the
“learning" component, whose logical relationships (e.g., a stop sign should be of octagon shape) are
encoded in the “reasoning" component, which is constructed with probabilistic circuits (Darwiche,
1999; 2001) for logical reasoning as shown in Fig[I. Theoretically, we first derive the certified
coverage for COLEP under {5 bounded perturbations. We also provide certified coverage considering
the finite size of the calibration set. We then prove that COLEP achieves higher certified coverage and
accuracy than that of a single model as long as the knowledge models have non-trivial utilities. To
our best knowledge, this is the first knowledge-enabled learning framework for conformal prediction
and with provably higher certified coverage in adversarial settings.

We have conducted extensive experiments on GTSRB, CIFAR-10, and AwA?2 datasets to demonstrate
the effectiveness and tightness of the certified coverage for COLEP. We show that the certified
prediction coverage of COLEP is significantly higher compared with the SOTA baselines, and COLEP
has weakened the tradeoff between prediction coverage and prediction set size. We perform a range
of ablation studies to show the impacts of different types of knowledge.

Related work Conformal prediction is a statistical tool to construct the prediction set with guar-
anteed prediction coverage (Vovk et al.|{1999; 2005; |Shafer & Vovk, |2008; |Le1 et al.,[2013;|Yang
& Kuchibhotla, [2021; |Solari & Djordjilovic} 2022; Jin et al., 2023), assuming that the data is ex-
changeable. Several works have explored the scenarios where the exchangeability assumption is
violated (Jin et al.}|2023; Barber et al., 2022;|Ghosh et al.| 2023} Kang et al.,2023c;|[2024a)). However,
it is unclear how to provide the worst-case certification for such prediction coverage considering
adversarial setting. Recently, Gendler et al. (Gendler et al., 2022) provided a certified method for
conformal prediction by applying randomized smoothing to certify the non-conformity scores. How-
ever, such certified coverage could be loose due to the generic nature of randomized smoothing. We
propose COLEP with a sensing-reasoning framework to achieve much stronger certified coverage
by leveraging the knowledge-enabled logic reasoning capabilities. We provide a comprehensive
literature review on certified robustness and logical reasoning in appendix

2 PRELIMINARIES

Suppose that we have n data samples {(X;,Y;)}7_, with features X; € R? and labels Y; € Y :=
{1,2,..., N.}. Assume that the data samples are drawn exchangeably from some unknown distribution
Pxy. Given a desired coverage 1 — a € (0, 1), conformal prediction methods construct a prediction
set .o C ) for a new data sample (X, 11, Yn11) ~ Pxy with the guarantee of marginal prediction
coverage: P[Yyi1 € Croo(Xng1)] > 1— .

In this work, we focus on the split conformal prediction setting (Lei et al.,|2018}|Solari & Djordjilovic,
2022), where the data samples are randomly partitioned into two disjoint sets: a training set Z,
and a calibration set Zcu = [n]\Z.. In here and what follows, [n] := {1,--- ,n}. We fit a classifier
h(z) : R* = Y to the training set Z, to estimate the conditional class probability 7, (z) := P[Y =
y|X = z] of Y given X. Using the estimated probabilities that we denote by 7, (z), we then compute
a non-conformity score S, (X;,Y;) for each sample in the calibration set Z., to measure how much
non-conformity each validation sample has with respect to its ground truth label. A commonly used
non-conformity score for valid and adaptive coverage is introduced by (Romano et al., 2020) as:
Sa, (#,y) = 30,y T (@)#, () >, ()] + Ty (2)u, where I is the indicator function and w is uniformly
sampled over the interval [0, 1]. Given a desired coverage 1 — «, the prediction set of a new data point
X 41 is formulated as:

én,a(X7L+1) = {y € y : Sﬁ'y (Xn-l-lvy) < Ql—a({Sﬁ'y (X%Y;)}iEIcal)} (1)
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where Q1o ({S#,(Xi,Yi)}iez,) is the [ (1—a) (14| Zea|)]-th largest value of the set {Sx, (X:, Y:) biez.y -
The prediction set Cy, o (X,+1) includes all the labels with a smaller non-conformity score than the
(1 — a)-quantile of scores in the calibration set. Since we assume the data samples are exchangeable,
the marginal coverage of the prediction set Cy, o (X, (1) is no less than 1 — a.

3 LEARNING-REASONING PIPELINE FOR CONFORMAL PREDICTION

To achieve high certified prediction coverage against adversarial perturbations, we introduce the
certifiably robust learning-reasoning conformal prediction framework (COLEP). For better readability,
we provide structured tables for used notations through the analysis in Appendix [K.

3.1 OVERVIEW OF COLEP

PC (Shape Knowledge)

IsStopSign=IsOctagon (weight: w)

The COLEP is comprised of a data-driven learning
component and a logic-driven reasoning component.
The learning component is equipped with a main
model to perform the main task of classification and
L knowledge models, each learns different concepts

from data. Following the learning component is the \\_K [ s

—0O
reasoning component, which consists of R subcom- N
ponents (e.g., PCs) responsible for encoding diverse odee) >
domain knowledge and logical reasoning by charac- Learing ‘ i 4
terizing the logical relationships among the learning Figure 1: Overview of COLEP.

models. The COLEP framework is depicted in Fig u Concretely, consider an input =z € R? (e.g.,
the stop sign image) and an untrusted main model (e.g., stop sign classification model) within the
learning component that predicts the label of = along with estimates of conditional class probabilities

() :=Plg = jIX = ], )
where j € Y := [N.]. Note that the main model as a [V -class classification model can be viewed as
N, binary classification models, each with success probability 7|, (-). In Fig ll, we particularly
illustrate COLEP using a binary stop sign classifier 7(-) as the main model for simplicity. Each
knowledge model (e.g., octagon shape classification model 7°(-)) learns a concept from z (e.g.,
octagon shape) and outputs its prediction denoted by 3" € {0, 1} where [ € [L] indexes a particular
knowledge model. There can be only two possible outcomes: whether the I-th knowledge model
detects the concept ) = 1 or not ) = 0. Consistently with the notation of the main model, we
denote the conditional concept probability of the I-th knowledge model by

7 (z) =P = 1|1X = 2] 3)
for I € [L] Once the learning models output their predictions along with estimated probabilities,
the reasoning component accepts these estimates as input and passes them through R distinct
reasoning subcomponents in parallel. It then combines the probabilities at the outputs of the reasoning
subcomponents to calculate the corrected estimates of conditional class probabilities by COLEP,
which we denote as 75" () for j € [N] (e.g., corrected probability of 2 having a stop sign or not:
#ASOMF (z) or 1-75°"*F (z)) and form the conformal prediction set with them.

3.2 REASONING VIA PROBABILISTIC CIRCUITS

We encode two types of knowledge in the reasoning component: (1) preventive knowledge of the
form “A — B” (e.g., “IsStopSign —> IsOctagon”), and (2) permissive knowledge of the
form “B = A” (e.g., “HasContentStop —> IsStopSign”), where A represents the main task
corresponding to the main model (e.g., “IsStopSign’), B as one of the L knowledge models (e.g.,
“IsOctagon”), and — denotes logical implication with a conditional variable as the left operand and
a consequence variable on the right. In this part, we consider one particular reasoning subcomponent
(i.e., one PC) and encode H preventive and permissive knowledge rules {K,}/_; in it. The h-th
knowledge rule K}, is assigned with weight w;, € RT.

To enable exact and efficient reasoning, we need to seek for appropriate probabilistic models as the
reasoning component. Recent work (Giirel et al.||2021; [Yang et al.||2022) encode propositional logic
rules with Markov Logic Networks (MLNs) (Richardson & Domingos, 2006), but the inference com-
plexity is exponential regarding the number of knowledge models. Variational inference is efficient
for reaonsing (Zhang et al.,2023), but induces error during reasoning. Thus, we use probabilistic
circuits (PCs) to achieve better trade-offs between the model expressiveness and reasoning efficiency.
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Encode preventive and permissive knowledge rules with PCs. PCs define a joint distribution over
a set of random variables. PCs take an assignment of the random variables as input and output the
joint probability of the assignment. Specifically, the input of PCs can be represented by an N, + L
sized vector of Bernoulli random variables (e.g., [IsStopSign, IsOctagon, IsRed, IsDigit]) with the
corresponding vector of success probabilities (e.g., # = [#s, 7%, 7", 7#%]) denoted as:

= (] e 7O lien]- “

Note that 7 is a concatenated vector of the estimated conditional class and concept probabilities of the
main model and knowledge models, respectively (e.g., & = [#s, #°, 7", #%] with N. = 1, L = 2). Since
conformal prediction is our main focus, the conditional probabilities # in eq. (@) will be frequently
referenced throughout the paper. To distinguish the index representing each class label j € [N.], we
use jv € [N. + L] to address entries of N. + L sized vectors.

The computation of PCs is based on an acyclic directed graph G. Each leaf node Oie,r in G represents a
univariate distribution (e.g., B(#s(x)): Bernoulli distribution over IsStopSign with success rate 74 (x)).
The output of a PC is typically the root node O representing the joint probability of an assignment
(e.g., p(IsStopSign = 1,1sOctagon = 1|x)). The graph G contains internal sum nodes computing a
convex combination of children nodes, and product nodes computing the product of them.

Formally, we let the leaf node O in the computational graph G be a Bernoulli distribution with
success probability 7, (z). Let u € M := {0,1}" <" be the index variable (not an observation) of a
possible assignment for N, classes in the interest of the main model and L concepts in the interest of
L knowledge models. We also define the factor function £ : {0,1}"<* — R* which takes as input
a possible assignment . and outputs the factor value of the assignment:

H
F(u) = exp {Z Walu~ s, } , (5)
h=1
where I}, ,) = 1 indicates that the assignment y follows the given logic rule K}, and otherwise
Ij~x, = O (e.g., in the shape PC in fig. E, F(1,1])) = €, Ijp,13~x] = 1, where K is the rule
“IsStopSign = IsOctagon” with weight w). F'(u) essentially measures how well the assignment 1
conforms to the specified knowledge rules. Following (Darwiche|[2002;2003), we let sum nodes
compute the logical “or” operation, and product nodes compute the logical “and” operation. We
associate each assignment p € M with the factor value F'(n) at the level of leaf nodes as fig.
Given a feasible assignment of random variables, the output of PC Oy, computes the likelihood
of the assignment (e.g., p(IsStopSign = 1, IsOctogon = 1|x)). When considering the likelihood of
the j-th class label, we can marginalize class labels other than j and formulate the class probability
conditioned on input x as:

Not L rosn
ACOLER (x) _ Z“€M7 =1 Oroot(ﬂ) _ EMEJW, =1 exp {Zjvzl T(?ij (x)vﬂ.jv)} F‘(/’L)7 ©)

! ZHEM Oront(,u) Z,uGM €Xp {Zj]\icle T(ﬁ—jv (CL’), /J’jv)} F(/.L)

where T'(a, b) := log(ab+ (1 —a)(1—b)) for simplicity of notations and p; denotes the j-th element of
vector 1. Note that the numerator and denominator of eq. (6) can be exactly and efficiently computed
with a single forwarding pass of PCs (Hitzler & Sarker, 2022;/Choi & Darwiche, 2017; Rooshenas
& Lowd| 2014). We can also improve the expressiveness of the reasoning component by linearly
combining outputs of R PCs 7%](.” with coefficients 3, for the r-th PC as 7% (z) = 3= ,Brfr](.” (z)
. The core of this formulation is the mixture model involving a latent variable rpc representing the

PCs. In short, we can write 75°"*" () as the marginalized probability over the latent variable rpc as

7705 () = 32, g Plrec = 1] - frj(.") (z). Hence, the coefficient 3, for the r-th PC are determined by
P[rpc = r]. Although we lack direct knowledge of this probability, we can estimate it using the data
by examining how frequently each PC r correctly predicts the outcome across the given examples,
similarly as in the estimation of prior class probabilities for Naive Bayes classifiers.

Illustrative example. We open up the stop sign classification example in fig. |1 further as follows.
The main model predicts that the image = has a stop sign with probability 7, (z). In parallel to it, the
knowledge model that detects octagon shape predicts that the image = has an object with octagon
shape with probability 7,(x). Then we can encode the logic rule “IsStopSign — IsOctagon”
with weight w as fig. [I. The reasoning component can correct the output probability with encoded
knowledge rules and improve the robustness of the prediction. Consider the following concrete
example. Suppose that the adversarial example of a speed limit sign misleads the main classifier
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to detect it as a stop sign with a large probability (e.g., #s = 0.9), but the octagon classifier is not
misled and correctly predicts that the speed limit sign has a square shape (e.g., 7, = 0.0). Then
according the computation as eq. (6), the corrected probability of detecting a stop sign given the
attacked speed limit image is 75 = 0.9/(0.1e" + 0.9), which is down-weighted from the original
wrong prediction 7s = 0.9 as we have a positive logical rule weight w > 0. Therefore, the reasoning
component can correct the wrong output probabilities with the knowledge rules and lead to a more
robust prediction framework.

3.3 CONFORMAL PREDICTION WITH COLEP

After obtaining the corrected conditional class probabilities using COLEP in eq. (6)), we move on to
conformal prediction with COLEP. To begin with, we construct prediction sets for each class label
within the learning component. Using eq. (), the prediction set for the j-th class, where j € [N],
can be formulated as:

G2 (X 1) = {g¥ € {0,1) : Speowss (Xona1,0”) < Quoar, ({Sreos (X, Ly, biez)} (D)

where 1 — «; is the user-defined coverage level, similar to « in the standard conformal prediction.
The fact that element 1 is present in C*,Cféf.?" (Xn+1) signifies that the class label j is a possible ground
truth label for X, and can be included in the final prediction set. That is:

CR (Xoa) = (€ [N+ 1 € G285 (X )} ®

where o = max;c|n,{a;}. It is worth noting that if o is set to a fixed value for all j € [N.], o in the
standard conformal prediction setting is recovered. In this work, we adopt a fixed « for each «; for
simplicity, but note that our framework allows setting different miscoverage levels for each class j,
which is advantageous in addressing imbalanced classes. We defer more discussions on the flexibility
of defining class-wise coverage levels to Appendix

4 CERTIFIABLY ROBUST LEARNING-REASONING CONFORMAL PREDICTION

In this section, we provide robustness certification of COLEP for conformal prediction. We start by
providing the certification of the reasoning component in Section 4.1} and then move to end-to-end
certified coverage as well as finite-sample certified coverage in Section[4.2) We defer all the proofs to
Appendix. The overview of the certification framework is provided in fig. ff]in Appendix [E.

4.1 CERTIFICATION FRAMEWORK AND CERTIFICATION OF THE REASONING COMPONENT

The inference time adversaries violate the data exchangeability assumption, compromising the
guaranteed coverage. With COLEP, we aim to investigate (1) whether the guaranteed coverage can
be preserved for COLEP using a prediction set that takes the perturbation bound into account, and (2)
whether we can provide a worst-case coverage (a lower bound) using the standard prediction set as
before in eq. (8). We provide certification for goal (1) and (2) in Thms. [2]and [3] respectively.

The certification procedure can be decomposed into several subsequent stages. First, we certify
learning robustness by deriving the bounds for # within the learning component given the input
perturbation bound 6. There are several existing approaches to certify the robustness of models
within this component (Cohen et al., 2019; Zhang et al., 2018; Gowal et al., 2018). In this work, we
use randomized smoothing (Cohen et al.| 2019) (details in Appendix|C.3), and get the bound of #
under the perturbation. Next, we certify reasoning robustness by deriving the reasoning-corrected
bounds using the bounds of the learning component (Thm.[1). Finally, we certify the robustness of
conformal prediction considering the reasoning-corrected bounds (Thm. [2|and Thm. [3).

As robustness of the learning component is performed using randomized smoothing, we directly
focus on the robustness certification of reasoning component.

Theorem 1 (Bounds for Conditional Class Probabilities 7;°"*" () within the Reasoning Component).

Given any input x and perturbation bound ¢, we let [z;,(z),7;, ()] be bounds for the estimated
conditional class and concept probabilities by all models with jy € [N. + L] (for example, achieved
via randomized smoothing). Let V] be the set of index of conditional variables in the PC except for
§ € [N.] and VJ be that of consequence variables. Then the bound for COLEP-corrected estimate of

the conditional class probability #;°** is given by:
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—1

(1=7;(x) Xexp 3 T(Fjy (@), 1) + 2 T(Fjy (@), 115) ¢ Fp)

p#y=0 eV vV
UL (@) = S - f1p
7i(z) Cexp{ S T(#5, (@), 1) + 3 T (2), pg,) ¢ F(p)
=1 Jvevi JvEVY

where T(a,b) = log(ab+(1—a)(1—b)). We similarly give the lower bound LL[75°**"] in Appendix
Remarks. Thm. [T establishes a certification connection from the probability bound of the learning
component to that of the reasoning component. Applying robustness certification methods to DNNss,
we can get the probability bound of the learning component |7, 7] within bounded input perturba-
tions. Thm. [T shows that we can compute the probability bound after the reasoning component
[L[7598=7], U5 -] following eq. @) Since Equation (9) presents an analytical formulation of the
bound after the reasoning component as a function of the bounds before the reasoning component,
we can directly and efficiently compute [L[# 5], U[75°"*7]] in evaluations.

4.2 CERTIFIABLY ROBUST CONFORMAL PREDICTION

In this section, we leverage the reasoning component bounds in Thm. [T to perform calibration with
a worst-case non-conformity score function for adversarial perturbations. This way, we perform
certifiably robust conformal prediction in the adversary setting during the inference time. We
formulate the procedure to achieve this in Thm.

Theorem 2 (Certifiably Robust Conformal Prediction of COLEP). Consider a new test sample X, 1+1
drawn from Pxy. For any bounded perturbation ||¢||2 < ¢ in the input space and the adversarial

sample X, 11 := Xni1 + ¢, we have the following guaranteed marginal coverage:
P[Yot1 € Cra™ (Xos1)] 21~ @ (10)
if we construct the certified prediction set of COLEP where

C,gf)iEPé (X7L+1) = {] (S [Nc] : S;rj;oLEP(XnJrl, ) < Ql a({S COLEP(; (XL,]I '_J])}LEI(aI)} (11)

and S._cousz; (-, +) is a function of worst-case non-conformity score considering perturbation radius §:

9 S coners (X, Ty —s) = Us[#577 (X)) + u(l — Us[#5 7 (X0)]), Vi #
FLOEES A [Y;=4] 1—Ls [ACOLEP( )]_'_uLs[ACOLEP(XZ)L Y, =

with Us [#5°77 ()] = max)|,<s 750 (z + 1) and Ls #7572 (z)] = min,,<s 7577 (x + 1).

(12)

Remarks. Thm. [2]shows that the coverage guarantee of COLEP in the adversary setting is still valid
(eq. (I0)) if we construct the prediction set by considering the worst-case perturbation as in eq. (IT).
That is, the prediction set of COLEP in eq. covers the ground truth of an adversarial sample with
nominal level 1 — o To achieve that, we use a worst-case non-conformity score as in eq. (I2) during
calibration to counter the influence of adversarial sample during inference. The bound of output
probability (Us[#§], Ls[7$OFF]) in eq. (12) can be computed by Thm. |1 to achieve end-to-end
robustness certification of COLEP, which generally holds for any DNN and probabilistic circuits. We
also consider the finite-sample errors of using randomized smoothing for the learning component
certification as/Anonymous| (2023) and provided the theoretical statement and proofs in thm. [6 in
Appendix [F3.

Theorem 3 (Certified (Worst-Case) Coverage of COLEP). Consider the new sample X, 1 drawn
from Pxy and adversarial sample X, 11 := X,11 + € with any perturbation ||e||z < & in the input
space. We have: (Y41 € éﬁ?éEP(Xn+1)] > 7COLEPar . ypin {TCOLEP“,} 7 (13)

JE€[Ne]

where the certified (worst-case) coverage of the j-th class label ;%" is formulated as:

choLEP(J = max {7- : QT({S%QOHEP(; (Xz:H[SQ=]])}'L€Imz) < Qi—af {Sﬁ.?OLEP(Xi,]I[Y'izj])}ieIml)} . (19
J

Remarks. Thm. [2]constructs a certified prediction set with 1 — o coverage as eq. by considering
the worst-case perturbation during calibration to counter the influence of test-time adversaries. In
contrast, Thm. [3 targets the case when we still adopt a standard calibration process without the
consideration of test-time perturbations, which would lead to a lower coverage than 1 — o and Thm.
concretely shows the formulation of the worst-case coverage. Thm. [3] presents the formulations of the
lower bound of the coverage (75°"*"*r) with the standard prediction set as eq. (8) in the adversary
setting. In addition to the certified coverage, we consider finite calibration set size and certified
coverage with finite sample errors in Appendix [G.

6
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5 THEORETICAL ANALYSIS OF COLEP

In Section we theoretically show that COLEP achieves better coverage and prediction accuracy
than a single main model as long as the utility of knowledge models and rules (characterized in
Section[5.1) is non-trivial. To achieve it, we provide a connection between those utilities and the
effectiveness of PCs in Section The certification overview is provided in fig. d]in Appendix [E.

5.1 CHARACTERIZATION OF MODELS AND KNOWLEDGE RULES

We consider a mixture of benign distribution D;, and adversarial distribution D, denoted by D,, :=
pp, Dy + pp, Do With pp, + pp, = 1. We map a set of implication rules encoded in the r-th PC to
an undirected graph G, = (V», &), where V,, = [N. + L] corresponds to N. (binary) class labels and
L (binary) concept labels. There exists an edge between node j; € V. and node j» € V, iff they are
connected by an implication rule j1 = js or jo = ji.

Let A, (jv) be the set of nodes in the connected component of node jv in graph G,.. Let A, 4(jv) C
A, (jv) be the set of conditional variables and A, s(jv) C A,(jv) be the set of consequence variables.
For any sample z, let v(z) € [0, 1]N** be the Boolean vector of ground truth class and concepts such
that v(z) := [[Iy=slse(n.s []I[yU):l]]le[L]]- We denote v(z) as v when sample z is clear in the context.
For simplicity, we assume a fixed weight w € R for all knowledge rules in the analysis. In what
follows, we characterize the prediction capability of each model (main or knowledge) and establish a
relation between these characteristics and the prediction performance of COLEP.

For each class and concept probability estimated by learning models #; c(n.+z) : R? — [0,1]
(recall eq. (@), we have the following definition:

Pp [fj, () <1—t5,,p v, =0] > 25,0, Po[f,(2) > tjy,p Vi, =1] > 2.0 15)
where t;, p, z;,,p are parameters quantifying quality of the main model and knowledge models in
predicting correct class and concept, respectively. In particular, ¢;,,p characterizes the threshold of
confidence whereas z;, p quantifies the probability matching this threshold over data distribution D.
Specifically, models with a large ¢;, p, z;,,» imply that the model outputs a small class probability
when the ground truth of input is 0 and a large class probability when the ground truth of input is 1,
indicating the model performs well on prediction. We define the combined utility of models within
r-th PC by using individual model qualities. For j-th class, we have:

Tj(,g =1L ea,.(tiv.D Zg(-,% =1l ea,()%v.D 16)
and the utility of associated knowledge rules within r-th PC for the j-th class as:
U _ {P[Vjv =0,3jv € Ars(4) lv; = 0], 7 € Pa(y)

' Plvj, =1,3jv € Ara(j) lv; = 1], 1€ Ps(j)
where P4(j) and P;(j) are PC index sets where j appears as conditional and consequence variables.
U (") quantifies the utility of knowledge rules for class j. Consider the case where j corresponds to
a condltlonal variable in the r-th PC. Small U;T) indicates that P [v;, = 1,Vjv € A, (j) |v; = 0] is
high, hence implication rules for jy are universal and of low utility.

an

5.2 EFFECTIVENESS OF THE REASONING COMPONENT WITH PCSs
Here we theoretically build the connection between the utility of knowledge models T7(T)D, Z; (r) and

the utility of implication rules U ;;) with the effectiveness of reasoning components. We quantlfy the
effectiveness of the reasoning component as the relative confidence in ground truth class probabilities.
Specifically, we expect E [# COLEP(X) — #;(X)|Y = j] to be large for j € [N.] as it enables COLEP to
correct the prediction of the main model, especially in the adversary setting.

Lemma 5.1 (Effectiveness of the Reasoning Component). For any class probability within models
Jj € [N.] and data sample (X,Y') drawn from the mixture distribution D,,, we can prove that:

E [#(X) Y # 5| S Bl (X) = golY #5LE [#7°(X) Y = j] 2 E[f(X) + 6 [Y = 5]

(18)
I U 7). _ T . 7ty
EJ,O*ZPD [ ZBT Z ( w4+ (1— )//\(r)>+ZBT (ﬂ—J fr'+(1ﬁ-)T(T)>]
De{Da,Dp} |rEPa(J) J rE€Ps(J) J J7/735,D
L ) ") 7(r) i A
6],1—ZPD Z/B < (1_A_)/T(r) )+Z/BTU Z ( +(1_A_))\(T> WJ)
De(Da.Dy} [rePaty \Ti Tt i)l 4D r€Ps(7) ;i i) D

19)
where )\;% = (1/TJ-(7TD) +e™% — 1) and we shorthand 7;(X) as 7t;.
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Remarks. Lemma analyzes the relative confidence of the ground truth class probabilities after
corrections with the reasoning component. Towards that, we consider different cases based on the
utility of the models and knowledge rules described earlier and combine conditional upper bounds
with probabilities. We can quantify the effectiveness of the reasoning component with ¢, 0, €;,1 since
non-trivial ¢;,0, €51 can correct the confidence of ground truth class in the expected direction and
benefit conformal prediction by inducing a smaller non-conformity score for an adversarial sample.

5.3 COMPARISON BETWEEN COLEP AND SINGLE MAIN MODEL

Here we reveal the superiority of COLEP over a single main model in terms of the certified prediction
coverage and prediction accuracy. Let €500 = E(x v)~pl€jo0lv; = 0] and €510 = E(x,y)~plen|vy =
1]. In Section[5.2] we show that the utility of models and knowledge rules is crucial in forming an
understanding of COLEPand €;,0 > 0,¢;,1 > 0 holds. In similar spirit, €;,0,0 > 0 and €;,1,» > 0 for
j € [Nc] and D € {D,, D} in the subsequent analysis.

Theorem 4 (Comparison of Marginal Coverage of COLEP and Main Model). Consider the adversary
setting that the calibration set I q consists of np, samples drawn from the benign distribution Dy,
while the new sample (X+1, Yn+1) is drawn np, times from the adversarial distribution D,. Assume
that A(7;,Da) < 0.5 < A(7tj,Dy) for j € [N.], where A(7;,D) is the expectation of prediction
accuracy of 7; on D. Then we have:

P[Yoi1 € Crin™(Xnt1)] > P[Yos1 € Cra(Xng1)], wop.

1- ,Iélﬁvx]{exp {~2np, (0.5 — A(#;,Da))’€} 1,0, +np,exp{— 2np, (A(#;,Ds) — 0.5)>  pic€jen,)’}}

J c

ce{0,1}

where pjo = Pp, I}y ;] and pj1 = Pp, [I;y—;)] are class probabilities on benign distribution. (20)
Remarks. Thm. d]shows that COLEP can achieve better marginal coverage than a single model with a
high probability exponentially approaching 1. The probability increases in particular with a higher
quality of models represented by €;,1,p,, €j,¢,0,, A(7j, Db). €;,1,D., €j,c,0, quantifies the effectiveness
of the correction of the reasoning component and is positively correlated with the utility of models
Tj(%, Z ](% and the utility of knowledge rules U J(T) as shown in Lemma indicating that better
knowledge models and rules benefits a higher prediction coverage with COLEP. The probability also
increases with lower accuracy on the adversarial distribution A(#;, D, ), indicating COLEP improves
marginal coverage more likely in a stronger adversary setting.
Theorem 5 (Comparison of Prediction Accuracy of COLEP and Main Model). Suppose that we
evaluate the expected prediction accuracy of 757 (-) and #;(-) on n samples drawn from Dy, and
denote the prediction accuracy as A(75°% (), Dm) and A(7;(-), Dm). Then we have:

A7 (), D) = A(75(), D), wp. 1= > pp > Pp[Y =jlexp{—2n(e;e)’}. 21)
De{D,, Dy} c€{0,1}

Remarks. Thm.[5 shows that COLEP achieves better prediction accuracy than the main model with

a high probability exponentially approaching 1. The probability increases with more effectiveness

of the reasoning component quantified by a large €, ..p, which positively correlates to the utility of

models T(%, Z (% and the utility of knowledge rules U( ") as shown in Lemma | indicating that

better knowledge models and rules benefits a higher predlctlon accuracy with COLEP. In Appendix I,
we further show that COLEP achieves higher prediction accuracy with more useful knowledge rules.

6 EXPERIMENTS

We evaluate COLEP on certified conformal prediction in the adversarial setting on various datasets,
including GTSRB (Stallkamp et al., |2012), CIFAR-10, and AwA?2 (Xian et al.l 2018). For fair
comparisons, we use the same model architecture and parameters in COLEP and baselines CP
(Romano et al., [2020) and RSCP (Gendler et al., [2022). The desired coverage is set 0.9 across
evaluations. Note that we leverage randomized smoothing for learning component certification (100k
Monte-Carlo sampling) and consider the finite-sample errors of RSCP following |Anonymous (2023)
and that of COLEP following Thm. [6] We fix weights w as 1.5 and provide more details in Appendix[J]
Construction of the reasoning component. In each PC, we encode a type of implication knowledge
with disjoint attributes. In GTSRB, we have a PC of shape knowledge (e.g.,“octagon”, “square”),
a PC of boundary color knowledge (e.g., “red boundary”, “black boundary”), and a PC of content
knowledge (e.g., “digit 507, “turn left”). Specifically, in the PC of shape knowledge, we can encode
the implication rules such as IsStopSign = IsOctagon (stop signs are octagon), IsSpeedLimit —>
IsSquare (speed limit signs are square). In summary, we have 3 PCs and 28 knowledge rules in
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Figure 2: Comparison of certified coverage between COLEP (7°°"*¥<r) and RSCP under bounded perturbations
0 = 0.125,0.25,0.50 on GTSRB, CIFAR-10, and AwA2. The upper bound of certified coverage T(cer) 18 0.9.
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Figure 3: Comparison of the marginal coverage and averaged set size for CP, RSCP, and COLEP under PGD
attack (6 = 0.25) on GTSRB, CIFAR-10, and AwA?2. The nominal coverage level (green line) is 0.9.
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GTSRB, 3 PCs and 30 knowledge rules in CIFAR-10, and 4 PCs and 187 knowledge rules in AwA2.
We also provide detailed steps of PC construction in appendix

Certified Coverage under Bounded Perturbations. We evaluate the certified coverage of COLEP
given a new test sample X,, ;1 with bounded perturbation € (|e|2 < &) based on our certification
in Thm. 3. Certified coverage indicates the worst-case coverage during inference in the adversary
setting, hence a higher certified coverage indicates a more robust conformal prediction and tigher
certification. We compare the certified coverage of COLEP with the SOTA baseline RSCP (Theorem
2 in (Gendler et al.} |2022)). The comparison of certified coverage between COLEP and RSCP is
provided in Figure [2] The results indicate that COLEP consistently achieves higher certified coverage
under different {5 norm bounded perturbations, and COLEP outperforms RSCP by a large margin
under a large perturbation radius § = 0.5. Note that an obvious upper bound of the certified coverage
in the adversary setting is the guaranteed coverage without an adversary, which is 0.9 in the evaluation.
The closeness between the certified coverage of COLEP 7(07*" and the upper bound of coverage
guarantee T(cer) Shows the robustness of COLEP and tightness of our certification.

Prediction Coverage and Prediction Set Size under Adversarial Attacks. We also evaluate
the marginal coverage and averaged set size of COLEP and baselines under adversarial attacks.
COLEP constructs the certifiably robust prediction set following Thm.[2, We compare the results
with the standard conformal prediction (CP) and the SOTA conformal prediction with randomized
smoothing (RSCP). For fair comparisons, we apply PGD attack (Madry et al.| | 2018) with the same
parameters on CP, RSCP, and COLEP. For COLEP, we consider the adaptive PGD attack against the
complete learning-reasoning pipeline. The comparison of the marginal coverage and averaged set
size for CP, RSCP, and COLEP under PGD attack (§ = 0.25) is provided in Figure E The results
indicate that the marginal coverage of CP is below the nominal coverage level 0.9 under PGD
attacks as data exchangeability is violated, while COLEP still achieves higher marginal coverage
than the nominal level, validating the robustness of COLEP for conformal prediction in the adversary
setting. Compared with RSCP, COLEP achieves both larger marginal coverage and smaller set size,
demonstrating that COLEP maintains the guaranteed coverage with less inflation of the prediction set.
The observation validates our theoretical analysis in Thm. |that COLEP can achieve better coverage
than a single model with the power of kwowledge-enabled logical reasoning. We provide more
evaluations of different coverage levels 1 — «, different perturbation bound §, different conformal
prediction baselines, and contributions of different knowledge rules in Appendix [J.2.

Conclusion In this paper, we present COLEP, a certifiably robust conformal prediction framework
via knowledge-enabled logical reasoning. We leverage PCs for efficient reasoning and provide
robustness certification. We also provide end-to-end certification for finite-sample certified coverage
in the presence of adversaries and theoretically prove the advantage of COLEP over a single model.
We included the discussions of limitations, broader impact, and future work in Appendix [A.
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A DISCUSSIONS, BROADER IMPACT, LIMITATIONS, AND FUTURE WORK

Broader Impact. In this paper, we propose a certifiably robust conformal prediction framework
COLEP via knowledge-enabled logic reasoning. We prove that for any adversarial test sample with
£5-norm bounded perturbations, the prediction set of COLEP captures the ground truth label with
a guaranteed coverage level. Considering distribution shifts during inference time and weakening
the assumption of data exchangeability has been an active area of conformal prediction. COLEP
demonstrates both theoretical and empirical improvements in the adversarial setting and can inspire
future work to explore various types of distribution shifts with the power of logical reasoning and the
certification framework of COLEP. Furthermore, robustness certification for conformal prediction
can be viewed as the generalization of certified prediction robustness, which justifies a certifiably
robust prediction rather than a prediction set. Considering the challenges of providing tight bounds
for certified prediction robustness, we expect that COLEP can motivate the certification of prediction
robustness to benefit from a statistical perspective.

Limitations. A possible limitation may lie in the computational costs induced by pretraining
knowledge models. The problem can be partially relieved by training knowledge models with
parallelism. Moreover, we only need to pretrain them once and then can encode different types of
knowledge rules based on domain knolwedge. The training cost is worthy since we theoretically and
empirically show that more knowledge models benefit the robustness of COLEP a lot for conformal
prediction. Another possible limitation may lie in the access to knowledge rules. For the datasets that
release hierarchical information (e.g., ImageNet, CIFAR-100, Visual Genome), we can easily adapt
the information to implication rules used in COLEP. We can also seek knowledge graphs (Chen et al.,
2020b) with related label semantics for rule design. These approaches may be effective in assisting
practitioners in designing knowledge rules, but the process is not fully automatic, and human efforts
are still needed. Overall, for any knowledge system, one naturally needs domain experts to design
the knowledge rules specific to that application. There is probably no universal strategy on how to
aggregate knowledge for any arbitrary application, and rather application-specific constructions are
needed. This is where the power as well as limitation of our framework comes from.

Future work. The following directions are potentially interesting future work based on the framework
of COLEP: 1) exploring different structures of knowledge representations and their effectiveness on
conformal prediction performance, 2) proposing a more systematic way of designing logic rules
based on domain knowledge, and 3) initiating a better understanding of the importance of different
types of knowledge rules and motivating better design of rule weights accordingly.

Discussions. We will consider the cases where the knowledge graph is contaminated by adversarial
attackers or contains noises and misinformation in this part. The robustness of COLEP mainly
originates from the knowledge rules via factor function F'(-) denoting how well each assignment
conforms to the specified knowledge rules. Since the knowledge rules and weights are specified by
practitioners and fixed during inferences, the PCs encoding the knowledge rules together with the
main model and knowledge models (learning + reasoning component in Figure[T) can be viewed as a
complete model. According to the adversarial attack settings in the literature Goodfellow et al./(2014);
Gendler et al. (2022), the model weights can be well protected in practical cases and the attackers
can only manipulate the inputs but not the model, and thus, the PC graph (i.e., the source of side
information) which is a part of the augmented model can not be manipulated by adversarial attacks.
On the other hand, it is an interesting question to discuss the case when the knowledge rules may be
contaminated and contain misinformation due to the neglect of designers. We can view the problem
of checking knowledge rules and correcting misinformation as a pre-processing step before the
employment of COLEP. The parallel module of knowledge checking and correction is well-explored
by a line of research|Melo & Paulheim|(2017);|Caminhas (2019);|Chen et al.| (2020a), which basically
detects and corrects false logical relations in the semantic embedding space via consistency-checking
techniques. It is also interesting to leverage more advanced large language models to check and
correct human-designed knowledge rules. We deem that the process of knowledge-checking is
independent and parallel to COLEP, which may take additional efforts before the deployment of
COLEP but significantly benefits in achieving a much more robust system based on our analysis and
evaluations.

Alternative certification. There are two general certification directions for certifiably robust confor-
mal prediction: (1) plugging in the standard score for for test example, and the quantile is computed
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on the worst-case scores for each calibration point as in our paper; (2) plugging in the worst-case
score for the test example and the standard score for each calibration point. We can also adapt the
results with the second line based on the symmetry between x and x’ is indeed an interesting point.
Specifically, given perturbed x’ during test time, we can compute the bounds of output logits in
the J-ball, which will also cover the clean x. Since the logit bounds also hold for clean x, we can
compute the worst-case scores based on the bounds and finally construct the prediction set with the
clean quantile value. The two lines of certification are essentially parallel. It is fundamentally due
to the exchangeability of clean samples, which leads to consideration of worst-case bounds either
during calibration or inference. One practical advantage of the first line of certification might be
that the computation of worst-case bounds requires more runtime, and thus, computing it during the
offline calibration process might be more desirable than during the online inference process.

Discussions of selection of rule weights. If a knowledge rule is true with a lower probability, then
the associated weight rule should be smaller, and vice versa. For example, there might be a case that
a knowledge rule only holds with probability 70%. In the example, the probability is with respect
to the data distribution, which means that 70% of data satisfies the rule “IsStopSign—IsOctogan”.
Besides, other factors such as the portions of class labels also affect the importance of corresponding
rules. If one class label is pretty rare in the data distribution, then the knowledge rules associated
with it clearly should be assigned a small weight, and vice versa. In summary, the importance of
knowledge rules depends on the data distribution, no matter whether we select it via grid search or
optimize it in a more subtle way. Therefore, we deem that a general guideline for an effective and
efficient selection of rule weights is to perform a grid search on a held-out validation set, which is
also essential for standard model training. However, we do not think the effectiveness of COLEP
is quite sensitive to the selection of weights. From the theoretical analysis and evaluations, we can
expect benefits from the knowledge rules as long as we have a positive weight w for the rules.

B MORE RELATED WORK

Certified Prediction Robustness To provide the worst-case robustness certification, a rich body
of work has been proposed, including convex relaxations (Zhang et al., 2018; L1 et al., [2019;
Kang et al., 2023b), Lipschitz-bounded model layers (Tsuzuku et al., |2018; [Singla et al., [2022;
Xu et al.l [2022b), and randomized smoothing (Cohen et al., [2019; [Salman et al., 2019; [Li et al.|
2021;2022a). However, existing work mainly focuses on certifying the prediction robustness rather
than the prediction coverage, which is demonstrated to provide essential uncertainty quantification
in conformal prediction (Jin et al.| 2023). In this work, we aim to bridge worst-cast robustness
certification and prediction coverage, and design learning frameworks to improve the uncertainty
certification.

Knowledged-Enabled Logical Reasoning Neural-symbolic methods (Ahmed et al., [2022; |Garcez
et al.,2022; Y1 et al., 2018)) use symbols to represent objects, encode relationships with logical rules,
and perform logical inference on them. DeepProbLog (Manhaeve et al.,[2018) and Semantic loss
(Xu et al.||2018) are representatives that leverage logic circuits Brown (2003) with weighted mode
counting (WMC) to integrate symbolic knowledge. Probabilistic circuits (PCs) (Darwiche, [2002;
2003; |Kisa et al.,|2014) are another family of probabilistic models which allow exact and efficient
inference. PCs permit various types of inference to be performed in linear time of the size of circuits
(Hitzler & Sarker,[2022; |Choi & Darwiche, 2017; Rooshenas & Lowd, [2014).

Worst-case Certification. In particular, considering potential adversarial manipulations during test
time, where a small perturbation could mislead the models to make incorrect predictions (Szegedy
et al.,2014; Madry et al., 2018} |Xiao et al., [2018} [Cao et al.,|2021), different robustness certification
approaches have been explored to provide the worst-case prediction guarantees for neural networks.
For instance, a range of deterministic and statistical worst-case certifications have been proposed for
a single model (Wong & Kolter, 2018; Zhang et al., [2018}; |Cohen et al., [2019; |Lecuyer et al.,|2019),
reinforcement learning (Wu et al.,2022a; [Kumar et al., |2022; Wu et al.,|[2022b), federated learning
paradigms (Xie et al., [2021}2022), and fair learning (Kang et al.| |2022; Ray Chaudhury et al.| [2022),
under constrained perturbations (Balunovic et al., 2019; |Li et al.| 2021 [2022a).
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C PRELIMINARIES

C.1 PROBABILISTIC CIRCUITS

Definition 1 (Probabilistic Circuit). A probabilistic circuit (PC) P defines a joint distribution over
the set of random variables X and can be defined as a tuple (G, ), where G represents an acyclic
directed graph (V, ), and v : V — 2% the scope function that maps each node in V' to a subset of X
(i.e., scope). This scope function maps the nodes in the graph to specific subsets of random variables
X. A leaf node O, of G computes a probability density over its scope ¥ (Oer). All internal nodes of
G are either sum nodes (S) or product nodes (P). A sum node S computes a convex combination of
its children: S = 3"y sy ws,n N where ch(S) denotes the children of node S. A product node P
computes a product of its children: P = [y cupy V-

The output of PC is typically the value of the root node O;. We mainly focus on the marginal
probability computation inside PCs (e.g., Plz; = 1] = [, €X,z,=1 Oroot()/ [, ¢x Oroot(7)dx). The
inference of marginal probability is tractable by imposing structural constraints of smoothness
and decomposability : (1) decomposability: for any product node P € V, ¢(vi) N (v2) = 0,
for vi,v2 € ch(P),v1 # ve, and 2) smoothness: for any sum node S € V, ¢(vi) = ¥(v2), for
v1,v2 € ch(S). With the constraint of decomposability, the integrals on the product node P can be
factorized into integrals of children nodes ch(P), which can be formulated as follows:

/acEX P(z)dx :/w H N(z)dz

€X Neeh(P)

{ N(z dx}
Nech(P) /%€

With the constraint of smoothness, the integrals on the sum node .S can be decomposed linearly to
integrals on the children nodes ch(.S), which can be formulated as:

/a;ex S(e)d :/w Z wg,NnN(z)dz

€X Neen(s)

= 2 [

Néech(S)

(22)

(23)

We can see that the smoothness and decomposability of PCs enable the integral computation on
parent nodes to be pushed down to that on children nodes, and thus, the integral fm eX.z—1 Oroot ()
5=

or | ex Oroot(z) can be computed by a single forwarding pass of the graph G. In total, we only
need two forwarding passes in the graph G to compute the marginal probability Plz; = 1] =
Joex a1 Ora(@)/ [ex Oron(@)de.

Knowledge rules in PCs. For the implication rule A =—> B, we define A as conditional variables
and B as consequence variables. Suppose that the r-th PC encodes a set of implication rules defined
over the set of Boolean variables V,.. The PC is called a homogeneous logic PC if there exists
a bipartition V,q and V.5 (Vg U Vig = V, Vg N V,s = () such that all variables in V,.4 only
appear as conditional variables and all variables in V;.; only appears as consequence variables. We
construct homogeneous logic PCs to follow the structural properties of PCs (i.e., decomposability and
smoothness) and can show that such construction is intuitive in real-world applications. For example,
in the road sign recognition task, we construct a PC with the knowledge of shapes. We encode a set
of implication rules A = B where A is the road sign, and B is the corresponding shape (e.g.,
aroad sign can imply an octagon shape). We can verify that such a PC is a homogeneous PC and
follow the structural constraints in the computation graph G, as shown in Figure[T]

C.2 MULTIPLE PCS WITH COEFFICIENTS (3, IN THE COMBINATION OF PCs

Let us consider the case with R PCs. The conditional class probability of the j-th class corrected by
r-th PC can be formulated as:
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(r) Ne+L g _
7¢r(‘r) (I) _ ZMEM, pi=1 Oroot(ﬂ) _ ZHEM, pi=1 exp {Zy =1 T(ij (x)v /U']v)} FT(M) (24)

> enr Of(w) S penr 50 { SN T (2), 13, ) Fo(a)

where p; denotes the j-th element of vector p, and T'(a,b) = log(ab + (1 — a)(1 — b)), and Fr(u) =
exp {Zf;l Wl ~ Khr]}. H,, Kn,, wp,r are the number of knowledge rules, the h-th logic rule,

and the weight of the h-th logic rule for the r-th PC. Note that the numerator and denominator of
eq. (24) can be exactly and efficiently computed with a single forwarding pass of PCs (Hitzler &
Sarker, [2022; (Choi & Darwiche, |2017; Rooshenas & Lowd, [2014). Specifically, the inference time
complexity of one PC defined on graph (V, £) with node set V and edge set £ is O(|V)).

We improve the expressiveness of the reasoning component by combining R PCs with coefficients 3,
for the r-th PC. Formally, given data input «, the corrected conditional class probability #5°*** can be

expressed as:
- COLEP Z ﬂr ~ (7 (25)
re[R]
We also note that the coefficients 3, correspond to the accuracy of r-th PC normalized over all
PC accuracies. The core of this formulation is the mixture model involving a latent variable rpc
representing the PCs. In short, we can write 7r( )( ) as fr](.r) () =PlY = y|X = z,rpc = r], and

759057 (x) as the marginalized probability over the latent variable rpc such as:

75O (0) =PlY = y|X =] = Z Plrpc = 7] - PlY = y|X = z,rpc = 7]
re(R]

= Z Plrpc = 1] ~7r‘§7 (z).

re[R)

(26)

Hence, the coefficient 3, for the r-th PC are determined by P[rpc = r]. Although we lack direct
knowledge of this probability, we can estimate it using the data by examining how frequently each
PC r correctly predicts the outcome across the given examples, similarly as in the estimation of prior
class probabilities for Naive Bayes classifiers.

C.3 RANDOMIZED SMOOTHING

Lemma C.1 (Randomized Smoothing (Cohen et al., [2019)). Considering the class conditional
probability 7; : R* — [0,1], we construct a smoothed model g;(x;c) = B, n(0,02)[7;(x + n)].
With input perturbation ||e||2 < d, the smoothed model satisfies:

(0 (g;(w;0)) — 6/0) < gj(w+ €;0) < B(DT (g (w30)) +6/0), 27)
where ® is the Gaussian cumulative density function (CDF) and ®~' is its inverse.

In practice, we can estimate the expectation in g;(x; o) by taking the average over many i.i.d.
realizations of Gaussian noises following (Cohen et al.,2019). Thus, the output probability of the
smoothed model can be bounded given input perturbations. Note that the specific ways of certifying
the learning component are orthogonal to certifying the reasoning component and the conformal
prediction procedure, and one can plug in different certification strategies for the learning component.

D CONFORMAL PREDICTION WITH COLEP

D.1 FLEXIBILITY OF USER-DEFINED COVERAGE LEVEL

In this part, we illustrate the flexibility of COLEP to use different miscoverage levels o; for different
label classes j € [IV.] and prove the guaranteed coverage. Recall that in the standard conformal
prediction setting, we are given a desired coverage 1 — a and construct the prediction set of a new test

sample C’n o(Xnt1) with the guarantee of marginal coverage: P[Y,, 1 C CA’nﬂ(XnH)] >1—a.In

COLEP, we construct the prediction set C, v ?PJ (X 1) for the j-th class (j € [IV.]) as in Equation li
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and construct the final prediction set C*g?;EP (Xn+1) as in Equation . Then we have the following:

P (Yoo ¢ Co™ (Xo)| 28
=P |1 ¢ Chay ™ (Xoi)| (29)
=P {Sﬁgpﬂi (Xn+1,1) > Qi-ay, ,, (Sfrggffjl ({Xi,H[Yi:Y,L+1]}iEIcal):| (30)
< max P [S%EOLEP (X1, Iy, =j1) > Qi—ay (Sreoer ({ X3, Iy, }ieIcan)} GD
et 2

Therefore, we conclude that as long as we set max;e[y,j{e;} < a, we have the guarantee of

marginal coverage: P {Ynﬂ € CA’S?E;EP(XHH)} > 1 — «. The flexibility of COLEP to set various

coverage levels for different label classes is advantageous in addressing problems related to the
imbalance of classes. For example, when samples of class j are extremely vulnerable to be attacked
by the adversary, we can set a higher miscoverage level «; for class j to consider the class-specific
vulnerability instead of setting a higher « for all classes which may affect the performance on other
classes.

D.2 ILLUSTRATIVE EXAMPLE

Let us consider the example of classifying whether the given image has a stop sign in Figure[I] The
main model generates an estimate 7 (), meaning that the image z has a stop sign with probability
7(x). Suppose that we have a knowledge model to detect whether the image has an object of
octagon shape with an estimate 7,(x), meaning that the image « has an object of octagon shape with
probability 7, (z). Then we can encode the logic rule “IsStopSign = IsOctagon” with weight
w in the PC, as shown in Figure |I The PC defines a joint distribution over the Bernoulli random
variables IsStopSign and IsStopSign and computes the likelihood of an instantiation of the random
variables at its output (e.g., p(IsStopSign = 1,IsOctagon = 0)). The represented joint distribution
in the PC is determined by the encoded logic rule with the pattern in the top PC of Figure[I. We
can see that only the assignment (IsStopSign = 1, IsOctagon = 0) is not multiplied by the weight w
due to the contradiction of the rule. Therefore, the probability of instantiations of random variables
with such contradictions will be down-weighted after the correction of the PC. In the simple PC, we
formally compute the class probability as:

p(IsStopSign = 1) ={p(IsStopSign = 1, IsOctagon = 0) + p(IsStopSign = 1,IsOctagon = 1)}/
{p(IsStopSign = 1, p(IsOctagon = 0) + p(IsStopSign = 1, IsOctagon = 1)

+p(IsStopSign = 0, IsOctagon = 0) + p(IsStopSign = 0, [sOctagon = 1)} .

(33)

Note that the nominator and denominator can be tractably computed by a forwarding pass of the

PC graph. COLEP can enlarge the probability estimate p(IsStopSign = 1) when « is a stop sign and

reduce it when z is not a stop sign by leveraging additional concept information p(IsStopSign, as
rigorously analyzed in Lemmal5.1]

E OVERVIEW OF CERTIFICATION

We provide the overview of certification flow in Figure 4] for a better understanding the connections
and differences of certifications in COLEP.

F OMITTED PROOFS IN SECTION |4]

F.1 PROOF OF THM.

Theorem 1 (Generalization of Thm. 1] with multiple PCs). Given any input « and perturbation bound
d, we let [7;,(x), T;, (x)] be bounds for the estimated conditional class and concept probabilities by
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#COLEP (%) (with reasoning component) achieves
higher prediction coverage than (%) (without
reasoning component) (Theorem 4)
#COLEP (%) achieves higher prediction accuracy
than #(%) (Theorem 5)

/_moutput likelihood

Certified prediction set (f‘,f 2“"5 [63)
with the coverage guarantee
1-o
(Theorem 2)

Adversarial test samples ¥ 4 ME:)xI(;g;]e& F Bound of output likelihood ‘ Reasoning ‘ after the reasoning component
with bounded perturbation models (%), #®)] Component []L[ﬁcouz?(f)]' U[ACOLEP (£)]]

(Achieved by robustness

certification methods (e.g.,
randomized smoothing))

- A

(Theorem 1)

Standard prediction set CSO“EP (%)
with the coverage guarantee
(1 — COLEPcer)
(Theorem 3)

Figure 4: Overview of prediction certification of COLEP. The certification setting is that the inference
time adversaries can violate the data exchangeability assumption, compromising the guaranteed
coverage. Therefore, the certification generally achieves the following three goals. (1) We can
preserve the guaranteed coverage using a prediction set that takes the perturbation bound into account
(Thm. [2), achieved by computing the probability bound of models before the reasoning component
(by randomized smoothing) and the bound after the reasoning component (by Thm. [T). (2) We prove
the worst-case coverage (a lower bound) if we use the standard prediction set as before (Thm. E]) 3)
We theoretically show that COLEP can achieve a better prediction coverage (Thm. |4) and prediction
accuracy (Thm. E[) than a data-driven model without the reasoning component.

the models with jy € [N. + L]. Let Vﬂd be the set of index of conditional variables in the r-th PC

except for j € [N.]| and V3, be that of consequence variables. Then the bound for COLEP-corrected
estimate of the condltlonal class probability #;°**F is given by:

(1= 7(2)) Xexp § 32 TR (@), i) + 32 Tl (@), p3y) ¢ Fri)
U ACOLEP Zﬁr #i=0 VeV, IvEVS 1
re[R] -_— . —
wi(x) Y exp 4 DT (75, (@), 1y, ) + 3T (F5y (), 155) ¢ Fr(p)
py=t JveVy, JveV,
-1
(1= #(2)) Xexp { 32 T(dyy (@), i) + 5 T(Fjy (@), ) ¢ Frm)
L[# ACOLEP Zﬁ?“ pj=0 IvEVY, IvEV, 1
re[R] N - ~
#i(@) Yoexp ¢ ST (75 (@), o) + 2T (Ryy (@), pyy) ¢ Fr(p)
ni=1 JveVy, Jw eV,
(34)

where T'(a,b) = log(ab + (1 — a)(1 —b)).

Proof of Thm. I} We first provide a lemma that proves the monotonicity of the complex function with
respect to the estimated condition probabilities of conditional variables and consequence variables
within PCs as follows.

Lemma F.1 (Function Monotonicity within PCs). We define the target function as G(q,d) =

2 e, ©XP {Zj\,e[NC+L]\{j} T(#j, (), ij)} Fy(w), where ¢ € [Ne+ LI\{j} and Mjq = {11 €
M : p; = d} (d € {0,1}). Then we have 0G/07q(x) < 0 if class label g corresponds to a
conditional variable in the PC and 0G /97 ,(x) > 0 if class label q corresponds to a consequence
variable in the PC.

Proof of LemmalF.I. Note that the function G(g, d) is linear with respect to 7,(x). To explore the
monotonicity, we only need to determine the sign of the coefficients of 74 (). We first consider the
case where class label g corresponds to a conditional variable. We can rearrange the expression of
G(q,d) as follows:
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Glg,d) = Z exp { Z (5, (), ij)} Fr(p)

HEM g4 JvE[Ne+LI\{j}

= > exp{ > T(%jv(m,wv)}ﬂ(uw > exp{ > T(ﬁjm),wv)}m(u)
Jv €l JvEl

WEM g ng=1 Net+LIN{5} HEM; g 1qg=0 Net LIN{3}

=fq(x) D exp { D T(iyy (@), ll‘jv)} Fr(n) + (1 = #ig(2))Y _exp { D T(wjy (@), #]\,)} Fr(p)

HEM ;g nq=1JyE[Nc+LI\{j,q} HEM jq,1nq =0\ jyE[Nc+LI\{j,a}

=#q(z) l: D exp { D T(#jy (), ij)} Fr(n) = D exp { D T(jy (), ij)} Fr(u)]
Jvel

WEMjq,pg=1 Ne+L\{j,q} WEM;q,1q=0 \jy€[Nc+L]\{j,q}

+ [ > exp{ > T(ﬁjv(m>,/Ljv)} Fr(m}
HEM jg,pnq=0 Jv €E[Ne+LI\{j,q}
35)

Then we rearrange the coefficients of 7, (z) as follows:

Z exp{ Z T(ﬁjv(x)vﬂjv)}FT(/J“)_ Z exp{ Z T(ﬁ—jv(x)nu]'v)}FT(:u)
JvEl

REMja,pmq=1 Ne+L\{j,q} HEMq,1q=0 JvE[Ne+LI\{4,q}

= Z exp { Z T(ﬁ]’v (x)v :ujv)} [FT(R(.U'7 q)) - FT(:U’)]v
Jv€[Nc+L\{j,q}

HEM; g,1q=0
(36)
where R(y, q) : {0, 1}VetL x Z+ s {0, 1}V *L rewrites the g-th dimension of vector 4 to 1. Note
that when ¢ is the index of a conditional variable, given any implication logic rule Kj},., we have
I[R(u, q) ~ Kpr] <I[u ~ Kp,]. Therefore, F,.(R(p,q)) — F-(11) < 0 holds and 0G /97, (x) < 0.

Similarly, when ¢ is the index of a consequence variable, given any implication logic rule Kj,.,
we have I[R(p,q) ~ Kpr] > I ~ Kpy|. Therefore, F,.(R(u,q)) — Fr-(u) > 0 holds and
0G /07, (z) > 0.

O

Consider the r-th PC. We first rearrange the formulation of the class conditional probability fr](-r) (x)
to the pattern of function G(-) and then leverage Lemma [F.1|to derive the upper and lower bound.
(r)

The reformulation of 7; * () is shown as the following:

NetL rya
;=1€XP ‘vc: T(ﬂ- v (x)hu'v) FT(H’)
ﬁj(r)(x) :ZMEM, pi=1 {Z] 1 J J } (37)

S enr o0 { SN T (@), 5) | ()

_ ! (38)

Y ert, =0 &P { SN Ty (@) )} o (1)
E}LGM, =1 exp {Z;'\\ic:-i_lL T(ﬁ-j\-/ ((IJ), ij)} F, (,u)

_ ! (39)

+ (1= 75()) Xpens, py=0 &P {Zjve[Nc+L]\{j} T(ﬁjv(x)’“fv)} Er ()

T5(2) Xopent, uy—1 €XP {ZJVE[NC+L]\{j} T, (@), ij)} rn)

1+

Next, we focus on deriving the lower bound L[frj(-r) ()], and the upper bound can be derived similarly.
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-1

(1- ﬁ(fﬂ)) ZMEM, ;=0 €XP {Zjve[Nc+L]\{j} T(7j, (), ij)} Fr(p)

5@ Eent, ny1 5P { Cyoeivorinny T @), ) | Folh)

1+

=

(40)
(1 —-#(x))- U |:Z/L€M, 11;=0 €XP {Zjve[NC+L]\{j} (75, (), ij)} Fr(#)} -

75(2) L [Zuenr, 150 { Syoeivsinny TG @) 3) | B

Y

1+

(41)

In Equation {#I), we relax the numerator and denominator separately and then will show how to
derive the upper bound of the numerator and the lower bound of the denominator in Equation (41).
We can apply Lemmal|F.1 for any ¢ € [N, + L]\{j} and get the following:

Z exp{ Z T(jy (), iy ) }F (1) < Z T (g, (), 1) + Z T(ﬂ'av )s Ky )
HEM, pij=0 JvelNe+IN {5} Jvevy dveVils
Z €xp Z (5, (), iy Z (75, (), iy ) Z T (7, (2), )
HEM, p;=0 JvE[Ne+LI\{5} Jvevy, JvEV,
(42)

where Vrjd is the set of index of conditional variables in the -th PC except for j € [N.] and V7, is

that of consequence variables.

From Equation and Equation , we can derive the final bound of 75" (x) by considering all
the PCs:

(1—7;5()) Zexp{ S T @) isy) + X vT(fmx),u]-v)} ()
H; =0 jvev? JvEV
COLEP Z Br rd +1
ret (@) T exp { ST (R, (@), 3y + STy (), u]\,)} Fr()
pj=1 JveV?, JvEV
(1~ 7y() Cexp { 5 Tz (@) ) + ZJ_T(M(I),MV)} ()
COLEP Z 3, Ki % IvEV, i1
e #5(2) Y exp { STy (@), 130) + Ty, (@), m)} Fr(p)
Hj=1 jyevd JvEVS
(43)
O

F.2 PROOF OF THM.[2]

Theorem 2 (Recall). Consider a new test sample X, 1 drawn ~from Pxy. For any bounded
perturbation ||¢||2 < J in the input space and the adversarial sample X, 1 := X,, 41 + €, we have the
following guaranteed marginal coverage:

P[Yni1 € Co% (X i) > 1 -« (44)
if we construct the certified prediction set of COLEP where
Oron™™s (Ra) = {5 € Vo) £ Sgems (X1, 1) < Quoa{Syooms (X Tyimgbiez) | (49)
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and S cozze; (-, +) is a function of worst-case non-conformity score considering perturbation radius 4:
J
Us (75777 (X)) + u(l = s[5 (X0)]),  Yi#j

Lo Lyl (X)) 4 uLafF (X)), Y=g

Sﬂ_;oLEP{; (Xza ]I[Yl=1]) - {

with Us[a5°%5F (2)] = maxy,|,<5 757 (¢ + 1) and L [75°75 ()] = miny,, <5 757 (x + 7).

Proof of Thm. [2] We can upper bound the probability of miscoverage of the main task with the
probability of miscoverage of label classes as follows:

P Yo ¢ CR™™ (o) @)
< max P [ly, ., # OO0 (Ko)] (48)
< max P [Szeoer (X Ty i) > Quoal(Sioons (Ko Ty hiem)| (49
< max B[S o (X1, Ty ) > QuoalSyoms (Ko Ty hier)] 50
<a 1

where 05?53P5 (Xn+1) = {qy c {0 1} S COLEP( n+1,Y ) < Ql a(S COLEP5 ({XZ,]I ]}Zezcal)}
is the certified prediction set for the class label 7-

Note that Equation q:) holds because we have S, acorees (Xn+1: Iy, pzg) 2

S com( n+1,11[yn +1=j])- Next, we will prove Equation (50) rlgorously We first consider
the probability of miscoverage conditioned on Y, .1 = j.

P S o (Xt Tivya=g1) > Qu-al(Speoms (X, Tyi— Vieza) [Yoen _g} (52)
<P »1 — (1 —w)f5 (Xga) > Q1—a(Speomees ({Xi, Livi=j Hiezo) [Yot1 = J} (53)
<P [1 —(I-wu)-L [ﬁz‘:OLEP(XnH) > Qlfa(sﬁ?%“s ({Xi, Ly, =j) Vieze) [Ynt1 = j} (54)
<P :Sﬁgma( X1, 1y =) > Quoa(Syemns (X3, Iy biez) Yo = j} (55)

Similarly, we consider the probability of miscoverage conditioned on Y,, 1 # j.

P S com( ,L+1,]I[ Yoii=j]) > Q1- a(S corss ({Xi, Iy, =) biezw) [Yatt 7&3} (56)
<P _“ + (1= A (K1) > QuoalSyeors ({Xi lvimpbiez) Yot # j} (57)
<P [U +(1-u)-U [ﬁ;?OLEP(X"“)} > Ql*o‘(sﬁj‘mé ({Xi, Ly, =1 Viezw) [Ynt1 # j] (58)
<P [Sycomrs (X, Ly amsl) > Qa—a(Syeomes (X vimg biez) [Yosn 75 (59)

Combining Equation (55) and Equation (59), we prove that Equation (50) holds. Finally, from
Equation (1)), we prove that:

P [Ynﬂ € ég?;EPs(XnH)} >1-a (60)
O

F.3 THM.[2]WITH FINITE-SAMPLE ERRORS BY RANDOMIZED SMOOTHING

Theorem 6 (Thm. |2 with finite-sample errors of learning component certification by randomized
smoothing). Consider a new test sample X,,+1 drawn from Pxy. For any bounded perturbation
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lella < & in the input space and the adversarial sample X, 11 = X, 11 + ¢, we have the following
guaranteed marginal coverage:

P[Yns1 € Croa™ (Xpq1)] > 1—a (61)

if we construct the certified prediction set of COLEP where
C,Ti‘!OéEPtS (Xn-‘rl) = {J e [Nc] : Sﬁ.;’OLEP(XnJ'_l, ) < Q1 (¥+2/@({S CDLEP§ (XZ,H Y; =4] )}ZEI(“,)} (62)
and S_cowzz; (-, +) Is a function of worst-case non-conformity score considering perturbation radius o:
i

Up a5 (X0)] + u(l — Up gl (X)), Vi # j

~ COLEP ~ COLEP (63)
1—Lgslf;™ (Xo)] + ulg 5[/ (X3)], Y=

Sﬁ_;‘OLEP(; (Xu ]I[y1=]]) = {
where Ug 5[777%" ()] and Lg 5 [75°"*" ()] are computed by plugging in the [3-confidence prob-

ability bound [7tj, (v; B), 7j, (z; B)] into Thm. L; The high-confidence bound [, (z; B), 7;, 75, (z;8)]
can be obtained by randomized smoothing as the following:

ﬁ-jv (.CE; B) = (I)(q)il(fE[ﬁ-jv (93 + 0) - bHoef(B)D - 5/0) - bBern(ﬂ) (64)

o (@3 B) = B (E[#;, (x + 0) + broer(B)]) — 6/7) + bpern(B) (65)

where & is the empirical mean of Nyc Monte-Carlo samples during randomized smoothing

1 2V In2
and by, (B) = ;N[éf is the Hoeffding’s finite-sample error and bp.,(8) = # +
7n2/8

—————— is the Berstein’s finite-sample error.
3(Nye — 1)

Proof of Thm.[6] Bounding the finite-sample error of randomized smoothing similarly as Theorem 1
in|Anonymous|(2023), we get that for a given jy € [V, + L], we have the following:

P[]L,B { COLEP(Xn 1)} < LEP(X +1) <UB5[ COLEP(X 1)H >1-28 (66)

We can upper bound the probability of miscoverage of the main task with the probability of miscover-
age of label classes as follows:

[ 1 ¢ CCOLEPb( +1):| (67)
< max P (L, ) # OE05 (Kunn)| (68)
<JI£[?VX]P [5 COLEP(XnH,H[ n+1_]]) > Q- a+25(5 COLEP&({X“H[Y j]}lezcal):| (69)
< max B[S o (X1, Ty, i) > Quoocraa(Sovns (X Tovmpphiera)| +28 (70)
<a—28+28 (71)
<o (72)

Wherec,rCLOaL]:EjPS(Xn—‘,-l) {qy c {O 1} S COLEP( n+17 ) < Ql (X-‘r?ﬁ(s COLEP(; ({X“]I ,_] }1EICAI)}

is the certified prediction set for the class label J-
Note that Equation (E) holds because we have S. oot (Xnt1, Iy, =5) >

S com( n+1,H[yn +1=j])- Next, we will prove Equation (70) rlgorously We first consider
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the probability of miscoverage conditioned on Y;, 11 = j.

P [Sssome (K1, v =1) > Quaras (Syeoses (X, Izt ieza) Yo = 5 3)
<P [1 = (1= )" (Xnga) > Ql—a+2ﬂ(5ﬁ§m6 ({1 Xo Ly ieza) [Yor1 = .7'} (74)
<P [1 —(1—u)-Lgs [ FomE (Xn+1)] > Qu-at2p(Seoers ({Xi, Ivi=ji fieza) [Ynsr = j}

(75)
P |Lps |75 (K| < 7575 (K (76)

<P S_ﬂ_joLEP(; (Xn+1,H[yn+1:j]) > Ql_a_t,.gg(sﬁ_jomp(g ({Xi,]l[}/};zj]}iel}ﬂl) |Yn+1 = j:| + Qﬂ amn

Similarly, we consider the probability of miscoverage conditioned on Y;, 11 # j.

P [Saeoe (Kot Iy amsl) > Quoasa (Syeoses (1X Iy biez) Yo # 5 78)
<P [ut (1= WA (Rnt1) > Quoanras(Syeoers ({Xi Izt Yier) Yo 7 5 (79)
<P [u+ (1= ) Upys [#575 (Xnt1)| > Quaan(S s (Ko Tyvimy biezs) [Yoss #

(80)

+P [Uﬂ 5 [ COLEP(XnJrl)} > A}:OLEP(XnH)} (81)

<P {Sﬁgoms (X1, Iy =) > Quoaap (Sieoes ({Xiy Ipyvimjp bieza) Yo # j} +28 (82)

Combining Equation (77) and Equation (82), we prove that Equation (70) holds. Finally, from
Equation ([72)), we prove that:

P [Yoyr € G55 (Rpn)| 21— (83)
0

F.4 PROOF OF THM.[3

Theorem 3 (Recall). Consider the new sample X, drawn from Pxy and adversarial sample
X1 := Xpnt1 + € with any perturbation ||e||2 < ¢ in the input space. We have:
P[Yosr € CL™ (Xnga)] 2 707 i= min {725}, (84)
: e

COLEPcer :

where the certified coverage of the j-th class label 7; is formulated as:

O = max {T FQr({Spe0mes (Xiy Ivimjp) biezia) < Quoa({Ssgoe (X, Hm:j])}iefcal)} :
(85)

Proof of Thm. |3 We can bound the probability of coverage of the main task with the probability of
coverage of label classes as follows:

P [Ynﬂ c ég?aLEP(XnH)} (86)
Zjler}}&]]lm _]I[ Yoi1=j] € CﬁO;“EJP(XnH)] (87)
> min P [s coiet (X1, Iy, 11 g]) < Qi—a(Speor {Xl,]l[y_]]}zezcﬁl)} (88)
> min P _s coree (Rt 1, v amgl) S Qosonce (Syeonaes ({Xe Iy _J]}ZGIM,)] (89)
> min P _Sﬁjmé (K1, v m7) S Qoo (Syemses ({Xis Iy, J]}zezcal)} (90)
=80 A O
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where Equation (90) holds because S cozzs (Xpq 1, Iy, —j)) > Scorse (Xn41, 1y, =51) and is
proved rigorously in the proof of Thm. [ﬁ] in Appendix [F2.
O

G FINITE-SAMPLE CERTIFIED COVERAGE

In this section, we consider the finite-sample error induced by the finite size of the calibration set Z,.
We provide the finite-sample certified coverage in the adversary setting as follows.

Corollary 1 (Certified Coverage with Finite Samples). Consider the new sample X,, 11 drawn from
Pxvy and adversarial sample X, 11 := X, 11 + € with any perturbation ||¢||2 < 0 in the input space.
We have the following finite-sample certified coverage:

A ~ log(2)/2 2/(4+/1log(2
PlYor € CEE (X)) 2 (14 7 ) min {rfosee} - Vo + V2/(4/10g(2) + 8/m)
|Ical‘ JE[N] vV |Ical‘

where |Z.,| is the size of the calibration set in conformal prediction.

92)

Proof sketch and remarks. Leveraging corollary 1 of (Massart,|1990) and following the sketch in
(Yang & Kuchibhotla, [2021), we can prove the finite-sample error bound. Combining the finite-
sample error with the certified coverage bound in Thm. [3 concludes the proof. Note that the union
bound is applied to multiple models in (Yang & Kuchibhotla, 2021) while we circumvent it by
aggregating individual results for class labels subtly, and thus, COLEP achieves an improved sample
complexity of conformal prediction compared with ensemble learning given the same tolerance of
finite-sample error.

Proof of Corollary From Corollary 1 of (Massart, [1990), we have that for all ¢ > 0,

1 € 2
P |sup | — I —]P’[SA e (Xnt1, Yn St} > < 2exp{—2¢
[tER | Zea Z;ﬂ} [sﬁ;m;& (X,i,Yi)Stjl 75 s (Knt1, Yorr) \/Ica1|] { J
J
93)
For ease of notation, we let:
1
W .= \ |Ical| sup Z I —P |:S7};0LEP5 (XnJrl, Yn+1) S t:| . (94)
e | eal (G771 o (met} f
J
We let t = Q cousecer (S, coees ({ X, [y, =) Viez, ). It implies that:
J J
P |:S7?‘(;OLEP(; (Xn+1a Yn+1) S QT;DLEPCH (Sﬁ_gom-:?(; ({Xi7 H[}/q‘,:j]}iel-ca])}
1
>—— Y1 __ W
|Ica1| i€ Tu |:S7}?OLEF5 (Xi,}{i)SQT;OLEpcer(S%CIOLEP(; ({Xi-,]I[Yi:j]}iEIml):| V |Ical|
J J
95)

[0+ |Zea )77 w

‘7 j—

>
|IC31| \/ |Ical|

1 w
> 1+ ) 7_(;omapce,
( |Ica1|

! V |Ical |
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Then using Equation (93)), we can bound E[W] as follows:

E[W)] :/OO]P’[W > u] du (96)
0
\/1og(2)/2 oo
S/ IP’[WZu]du+/ PW > u]du 97)
0 \/log(2)/2
<+4/log(2 2+2/ exp{—2u*}du (98)
Viog(2)/ T {=2u"}
V22

log(2)/2 + 99)

2y/log(2) +4/m

Inequality (a) follows from Formula 7.1.13 of (Abramowitz & Stegun, |1948). Finally, combining the
results in Thm. [3| we get:

J

{TCOLEPCC,} vV log(2)/2 + \/5/(4\/ log(2) 4 8/)
\% |Ica1‘

P[Y,41 € CCOLEP( Xnt1)] > (1 + ) min
‘Ical|

JEN]
(100)
O

H OMITTED PROOFS IN SECTION |3/

H.1 PROOF OF LEMMA[5.1]

Lemma 6.1 (Recall). For any class probability within models j € [N.]| and data sample (X,Y")
drawn from the mixture distribution D,,,, we can prove that:

E [#7F(X) Y # ] B[R (X) — o]V # JLE [#57F(X) Y = j] 2 El#(X) + e |Y = 5]
(101)

€j,0 = ZPD [ ZBTU(T)Z(T) (A i~ i+ J)/A(T) > Zﬂv (71'; ﬂ']A)]

De{Da,Dp} |TE€P4(J) rEPs(j)
T R . s .
=S| S (e ) S g ()
De(Da Dy} |repay \Ti + (1 —=7)/T;p rePa(s) T+ (1 =7)A;p

(102)
where /\;TZ)) = (I/Tj(z + e~ — 1) and we shorthand 7;(X) as ;.

)

Proof of Lemma[5.1] We first consider one PC and then analyze the effectiveness of R linearly
combined PCs. Without loss of generality, we focus on the class conditional probability by the r-th
PC (r € [R]) for the class label j € [N].

Recall that we map a set of implication rules encoded in the r-th PC to an undirected graph G, =
(Vr, &), where V,. = [N, + L] corresponds to the Boolean vector of class and concept predictions
in the learning stage. There exists an edge between node j; € V, and node jo» € V), iff they are
connected by an implication rule j; = js or jo = j1. Let A,.(jv) be the set of nodes in the
connected component of node jy except for node jy (i.e., jv ¢ A, (jv)). Let A, q(jv) C A, (jv) be
the set of conditional variables and A, ;(jv) C A, ( jv) be the set of consequence variables. Denote
M;; be the universal set of assignments except for the j-th element. Let Pg(j) and P () be the set of
PC index where j appears as conditional variables and consequence variables, respectively.

We consider a mixture of benign and adversarial distributions denoted by D,,,, which indicates that
an input z is either a benign example drawn from D, with probability pp, := P[z ~ D] or an
adversarial example drawn from D, with probability pp, := Plx ~ D,], where pp, + pp, = 1. We
analyze the effectiveness of PCs in four cases: case (1) r € Py(j) and Y # j, case (2) r € Pq4(j) and
Y =j,case 3)r € Ps(j)and Y = j, and case (4) r € Ps(j) and Y # j. We leave the probability
conditionson Y = j or Y # j in each case for simplicity and consider them in the conclusions.
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Case (1) r € P4(j) and Y # j. We can derive the class conditional probability by PCs as follows:

S et o @0 { SNEE Ty, (). 13,) | Fr()

70 () = (103)
’ ZHEM exXp {Z;\\i +1L (7, (), ij)} Fy ()
1
= (104)
14 Z;AEM, ;=0 exp {Zjvle T(ﬂ-]v( )’ :u’jv)} FT(M)
et ym1 X0 { SN T (2), 15, } Fo (1)
—1
iy (1= 75(2) Xpenm, ;=0 €XP {Zjve[NcJ,-L]\{j} (7, (), ij)} F(p)
ﬁ-j (J}) ZMEM, pi=1 exp {Ejve[NchL]\{j} T(ﬁjv (.Z‘), /ij)} FT(/'[/)
(105)

Note that since 7 € Ps(j), we have > /. 11, =0 €XD {Zjve[N—s-L]\{j} T(7j,(x), va)} F.(p) >

S pent, 1 @0 { e oy TR (@) 5,) | Frla), and thus, 77 (@) < #;() holds.

Next, we analyze the gap to get a tight bound based on the distribution of the Boolean vector
of the ground truth class and concepts v.

Case (1a): If 3jy € A, 5(j), v;, = 0, then we have:

D e, j;—0 €XP {Zjve[NchL]\{j} T(#j, (), MJV)} Fr(w) 106)
Z;AGJW, ;=1 SXP {Zjve[Nc+L]\{j} T(x Ty (z), ij)} Fr(p)
exp . N T'(75, (), V4, v
. {Zhvemoroni T @), v3) } Fow) o
Sent, et &P { et oy T (@) 13,) } Fr(p)
1
>
e + Z/L,-:l,p;éu exp {Zjve[NC+L]\{j} (T(ﬁjv (z), :u’jv) - T(ﬁjv (), Vjv))} Fo(p)/Fr(v)
(108)

When we have models such that 7, (z) > 1 — ¢, ply, =0 or 7(z) < 1 —
ti,olvy, =1, Fjv € A.(j) (with probability 1 — ZJ(,T%), we leverage the general bound in
the case,

El#"(2)]Y # j] < Eli;(2)|Y # j] (109)

When we have models of high quality such that 7, (z) < 1 —t;,plv;, =0 and 7j,(z) >
1—tj,plvy, =1, Yjyv € A.(j) (with probability ZJ(.’%), we can derive a tighter bound as follows:

Z exp Z (T(ﬁjv(aj)?iujv) _T(ﬁjv(m)7ij)) FT(/J’)/FT(V) (110)

,u.j:L,lL?éV ij[Nc‘l’L]\{j}
< Y epy Y (T (@) ~ Tl (@) v) an
lu,j=17,u;él/ ij[NcJFL]\{J}
(a) 1—t;
< J] (1+—F—22)-1 (112)
) . tjy,D
JvEAR () 7
1
~1:=1/T\) 1 (113)

“Lea,(htiv,p
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In inequality (a), we plug in the lower bound of confidence of a correct prediction ¢, p and the upper
bound of confidence of a wrong prediction 1 — ¢;, p for label jy.

Combining Equations (I09) and (TT3)), we get the following bound for case (1a):

E[# @)Y #j] <E

1= 2% (2) + 27 () yzi| 114
R T e R Y P O R

where )‘571)7 = (I/T;j% +e ™ —1).
Case (1b): If Vjy € A, 5(j), v;, = 1, then we use the general bound in the case:

El#"(2)]Y # j] < Eli;(2)|Y # j] (115)

Note that case (1a) is with probability U (") and case (1b) is with probability 1 — U (r) . Combining
Equation (TT4) in case (1a) and Equatlon (TT3) in case (1b), we have:

E[#\" ()Y # j] <E|U| (1 - 27} +2'7) 7(2) (1= UD)a (@) |V # 5
757 @)Y # j] 5| (¢ )75(2) D @ (L @) (1 =U;")ws(2) [Y # 5

<E Y #j

fi@) — 002 (23 - () )
@04, < *) #j(@) + (1 — 75(2)) /AT, |

(116)

Case (2): r € P4(j) and Y = j. Since in the -th PC j is the index of a conditional variable, we have
Vjv € Ay s(j), vj, = 1, where v is the ground truth Boolean vector. Then we have the following:

S et =0 P { Zoeinosn sy T (@) ) } Frla) i
ZMGM, ;=1 %P {Z;VG[N +L\{j} (5, (), ij)} Fr(p
ZHEJVL ;=0 €XP {ZJVE[N +L\ {4} (7, (), ij)} Fr(p) (118)
exp {ZJVE[NC+L]\{3} T (7, (x), Vjv)} Fr(v)
1—1, r

< 11 <1+ w) =17 (119)
. . ) '
JvEAR(F)

Then the following holds in case (2):
E [ﬁér)(x) Y = j] >E |- Wj(zf) oaLe j] (120)
mj(x) + (1 —7;(2))/T;p

Case (3): 7 € Ps(j) and Y = j. Asin Case (1), we similarly consider cases based on the distribution
of ground truth Boolean vector v to get a tighter bound.

Case (3a): 3jy € A, q(j), v, = 1.
When we have models such that 7;, (z) > 1 — tj,ply,, =0 or 7@ (x) < 1 —

tiyolvy, =1, Fjv € A.(j) (with probability 1 — ](%) we leverage the general bound in
the case, /

E[#7(2)Y # j] < El#;(2)]Y # ] (121)

Equation (121) holds because in case (3), j corresponds to a consequence variable in the r-th PC, and
thus, we always have:

Z exp { Z T(7jy (), tiy } Fr(p) < Z exp { Z T(7jy (), tiy } Fr(p)
Jvel

WEM, pj=0 Ne+LI\{5} HEM, pj=1 JvE[Ne+LN\{5}
(122)
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When we have models of high quality such that 7;, () < 1 —t;, p|v;, =0 and 7; () >
1—t;,plvy, =1, Yjyv € A.(j) (with probability Z;_%), we can derive a tighter bound as follows:

zaamwdwn{zgﬁwﬁuwﬂTw»@)wn}F<m

(123)
ZueM, =1 %P {Z;vem +L\{5} (7, (2), 1, }
> uem, ;=0 EXP {ZJVE[N +L\{j} (7, (), 1y,)
< (124)
exp {Z]VG[N +L\{5} T(#j, (), vj, } (v)

<exp{-w}+ [] (1+ ”’) = (125)

_ . D
IvEAL(H) by

Therefore, the following holds in case (3a);

~(7r . r A~ T 7AT X .
E[Wj( )(x) |Y=J} >E (1_2‘7(-’1)))7(-]'((1}')""2](-’%/\ i ? o Y = (126)
Tj(@) + (1 =7 (2)A; p
Case (3b): If Vjy € A, 4(j), vj, = 0, then we leverage the general bound:
E[#" (@)Y =] > Elf;@) Y =] (127)

Note that case (33) is with probability U J( ") and case (3b) is with probability 1 — U (r) . Combining
Equations and (127), the following holds:

Ay 4 U 7™ 7y (x) P .
J<HU3%”<@@+@—@@M% J(OW ’

E[# @)Y =j] >E

(128)

Case (4): r € Ps(j) and Y # j. Since j is the index of a consequence variable, we have Vjy €
A, q(j), vj, = 0. Then we can lower bound the coefficients as follows:

2 ueM, uy=0 €XP {Zjve[N +ongy T (5 (@), MJV)} F(w (129)
DoueM, py—1€XP {ZJVE[N sy T (@5 (@), va)} Fr (i)
eXP{Z]ve[N +L\ {5} T(#j,(x) Vjv)}Fv (v) (130)
2o peM, py=1€XP {Zwewam\{j} T (75, (2), Mﬂv)} Frlp)
ivea. o (1 + tva>
Thus, in case (4) we have:
E[#7 ()Y # ] <E |- N AEALE L (132)
(@) + (1= 75(2)) T p

Then we consider all R PCs to get the effectiveness of COLEP on the class conditional probability.
Combining Equation (TT6) in case (1) and Equation (I32) in case (4), we finally have:

E[77" 5 (X) Y # 7] < E[7;(X) — €0 |V # j] (133)
where
o= 5 U™z _ Aa 3 WJ_#
o SR Y R

(r
De{Dy,Dyp} |rE€EP4(3) re€Ps(4) i+ (1 - Wj)Tj,D
(134)
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Combining Equation in case (2) and Equation in case (3), we finally have:

E [#7°"F (X) [Y = j] > E[#;(X) + €1 [Y = j] (135)
where
75 . ) (r) 7t o
1= pp Z&(A - ; —Wj)ﬂ‘ZBrU- Z;D (M—WJ)
De{Dq,Dyp} [T'E'f’d(j) j+ (- Wj)/Tj(,g rePs(5) T j 4 (1= Wj)k;yé
(136)
O

H.2 PROOF OF THM.[]

Theorem 4 (Recall). Consider the adversary setting that the calibration set Z¢, consists of np,
samples drawn from the benign distribution Dy, while the new sample (X, 11, Y, 1) is drawn np,
times from the adversarial distribution D,. Assume that A(7;, D,) < 0.5 < A(7j, Dy) for j € [N],
where A(7;, D) is the expectation of prediction accuracy of 7; on D. Then we have:

P[YnJrl S CCOLEP( n+1)] > IP[ n+1 € Cn a( n+1)] w.p.

1- _ren[szxvx]{exp {—2np, (0.5 — A(#;, D)) ’€ 1D, }npexp{— 2np, ((A(#;, Ds) — 0.5)2 ijELC,‘Db)Q}}
J ¢ ce{0,1}
(137)
where pjo = Pp, [[}y ;)] and pj1 = Pp,[[}y—;]] are class probabilities on benign distribution.

Proof of Thm. ] The following holds based on the definition of CA’E?O%EP (+) in Equation .

P [Yn+1 ¢ C‘fL%EP(XnH)} = [5 couee ( nt1, 1) > Ql—a({sﬁggffl (Xivﬂ[m:ynﬂ])}iezwl)}
R (138)
Similarly, the following holds for C,, (+).

P [Yis1 ¢ Coa(Xuin)| =B [Say |, (Kur1. 1) > QuoalSay,,, (X Iyizy, o biez)|
(139)

We can transform the objective of comparison of marginal prediction coverage into a comparison of
non-conformity scores as follows:

P {P[Ynﬂ € CEOM® (X i0)] > Yoy € C‘n,a(ffnﬂ)]] (140)
=P []P {YnJrl ¢ ég?o%EP(Xn+1)} <P [ n+1 ¢ Cn a( n+1)H (141)
=P [Spgps (Xni1,1) < Say,,, (Knir, 1) (142)

x P [Qlfa({sfr;‘iipl (Xi, Ly, =v, ) biezw) 2 Qi—a({S#y, ,, (Xivﬂ[m:mﬂ])}iezm)] (143)

Next, we individually bound the probability formulation in Equations (T42) and (T43).

Case (1): to bound P {S e (Xni1,1) < Sy, (K, 1)} .

We first compute E [Sﬁcyom (Xni1,1) = Say o (X1, 1)} and then leverage tail bounds to derive
n+1 n

the lower bound of the probability formulation.

Case (1a): 7y, ,, (-) correctly classifies the sample X,, 41 ~ D, (with probability A(7ry,, 11(1), Da)).
Since we assume €;.p > 0 f9rj € [Ng], ¢ € {0,1}, and D € {D,, Dy}, ﬁlC/?LIflP(X"“) also
correctly classifies the sample X, 11 ~ Dy, and thus, we have the following:

{S i ( n+1 1) SﬁYnJrl (X"Jrl’ )] 7E [ACOLEP (XnJrl) - 7ATYn+1 (XnJrl)} (144)

n+1
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Case (1b): 7y, ., (-)(-) wrongly classifies the sample X .41 (with probability 1 — A7y, ., (-), Da)).
We have the following:

- 1. 1. S
B[Sz, (Rt 1) = S, (R, D] S B[ = 34857 (Kosn) = (1= e (i)
(145)
Combining Equation (T44) in case (1a) and Equation (T43) in case (1b), we have:
[5 cres (Xni1,1) = Say, ,, (Knin, 1)} (146)
<(A(fYy 42 () D) = 0SB[RS (K1) = v,y (Rt) | S(A(y, 1, (), Da) = 05)ey, s 10,
(147)

Then from Equation (I47), the following holds by applying Hoeffding’s inequality.

P | Scoree (Xnt1,1) = Sy, | (Xns1,1) > 0} < exp {—2np, (A(Fy,,, (), Da) — 0.5)%€%, . 1.0, }
) (148)

Therefore, we have:

P | Sacoree (Xnt1,1) < Sy, (K1, 1)} > 1 —exp{—2np, (A(fv,,, (), Da) — 0.5)%€%, 1.0, }
) (149)

Case (2): tobound P | Q1o ({Sagpiee (Xiy Lyvimv, ) }iezw) 2 Quoa({Say,, (X Iyvizv, i) bieza) |-

We first consider an individual sample (X, Y;) and then apply the union bound the quantile.

Similar to case (1), we first derive the bound for the expectation of the difference of non-conformity
scores:

[ scorer  (Xoy Ty, p0)) = Say,  (Xo Tyvimv, ) Ve # Yn+1} >(A(#y, 41 (), Do) — 0.5)€v,, 1.0,

Y(nt1)
(150)
[ CCELEP (Xi7]I[Y7::Yn,+1]) - S*Yn+1 (Xiﬂ]I[Yi,:Yn+1]) Vi = Yn+1:| 2(A(#y, 4, (), Do) — 0.5)€v,, 1.,
(151)
Then with Hoeffding’s inequality and the union bound, we have:
P |:Q1—a({5ﬁ-§f’;frpl (Xo, Ivi=v, ) biezw) = Qr-a({Say, | (Xi Tiyvi=v, 1)) biez)
(152)

21 —np, exp { — 2np, ((A(WY1L+1( ), Dy) — 0.5) Z ijeY1L+lvchb)2}
ce{0,1}

where pjo = Pp, [[}y ;)] and pj1 = Pp,[[}y—;]] are class probabilities on benign distribution.

Combining Equations (149) and (I52) and plugging them into Equations (142) and (143), we finally
get:

P [PYar1 € G55 (R41)] > PV € Coal K1)
>1 - exp { ~2np, (A(fv,.,. (), Da) = 0.5)%¢}, 1, |

— npb exp { — 27’LDh ((A(ﬁyn+1 ()7 Db) — 05) Z pjceyn+1’c}pb)2}
ce{0,1} (153)

>1— _ 5 .
>1 jlen[z}vf] {exp{ 2np, (A(7y,,,(-),Da) — 0. 5)? eYn+1 1., }

2

+ np, exp { — 2np, (A(Fy,,, (), Db) = 0.5) Y pjc€y,,,.c,)
ce{0,1}
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H.3 PROOF OF THM.[3]

Theorem 5 (Recall). Suppose that we evaluate the expectation of prediction accuracy of A5 (+)
and 7;(-) on n samples drawn from D,,, and denote the prediction accuracy as A(75°"*%(-), Dyy,)
and A(7;(-), Dy,). Then we have:

A(ﬁfOLEP( );Dm) = A(7;(-), Dm), wp. 1— Z Pp Z Pp [Y = jlexp {_Qn(ejyc,'D)Q} :
DPe{D,, Dy} cc{0,1}
(154)

Proof of Thm.[5] We can formulate the accuracy of 7;(-) on D,, as:
A(7j(+), D) = P[Y # j]P[7;(X) < 0.5]Y # j] + PY = j]P[7,;(X) > 0.5]Y = j]  (155)
Similarly, A(75°**"(-), D;,) can be formulated as:
A(FFHE(), D) = PIY # JIP[A575°(X) < 0.5]Y # j] + P[Y = j]P[#;°*(X) > 0.5]Y = j]
(156)

Let Aj() := #5°%¥(-) — #;(-). From the results in Lemma L we have E[A;(X)|Y #j] <
—€;0,0 and E[A;(X)|Y = j]| > €;,1,p. Note that we have €;0p > 0 and €;;1,p > 0 by assump-
tion.

Then by rearranging the terms and Hoeffding’s inequality, we can derive as follows:

P[5 (X) — 75(X) > 0]V # j] =P[A;(X) > 0]V # j] (157)
=P[A;(X) = E[A;(X)] > =E[A;(X)][Y # 5] (158)
<P[A;(X) - E[A;(X)] > €00 [Y # j] (159)
<exp{—2n€,p} (160)
Similarly, we consider the case conditioned on Y = j.
P[5 (X) — 7;(X) < 0]Y = j] =P[A;(X) < 0] = j] (161)
=P[A;(X) - E[A;(X)] < —E[A;(X)] Y =j]  (162)
<P[A;(X) - E[A;(X)] < —€j1p Y = j] (163)
<exp{—2ne},p} (164)

Note that from Equations (TI60) and (TI64), we have the following relation:

P [A(ﬁ;;OLEP(')aIDm) - A(ﬁ]()vpm) < O} (165)
SPIY # IPASSR (X) = 75(X) > 0V # ]+ PIY = JIPIAS7 (X) — 7;(X) < 0]Y = ]

(166)

<P[Y # j]exp {7277,6?,077_7} + PlY = j]exp {72%6?7179} (167)

Finally, by considering both the adversarial distribution and benign distribution, we can conclude
that:

P[A(ﬁJCOLEP(~),Dm) > A(7;(+),D Z DD Z Pp [Y exp{ 2n(€j . 9)2} .
De{D., Dy} c€{0,1}
(168)

O

I LOWER BOUND OF A(75°"*", D,,)

Theorem 7 (Lower Bound of A(75°"*%, Dy,)). Let EfG"* = Ep [ﬁfOLEP( Wy =;) = d] for
d € {0,1}. Assume that the class probability computed by the r-th PC 750" is conditinally
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independent of 7 0™ for 2 < r < R and E5§"*" < 0.5 < ES7**%. Assume that we aggregate PCs
by taking the avemge (i.e., B = 1/R). Then we have:

A(759%F D) > 1-P[Y # jlexp {—3(0.5 — ESGERY? /WQ}—IP[Y = j]exp {—3((ECOLEP 0.5)2 /Tr"’}
(169)

Proof sketch. We construct a sequence {.J,}2 | in a specific way and prove that it is a super-
martingale or a sub-martingale with bounded differences conditioned based on the true label. Then
we use Azuma’s inequality to bound the objective A(75°**%, D,,) in different cases and combine
them with union bound.

Remarks. Lemma indicates that better utility of knowledge models and implication rules can
indicate a smaller £73""" and larger E§7C{LEP, which can further imply a tighter lower bound of
prediction accuracy according toThm. |7} Furthermore, according to the proof, we know that E£3+**
negatively correlates with the number of PCs R and EJCOLEP has a positive correlation W1th R,
indicating that more PCs (i.e., knowledge rules) implies a better prediction accuracy.

Proof of Thm.[7} Consider R PCs. We construct a sequence {J,}2, such that J.(X) =

1
- >l frj(»Q) (X), where frj(.q) (-) is defined as Equation .

We first consider the case conditioned on Y # j. Without loss of generality, assume that 77(1)( X) >

AEQ) (X) =2 fr(R)(X). Then we can prove {J,}2, is a super-martingale since we have the
followmg:
LW ~ 1.
Jrpr = Je =Y —— w0 (X) =Y =P (X) (170)
ot 17 = J
:LA(TJrl)(X) 1 . A(_Q)(X) a71)
r1 r(r+1) J
q=1
L+ L o+
< : X 172
_r+1 7 ( ) T(T+1)T7T] ( ) ( )
<0 (173)

T r+1
Nl L @
J, JTH_Z;@ (X) — e (X) (174)
q=1 q=1
_ 5 70 x) = L7040 (x) (175)
r(r—i—l)qzl I P10
1
ST = Cry1 (176)
Also note that we have:
r 1 A(r—',-l)
E[J,+1(X X), -, J(X)] = (X _ X 177
s (O [A(X), - LX) = = (X) + =<7 ) am)
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Therefore, {J,.}2_, is conditionally independent. Then by using Azuma’s inequality, we can derive
as follows:

P[Jg — E[Jg] > 0.5 — E[Jg]] <exp {—W} (178)
<exp —(0'5;#3])2 (179)
23 =1(=))?
q

<%> exp {(O.5E2[JR])2 (130)

o

6
<oy {HOI B 181)

1 2
Inequality (a) holds because the inequality Zle — < % holds. Finally, the following holds.
q

(182)

PJr(X) < 05|V #j]>1 exp{?’(%—w}

T2

Then we consider the case conditioned on Y = j. Similarly, we construct a sequence {.J!}%_,

1
such that J;.(X) = =37 . ﬁ§Q) (X), where 7%](.(1)(
r

)
generality, assume that ﬁ§1)(X) < ﬁ§2) (X) <o <&
sub-martingale since we have the following:

is defined as Equation (24). Without loss of

(X). Then we can prove {J/} | isa

r+1

L) L@
4 . = _— ,q — — .q
= =3 T (X) 0 (X) (183)
g=1 q=1
_ 1 A (X)) — Ly 9 (X) (184)
r+17 r(r—i—l)q:l J
L (1) L L+
> . N
L A S ) A (185)
>0 (186)
Again, we can show that {J/}£ | has bounded difference:
/ J’—gjl L0 x) -y a0 x 187
L= dE =Y A0 = Y A0 () (187)
g=1 q=1
EERSPUESTPINE S U (188)
r+1"7 7"(7"+1)q:1 J
1
< to—d (189)
Also note that we have:
r 1 A(r=+1
E [T (X) [T, JUX) ] = = 1) + 7 (X) (190)
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Therefore, {J/}£_, is conditionally independent. Then by using Azuma’s inequality, we can derive
as follows:

! / / (E[JI/%] _ 0'5)2
PlJr —E[Jz] <05 —-E[Jg]] < —_ 191
[Jr — E[JR] < [JRl] _eXP{ 22521(%)2 (191)
/11 _ 2
<exp _M—lw (192)
250 (D))
q
11 2
< exp { (E[Jg] i 0.5) (193)
o™
6
11 2
<exp {—3((E[J7T]2 0.5) } (194)
Finally, the following holds.
_ 2
P[Jr(X) > 05]Y = j] >1—exp{—W} (195)

Note that we can formulate A(75°"*%, D, ) as:

A(FSM D) = PIY # JP[RSO (X) < 05]Y # ] + PY = jIP[FS7F (X) > 0.5]Y = j]
(196)

Combining Equations and (195), we have:

AR Dyn) > 1-P[Y # jlexp {—3(0.5 - EggLEPWﬂ?}—P[Y = j]exp {—3((E§?LEP - 0.5)2/7r2}
(197)

O

J  EXPERIMENT

J.1 IMPLEMENTATION DETAILS

Dataset & Model. We evaluate COLEP on three datasets, GTSRB, CIFAR-10, and AwA2. GTSRB
consists of 12 types of German road signs, such as “Stop” and “Speed Limit 20”. CIFAR-10 includes
10 categories of animals and transportation. AwWA?2 contains 50 animal categories. We use GTSRB-
CNN architecture (Eykholt et al.| |2018), ResNet-56 (He et al., 2016), and ResNet-50 (He et al.|
2016) as the architecture of models on them, respectively. For fair comparisons, we use the same
model architecture and training smoothing factors for models in COLEP and SOTA baselines CP
and RSCP. We perform smoothed training (Cohen et al., 2019) with the same smoothing factor
o for models. We use the official validation set of GTSRB including 973 samples, and randomly
select 1000 samples from the test set of CIFAR-10 and AwA?2 as the calibration sets for conformal
prediction with the nominal level 1 — o« = 0.9 across evaluations. The evaluation is performed on
the test set of GTSRB and the remaining samples of the test set of CIFAR-10 and GTSRB. GTSRB
and CIFAR-10 contain images with the size of 32 x 32. AwA2 contains images with the size of
224 x 224. GTSRB and CIFAR-10 are under the MIT license. AwA?2 is under the Creative Commons
Attribution-NonCommercial-ShareAlike (CC BY-NC-SA) license.

Implementation details. We run evaluations using three different random seeds and report the
averaged results. We omit the standard deviation of the results since we observe they are of low
variance due to a large sample size used for calibration and testing. All the evaluation is done on
a single A6000 GPU. In the evaluation of certified coverage, we compute the smoothed score or
prediction probability 100, 000 times for randomized smoothing and fix the ratio of perturbation
bound and the smoothing factor during certification ¢ /e, as 0.5 for both RSCP and COLEP. In
the evaluation of marginal coverage and set size under PGD attack, we use the attack objective of
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cross-entropy loss for RSCP. For COLEP, the objective is the same cross-entropy loss for the main
model and the binary cross-entropy loss for the knowledge models.

Knowledge Rules & Reasoning. In summary, we have 3 PCs and 28 knowledge rules in GTSRB, 3
PCs and 30 knowledge rules in CIFAR-10, and 4 PCs and 187 knowledge rules in AwA2. Based on
the domain knowledge in each dataset, we encode a set of implication rules into PCs. In each PC, we
encode a type of implication knowledge with disjoint attributes. In GTSRB, we have a PC of shape
knowledge (e.g.,“octagon”, “square”), a PC of boundary color knowledge (e.g., “red boundary”,
“black boundary”), and a PC of content knowledge (e.g., “digit 50”, “Turn Left”). In CIFAR-10,
we have a PC of category knowledge (e.g., “animal”, “transportation”), a PC of space knowledge
(e.g., “in the sky”, “in the water”, “on the ground”), and a PC of feature knowledge (e.g., “has legs”,
“has wheels”). In AwA2, we have a PC of superclass knowledge (e.g., “procyonid”, “big cat”), a PC

of predation knowledge (e.g., “fish”, “meat”, “plant”), a PC of appearance (e.g., “big ears”, “small
eyes”), and a PC of fur color knowledge (e.g., “green”, “gray”, “white”).

For example, in the PC of shape knowledge in GTSRB, we can encode the implication rules
related to the shape knowledge such as IsStopSign == IsOctagon (stop signs are octagon)
with weight wy, IsSpeedLimit — IsSquare (speed limit signs are square) with weight ws, and
IsTurnLeft = IsRound (turn left signs are round) with weight ws. To implement the COLEP
learning-reasoning framework, we follow the steps to encode the rules into PCs. (1) We learn the
main model and knowledge models implemented with DNNs to estimate a preliminary probability
for N, class labels and L concept labels (e.g., p(IsSpeedLimit = 1) = @, p(IsSquare = 1) =
#tsq). (2) We compute the factor value F(y) for any possible assignment € {0,1}Ve+L as
F(p) = exp{31", wipllok,) (€2, F([1,1,1,1,1,1]) = e*r+*2+%s since the assignment satisfy
all three knowledge rules above). (3) We construct a three-layer PC as shown in Figure 1: (a) the
bottom layer consists of leaf nodes representing Bernoulli distributions of all class and concept
labels and the constant factor values of assignments (e.g., B(7sp), B(1 — 7sp), B(fsq), B(1 —
Tsq)s -, F([1,1,1,1,1,0]), F([1,1,1,1,1,1]),...), (b) the second layer consists of product nodes
computing the likelihood of each assignment by multiplying the likelihood of the instantiations of
Bernoulli variables and the correction factor values (e.g., s, X 7sq X ... x F([1,1,1,1,1,1])),
and (c) the top layer is a sum node computing the summation of the products. (4) We linearly
combine multiple PCs that encode different types of knowledge rules (e.g., 3 PCs in GTSRB: PCs of
shape/color/content knowledge). We compute ), based on the utility of the k-th PC on the calibration
set and manually set the weights of knowledge rules based on their utility.

Codes are available at https://github.com/kangmintong/COLEP.

J.2  ADDITIONAL EVALUATION OF COLEP

Table 1: Comparison of the runtime (millisecond) of COLEP per forward time between a standard
model and COLEP. The evaluation is done on RTX A6000 GPUs.

| GTSRB  CIFAR-10 AwA2

standard model 13.2 15.5 35.2
COLEP 13.5 15.7 35.6

Visualization of the contribution of different knowledge rules. In GTSRB, we consider the
contribution of the shape knowledge rules, color knowledge rules, and content knowledge rules. In
CIFAR-10, we consider the contribution of the category knowledge rules, space knowledge rules, and
feature knowledge rules. More details of the meanings and examples of knowledge rules are provided
in Appendix We provide the visualization of contributions of different types of knowledge
rules in Figure[5. The results show that the rules related to the color knowledge in GTSRB and
space knowledge in CIFAR-10 benefit the certified coverage more, but collectively applying all
the well-designed knowledge rules leads to even better coverage. The effectiveness of these types
of knowledge attributes to a higher utility of the knowledge models (i.e., the accuracy of concept
detection). Concretely, the feature of these concepts is relatively easy to learn and can be more
accurately detected (e.g., color concepts are more easily learned than shape concepts). The correlation
between the knowledge model utility and effectiveness of COLEP is also theoretically analyzed and
observed in Section
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Figure 5: Certified coverage of COLEP under bounded perturbation 6 = 0.25 on GTSRB and CIFAR-
10 with different types of knowledge rules.

Runtime evaluation of COLEP. Since the knowledge models in the learning component are simple
neural networks and can perform forward passes in parallelism, the additional computational com-
plexity of COLEP comes mainly from the overhead of the reasoning component (i.e., PC). Given a
PC defined on the directed graph (V, &), the time complexity of probabilistic inference is O(|V)|),
according to the details illustrated in Appendix [C.1] Therefore, the additional time complexity of
COLEP is O(|V]), linear to the number of nodes in PC graph. We empirically evaluate the runtime of
a forward pass of COLEP and compare it with a standard model. The results in Table[I show that
COLEP only achieves a little higher runtime compared with a single standard model.

Table 2: Marginal coverage / average set size of RSCP and COLEP under AutoAttack with ¢,
bounded perturbation of 0.25 on GTSRB, CIFAR-10, and AwA2. The nominal level 1 — a is 0.9.

‘ GTSRB CIFAR-10 AwA?2

RSCP | 0.9682/2.36 0.9102/3.56 0.923/5.98
COLEP | 0.9702/2.13 0.9232/2.55 0.952/4.57

Table 3: Marginal coverage / average set size of RSCP and COLEP under PGD Attack with multiple
desired coverage levels 1 — « with ¢ bounded perturbation of 0.25 on GTSRB.

|1-a=08 1-a=09 1-a=095

RSCP | 0.9029/1.63 0.9682/2.36 0.9829/2.96
COLEP | 0.9053/1.34 0.9702/2.13 0.9859/2.53

Evaluations with different types of adversarial attacks. To evaluate the robustness of COLEP
under various types of attacks, we further consider the AutoAttack method |Croce & Hein (2020),
which uses an ensemble of four diverse attacks to reliably evaluate the robustness: (1) APGD-CE
attack, (2) APGD-DLR attack, (3) FAB attack, and (4) square attack. APGD-CE and APGD-DLR
attacks are step size-free versions of PGD attacks with cross-entropy loss and DLR loss, respectively.
FAB attack optimizes the adversarial sample by minimizing the norm of the adversarial perturbations.
Square attack is a query-efficient black-box attack. We evaluate the prediction coverage and averaged
set size of COLEP and SOTA method RSCP with /5 bounded perturbation of 0.25 on GTSRB,
CIFAR-10, and AwA2. The desired coverage is 1 — o = 0.9 in the evaluation. The results in Table@]
show that under diverse and stronger adversarial attacks, COLEP still achieves higher marginal
coverage than the nominal level 0.9 and also demonstrates a better prediction efficiency (i.e., smaller
size of prediction sets) than RSCP.

Evaluations with various nominal levels. We further evaluate COLEP with multiple nominal levels
of coverage 1 — . We provide the results with multiple coverage levels 1 — « in Table [3. The
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results demonstrate that for different parameters of «, (1) COLEP always achieves a higher marginal
coverage than the nominal level, indicating the validity of the certification in COLEP, and (2) COLEP
shows a better trade-off between the prediction coverage and prediction efficiency (i.e., average set
size) than the SOTA baseline RSCP.

Selection of weights of knowledge rules. The weight w of logical rules is specified based on the
utility of the corresponding knowledge rule. In Section 6, we theoretically show that the robustness
of COLEP correlates with the utility of knowledge rules regarding the uniqueness of the rule, defined
in Equation (17). Specifically, a universal knowledge rule which generally holds for almost all class
labels is of low quality and does not benefit the robustness and should be assigned with a low weight
w. For example, if all the traffic signs in the dataset are of octagon shape, then the implication rule
IsStopSign = IsOctagon should be useless and assigned with a low weight w, which also
aligns with the intuition. In the empirical evaluations, since we already designed knowledge rules
of high quality (i.e., good uniqueness) as shown in Section 7, we do not need to spend great efforts
selecting weights for each knowledge rule individually. We assume that all the knowledge rules have
the same weight w and select a proper weight w for all the knowledge rules via grid searching. The
results inspire us to fix w as 1.5, and the evaluations demonstrate that it is sufficient to achieve good
robustness in different settings. One can also model the weight selection problem as a combinatorial
optimization, which is non-trivial but can better unleash the power of COLEP. We leave a more
intelligent and automatic approach of knowledge weight selection for future work.

K OVERVIEW OF NOTATIONS

In this section, we provide overviews of used notations for a better understanding of the analysis of
COLEP. Specifically, we provide an overview of notations related to models in Table {, notations
related to conformal prediction in Table E notations related to certification in SectionEin Table [E,
and notations related to analysis in Section [5]in Table 4]

Table 4: Notations related to models in COLEP.

Notation Meaning
N, number of class labels
J J € [N.] to index the output of the main model
L number of concept labels, number of knowledge models
l I € [L] to index L knowledge models/concept labels
m;(x) the output likelihood of the main model for the j-th class label (j € [N,]) given input
70 () the output likelihood of the I-th knowledge model (I € [L]) given input
T = [[#;]jenvs [FP)ier] € RYMTE, concatenated vector of class and concept probabilities
v Jv € [N. + L] to index 7(the concatenation of the output of the main model and concept models)
7, () the output likelihood of the j-th class label (jy € [N. + L]) before the reasoning component
FFOLEE () the output likelihood of the j-th class label (j € [IV.]) after the reasoning component
{Kp} H propositional logic rules
wp, the weight of the h-th logic rule (h € [H])
I indicator function
Iz € M := {0, 1}¥+L the index variable in the feasible assignment set M
() F(p) = exp{>1, wpl[u~ k) factor value of the assignment g
T(a,b) T(a,b) :=log(ab+ (1 — a)(1 — b)), introduced for ease of notation
Oheafs Oroot leaf node and root node in the PC
number of probabilistic circuits
r r € [R] to index the r-th PC
By the coefficient of the r-th PC
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Table 5: Notations related to conformal predictions.

Notation Meaning
n number of calibration data samples
(X:,Y;) the 4-th data sample with input X; and label Y; (i € [n])
(Xnt1,Yn+1) the test sample
label space [N] :={1,2,..., N.}
y y € Y to index labels in the label space )
U random variable draw from uniform distribution U (0, 1)
Qi—a 1 — « quantile value
Sz (z,y) APS non-conformity score of sample (x,y) given probability estimate 7
Sﬁgmw (z,y)  APS score with 75°"** (output likelihood of the j-th class label after the reasoning component)
Crol) Ch.o(x) C Y is the conformal prediction set of input 2 without COLEP
CA’,CL?EP’ (z) C’S?,ffp" (z) C {0, 1} is the conformal prediction set of the j-th class label
C‘S?;EP (x) CA’E%EP (z) C Y is the conformal prediction set of input 2 with COLEP
qY ¢¥ € {0,1} to index in label space {0, 1}

Table 6: Notations related to certification in Section E}

Notation Meaning
7 (@) upper bound of 7, () (likelihood without reasoning component) with bounded perturbation
(@ lower bound of 7, () (likelihood without reasoning component) with bounded perturbation
TU[frJC-iOLEP (z) upper bound of 75°#F (z) (likelihood with reasoning component) with bounded perturbation
L[#5°"(x)]  lower bound of #;°**¥ (x) (likelihood with reasoning component) with bounded perturbation
Vj index set of conditional variables (left operand of rule A = B) in the PC except for j
Vi index set of conditional variables (right operand of rule A = B) in the PC except for j
i the j-th element of assignment p
€ adversarial perturbation
) bound of perturbations such that ||e[|s < §
R )~(,L+1~ )?,LH = X, 41 + € adversarial test sample
CEOLERs (X 41) certified prediction set with perturbation bound §
' S . couee s worst-case non-conformity score for the j-th class label with bounded perturbation §
7COLEPer lower bound of the coverage guarantee within bounded perturbation
TJ-COLEP““’ lower bound of the coverage guarantee of the j-th class label within bounded perturbation
Table 7: Notations related to analysis in Section
Dy benign data distribution
D, adversarial data distribution
Din mixed data distribution
PD portion of distribution D in D,,,
G =V, &) undirected graph encoded with rules in the r-th PC
A, (jv) node set in connected components of node jy in graph G,.
Ay a(jv) node set of conditional variables in connected components of node jy in graph G,
A, s(jv) node set of consequence variables in connected components of node jy in graph G,.
v(z) boolean vector of ground truth class and concepts given sample x as input
tj,, D the threshold of confidence for the jy-th label
2jy,D probability matching this threshold for the jy-th label
") multiplication of ¢, 1 in the 7-th PC
Zj(.% multiplication of z;, p in the r-th PC
Pa(§), Ps(4) the set of PC index where j appears as conditional variables and consequence variables
U J(T) utility of associated knowledge rules within the r-th PC for the j-th class
€5,0565,1 characterization of probability correction by COLEP conditioned on ground truth label 0 and 1
€;.0,D €00 = E(x,v)~pl€j0lv; = 0], expectation of €
€51,D €;1,D = E(Xiyy)NfD[Ej_’ﬂVj = 1], expectation of €51
A(#,D) accuracy of probability estimator 7 on data distribution D
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