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Abstract—In this paper, an AIoT and Cloud enabled monitor-
ing platform is proposed. The platform includes Cloud, sensor
nodes, coordinators with different communication protocols,
networks, portable Artificial Intelligence (AI) accelerators, and
acrylonitrile styrene acrylate (ASA) case using 3D printing.
Sensor nodes and communication protocols can be selected and
adapt to any application. In our developed monitoring platform
prototype, WiFi, Cellular (LTE, GSM, CDMA, etc.) and Zigbee
protocols are utilized for environmental and object monitoring,
as well as data analysis and display. The experimental results
demonstrate (1) detailed environmental information display in
9 locations and (2) much faster and more accurate object
monitoring with the portable AI accelerator.

Index Terms—AIoT, Could, accuracy, environmental monitor-
ing system, code, sensor node, coordinator, 3D printing, WiFi,
cellular, Zigbee

I. INTRODUCTION

Today, with connectivity becoming increasingly necessary
in our daily work and social lives, more and more devices are
connected to the Internet and each other more than ever, which
makes IoT (Internet of Things) and Cloud systems significant
players in the evolving world of technology [1], [2].

IoT refers to devices connected to the Internet, and then
current and historical data are stored and processed in real
time in the IoT. Artificial intelligence (AI) algorithms are
allowed to run in IoT systems to simulate a level of human
intelligence for more effective data processing and higher
computing capabilities [3], [4]. Such a combination of AI
and IoT, named AIoT, enables the end nodes on a connected
network to make intelligent decisions using the collected data.
Therefore, AIoT can gather large and widespread data, while
being benefited from AI [5].

Cloud is a centralized system to help transfer and deliver
data and files to data centers over the Internet. The Cloud runs
exclusively on the Internet rather than on a local machine,
allowing large amounts of data to be stored in a central
location that multiple/many devices can access at the same
time [6]. The AIoT and Cloud computing are two different
concepts, but they often work together. Data from the end
nodes of an AIoT system can be sent to a Cloud, which
processes the data through either AI or other algorithms.
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In this paper, a flexible monitoring platform that utilizes
both AIoT and Cloud is proposed. The system utilizes a
Wireless Sensor Network (WSN) in IoT to collect monitoring
data incrementally. The data then are sent to the Cloud for
processing, storing, organizing, and displaying. This platform
is flexible for different purposes, since sensors can be changed
based on specific applications, such as environmental moni-
toring, healthcare monitoring, and agriculture monitoring. In
urban areas, this monitoring platform uses easily accessible
WiFi or Cellular networks for communication. When it is
in rural areas, it transfers the data through node-by-node
communication, such as the Zigbee protocol, so it is a 24/7
monitoring and all-weather platform.

A. Related Work

Many researchers work on different IoT and Colud enabled
monitoring systems [7]–[18]. General solution. In [19], [20],
a solution is proposed to collect raw data from the distributed
sensor nodes in IoT to speed up processing. In [21], [22],
the Cloud and IoT are improved for custom-designed data
storage and processing to enable privacy preservation. In [23],
an updated architecture is proposed to embed WSN into the
Cloud for fast data collection and storage. In [24]–[32], an
emerging device, the memristor, is manufactured and used
for low-power and high-performance Edge AI applications
and for privacy preserving in IoT using the inherent non-
linearity and variations of memristors. Specific Applications.
In terms of environmental monitoring, numerous exploratory
investigations have been conducted. In [33], a holistic IoT-
based management platform is proposed for environmental
monitoring. An environmental monitoring system is proposed
for Smart Cities in [34]. In [17], an outdoor air quality
monitoring system is created based on the ZigBee WSN.
Regarding Cloud- and IoT-based healthcare monitoring, [35]
explores the fundamentals of IoT for remote diagnosis and
healthcare applications; and [36] focuses on security of the
IoT devices that store the data related with healthcare issues.
As for agriculture monitoring, a significant amount of work
has been completed. In [37], a smart greenhouse design is
implemented to eliminate manual intervention and measure
different climate parameters by sensors in AIoT. In [38], [39],
Cloud based software and new algorithm have been proposed
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Fig. 1. AIoT and Cloud Enabled Flexible Monitoring Platform.

to much more accurately process and retrieve information and
agricultural tasks.

However, most of the above systems are limited to a specific
application, not universal. Therefore, a flexible and reliable
platform is needed to be compatible with any application and
demand. As a result, a novel platform is proposed in this paper.

B. Contributions

Specifically, this paper makes the following contributions:
(1) The detailed introduction for an AIoT and Cloud enabled
flexible and reliable monitoring platform is given. (2) A mon-
itoring platform prototype is developed for the demonstration.
(3) Two applications, environmental monitoring and object
monitoring, are described to show the flexible and reliable
of the platform.

II. PROPOSED PLATFORM

A. Network and System

The proposed AIoT and Cloud enabled flexible monitoring
platform is made up of several components as shown in
Figs. 1 and 2: Cloud, sensor nodes, coordinators with different
communication protocols, portable Artificial Intelligence (AI)
accelerators, and acrylonitrile styrene acrylate (ASA) case
using 3D printing. The central part of the system is the Cloud.
As shown in Fig. 1, no matter which type of communication
protocol is utilized in each branch, all the data is collected
into the Cloud, where the data is processed and organized. A
website and map are created to display all the data stored
on the Cloud in real-time. When the data are received by
the Cloud, the website and map can show the ID, time,

and location of the sensor node, data information, and even
analysis results with AI algorithm.

The edges of the platform are the coordinators and sensor
nodes. Sensors can be different types based on the specific
application. There can be numerous sensor nodes connecting
to a coordinator with different protocols. The number of coor-
dinators and sensor nodes is adjustable and determined by the
size of the monitoring area, data density, and maintenance cost.
In our developed monitoring platform prototype, the Google
Cloud is employed. The coordinators and node controllers are
chosen as a Raspberry Pi 4B. The sensor is a SenseHAT, which
gathers the temperature, humidity, and barometric pressure
data to display on the map, as shown in Figs. 1 and 2.

B. Communication Protocols

As also shown in Fig. 1, there are 3 communication proto-
cols for data transfer in the monitoring platform, including
WiFi, Cellular (LTE, GSM, CDMA, etc.), and Zigbee. It
indicates that different types of communication protocols can
be used according to the project need. For indoor and urban
areas, WiFi or Cellular are good choices for easy access to
send/receive the data to/from the Cloud. In remote areas, node-
to-node communication, such as Zigbee, can be used instead
of WiFi or Cellular. Actually, communication protocols are
not limited to above 3 types, it can be extended to any others,
depending on locations, environment, cost, and etc.

C. Accelerator

In our developed monitoring platform prototype, Edge de-
vices can be used to improve the processing capabilities of
the system by intelligently collecting data rather than linearly
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(a) (b)

(c)
Fig. 2. (a) Monitoring Platform with Cellular Modem. (b) Monitoring Platform with Zigbee block and AI accelerator. (c) (From left to right) Autodesk Fusion
360 Orthographic View of Case Design; 3D Printed Model with Electronics within Case; and Electronics (Raspberry Pi, GPS, LTE modem, and battery)
Contained within Weatherproof Case.

collecting. An example of the usage of an Edge device would
be in image processing. For example, if a model is trained
and used at the coordinator or sensor node of the system for
recognition or detection, the data can be organized and pre-
filtered and there will be less traffic in the data communication,
since only the correct and selected image will be sent to the
Cloud. Therefore, in a lightweight and mobile system, the
processing capabilities of the coordinator and sensor node are
an important characteristic to be taken into account. In our
developed monitoring platform prototype, a Raspberry Pi 4B
is used as coordinator, but it struggles to run large AI models.
Therefore, an accelerator is needed. As shown in Figs. 2 (b),
a sensor node with a Google Edge TPU coprocessor (Google
Coral Accelerator: 4 TOPS and 2 TOPS per watt) is used to
accelerate AI computation on the Edge device.

D. ASA Case Using 3D Printing

The software, Autodesk Fusion 360, is used to design the
apparatus of the ASA case. The main design criteria for the
case are: (1) weather resistance, (2) electronics compartment,
and (3) aesthetics. Criteria (1) is the primary issue. Due to

the sensitivity of the equipment, weather in the region could
cause a disruption of data acquisition, leading to inadequate
data records. The addition of a main compartment allows for
contact between the Raspberry Pi and the environment to
collect air quality data. A gasket-filled lid creates a weather-
resistant seal along with heat inserts to secure the lid. Finally,
the addition of an angled roof where air circulation occurs
ensures that air can adequately contact the Raspberry Pi while
also protecting from nearly all elements (i.e., rain, wind, hail,
etc.). These elements satisfy the requirement of the criteria
(1). The Criteria (2) is much easier to accommodate. A
compartment is made to allow the Raspberry Pi with Sensor
hat to contact the environment while allowing easy access to
all the components in the case that batteries need to be changed
or the Raspberry Pi needs to be debugged. The Criteria (3) is
accomplished once both Criteria (1) and (2) are completed.
As Fig. 2 (c) demonstrates, the case looks like a bird house,
so when mounted in an urban, suburban, or rural area, it will
look inconspicuous to the layman. The design should help
deter tampering while looking more aesthetically pleasing.
Finally, the case material is acrylonitrile styrene acrylate
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(ASA) sourced from the overture. The material is chosen due
to its ultraviolet (UV) resistance and impact resistance, as well
as white color. All of these should help ensure the longevity
of the case as well as keep the Raspberry Pi from overheating.

III. EXPERIMENTAL RESULTS AND ANALYSIS

A. Important Codes

In our developed monitoring platform prototype, a ZigBee
mesh network is used to send/receive data between sensor
nodes and coordinators, when WiFi and cellular networks
are not available. Firstly, sensor nodes collect data and send
their data to the nearby coordinator. The coordinator in turn
then sends the data to the Cloud in csv file format through
the ZigBee network. The codes for setting up the ZigBee
modules on all nodes, the ZigBee code inside the main loop
of coordinators, and the ZigBee code inside the main loop of
sensor nodes, are shown in Figs. 3, 4, and 5.

Fig. 3. Setting Up ZigBee Modules on All Sensor Nodes.

Fig. 4. ZigBee Code Inside Main Loop of Coordinators.

Fig. 5. ZigBee Code Inside of Main Loop of Endpoint Nodes.

Since the Raspberry Pi is used on our platform as coor-
dinators or controllers, it has an attached Cellular modem to
give the ability to use cellular communication, as shown in
Fig. 2 (a). The device will be configured to see whether WiFi
is available or not. If the Wifi is not ready, the system would
switch to Cellular communication to send/receive the data.
The coordinator and sensor nodes can be exchanged according
to the need of the data and the role in the project, allowing
flexibility and versatility of the platform.

As mentioned previously, the devices and networks on the
platform are connected to the Cloud. The code is shown in
Fig. 6. Credentials are necessary to provide security to the
application, so the key is passed into the program from the
device. A bucket is a container to hold the objects needed for
the project, and a blob is an object that is inside the bucket
on the Cloud. In this section of the code, we are accessing the
necessary container and listing the objects inside so that the
needed blob can be found and uploaded.

Position data is important in our developed monitoring
platform prototype, as it is necessary to display the data on

Fig. 6. Setting for Google Cloud.

the map for analysis. Position data is collected using the GPS
module that is externally connected to the Raspberry Pi and
collected in the program using the code in Fig. 7. These
position data are then combined with sensor data collected
using the SenseHAT, and added to a csv file. This csv file is
finally uploaded to the Cloud. This process repeats every hour
(if the data is collected every hour), as in the code in Fig. 8.

Fig. 7. Collecting Position Data.

Fig. 8. Uploading Data to Cloud.
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Fig. 9. Locations and Information of Sensor Nodes.

TABLE I
DATA FROM SENSOR NODES

ID Date Time Temperature (F) Humidity (rH) Barometric Pressure (Millibars) Latitude Longitude
Sensor 2 0 12/5/2023 20:24 70.48384864 84.98821176 1006.657791 30.69452008 -88.12016946
Sensor 2 1 12/5/2023 21:24 70.13550237 84.42703784 1008.140927 30.69784988 -88.16305326
Sensor 2 2 12/5/2023 22:24 71.98952597 83.27079063 1013.168887 30.70569881 -88.10140890
Sensor 2 3 12/5/2023 23:24 70.62995911 84.07781890 1013.004590 30.70350172 -88.14151975
Sensor 2 4 12/5/2023 0:24 70.88124208 83.79608197 1007.199209 30.69927027 -88.13736474
Sensor 2 5 12/5/2023 1:24 71.32157650 83.71916639 1000.208420 30.68967268 -88.18848276
Sensor 2 6 12/5/2023 2:24 71.77213321 84.77007491 1003.991880 30.69652664 -88.16415512
Sensor 2 7 12/5/2023 3:24 70.40468789 84.23183246 1012.949528 30.70426642 -88.12201916
Sensor 2 8 12/5/2023 4:24 71.26431357 83.82901174 1000.208169 30.70581310 -88.13836647

B. Experimental Results

As mentioned in previous sections, our developed monitor-
ing platform prototype uses a Raspberry Pi as a core device. A
SenseHAT is used as the sensor in each node, and it collects
temperature, humidity, and Barometric pressure data in real
time. A GPS module is attached to the core device, and
position data would be gathered along with the sensor data.
Cloud is used in our platform. All of this data as well as a node
ID and time information are collected into a line on a csv file,
and then the csv file would be uploaded to the Cloud storage.
The Cloud storage contains the code for the website, which
cycles through the available csv files and displays them using
Flask. Flask codes are shown in Fig. 10. And the monitoring
results are shown in Fig. 9. Because the type of data chosen is
temperature, humidity, and barometric pressure, a screenshot
of the monitoring website and map indicates 9 locations of
the sensor nodes with data inforamtion. The data is captured
every hour and listed in the Table I with ID, time, and location
of the sensor node.

Our developed monitoring platform prototype with an image
sensor and Coral accelerator is also tested for an object
monitoring application. A model is trained using the COCO
dataset, which is converted into a TFLite model [40] and
lightweight enough to function on smaller processing devices
such as the Raspberry Pi with AI accelerator. A code shown in

Fig. 10. Flask Code.

Fig. 11 is then created to process a live stream video feed to be
able to highlight detected objects. The experimental results are
shown in Fig. 12. Not only does the TFLite provide a lighter-
weight model for processing, but an accelerator also boosts the
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Fig. 11. Code for Object Monitoring.

(a) (b)
Fig. 12. Before (a) and After (b) Adding Accelerator to Platform for Object Monitoring.

processing speed and capability enough to process data in real
time. As listed in the Table II, the Frames Per Second (FPS)
of the live stream is improved by approximately 4 times after
AI accelerator is added to the Raspberry Pi and accuracy is
also much improved. Especially for Keyboard monitoring, it
has 20% accuracy increase.

TABLE II
TESTED RESULTS BEFORE AND AFTER AI ACCELERATOR IS ADDED

FSP Accuracy (%) TV Bottle Keyboard
Before=4.27 Before 71% 66% 78%
After=16.03 After 78% 66% 98%

CONCLUSION

An AIoT and Cloud enabled monitoring platform is pro-
posed in this paper. Environmental and object monitoring is
demonstrated to verify the flexibility and reliability of the
platform. Especially, with the AI accelerator, the (FPS) of the

live stream is improved by approximately 4 times and the
inference accuracy increases by up to 20%.

ACKNOWLEDGMENT

This work was supported in part by the National
Oceanic and Atmospheric Administration under Grant
NA23OAR4170169 and the National Science Foundation un-
der Grants 2218046 and 2247343. The authors acknowledge
financial support from the Alabama Graduate Research Schol-
ars Program (GRSP), funded through the Alabama Commis-
sion for Higher Education and administered by the Alabama
EPSCoR.

REFERENCES

[1] M. Oli-Uz-Zaman, S. A. Khan, W. Oswald, Z. Liao, and J. Wang,
“Stuck-at-fault immunity enhancement of memristor-based edge ai sys-
tems,” IEEE Journal on Emerging and Selected Topics in Circuits and
Systems, vol. 12, no. 4, pp. 922–933, 2022.

[2] L. Hou, F. Fan, J. Fu, and J. Wang, “Time-varying algorithm for swarm
robotics,” IEEE/CAA Journal of Automatica Sinica, vol. 5, no. 1, pp.
217–222, 2017.

399



[3] J. Oh, J. Lee, Y. Park, and Y. Park, “A secure data processing system in
edge computing-powered aiot,” in 2022 IEEE Asia-Pacific Conference
on Computer Science and Data Engineering (CSDE), 2022, pp. 1–4.

[4] J. Edstrom, Y. Gong, D. Chen, J. Wang, and N. Gong, “Data-driven
intelligent efficient synaptic storage for deep learning,” IEEE Transac-
tions on Circuits and Systems II: Express Briefs, vol. 64, no. 12, pp.
1412–1416, 2017.
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